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MULTI-OBJECTIVE FRAMEWORK FOR END-DEVICE PROCESSING 

AND OFFLOADING IN INDUSTRIAL IOT 
 

Abstract .  The paper develops an integrated theoretical and mathematical framework for information processing on 

resource-limited Industrial Internet of Things (IIoT) end devices operating within cloud–fog–edge architectures. The study 

is motivated by heterogeneous, nonstationary event streams whose direct transmission to upper tiers is often infeasible due 

to bandwidth scarcity, strict latency targets, and the energy and computational limitations of end devices. Consequently, the 

end device must execute sensing-driven preprocessing, manage finite-buffer queues, and regulate outgoing traffic while 

preserving the informativeness required for monitoring, control, and analytics. The proposed formalization treats the end 

device as an active decision node that shapes system dynamics by controlling local transformations and offloading decisions 

under time-varying resource conditions. A class- and priority-aware stream model captures heterogeneity in criticality and 

service requirements, while finite-buffer queueing dynamics represent delay and loss under bursty arrivals and constrained 

service capacity. The device state is described by a resource vector reflecting available CPU capacity, memory and buffer 

occupancy, channel quality and transmission rate, and energy-related limitations, enabling state-dependent admissibility 

conditions for local computation and communication. An operator-level processing chain systematizes the end-device 

reduction pipeline, including preprocessing, informativeness assessment, adaptive filtering, temporal and semantic 

aggregation, controlled compression, and compact feature formation. The chain produces structured, semantically annotated 

packets supporting lightweight local decision-making and selective offloading to fog or cloud tiers. A multi-criteria efficiency 

structure is specified to jointly account for latency, packet loss, energy expenditure, communication load, and informativeness 

preservation, thereby enabling Pareto-oriented synthesis of admissible adaptive policies. The research objective is to 

establish unified decision variables, constraints, and stability and feasibility conditions coupling queue behavior with resource 

limitations, providing an analytically traceable basis for subsequent method construction, parameter tuning, and scenario-

driven validation in realistic industrial environments. Unlike purely empirical benchmarking, the contribution is 

intentionally analytical: it consolidates fragmented models of local reduction and offloading, and exposes explicit operator 

definitions for reproducible analysis. 

Key words:  Industrial Internet of Things;Cloud-Fog-Edge Computing; Adaptive Filtering; Event Aggregation; Controlled 

Compression; Queueing Model; Resource-State Modeling; Computation Offloading; Multi-Criteria Optimization. 

 

Introduction 

The rapid development of the Industrial Internet of 

Things (IIoT) has substantially transformed 

contemporary approaches to data acquisition, 

monitoring, and control in cyber-physical production 

environments [1, 2]. In contrast to conventional industrial 

automation systems, modern IIoT infrastructures are 

characterized by dense sensor deployment, continuous 

telemetry generation, event-driven signaling, and 

heterogeneous communication channels, which jointly 

produce high-volume and structurally diverse data 

streams [3, 4]. Under these conditions, the efficiency of 

the overall system increasingly depends not only on 

cloud-side analytics or network-level orchestration, but 

also on the capability of end devices to perform 

meaningful local processing before data are propagated 

to upper computational layers [5, 6]. 

The integration of cloud, fog, and edge computing 

has become a dominant architectural paradigm for IIoT 

because it enables the distribution of computational 

functions according to latency requirements, resource 

availability, and application criticality [7, 8]. Cloud 

platforms provide scalable storage and high-performance 

analytics, while fog nodes offer intermediate processing 

capacity closer to production sites, and edge/end devices 

ensure low-latency interaction with physical processes 

[9]. However, the practical effectiveness of such a 

layered architecture is constrained by the weakest and 

most resource-limited components, namely end devices 

operating at the technological boundary. These devices 

must process incoming events under strict constraints on 

processor performance, memory capacity, 

communication bandwidth, and energy budget, while 

still maintaining the timeliness and reliability of critical 

industrial functions [10, 11]. 

Despite a significant body of literature devoted to 

resource management in cloud-fog-edge systems, many 

existing studies address optimization problems primarily 

at the fog or cloud levels, where computational resources 

are relatively abundant and end devices are often 

modeled as simplified traffic sources with fixed 

statistical properties [12, 13]. Such abstractions are 

suitable for global scheduling and network-wide load 
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balancing, but they are insufficient for the synthesis of 

end-device information processing strategies, where 

local filtering, aggregation, prioritization, and offloading 

decisions directly affect queue dynamics, 

communication load, and the availability of downstream 

services [13, 14]. In industrial scenarios, local decisions 

made at the edge can alter the intensity, composition, and 

temporal structure of traffic reaching fog and cloud 

nodes, thereby influencing not only local responsiveness 

but also the global operational stability of the entire 

distributed architecture [15]. 

A key methodological difficulty in this context is 

the need to represent end-device input as a heterogeneous 

event stream rather than as a homogeneous sequence of 

measurements. Industrial data flows typically combine 

periodic telemetry, asynchronous alarm messages, 

control commands, diagnostic markers, protocol service 

packets, and software-level events, each with distinct 

arrival patterns, priorities, and informational value [16, 

17]. Their statistical properties are often nonstationary 

and depend on equipment states, operating modes, 

environmental conditions, and abnormal situations, 

which limits the applicability of oversimplified 

stationary traffic models [18]. Therefore, a rigorous 

formalization of end-device information processing 

requires a stochastic event-based model capable of 

capturing class-dependent arrivals, temporal variability, 

queue occupancy, and the interaction between local 

computation and communication constraints [19]. 

Another important challenge is that end-device 

processing in IIoT cannot be formulated as a single-

objective optimization problem. Any strategy that 

aggressively reduces traffic and computation cost 

through filtering and aggregation may simultaneously 

decrease the informational content of retained data, 

thereby degrading diagnostics and control quality [20, 

21]. Conversely, a strategy aimed at maximal data 

preservation tends to increase queue lengths, latency, 

packet loss probability, and energy consumption, 

especially in resource-constrained microcontroller-based 

platforms [22]. As a result, the synthesis of information 

processing mechanisms at the end-device level must be 

treated as a multi-criteria problem, where latency, loss, 

energy expenditure, communication load, and 

informativeness are considered jointly and balanced 

under explicit resource constraints [23, 24]. 

From this perspective, the development of a 

mathematically grounded framework for end-device 

information processing requires the integration of several 

methodological components. First, the physical process 

observed by an end device should be linked to a discrete 

event representation that includes measured attributes, 

timestamps, event classes, and priority levels [25]. 

Second, local processing must be represented through 

queueing-theoretic abstractions that account for finite 

buffers, stochastic service times, and overload behavior 

for different classes of events [26]. Third, the resource 

state of the end device should be modeled as a dynamic 

vector reflecting processor utilization, queue state, 

communication channel conditions, and energy 

availability. Finally, system performance must be 

described through a generalized set of indicators that 

jointly characterize service quality, resource 

consumption, and information preservation efficiency. 

Such an integrated formalization creates the theoretical 

basis for constructing adaptive processing rules for 

filtering, preprocessing, aggregation, and computational 

offloading in layered IIoT environments [27, 28]. 

In addition to architectural and queueing 

considerations, the preprocessing stage performed 

directly on end devices plays a fundamental role in 

determining the structure and usefulness of data 

delivered to higher layers. In industrial applications, raw 

sensor values are subject to measurement noise, 

quantization errors, communication disturbances, 

missing samples, and calibration drift, which necessitates 

local operations such as outlier detection, noise 

suppression, normalization, time alignment, and missing-

data reconstruction [29]. These operations are not merely 

auxiliary; they define the initial transformation of raw 

observations into a compact and semantically meaningful 

event stream that can be processed under strict 

computational constraints [30]. Consequently, 

preprocessing and adaptive filtering should be analyzed 

as integral elements of the end-device information 

processing problem rather than as independent 

engineering routines [31]. 

The purpose of this paper is to formulate a coherent 

theoretical and mathematical foundation for information 

processing on IIoT end devices within a cloud-fog-edge 

architecture, with emphasis on the formal representation 

of event flows, local queue-based processing, resource-

aware decision variables, and multi-criteria efficiency 

indicators [32, 33]. Unlike experimental studies focused 

on empirical benchmarking, the present work is 

intentionally centered on conceptual and analytical 

synthesis: it systematizes the problem domain, introduces 

a unified modeling perspective, and defines the structure 

of the optimization problem that underlies adaptive end-

device processing in industrial environments [34]. Such 

a formulation is necessary for subsequent development, 

analysis, and validation of specialized methods capable 

of improving responsiveness, reducing communication 

load, and preserving the informational value of industrial 

data under realistic edge constraints [35]. 

Internet of Things (IoT) is emerging as a pivotal 

advancement within the realm of Artificial Intelligence 

(AI), signifying a stride towards a transformative 

paradigm in contemporary society [36]. In this context, 

the term “things” pertains to tangible devices, thereby 

constituting a network comprised of sensors and 

processors facilitating data communication among these 

devices [37]. Within this network, two categories of 

nodes exist: physical nodes and virtual nodes. Physical 

nodes encompass sensors, actuators, transit nodes, and 

other wearable or embedded devices, while virtual nodes 

comprise virtual machines or networks utilized within 

wireless networks. 

1. Related work 

The evolution of IoT and IIoT computing 

infrastructures has led to a gradual transition from purely 

cloud-centric architectures toward distributed cloud-fog-

edge paradigms, where computational functions are 
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placed across multiple layers according to latency, 

bandwidth, and reliability requirements [38]. In early 

cloud-oriented approaches, end devices were primarily 

considered data sources, while the main analytical and 

decision-making functions were concentrated in remote 

data centers. This model remains effective for long-term 

storage, large-scale analytics, and computationally 

intensive optimization; however, in industrial 

environments it often introduces unacceptable 

communication delays, excessive upstream traffic, and 

limited resilience under unstable network connectivity 

[39]. The reviewed literature consistently emphasizes 

that cloud-only processing is insufficient for time-

sensitive industrial applications, especially when 

physical processes require deterministic response and 

continuous state awareness [40]. 

To address these limitations, fog computing has 

been introduced as an intermediate layer that extends 

cloud capabilities toward the network edge by providing 

geographically closer processing, buffering, and service 

orchestration [41]. Fog nodes are typically used to 

aggregate data from multiple devices, perform near-real-

time preprocessing, and reduce the amount of 

information sent to the cloud. In IIoT contexts, this 

paradigm is widely applied to predictive maintenance, 

process monitoring, and distributed control support, 

where partial local intelligence is needed but full cloud 

dependence is undesirable [42]. Nevertheless, many fog-

oriented studies still formulate the end device as a 

simplified traffic generator or as a terminal node with 

fixed behavior, which limits the analytical 

expressiveness of such models when the objective is to 

design adaptive processing directly on the end device 

[43]. In other words, fog-based architectures improve the 

placement of computation, but they do not always 

provide a sufficiently detailed formal model of event 

handling, queueing, and resource-aware decision making 

at the lowest level of the hierarchy [44]. 

Edge computing research further strengthens the 

role of local processing and pushes decision logic closer 

to sensors and actuators [45]. The edge paradigm is 

particularly relevant for IIoT because it supports low-

latency operation, local autonomy, and reduced 

communication overhead, all of which are critical in 

production systems with high event rates and strict 

timing constraints [46]. Existing edge-focused studies 

propose a wide range of mechanisms, including local 

anomaly detection, threshold-based event filtering, 

stream preprocessing, and task partitioning between edge 

and upper layers [47]. However, these mechanisms are 

often developed as domain-specific solutions for 

particular sensors, protocols, or application scenarios. As 

a result, many approaches remain fragmented: one group 

of works focuses on event filtering, another on resource 

scheduling, another on communication-efficient 

aggregation, and another on offloading policies, while a 

unified mathematical representation that integrates these 

stages at the level of a resource-constrained IIoT end 

device is rarely presented explicitly [48]. 

A separate line of research addresses data reduction 

techniques, including filtering, aggregation, compression 

and feature extraction, which are especially important in 

industrial telemetry systems with large volumes of 

redundant or weakly informative observations [49]. 

Threshold filtering, event suppression, and dead-band 

transmission are widely used to decrease communication 

load, but they can also cause loss of diagnostically relevant 

information when static rules are applied under dynamic 

operating conditions [50]. Temporal and event-based 

aggregation methods significantly reduce the number of 

transmitted records and are effective for trend-level 

monitoring, yet they may distort short transients, rare 

faults, and sequence-dependent patterns if aggregation 

windows or grouping logic are not adapted to the current 

process state [51]. Compression methods improve channel 

utilization but introduce an additional trade-off between 

bitrate reduction and data distortion, which becomes 

critical when compressed data are later used for 

diagnostics or control [52]. Feature extraction techniques 

mitigate part of this problem by transforming raw or 

aggregated signals into compact descriptors, but their 

computational overhead and informational adequacy 

depend strongly on the available local resources and the 

semantics of the monitored process [53]. 

In parallel, task offloading and computation 

placement remain major topics in edge/fog/cloud research, 

especially in relation to delay minimization and energy-

aware scheduling [54, 55]. Most offloading models 

optimize execution location based on communication 

latency, computational cost, or energy expenditure, and 

many of them are formulated for mobile edge computing 

or generalized IoT scenarios rather than industrial event-

driven systems [56]. While these models provide valuable 

optimization principles, they frequently assume that the 

data to be transmitted are already formed and do not 

explicitly model the upstream transformation pipeline on 

the end device, including preprocessing quality, 

informative filtering, and adaptive aggregation [57]. 

Consequently, the interaction between local data reduction 

and offloading decisions is often underrepresented. For 

IIoT applications, this omission is substantial, because the 

decision to offload depends not only on network and CPU 

conditions, but also on the informational value of the event 

or packet being considered and on the consequences of 

local simplification for process observability [58]. 

Another limitation observed in the literature is the 

tendency to employ homogeneous or weakly 

differentiated traffic abstractions, which are insufficient 

for industrial event streams composed of telemetry, 

alarms, service packets, and control-related messages 

with different priorities and temporal behavior [59]. In 

practical IIoT systems, event classes differ in arrival 

intensity, urgency, and semantic significance, and these 

differences directly affect queue occupancy, service 

discipline, and packet loss under overload conditions 

[60]. Models that do not distinguish event classes can be 

useful for coarse-grained capacity estimation, but they 

are inadequate for constructing adaptive local policies 

that must preserve high-priority and high-

informativeness data while restricting low-value traffic 

under resource pressure. The need for class-aware and 

state-aware modeling is therefore not only a theoretical 

preference but a functional requirement for robust end-

device information processing [61, 62]. This requirement 
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is also consistent with formalization of heterogeneous 

event streams, local queue dynamics, and resource-state 

vectors in cloud-fog-edge settings, which provides a 

stronger basis for end-device decision synthesis than 

generic traffic models [63]. 

A further methodological issue concerns the 

treatment of performance criteria. Many studies optimize 

one or two indicators, most commonly latency and 

energy, whereas the preservation of informational value 

is either omitted or treated implicitly [64]. This 

simplification is understandable in network-centric and 

scheduling-centric formulations, but for IIoT end-device 

processing it creates a significant gap because local 

filtering and aggregation inevitably modify the 

informational structure of the transmitted data. An 

efficient communication policy that minimizes traffic 

and local computation can still be unacceptable if it 

suppresses weak precursors of faults or distorts process 

dynamics needed for diagnosis [65]. Conversely, full 

data preservation may exceed the device’s computational 

or energy capacity and lead to unstable queues and 

delayed reactions. Therefore, the research problem 

should be framed as genuinely multi-criteria, with 

explicit inclusion of latency, packet loss, energy 

consumption, communication load, and informativeness 

in a unified analytical model [66]. The formal definitions 

of such criteria and their integration into a single 

efficiency vector . can be systematically generalized for 

article-level presentation. 

Based on the above analysis, the principal research 

gap can be formulated as follows. Existing studies 

provide important but largely disjoint contributions to 

cloud-fog-edge architecture design, local data reduction, 

and offloading optimization; however, they rarely offer a 

coherent mathematical framework that simultaneously 

represents heterogeneous event-based input on IIoT end 

devices, local queue-constrained processing, dynamic 

resource state of the device, adaptive transformations of 

data such as filtering, aggregation, compression, and 

feature formation, and a multi-criteria decision basis for 

selecting local processing versus transmission to upper 

layers [67]. In particular, the coupling between event 

informativeness and resource-aware decision making 

remains insufficiently formalized in most available 

models [68]. This gap limits the reproducibility, 

comparability, and systematic development of adaptive 

end-device processing mechanisms for industrial 

applications. 

The paper addresses this gap by developing a 

unified theoretical and mathematical formalization of 

information processing on IIoT end devices within a 

cloud-fog-edge architecture. Instead of proposing an 

empirical benchmark or a narrowly specialized 

implementation, the paper structures the problem domain 

into a sequence of interconnected models: an event and 

stream representation, a queue and service model, a 

resource-state model, a set of adaptive data processing 

stages, and a multi-criteria decision framework for local 

processing and offloading [69, 70]. Such a formulation is 

intended to serve as a methodological foundation for 

subsequent synthesis and validation of adaptive 

strategies in realistic industrial scenarios, while 

preserving analytical clarity and explicit traceability of 

assumptions. 

2. Problem formulation 

The object of research in this paper is the process of 

information processing on Industrial Internet of Things 

end devices operating within a hierarchical cloud-fog-

edge architecture. In such a system, end devices form the 

primary interface to physical processes and continuously 

interact with upper computational layers through 

communication channels of limited and potentially 

variable capacity (Fig. 1). From the standpoint of system 

organization, the end device is not treated as a passive 

data source, but as an active processing node whose local 

decisions influence queue dynamics, communication 

load, and the temporal structure of data delivered to fog 

and cloud layers. This interpretation is consistent with the 

formal architectural decomposition of edge, fog, and 

cloud node sets and with the event-oriented 

representation of end-device operation adopted in the 

underlying framework. 

The subject of research is the set of mathematical 

models and decision-making principles that govern 

adaptive selection of end-device processing modes under 

resource constraints. In the scope of this paper, these 

modes include local preprocessing, adaptive filtering, 

aggregation, compression, feature-oriented transformation, 

and transmission of data to upper layers for further 

processing. The emphasis is placed on the formal coupling 

between input event characteristics and the current 

resource state of the device, rather than on a specific 

implementation platform or protocol stack. Accordingly, 

the paper focuses on a generalized analytical formulation 

that can later be instantiated for concrete IIoT domains, 

hardware classes, and communication technologies. 

The system boundary considered in this study 

includes the end device as the principal decision point, 

the local communication interface as a constrained 

transfer medium, and upper-level fog/cloud resources as 

available destinations for deferred or extended 

processing.  

At the same time, low-level protocol details, 

vendor-specific hardware features, and application-

specific semantic interpretations of events are 

intentionally abstracted and represented through 

generalized model parameters. This abstraction is 

necessary to preserve analytical generality while 

retaining the essential dynamics of event arrivals, local 

processing, and adaptive transmission behavior. 

2.1 Input event model and operating constraints. 

The input to the considered system is a heterogeneous 

event stream generated by industrial sensors, actuators, 

controllers, and service software components. In contrast 

to homogeneous telemetry models, the stream is assumed 

to include both periodic and asynchronous events with 

different semantic roles, priorities, and temporal 

distributions. This assumption reflects the operational 

reality of IIoT systems, where regular measurements 

coexist with alarms, service packets, protocol-level 

events, and diagnostic markers, and where event intensity 

may vary depending on process state and disturbance 

conditions.  
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Fig. 1. Cloud-fog-edge IIoT architecture featuring the end device as an active decision node 

 
The considered framework formalizes such data as 

class-dependent event flows, thereby establishing a basis 

for an event-driven problem formulation rather than for a 

simplified scalar-sampling model. 

The considered end device operates under explicit 

resource constraints that significantly affect feasible 

processing strategies. These constraints include limited 

computational capacity, finite memory and buffer space, 

limited or unstable communication throughput, and 

restricted energy availability. In practical terms, this 

means that the device cannot always execute full local 

processing for every incoming event and cannot transmit 

all raw data to upper layers without risking queue growth, 

delay escalation, or energy depletion. Therefore, any 

viable processing policy must dynamically reconcile the 

incoming event load with the current operational capacity 

of the device. In the mathematical treatment that follows, 

these constraints will be captured through a dynamic 

resource-state representation and queue-aware 

processing assumptions. 

In addition to resource limitations, the problem is 

constrained by operational requirements typical for 

industrial systems. These include bounded latency for 

time-sensitive events, admissible loss limits (which may 

be class-dependent), and continuity requirements for 

baseline telemetry delivery to ensure monitoring 

traceability and diagnostic observability. The latter 

condition is especially important because aggressive 

filtering or aggregation may reduce communication load 

but can violate minimum reporting obligations if applied 

without safeguards. For this reason, the problem 

statement explicitly assumes the existence of regulatory 

or operational constraints that impose a lower bound on 

retained and transmitted information, even under 

overload conditions. 

2.2 Performance criteria and tradeoffs. The 

efficiency of end-device information processing in IIoT 

cannot be adequately described by a single indicator. The 

problem is inherently multi-criteria because local 

decisions simultaneously affect processing delay, queue 

occupancy, packet or event loss, energy consumption, 

communication traffic, and the informativeness of the 

retained data. In industrial environments, these indicators 

are not independent: they interact through both 

computational and communication pathways, and the 

improvement of one criterion often leads to deterioration 

of another. The integrated efficiency vector formalization 

provides a suitable foundation for representing this 

interdependence in a systematic way. 

The central conflict of the problem can be 

summarized as a trade-off between resource efficiency 

and information preservation. Stronger local filtering, 

larger aggregation windows, or more aggressive 

compression settings tend to reduce traffic volume and 

energy use, and they may also stabilize queue behavior 

under heavy load. However, these same actions can 

suppress weak but diagnostically important events, 

distort temporal dynamics, or remove context required by 

upper-level analytics. Conversely, preserving the full 

event stream or applying minimal reduction improves 

observability but increases the burden on the local 

processor, communication channel, and energy 

subsystem, thereby elevating latency and overload risk. 

The problem is further complicated by the fact that the 



Advanced Information Systems. 2026. Vol. 10, No. 2 ISSN 2522-9052 

122 

informational value of events is itself nonuniform and 

may depend on event class, process condition, and short-

term event history, which makes static processing rules 

insufficient for robust operation. 

Under such conditions, the decision mechanism 

must be adaptive and state-aware. This means that 

processing actions should not be fixed a priori, but 

selected dynamically on the basis of current event 

characteristics and the instantaneous resource state of the 

device. In particular, the system should support variation 

of filtering intensity, aggregation mode, compression 

level, and transmission behavior in response to changes 

in queue occupancy, processor load, energy reserve, and 

communication conditions. End-device processing is 

therefore treated as an adaptive control problem over a 

structured set of data transformation and offloading 

actions, rather than as a fixed pipeline with constant 

parameters. 

2.3 Multi-objective optimization problem. Let 

( )t  denote a vector of adaptive control variables (or 

policy parameters) that determines the current end-

device processing configuration. In a generalized form, 

this vector may include parameters of local filtering, 

aggregation, compression, feature formation, and 

transmission/offloading behavior, i.e.: 

( ) ( ), ( ), ( ), ( ), ( )( )filt agg cmp feat offt t t t t t=      . 

The problem is to determine an admissible adaptive 

policy   that maps input events and the current device 

state to feasible values of ( )t , while satisfying 

operational and resource constraints. The optimization 

objective is multi-criteria and can be expressed through a 

vector of performance functionals that jointly represent 

latency, loss, energy expenditure, communication load, 

and informativeness. In compact form, the problem can 

be written as a vector optimization task over the 

admissible policy set  : 

min ( ) min ( ), ( ), ( ), ( ), ( )( )T L E R If f f f f
 

= −F
 

      , 

where Tf  is the delay-related criterion, Lf  characterizes 

losses, Ef  reflects energy consumption, Rf  denotes 

communication load, and If  represents informativeness 

(introduced with a negative sign to preserve 

minimization form). Depending on the target application, 

this formulation may be treated either as a Pareto 

optimization problem or as a constrained scalarized 

problem with prioritized criteria and admissible 

thresholds. 

The admissible decision space is restricted by a set of 

constraints reflecting end-device computational capacity, 

memory and buffer limits, communication channel 

conditions, energy budget, and minimal telemetry 

preservation requirements. In addition, service-level 

restrictions may impose upper bounds on acceptable delay 

for selected event classes. Thus, the research problem is 

not merely to reduce traffic or local load, but to construct 

a formally consistent and resource-aware decision 

framework that preserves the functional adequacy of 

industrial monitoring and control under variable operating 

conditions. To enable analytical development of this 

framework, the next section introduces the mathematical 

model of event streams, queue-based local processing, 

device resource state, and efficiency criteria that underlies 

the proposed formalization. 

3. System model for IIoT end-device 

information processing 

The proliferation of IoT technologies has ushered in 

a transformative era, permeating diverse sectors with 

unprecedented connectivity and data generation. In 

tandem with this IoT revolution, the integration of cloud, 

fog, and edge computing has emerged as a pivotal 

paradigm, reshaping the landscape of computational 

architecture [11]. This integration represents a strategic 

response to the escalating demands for real-time data 

processing, low-latency communication, and scalable 

infrastructure in the IoT ecosystem. 

3.1 Event stream model. Information processing at 

an IIoT end device is formalized as the handling of a 

heterogeneous event stream generated by sensors, 

actuators, controllers, and service subsystems operating 

in a shared industrial environment. Such a representation 

is required because the incoming traffic is not 

homogeneous telemetry only; it also includes alarms, 

diagnostic messages, control-related updates, and 

auxiliary protocol events that differ in temporal behavior, 

criticality, and processing requirements. A unified event 

abstraction is therefore introduced in order to preserve 

semantic heterogeneity while maintaining a 

mathematically tractable model for subsequent 

optimization and control. 

Each incoming event is represented by the tuple: 

, , ,i i i i ix v s c p=   , 

where iv  denotes the measured value (or feature vector), 

is  is the timestamp, ic  is the class label, and ip  is the 

priority (or criticality indicator). This structure supports 

simultaneous modeling of signal content, temporal 

ordering, semantic type, and service importance, which 

is essential for industrial scenarios where not all events 

should be processed, compressed, or transmitted under 

identical rules. The adoption of a class- and priority-

aware event model is consistent with a formulation in 

which adaptive filtering, aggregation, compression, and 

offloading are coupled and jointly influence queue 

dynamics, delays, energy use, and retained 

informativeness. 

Let  1, ,C=   denote the set of event classes. 

The input stream is modeled as a superposition of class-

specific substreams with time-varying intensities ( )c t , 

c , and aggregate intensity: 

( ) ( )c
c

t t



=   . 

The explicit use of class-dependent intensities is 

justified by the operating reality of IIoT systems: the 

traffic profile changes with process regimes, 

maintenance operations, faults, communication 

disturbances, and control actions. Consequently, the 

composition of the stream is often more important than 
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the total rate alone. A purely aggregate model would 

obscure the distinction between critical and background 

traffic, which is unacceptable in industrial processing 

where latency and loss constraints are class-dependent. 

To account for selective local processing, an 

admissibility operator ( , ( ), ) 0,1ix w t    is introduced, 

where ( )w t  is the instantaneous resource state and   is 

the control configuration (filtering, aggregation, 

compression, and task-formation parameters). The 

effective locally admitted stream is then defined as: 

 : ( , ( ), ) 1loc i i ix x w t= =  , 

and its intensity is denoted by ( )eff t . This distinction 

between the raw incoming stream and the admitted 

processing stream is central for the formal model, 

because most adaptive mechanisms act precisely through 

transformations of ( )eff t , event granularity, and the 

information density of the retained data rather than 

through direct modification of the physical sensing 

process itself. 

A horizon-based representation is also convenient for 

deriving performance functionals. For an observation 

interval  0 0,t t H+ , the event sequence is represented as: 

 0 0[ , ]H i ix s t t H=  +∣ . 

This enables the later introduction of horizon-level 

criteria (delay, loss, energy, bitrate, informativeness) as 

functionals over realized trajectories instead of static 

point values. Such a formulation aligns with the multi-

criteria treatment of end-device operation, where strategy 

quality is assessed through integrated indicators rather 

than isolated instantaneous metrics. 

3.2 Queueing and local processing model. Local 

processing at the end device is represented by a queue-

based service model with finite buffering and resource-

constrained service capacity. This abstraction is 

necessary because even when filtering and aggregation 

are applied, event handling remains subject to contention 

for processor time, memory, and communication 

interface access.  

Queue state and deadlines are explicitly involved in 

the interaction of adaptive filtering and offloading 

decisions, which motivates a queue-centric mathematical 

representation of local execution. 

Let ( )Q t  denote the queue occupancy at time t , 

measured either in events or in normalized service units. 

A generic discrete-time evolution over step t  may be 

written as: 

  max

( )

min ,max 0, ( ) ( , ) ( , ) ,

Q t t

Q Q t A t t S t t

+  =

= +  − 
 

where ( , )A t t  is the number (or workload volume) of 

admitted arrivals during [ , )t t t+  , ( , )S t t  is the 

completed service volume, and maxQ  is the finite queue 

capacity. This form does not impose a restrictive 

stochastic assumption (e.g., Poisson/exponential service) 

and is therefore suitable for an analytical framework that 

must remain compatible with heterogeneous industrial 

workloads and implementation-specific schedulers. 

An effective service intensity ( )t  is introduced to 

represent the local processing capability under the 

current configuration and resource state. The 

corresponding utilization indicator is defined as: 

( ) ( ) ( )efft t t=   . 

Although ( )t  is an aggregated quantity, it provides 

an operationally meaningful criterion for stability and 

overload detection. Regimes with sustained ( ) 1t   

imply queue accumulation, increased waiting times, and 

elevated probability of loss or deadline violation, whereas 

( ) 1t   on admissible intervals is required for bounded 

queue behavior. This interpretation is especially important 

in a framework where adaptive filtering and compression 

may reduce ( )eff t , while feature extraction or local 

analytics may simultaneously decrease ( )t  by increasing 

per-event computational complexity. 

To preserve class-sensitive processing behavior, the 

queue model is supplemented by class-indexed waiting-

time and deadline constructs. Let iD  denote the sojourn 

time of event ix , and let max
cT  be the admissible delay 

for class c . Deadline violations are then characterized by 

the indicator: 

 max

i
i i c

D T= 1 . 

This definition links queue dynamics to loss-related 

criteria in a manner that is more appropriate for IIoT than 

simple overflow-only loss modeling, because many 

industrial applications treat stale information as 

functionally equivalent to dropped information. The 

distinction between critical and background flows in the 

criteria vector further reinforces the need for class-aware 

accounting of delay and loss. 

The queueing formulation also serves as the 

coupling point between local processing and offloading. 

Events that are not efficiently handled locally may be 

converted into offloading tasks after preprocessing, 

aggregation, and feature formation. Consequently, queue 

occupancy ( )Q t  is not only a service-state descriptor but 

also a control signal that influences whether subsequent 

workload should remain on the end device or be 

transferred to fog/cloud layers. This interpretation aligns 

directly with the formulation in which offloading 

decisions are made with explicit consideration of queue 

state, deadlines, and resource constraints. 

3.3 End-device resource state model. The local 

operating conditions of the IIoT end device are 

represented by a dynamic resource-state vector: 

( ) ( ), ( ), ( ), ( ), ( )( )CPU chw t Q t U t M t SoC t R t= , 

where ( )Q t  is queue occupancy, ( )CPUU t  is processor 

utilization, ( )M t  is memory usage (or memory pressure), 

( )SoC t  is the energy state, and ( )chR t  is the available 

communication capacity (or an equivalent channel-
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quality/throughput indicator). The explicit inclusion of 

memory extends the compact notation and is consistent 

with the criteria formulation in which the integrated 

resource load accounts for processor utilization, memory, 

and queue state. 

A state-based formulation is indispensable because 

the admissibility of local processing and the feasibility of 

offloading cannot be determined from event properties 

alone. For instance, the same event class may be processed 

locally under low CPU load and high channel congestion, 

but routed outward when CPU saturation is high and 

channel conditions are favorable. Similarly, energy-

constrained operation requires policies to react to ( )SoC t

, since computationally expensive local analytics and 

communication-heavy transmission exhibit different 

energy signatures. The source material explicitly treats 

offloading and upstream data preparation as a coordinated 

chain that is sensitive to queue state, processor load, 

energy, and channel characteristics, which is naturally 

captured by the resource vector w(t). 

The state vector also supports constraint 

formalization. Let adm  denote the admissible state set 

defined by operational and safety bounds: 

max max

max min min

: , ,

, ,

CPU

adm op
ch

w Q Q U U

M M SoC SoC R R

   
=  

    

. 

This set is not merely a technical convenience; it 

encodes feasibility requirements under which the end 

device remains stable, responsive, and deployable in 

industrial environments.  

Any processing policy that systematically drives the 

system outside adm  must be considered inadmissible 

even if it improves one isolated metric (e.g., 

informativeness) in the short term. 

A practical implication of the state formulation is 

the need for synchronized measurement and estimation. 

Components such as ( )Q t  and ( )CPUU t  are directly 

observable, while ( )chR t  and effective transmission 

conditions may require short-term estimation or 

smoothing. The resulting state vector can therefore be 

interpreted as a hybrid measured-estimated quantity 

updated at policy decision epochs. This interpretation is 

consistent with treating the end device as an active 

control element that manages both information flow and 

resource consumption, rather than a passive data source. 

3.4 Performance criteria vector. The performance 

of end-device information processing is described by a 

multi-criteria vector rather than a scalar objective. This is 

a foundational modeling choice: in industrial IIoT systems, 

latency, deadline adherence, energy expenditure, 

communication load, and data informativeness are 

inherently interdependent and often conflicting. An 

integrated criteria vector is formulated, and strategy 

synthesis is required to explicitly respect this coupled, joint 

structure. Let   denote the end-device processing strategy 

and define the integrated criteria vector as: 

( ) ( ) ( ) ( )
( ) , , , , , , ,( )crit bg crit bg

E I U RT T loss loss
F F F F F F F F=F  , 

where the components correspond to delay for critical 

and background flows, loss/deadline-miss indicators for 

critical and background flows, energy expenditure, 

informativeness of retained/transmitted data, integrated 

resource utilization, and communication resource usage 

(e.g., average bitrate and peak channel load). This 

structure directly reflects the underlying formal 

decomposition of the criteria. 

The delay components 
( )crit

TF  and 
( )bg

TF  can be 

defined as mean, percentile, or guaranteed latency 

metrics over the corresponding class subsets. The loss 

components 
( )crit

loss
F  and 

( )bg
loss

F  capture overflow losses 

and/or deadline violations. The energy criterion EF  is 

naturally formulated as energy per informative event, 

energy per horizon, or a weighted combination of 

compute and transmission consumption. The resource-

load criterion UF  aggregates processor, memory, and 

queue pressure into an integrated operational burden 

measure. The channel-use criterion RF  characterizes 

both average and peak network usage, which is important 

in shared industrial communication environments. These 

interpretations are explicitly supported by the criteria 

description. 

The informativeness criterion FI plays a structurally 

distinct role. Unlike delay, loss, energy, and bitrate, 

which are naturally minimized, informativeness is a 

“useful” quantity that should be preserved or maximized. 

The paper notes this asymmetry and indicates that a 

unified minimization form may be obtained by 

normalization or by transforming utility-type criteria into 

equivalent penalty forms. This observation is important 

for the later optimization formulation because it permits 

a consistent Pareto analysis without distorting the 

semantic meaning of the original criteria. 

A key methodological consequence of the vector 

formulation is that no single mechanism can be optimized 

independently without affecting the others. Adaptive 

filtering reduces the admitted stream and may improve 

TF , EF , and RF , but excessive filtering degrades IF . 

Aggregation and compression reduce bitrate and 

transmission costs yet may alter task fidelity and delay 

profiles. Offloading decisions may reduce local load UF  

and local delay under CPU saturation, but can worsen 

latency or reliability under channel degradation. 

3.5 State-policy-performance model. The 

complete mathematical model is obtained by integrating 

event-stream representation, queue dynamics, resource-

state evolution, and the multi-criteria performance vector 

into a single controlled system (Fig. 2). In this 

formulation, the processing strategy is not treated as a 

fixed algorithmic routine but as a structured decision 

object that determines how incoming data are 

transformed and where computations are executed under 

changing resource conditions. 

The end-device processing strategy is modelled as 

an ordered set of coordinated policies: 

( , , , , )prep filt agg cmp off=      , 
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where the individual components correspond to 

preprocessing/normalization, adaptive filtering, 

aggregation, compression, and offloading, respectively. 

This modular representation is essential for the 

mathematical formalization because it makes the internal 

control interfaces of the processing pipeline explicit and, 

consequently, enables systematic tuning of end-device 

behavior under varying resource and workload conditions.  

The corresponding parameterization may be written 

as: 

, , , , ,( )prep filt agg cmp task off=       , 

where task  denotes the task-formation parameters used 

after aggregation/feature generation. The parameter 

vector is explicitly linked to changes in the integrated 

criteria and is treated as the primary object of synthesis. 

State evolution is then expressed by a controlled 

transition relation: 

( ) ( ), ( , ), ,( )w t t w t t t t+  =  +    , 

where ( , )t t t+   denotes the incoming events on the 

interval and ( )   aggregates the effects of admission, 

queueing, local execution, data reduction, task formation, 

and transmission decisions.  

A separate performance mapping: 

   ( ) , ( ) , ,( )ix w t= F    , 

generates the integrated criteria over the observation 

horizon. The pair ( , )   closes the model by explicitly 

connecting controllable transformations to measurable 

performance outcomes. 

 
Fig. 2. State-policy-performance model for adaptive control 

 
This integrated representation also clarifies why the 

problem is intrinsically multi-objective and state-

dependent. The same control parameters  can yield 

different performance vectors under different realizations 

of (t), class composition, and resource-state trajectories 

w(t). Consequently, a valid synthesis procedure cannot 

rely on static parameter tuning alone; it must account for 

workload variability, state transitions, and class-sensitive 

service requirements. This point is consistent with 

interpreting the end device as an adaptive controller of 

both data flows and resource usage in cloud-fog-edge 

environments. 

Finally, the model provides a rigorous transition to 

the optimization problem. The admissible strategy set is 

defined by physical, operational, and deployment 

constraints (resource limits, deadline requirements, 

communication feasibility, minimal informativeness 

preservation), and the target of synthesis is a non-

dominated compromise in the criteria space. The strategy 

search is framed in Pareto terms under stability, 

scalability, and realizability requirements, making the 

present state-policy-performance model an appropriate 

formal basis for the subsequent optimization section. 

4. Adaptive data processing framework 

Adaptive information handling on IIoT end devices 

requires a formal operator-level description of local data 

transformations, since resource-aware behavior emerges 

not from a single mechanism but from the coordinated 

action of multiple processing stages that jointly reshape 

event intensity, representation granularity, and informative 

content. The local processing chain is therefore modeled 

as a sequence of parameterized transformations including 

preprocessing and normalization, informative-value 

assessment, filtering, aggregation, compression, and 

feature formation, where each stage has explicit inputs, 

outputs, and admissibility conditions [11] (Fig. 3). 

This formulation preserves analytical consistency 

across heterogeneous industrial event streams and 

constrained device states, while providing a 

mathematically explicit basis for compact, semantically 

structured representations suitable for subsequent local 

analysis and controlled interaction with upper 

computational layers. 

4.1 Preprocessing and data normalization. Local 

processing of IIoT data begins with a preprocessing layer 

that transforms heterogeneous raw observations into a 

structurally consistent representation suitable for 

subsequent filtering, aggregation, and decision-making. 

This stage is required because industrial event streams 

are affected by measurement noise, quantization 

artifacts, missing samples, timestamp jitter, protocol-

level irregularities, and device-specific calibration 

offsets, all of which distort downstream estimates of 
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informativeness and may induce unstable behavior of 

adaptive rules if left untreated. A unified operator-based 

formalization is therefore introduced in order to preserve 

analytical coherence across the full processing pipeline.

 

Fig. 3. Adaptive local processing chain for heterogeneous event streams on the IIoT end device 

 

Let , , ,i i i i ix v s c p=    denote the raw event defined 

in the previous section.  

The preprocessed event is represented as: 

' ( , )
prep

raw
i i ix P x H=  , 

where 
prep

P  is a parameterized preprocessing operator 

and 
raw
iH  is a short raw-history context used for local 

correction and synchronization.  

The parameter block prep  may include denoising 

parameters, calibration coefficients, missing-value 

reconstruction settings, and synchronization tolerances. 

The resulting event 
'
ix  preserves the semantic structure of 

ix  while providing a normalized value representation and 

consistent timing attributes.  

The preprocessing operator is modeled as a 

composition of elementary transformations: 

prep sync norm cleanP P P P=   , 

where 
prep

P  performs cleaning and basic correction, 

normP  performs normalization/calibration, and syncP  

aligns timestamps and event timing semantics.  

The cleaning stage suppresses gross outliers and 

corrupted payloads using lightweight local rules 

compatible with constrained devices, e.g., bounded-

range clipping, median-type smoothing on short 

windows, or class-specific validity masks. The 

normalization stage maps measured values to a common 

scale, compensates known sensor offsets, and may 

convert device-specific units into process-level units. 

The synchronization stage aligns events to a local time 

base and resolves inconsistencies caused by 

asynchronous acquisition or transport jitter. 

To preserve traceability of data quality after 

preprocessing, a service-quality metadata component 

may be appended to the event structure.  

A convenient representation is: 

' , , , ,i i ii i ix v s c p q=   , 

where iv  and is  denote corrected value and timestamp, 

and iq  is a compact quality descriptor (e.g., confidence, 

reconstruction flag, or synchronization reliability 

indicator). Such metadata is not merely auxiliary. It is 

required for consistent informativeness assessment 

because low-confidence events should not be interpreted 

identically to high-confidence events, even when their 

measured amplitudes are similar. 

From a systems perspective, preprocessing serves 

two simultaneous functions: local improvement of data 

quality, and standardization of the event representation 

for later adaptive operators. This dual role is essential in 

resource-constrained IIoT nodes, where filtering and 

offloading decisions must be computed with low 

overhead and therefore rely on stable, compact, and 

semantically aligned inputs. Preprocessing is thus 

formalized as an integral control stage rather than a 

peripheral engineering step. 

4.2 Event informativeness assessment. Adaptive 

local processing requires an explicit estimate of the 

informative value of each event (or event-derived unit), 

since resource-aware decisions cannot be based on 

amplitude thresholds alone in heterogeneous industrial 

streams.  

A scalar informativeness functional is introduced to 

quantify the expected contribution of an event to 
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monitoring, diagnostics, or control support under the 

current process context.  

This functional acts as the semantic control signal 

for subsequent filtering, aggregation, and prioritization 

rules. 

Let '
ix  denote the preprocessed event and iH  

denote a compact local context (recent history of the 

same signal, same class, or same source). The 

informative value is defined as: 

'( , ; )iii II I x H=  , [0,1]iI  , 

where I  is the parameter set of the informativeness 

model. The normalization [0,1]iI   is useful for 

constructing class-aware but comparable filtering rules 

and for coupling informativeness with distortion or 

compression constraints later in the pipeline. 

A component-wise representation is adopted in 

order to preserve interpretability: 

' '

' '

, ( , ) , ( , )
,

, ( , ) , ( , )

i i
i

A A i C C i

i i

i i

w x H w x H
I

w x H w x H

   
  +  +
 =
 +  +  

  

where   is a deviation component,   is a dynamics 

component, A  is an anomaly-related component, C  

is a contextual component, , , , 0A Cw w w w    are 

weights, and ( )  is a bounded monotone mapping (e.g., 

logistic or clipped linear normalization). This 

decomposition reflects the fact that informative value in 

industrial systems is multi-factorial: a data point may be 

informative due to a large deviation, a rapid local trend, 

anomalous temporal behavior, or process context (e.g., 

class, priority, operational mode), even if no single 

component is dominant. 

The deviation component   quantifies the 

distance from an expected or baseline state and may be 

defined using a class- or source-specific reference: 

( )'( , ) ! , ( )
ii i c iix H v v H  =  , 

where ( )
ic iv H  is a local baseline estimate and   is a 

normalized discrepancy measure. The dynamics 

component   captures local rate-of-change, trend 

persistence, or short-term volatility: 

( )'( , ) ,i i i ix H v H  =  . 

The anomaly component A  quantifies the degree 

of abnormality relative to the expected temporal or 

multivariate pattern and may be realized by lightweight 

local scoring procedures compatible with end-device 

constraints. The contextual component C  embeds 

process semantics and operational relevance through class 

labels, priority levels, and optional quality metadata iq : 

'( , ) ( , , , )C i C i i i iix H c p q =   , 

where i  denotes optional context flags (e.g., current 

machine state or mode indicators). 

The use of local history iH  is essential because 

informative value is generally nonstationary and path-

dependent. The same measured value may be 

uninformative in a steady regime and highly informative 

during drift onset, recovery, or state transition. The 

history term enables local adaptation without requiring 

heavy cloud-side analytics and allows the end device to 

preserve early indicators of abnormal behavior even 

under constrained resources. The resulting iI  should 

therefore be interpreted as a context-conditioned utility 

estimate for resource-aware processing, rather than as a 

static anomaly score. 

4.3 Adaptive filtering policy. Filtering is 

formalized as a state-dependent admissibility mechanism 

that determines whether an event is discarded, retained, 

or explicitly marked for protected handling in the 

downstream pipeline. The filtering layer does not 

perform full routing or offloading decisions; instead, it 

implements the first stage of resource-aware selection by 

controlling admission into subsequent local 

transformations. This separation is important for 

analytical clarity because it decouples semantic 

screening from action-level execution decisions while 

preserving a consistent state-based control structure. 

Let ( )iw t  be the resource-state vector at the arrival 

time of event 
'
ix , and let iI  be its informative value. A 

filtering action variable is defined as: 

'( , , ( ))
filt ii i im F x I w t=  , 

with 

   , ,im  drop pass mark .  

The label drop  suppresses the event from the local 

processing chain, pass  forwards it to the next stage 

under standard handling, and mark  denotes protected or 

prioritized retention (e.g., for safety-critical, audit-

relevant, or diagnostically significant events). This ternary 

formulation is preferable to a binary gate because it 

preserves the ability to encode policy-level exceptions and 

regulatory obligations without overloading the offloading 

stage.  

A baseline threshold form is introduced as: 

, , ( ) ,

, , ( ) , ( ) ,

, , ( ) .

( )

( ) ( )

( )

i hi i i

i lo i i i hi i i

i lo i i

I c w t

m c w t I c w t

I c w t

 



=  




mark

pass

drop



 



 

The thresholds lo  and hi  are class-aware and 

state-dependent. Their dependence on ( )w t  is the key 

adaptive mechanism that couples semantic relevance 

with current resource feasibility. Under queue growth, 

CPU saturation, or energy depletion, the thresholds are 

increased for low-priority classes, thereby reducing 

admitted load. Under favorable conditions, the thresholds 

are relaxed to preserve more context and improve 

observability (Fig. 4).  

A convenient affine adaptation law for the lower 

threshold is: 
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( ) ( )
0,

( ) ( )

ˆ ˆ( , )

ˆ1 1 ,( ) ( )

i i
i

i i

c c
lo i c CPUUQ

c c
chRS

c w Q U

SoC R

= + + +

+ − + −

   

 

 

where hatted variables denote normalized state 

components and 0, ic
  is the nominal class-dependent 

threshold. The upper threshold ( , )hi ic w  may be 

adapted analogously, with stricter protection for critical 

classes. This parameterization preserves interpretability 

and enables direct tuning of sensitivity to queue pressure, 

computational load, energy reserve, and communication 

conditions.

 

Fig. 4. Event classification based on informativeness assessment and adaptive detection thresholds 

 
A probabilistic filtering variant is also admissible 

when deterministic thresholding produces undesirable 

switching near boundary regimes. In that case, the 

passing probability may be defined as: 

( )'Pr( , ( )) ( , ( ))( )
ii i c i li o i im x w t I c w t = −drop   ∣ , 

with a steepness parameter 
ic

 . Such a formulation 

reduces chattering and improves robustness under noisy 

informativeness estimates while preserving the same 

state-coupled control logic. 

Industrial operation typically imposes a minimum 

telemetry continuity requirement, especially for 

traceability and baseline monitoring. To account for this, 

a protected-rate constraint is introduced: 

( )
( )

min
( ) c

c
keep

t   , protc , 

where 
( )

( )
c

keep
t  is the retained rate of class c  after 

filtering and prot  is the set of protected classes. This 

constraint prevents adaptive filtering from collapsing 

observability under overload and ensures that resource-

aware operation remains compatible with industrial 

monitoring obligations. 

4.4 Aggregation model. Aggregation is formalized 

as a controlled transformation that reduces event volume 

and representation granularity while preserving task-

relevant semantics. In resource-constrained IIoT nodes, 

aggregation serves as a primary mechanism for 

communication-load reduction, but it also changes the 

temporal and structural properties of the data. For this 

reason, aggregation is treated as a parameterized operator 

embedded in the same adaptive framework as filtering 

and compression rather than as an independent post-

processing utility. 

Let r  denote an aggregation support set 

(window, group, or event collection) indexed by r .  

The aggregated output unit is defined as: 

( )
aggr rz A=  , 

where agg  controls the aggregation mode, window size, 

class-specific rules, and semantic grouping criteria. The 

support set r  may be formed in several ways 

depending on workload characteristics and process 

requirements. 

In temporal aggregation, the support set is a time 

window: 

 ' [ , )r i r r rix s T T T=  + ∣ , 

and the output rz  contains compact descriptors of the 

events admitted in the window. The parameter rT  may 

be fixed or state-adaptive. Increasing rT  generally 

improves compression of traffic and reduces 

transmission frequency, but also smooths short transients 

and may delay the visibility of anomalies. The adaptive 

choice of rT  therefore constitutes a direct trade-off 

between traffic reduction and temporal fidelity. 

In event-driven aggregation, the support set is 

formed by event count, semantic trigger, or process 

condition rather than by wall-clock time. A generic 

representation is: 

 ' '| , , ( ) 1( )i ir evt i ix g x H w t= = , 

where evtg  is a grouping predicate. This form is useful 

for industrial streams with bursty alarms, mode 

transitions, or nonuniform sampling behavior, where 

time-window aggregation may combine semantically 

unrelated events. Event-driven grouping preserves 

process semantics more effectively and is especially 

valuable when local resources permit modest additional 

grouping logic. 
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When multiple local sources or channels are 

available at the same end node, spatio-temporal or 

semantic aggregation may be introduced. Let 
( )n
ix  

denote an event from source n . A multi-source 

support set may be defined as: 

 ( ) ( )
, [ , ), ( ) 1

n n
r r i r r ri ix n s T T T x=   + =∣ , 

where ( )  is a semantic compatibility predicate (e.g., 

same subsystem, same event class, same process stage). 

This formulation enables compact local summaries that 

preserve subsystem-level context and can reduce 

redundant upstream traffic from correlated sources. 

The reduction effect of aggregation is characterized 

by a coefficient: 

in
A

agg

N
k

N
= , 

where inN  is the number of admitted events and aggN  

is the number of aggregated units over the observation 

horizon. A bitrate-oriented form may be used 

analogously. The parameter Ak  is informative but not 

sufficient: high reduction alone does not imply 

acceptable performance if informative transients are 

suppressed. Aggregation quality must therefore be 

evaluated jointly with informativeness preservation and 

delay constraints introduced in the overall criteria vector. 

4.5 Adaptive compression model. Compression 

and encoding are modeled as controlled transformations 

of aggregated or pre-aggregated representations into 

compact transmissible units. Their function is to reduce 

communication cost while preserving sufficient fidelity 

for local analysis and upper-layer processing. In the 

present framework, compression is not treated as a 

standalone communication primitive; it is integrated into 

the adaptive processing chain because the selected 

compression mode directly affects informativeness, 

downstream task quality, and the feasibility of offloading 

under channel constraints. 

Let rz  denote an aggregated representation (or, in 

special cases, a retained event-level representation). The 

encoding process is defined by: 

( )
cmpr rb E z=  , 

where 
cmp

E  is the encoder and rb  is the encoded 

packet/bitstream. The corresponding decoded 

representation is: 

ˆ ( )
cmpr rz D b=  . 

The parameter block cmp  determines the encoding 

mode, quantization resolution, entropy-coding settings, 

and class-dependent compression profile. This 

abstraction remains implementation-neutral while 

explicitly preserving the control interface required for 

optimization. 

Compression quality is characterized by two 

coupled indicators: bitrate (or code length) and 

distortion.  

Let rb  denote the encoded size. A local distortion 

measure is defined as: 

ˆ( , )r r rd d z z= , 

where ( , )d    may represent numerical reconstruction 

error, feature-space deviation, or task-oriented 

discrepancy depending on the representation type. The 

admissibility of a compression mode is restricted by 

class- or task-dependent distortion limits: 

max ( , )r r rd d c p , 

where rc  and rp  are the class and priority metadata 

inherited by the aggregated unit.  

This constraint enforces differentiated protection of 

high-priority information and prevents excessive 

compression of diagnostically sensitive content. 

A rate-informativeness trade-off can be represented 

through an informativeness loss functional 
( ) ˆ( , )
r

I r rI z z= , with a joint admissibility condition 

( )
,max ( , )

r
I r rI c p . This form is particularly useful 

when classical numerical distortion does not adequately 

reflect analytical utility (e.g., when small waveform 

distortions erase weak fault precursors). The 

compression stage is therefore constrained not only by 

reconstruction fidelity but also by the preservation of 

informative content relevant to downstream diagnostics 

or control support. 

Resource-aware encoding mode selection is 

represented by a policy: 

( ) ( ( ), , , )cmp cmp r r rt w t I c p=  , 

where I  is the aggregate informative value associated 

with rz . Under low channel capacity, the policy may 

increase compression strength for low-priority units 

while preserving low-distortion modes for high-value 

units. Under high local CPU load, lightweight encoding 

modes may be preferred even at the cost of moderate 

bitrate increase.  

This state-coupled formulation preserves 

consistency with the overall adaptive logic of the 

processing chain. 

4.6 Feature representation for downstream 

processing. Feature formation is formalized as a 

transformation that maps retained or aggregated data into 

compact task-oriented descriptors suitable for local 

decision support and/or transmission to upper 

computational layers. The primary objective is not only 

dimensionality reduction, but the preservation of 

operationally relevant structure in a representation that is 

computationally efficient to generate, store, and transmit. 

This stage provides the bridge between data reduction 

and actionable processing, especially when direct 

transmission of raw or weakly processed events is 

impractical. 

Let ru  denote the input to the feature stage, where 

ru  may be rz , ˆrz , or a filtered event-level 

representation depending on the active processing path. 

The feature vector is defined as: 
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( , )
featr r ry u H=  , 

where 
feat  is the feature extraction operator, rH  is a 

local contextual history, and feat  controls the feature 

set and computational profile. The resulting rd
ry   is 

a compact representation of the local process state or 

event group, with dimension rd  selected according to 

resource and task constraints. 

A structured feature decomposition may be written as: 

( ) ( ) ( ) ( ), , ,[ ]stat dyn anom ctx
r r r r ry y y y y= , 

where ( )stat
ry  contains statistical descriptors (location, 

spread, robust moments), 
( )dyn
ry  captures dynamics and 

trend information, 
( )anom
ry  contains local anomaly 

indicators or residual scores, and 
( )ctx
ry  encodes 

contextual metadata (class, priority, quality/confidence, 

or source group). This decomposition aligns with the 

informativeness model and ensures semantic continuity 

between filtering and feature-based downstream 

processing. 

When further compactness is required, a 

dimensionality reduction operator may be applied: 

( )
redr ry R y=  , 

*dim( )r r ry d d= . 

The operator 
red

R  may represent a linear 

projection, a structured feature selector, or another 

lightweight reduction scheme compatible with end-

device constraints. The admissibility of reduction is 

again governed by informativeness preservation and task 

adequacy rather than by dimensionality alone. In 

practice, low-dimensional representations are preferred 

only if they retain sufficient sensitivity to critical 

deviations and process transitions. 

For interaction with local analysis modules or upper 

layers, a compact task packet representation is 

introduced: 

, , ,r r r r ry c p=    , 

where r  contains auxiliary metadata such as 

confidence, aggregation profile, compression mode, and 

provenance flags. This packet structure is suitable both 

for local lightweight inference and for offloading to 

fog/cloud resources, because it preserves the minimum 

semantic and quality information needed for informed 

downstream interpretation. 

The computational complexity of feature formation 

must remain compatible with end-device resource limits. 

Accordingly, the feature operator is constrained by a 

local budget condition of the form: 

max( , ) ( ( ))r feat rC u C w t  , 

where C  denotes the computational cost of feature 

extraction and maxC  is the state-dependent allowable 

budget. This explicitly embeds feature formation into the 

same resource-aware control logic as filtering, 

aggregation, and compression and ensures that compact 

representation learning does not destabilize local 

queueing or energy behavior. 

The resulting pipeline of preprocessing, informative 

value assessment, filtering, aggregation, compression, 

and feature formation provides a mathematically 

consistent local transformation chain for heterogeneous 

IIoT events. The outputs of this chain retain semantic 

relevance and resource-aware compactness, thereby 

forming an appropriate basis for subsequent local 

analysis and for adaptive allocation of processing 

between end, fog, and cloud layers. 

4.7 Decision and offloading interface. The output 

of the adaptive local processing chain is a compact, 

semantically annotated representation that serves as the 

input to the decision layer responsible for local execution 

or transfer to upper computational tiers. Let r  denote 

the processed unit produced after preprocessing, 

informative-value assessment, filtering, aggregation, 

compression, and feature formation. Depending on the 

active transformation path, r  may correspond to an 

event-level descriptor or an aggregated task-oriented 

packet, but in all cases, it is assumed to preserve the 

minimum information required for downstream 

interpretation: 

, , , ,r r r r r ry I c p=    , 

where r  is the compact representation, rI  is the 

associated informative value (or aggregated informative 

score), rc  and rp  are class and priority metadata, and 

r  contains auxiliary descriptors such as confidence, 

provenance, aggregation profile, and compression mode. 

Decision-making is defined over the pair ( , ( ))r rw t

, where ( )rw t  is the resource-state vector of the end device 

at the decision epoch rt . This pairing is fundamental 

because the same processed unit may require different 

handling under different operating conditions. In 

particular, high-informativeness units may be processed 

locally under sufficient computational capacity, deferred 

under transient overload, or transferred to fog/cloud 

resources when local execution is infeasible but 

communication conditions are acceptable. Conversely, 

low-informativeness units may be retained locally in 

benign regimes but suppressed or heavily compressed 

under resource pressure. The decision interface is therefore 

state-dependent by construction and cannot be reduced to 

a static routing rule. A compact decision mapping is 

introduced in the form: 

( )* , ( )r dec r ra w t=   , 

where 
*
ra  is the selected handling action and dec  is the 

decision policy. At the interface level, the internal 

structure of dec  is left abstract; only its inputs and 

output contract are fixed. This abstraction is sufficient to 

preserve formal continuity of the pipeline while avoiding 

premature commitment to a specific optimization or 

control mechanism. The action variable 
*
ra  is assumed 

to belong to an admissible set that includes local 
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handling, deferred handling, and offloading to upper 

layers, subject to resource and operational constraints. 

Feasibility is defined through a constraint-filtered 

action set: 

 : ( , , ( )) 0, 1, ,feas
r j r ra g a w t j J=  =  , 

where ( )jg   encodes resource, timing, communication, 

and policy constraints. This formulation ensures that the 

output of the local processing chain is not interpreted as an 

unconstrained optimization object; any downstream 

decision remains bounded by queue stability conditions, 

CPU and memory limits, energy constraints, channel 

availability, and class-dependent service requirements. In 

addition, protected telemetry continuity constraints remain 

active at the decision interface, preventing irreversible loss 

of critical units even in degraded regimes. 

The interface representation also preserves the 

coupling between local transformation quality and 

subsequent offloading decisions. In particular, metadata 

r  and informative value rI  provide the decision layer 

with explicit information about how the unit was 

generated (e.g., degree of aggregation, compression 

mode, confidence level), which is necessary for 

evaluating suitability of local analysis versus 

transmission. Without this interface contract, the 

decision layer would operate on opaque payloads and 

would be unable to correctly account for representation 

quality, uncertainty, or the expected utility of further 

processing at fog/cloud levels. A horizon-level view is 

obtained by considering the sequence: 

 0 0[ , ]H r rt t t H =  + ∣ , 

which forms the input stream to the decision layer over 

observation horizon H . The local processing stages 

defined above thus provide not only data reduction, but 

also a normalized and decision-ready representation of 

heterogeneous IIoT traffic. This establishes a 

mathematically explicit bridge from adaptive event 

transformation to constrained decision-making for local 

processing and offloading, while preserving sufficient 

modularity for alternative policy realizations in 

subsequent developments. 

5. Discussion 

The proposed formalization provides a coherent 

methodological basis for adaptive information processing 

on IIoT end devices by explicitly separating the state-level 

description of the system from the operator-level logic of 

local data transformation. This separation is analytically 

advantageous because it avoids conflating architectural 

assumptions, resource constraints, and processing 

mechanisms within a single undifferentiated model. The 

event-stream representation, queue dynamics, and 

resource-state vector define the system conditions under 

which adaptation must operate, whereas the local 

processing chain comprising preprocessing, informative-

value assessment, adaptive filtering, aggregation, 

compression, and feature formation defines the 

controllable transformations through which those 

conditions and the resulting performance criteria can be 

influenced. Such a decomposition is not only structurally 

clear, but also compatible with journal-level formalization, 

since it preserves explicit interfaces between model 

components and supports progressive extension toward 

more detailed control and optimization layers. 

A central methodological contribution lies in the 

treatment of local processing as a sequence of 

parameterized operators rather than as a fixed 

implementation pipeline. This operator-centric view 

preserves generality across heterogeneous IIoT domains, 

where sensing modalities, event semantics, 

communication regimes, and resource budgets differ 

substantially. At the same time, it enables formal 

reasoning about inter-stage dependencies, which is 

essential in industrial environments because any design 

choice at one stage propagates to subsequent stages and 

modifies their feasible operating region. For example, 

stricter filtering reduces downstream load but changes 

aggregation support sets and may alter the admissibility 

of compression modes; larger aggregation windows 

reduce communication volume but affect temporal 

fidelity and the interpretability of derived features; more 

expressive feature sets improve downstream analytical 

utility but consume additional local computational 

budget. The model therefore captures local processing 

not as a collection of independent utilities, but as a 

coordinated mechanism for controlled information 

shaping under constrained resources. 
The introduction of a formal interface to decision-

making and offloading further strengthens the internal 
coherence of the framework. By representing the output of 
the local pipeline as a compact, semantically annotated unit 

r  and defining decision-making over the pair ( , ( ))r rw t

, the formulation establishes a mathematically explicit 
contract between local transformations and subsequent 
execution or routing decisions. This is particularly important 
for preventing a common limitation of pipeline-only 
models, in which downstream decision logic is left implicit 
and therefore cannot be rigorously analyzed. Even though 
the internal structure of the decision policy is not fully 
specified in the present version, the interface itself ensures 
that future local-processing/offloading policies can be 
designed over a well-defined input space that already 
contains informative-value estimates, class and priority 
metadata, and representation-quality descriptors. In this 
sense, the framework remains modular without becoming 
under-specified. 

The developed formalism also makes the key trade-

offs of adaptive local processing explicit. The informative-

value functional and adaptive filtering rules demonstrate 

that resource-aware event selection cannot be reduced to 

simple amplitude thresholding in heterogeneous industrial 

streams. Increasing filtering aggressiveness may reduce 

queue pressure, CPU usage, and communication load, but 

it simultaneously increases the risk of suppressing weak, 

early-stage, or context-dependent indicators of abnormal 

process behavior. The use of class-aware and state-

dependent thresholds alleviates this tension by protecting 

critical traffic and adjusting admissibility according to 

resource conditions, yet it does not eliminate the 

underlying conflict. This is an expected and 

methodologically correct outcome: the purpose of the 

model is not to remove trade-offs at the formal level, but 
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to expose them in a parameterized form suitable for 

controlled synthesis and future empirical evaluation. 

Aggregation and compression introduce additional 

trade-offs that are equally important from an industrial 

perspective. Temporal aggregation improves traffic 

efficiency and can stabilize local operation under bursty 

arrivals, but it smooths transient structures and may delay 

the visibility of short-duration anomalies. Event-driven 

and semantic aggregation reduce this risk by preserving 

process-aligned grouping logic, but they typically require 

more local state tracking and slightly higher 

computational complexity. Compression, in turn, cannot 

be treated solely as a bitrate minimization tool, because 

numerical distortion and informative-value loss are not 

equivalent in many IIoT tasks. A small reconstruction 

error may be acceptable for slowly varying telemetry, yet 

the same distortion magnitude may be unacceptable if it 

degrades weak fault signatures, threshold-crossing 

events, or subtle trend changes relevant to diagnostics. 

The explicit distinction between distortion bounds and 

informative-value preservation constraints is therefore a 

significant conceptual advantage of the proposed 

formulation, as it aligns communication-oriented 

reduction with task-oriented utility preservation. 

Feature formation occupies a particularly important 

role in reconciling compact representation with 

downstream utility. The formalization adopted here treats 

feature extraction as a resource-constrained 

transformation rather than a purely analytical 

enhancement step, which is appropriate for end-device 

deployment conditions. Richer feature representations 

may improve local decision support and reduce the need 

for raw-data transmission, but they also increase local 

computational cost and may adversely affect queue 

stability or energy consumption. Embedding feature 

formation into the same state-aware control logic as 

filtering, aggregation, and compression ensures that 

compactness, informativeness, and computational 

feasibility are jointly considered. This reinforces the 

interpretation of the local pipeline as a coordinated 

information-shaping mechanism, not merely a traffic-

reduction chain. 

From an architectural standpoint, the framework is 

well aligned with cloud-fog-edge processing principles. 

The local chain does not attempt to replicate cloud-scale 

analytics on the end device; instead, it constructs a 

decision-ready, semantically structured representation 

that preserves relevant process information under strict 

local constraints. This distinction is essential in industrial 

distributed systems, where the end device must support 

low-latency responsiveness and bandwidth-aware data 

preparation, while fog and cloud layers remain 

responsible for more computationally demanding 

analytics and broader system-level coordination. The 

explicit interface based on r  supports this partitioning by 

defining a stable boundary between local adaptive 

processing and higher-tier computation. It also improves 

extensibility, since different deployments may 

implement different decision policies, communication 

mechanisms, or fog/cloud allocation strategies while 

preserving the same local operator formalization and 

system-state model. 

The proposed structure also has implications for 

observability and traceability in industrial environments. 

Traffic-centric edge reduction methods often improve 

resource metrics at the cost of diminished forensic 

visibility and poorer post-event diagnostics, especially 

when low-intensity contextual signals are discarded. The 

present formalization addresses this issue through class-

aware informativeness assessment, protected filtering 

marks, continuity constraints, and metadata propagation 

across the processing chain. These mechanisms do not 

guarantee perfect retention of all diagnostically relevant 

information, but they provide a principled basis for 

balancing resource efficiency with monitoring 

obligations, auditability, and incident reconstruction 

requirements. This balance is particularly important in 

industrial settings where compliance and traceability 

may be as critical as real-time control performance. 

Several practical considerations follow directly 

from the selected abstractions. The effectiveness of 

adaptive filtering and informative-value assessment 

depends on the stability of preprocessing, 

synchronization quality, and the reliability of local 

baselines or context windows. Errors introduced at the 

preprocessing stage can propagate into informativeness 

estimates and lead to systematic misclassification of 

events, especially under nonstationary operating 

conditions. The inclusion of quality metadata mitigates 

this risk, but practical deployment still requires careful 

calibration of preprocessing parameters and monitoring 

of data-quality indicators. In addition, state-based 

adaptation assumes sufficiently accurate and timely 

estimates of queue occupancy, CPU load, memory 

pressure, energy state, and communication conditions. 

While some of these quantities are readily available on-

device, channel-state indicators may be noisy or delayed 

in real deployments, which can induce threshold 

oscillations or unstable compression-mode switching 

unless smoothing, hysteresis, or bounded adaptation rates 

are used. The formal model remains compatible with 

such mechanisms, but their explicit design belongs to 

implementation-specific realizations. 

At the same time, the abstraction level of the 

framework makes it suitable for deployment on 

constrained embedded platforms because each stage is 

parameterized and can be instantiated at different 

complexity levels.  

Lightweight variants of preprocessing, anomaly 

scoring, aggregation logic, or feature extraction may be 

used when deterministic timing or memory limits 

dominate, while richer variants can be introduced on 

more capable nodes without changing the overall 

mathematical structure. This scalability across device 

capabilities is an important practical advantage, since 

industrial IIoT environments often contain 

heterogeneous end devices with different computational 

and energy budgets. 

The principal limitation of the present contribution 

is the absence of empirical validation. The current text 

establishes the formal and architectural foundation of 

adaptive local processing, but it does not provide 

simulation results, benchmark comparisons, or 

deployment measurements. Consequently, no 
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quantitative claims are made regarding delay reduction, 

energy savings, Pareto improvements, or robustness 

margins. This is a limitation of evidence rather than of 

formal completeness, and it implies that the framework 

should be interpreted as a methodological basis for 

subsequent evaluation rather than as a finalized 

performance claim. A second limitation is the abstract 

treatment of the decision policy behind the interface 

mapping ( , ( )dec r rw t  . This abstraction is justified by 

the present focus on local processing logic, yet it 

postpones explicit analysis of decision-rule structure, 

local/offloading action selection, and the interaction 

between decision policies and operator parameters under 

nonstationary workloads. A third limitation concerns 

uncertainty propagation. Although quality metadata and 

state dependence are included, the framework does not 

yet provide a full probabilistic treatment of uncertainty 

across preprocessing, informativeness estimation, 

aggregation, compression, and feature formation, which 

would be valuable for safety-critical industrial scenarios 

requiring risk-bounded adaptation. 

These limitations define a clear path for further 

development. Future work should instantiate the decision 

interface with a constrained policy for local processing 

and offloading, examine deterministic and stochastic 

decision variants, and study their interaction with 

operator-level parameters under realistic workload 

dynamics. Benchmark-oriented evaluation across 

representative industrial scenarios with different class 

compositions, deadline profiles, and communication 

conditions is also necessary to identify stable operating 

regions and quantify trade-offs in the criteria space. In 

addition, extending the framework toward uncertainty-

aware modeling would improve its applicability in 

safety-critical domains by enabling confidence-sensitive 

filtering, robust compression control, and risk-aware 

downstream decision-making. Despite these open 

directions, the present formalization already provides a 

consistent and sufficiently general foundation for 

adaptive IIoT end-device processing in cloud-fog-edge 

environments, with its main scientific value residing in 

the explicit coupling of event semantics, resource-state 

awareness, and operator-level data transformation within 

a unified mathematical framework. 

Conclusions 

The paper developed a formal methodological 

framework for adaptive information processing on IIoT 

end devices in cloud-fog-edge environments, with 

emphasis on the internal logic of local data 

transformation under resource constraints. The proposed 

formulation integrates a state-level system description 

and an operator-level processing chain within a single 

mathematical structure.  

At the system level, the framework combines an 

event-based representation of heterogeneous industrial 

data, a queue-oriented model of local processing flow, a 

resource-state vector capturing computational, energy, 

and communication conditions, and a multi-criteria 

performance representation that jointly accounts for 

delay, loss, resource consumption, communication load, 

and informative value preservation. This system model 

provides the analytical basis for describing adaptive local 

processing not as an isolated implementation pipeline, 

but as a controllable component of distributed IIoT 

information management. 

A core contribution of the paper is the operator-

level formalization of the local processing stages. 

Preprocessing and normalization were represented as a 

parameterized transformation that ensures structural 

consistency and quality-aware input preparation.  
Informative-value assessment was introduced as a 

context-dependent functional that quantifies the 

relevance of events for subsequent monitoring and 

diagnostics.  

Adaptive filtering was formalized through state-

dependent admissibility rules that couple semantic 

relevance with resource feasibility.  

Aggregation and compression were modeled as 

controlled information-reduction operators with explicit 

consideration of fidelity and informative-value loss, 

while feature formation was defined as a resource-

constrained transformation into compact task-oriented 

representations. Taken together, these stages form a 

mathematically explicit local processing chain capable of 

shaping heterogeneous event streams into semantically 

meaningful and resource-efficient units suitable for 

further handling. 

An additional contribution of the paper is the 

introduction of a formal interface between local adaptive 

processing and subsequent decision-making for local 

execution or offloading. By defining a processed unit that 

carries compact features, informative-value estimates, 

and semantic/quality metadata, the framework 

establishes a consistent input contract for downstream 

decision policies without fixing a specific decision 

mechanism within the present scope. This interface 

preserves modularity while ensuring formal continuity 

between local transformations and higher-level 

allocation of computation across end, fog, and cloud 

layers. As a result, the proposed structure remains 

suitable for multiple decision-policy realizations and 

deployment contexts, including systems with different 

latency requirements, communication regimes, and 

device capabilities. 

The main scientific value of the presented 

framework lies in the explicit coupling of event 

semantics, resource-state awareness, and operator-level 

transformations in a unified formal model. This coupling 

is essential for industrial IIoT scenarios, where 

improvements in one criterion (e.g., reduced traffic or 

lower local load) may degrade others (e.g., observability, 

diagnostic fidelity, or timeliness). The proposed 

formulation does not eliminate these trade-offs; rather, it 

exposes them in a structured, parameterized form that 

supports rigorous analysis and subsequent synthesis. In 

this sense, the framework provides a foundation for 

future optimization and control procedures that can 

operate on a well-defined mathematical representation of 

local adaptive processing. 

The paper is intentionally limited to formalization 

and does not include simulation-based or deployment-

based validation. Consequently, no quantitative 

performance claims are made in terms of delay reduction, 



Advanced Information Systems. 2026. Vol. 10, No. 2 ISSN 2522-9052 

134 

energy savings, or Pareto efficiency gains. In addition, 

the downstream decision policy for local processing and 

offloading is left abstract behind the interface mapping, 

and uncertainty propagation across the processing stages 

is not yet modeled probabilistically. These limitations 

define the immediate directions for further research. 

Future work should instantiate the decision layer as a 

constrained policy, evaluate deterministic and stochastic 

action-selection mechanisms, analyze parameter 

sensitivity under nonstationary industrial workloads, and 

perform benchmark-oriented validation across 

representative IIoT scenarios. Extending the framework 

toward uncertainty-aware and risk-bounded adaptation is 

also a relevant next step for safety-critical applications. 

Overall, the proposed formalization establishes a 

consistent and extensible basis for adaptive end-device 

information processing in distributed IIoT systems. Its 

structure is sufficiently general for domain-specific 

instantiation and sufficiently rigorous to support 

subsequent development of decision policies, 

optimization methods, and empirical validation studies in 

cloud-fog-edge architectures. 
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Багатокритеріальний фреймворк для обробки і вивантаження даних на кінцевих пристроях у промисловому ІоТ 

Е. Е. Малохвій, Г. А. Кучук, А. І. Коробко, Н. М. Жовнір, С. В. Орищенко   

Анотація .  У статті розроблено інтегровану теоретико-математичну структуру для обробки інформації на 

ресурсно-обмежених кінцевих пристроях Промислового Інтернету речей (IIoT), що функціонують у межах архітектур 

cloud-fog-edge. Актуальність дослідження зумовлена наявністю гетерогенних нестаціонарних потоків подій, пряма 

передача яких на вищі рівні обчислювальної ієрархії часто є неможливою через дефіцит пропускної здатності, жорсткі 

вимоги до затримки, а також енергетичні й обчислювальні обмеження кінцевих пристроїв. У зв’язку з цим кінцевий 

пристрій повинен виконувати попередню обробку даних, ініційовану процесом сенсорного спостереження, керувати 

чергами зі скінченними буферами та регулювати вихідний трафік із одночасним збереженням інформативності, 

необхідної для моніторингу, керування й аналітики. Запропонована формалізація розглядає кінцевий пристрій як 

активний вузол прийняття рішень, що впливає на динаміку системи шляхом керування локальними перетвореннями та 

рішеннями щодо вивантаження обчислень за умов змінного в часі ресурсного стану. Модель потоків, чутлива до класів і 

пріоритетів, відображає неоднорідність критичності та вимог до обслуговування, тоді як динаміка черг зі скінченними 

буферами описує затримки й втрати за пакетних надходжень і обмеженої пропускної здатності обслуговування. Стан 

пристрою задається вектором ресурсів, що відображає доступну обчислювальну потужність CPU, зайнятість пам’яті та 

буфера, якість каналу і швидкість передавання, а також енергетичні обмеження, що дає змогу формулювати залежні від 

стану умови допустимості локальних обчислень і комунікацій. На рівні операторів систематизовано ланцюг обробки на 

кінцевому пристрої, який охоплює попередню обробку, оцінювання інформативності, адаптивну фільтрацію, часову та 

семантичну агрегацію, кероване стиснення й формування компактних ознакових подань. Такий ланцюг формує 

структуровані семантично анотовані пакети, придатні для полегшеного локального прийняття рішень і вибіркового 

передавання на fog- або cloud-рівні. Запропоновано багатокритеріальну структуру ефективності, що одночасно враховує 

затримку, втрати пакетів, енергоспоживання, комунікаційне навантаження та збереження інформативності, забезпечуючи 

тим самим можливість парето-орієнтованого синтезу допустимих адаптивних політик. Метою дослідження є встановлення 

узгоджених змінних керування, системи обмежень, а також умов стійкості й здійсненності, що пов’язують поведінку черг із 

ресурсними обмеженнями та формують аналітично простежувану основу для подальшої побудови методу, налаштування 

параметрів і сценарної валідації в реалістичних промислових середовищах. На відміну від суто емпіричного порівняльного 

аналізу, внесок роботи має свідомо аналітичний характер: він інтегрує фрагментовані моделі локального скорочення даних 

і вивантаження обчислень, а також задає явні операторні визначення для відтворюваного аналізу. 

Ключові  слова:  промисловий Інтернет речей; cloud-fog-edge обчислення; адаптивна фільтрація; агрегація подій; 

кероване стиснення; модель черг; моделювання ресурсного стану; вивантаження обчислень; багатокритеріальна 

оптимізація. 
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