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DEVELOPMENT OF A MULTI-AGENT SYSTEM FOR DYNAMIC SDN CONTROL

Abstract. Relevance. Currently, the volume of transmitted information and the quality requirements for its transmission
are increasing. Recently, Software-Defined Networking (SDN) technology has been gaining popularity; however,
challenges arise related to the uncertainty of the SDN network state and its elements, as well as the integration of various
data streams that have different quality delivery requirements. Therefore, the task of utilizing an intelligent multi-agent
system (MAS) for managing SDN networks becomes relevant. The object of research is the process of managing SDN
networks. The subject of the research is models and methods for managing SDN networks. The purpose of this paper
is to develop a model for the interaction of intelligent agents to ensure the effective functioning of multi-agent systems
(MAS) in dynamic management of SDN. Research results. Using the analytical framework of probabilistic temporal
graphs, mathematical models have been developed for two options for coordinating agents in the dynamic management
of SDN networks: a system with a coordinating agent and a self-regulating MAS. Based on the analysis of the obtained
probabilistic temporal characteristics of various coordination options, it has been established that self-regulating MAS are
advisable in situations where agents have sufficient knowledge to solve the overwhelming majority of emerging tasks,
where these solutions are highly likely to be correct, the number of agents in the system is small, and there is a high
probability of effective control over the decisions made.
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Introduction

Relevance. To date, both the volume of transmitted
data and the Quality of Service (QoS) requirements have
been steadily increasing. Recently, Software-Defined
Networking (SDN) has gained significant momentum,
offering enhanced flexibility for dynamic management
processes. However, dynamic control faces several
challenges, including the uncertainty of the network state
and its individual elements, as well as the integration of
diverse traffic flows with varying delivery requirements.
One promising approach to addressing these issues is the
implementation of an intelligent Multi-Agent System
(MAS). Consequently, the development of a multi-agent
system for dynamic SDN control has become a highly
relevant task.

An overview of scientific works. In [1], a multi-
agent system for the dynamic control of an Integrated
Services Digital Network (ISDN) is proposed. Various
approaches to addressing specific dynamic control

Software Defined Networking

problems using artificial intelligence methods are
presented in [2-5]. Most implementations of intelligent
systems focus on solving individual dynamic
management tasks, such as routing [2], flow control [3,
4], and network access control [5], among others. Studies
[6, 7] investigate the integration of multi-agent systems
and Al to optimize distributed SDN management,
enabling greater scalability and robustness. These works
demonstrate that a multi-agent approach is essential for
the efficient dynamic management of SDN.

Setting objectives. Therefore, it becomes
necessary to develop the corresponding mathematical
models. Based on this, the goal of this paper is to
develop an agent interaction model that ensures the
efficient operation of a multi-agent system for dynamic
SDN control.

SDN Architecture and Features

SDN networks have a three-tier architecture as
shown in Fig. 1 [8].
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Fig. 1. Block diagram of an SDN network

At the lower level, user data is transmitted via
network switches. The second level is responsible for

managing the operation of these switches. The top level
enables the implementation of network applications and
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services. Interaction between the Data and Control planes
is facilitated through various southbound protocols, such
as OpenFlow and NETCONF [9, 10]. Each switch must
contain one or more flow tables, a group table, and
support an OpenFlow channel for communication with a
remote controller (server). Each flow table in the switch
contains a set of flow entries or rules. Each such entry
consists of match fields, counters, and a set of
instructions.

Instructions associated with each table entry describe
actions related to packet forwarding, header modification,
group table processing, pipeline processing, and
forwarding the packet to a specific switch port. The
instructions also define the rules for modifying counters,
which can be used to collect various statistics.

If no matching rule is found in the first table, the
packet is encapsulated and sent to the controller.

The controller then generates an appropriate rule
for packets of this type and installs it on the switch (or
on a set of switches under its control); alternatively, the
packet may be dropped depending on the switch
configuration. In OpenFlow, data management is
performed at the flow level rather than at the level of
individual packets [11].

MAS Features

Managing such a network is a highly complex
process. One promising approach to effectively
addressing this challenge is the use of multi-agent
systems [12, 13]. This approach allows the dynamic SDN
management task to be decomposed into subtasks, which
are then assigned to individual agents.

During the operation of a MAS, the actions of one
agent impact the performance of others. This may lead to
a situation where an agent's efforts to maximize its own
local efficiency result in a performance decline for other
agents and, consequently, the system as a whole [14].

To improve MAS performance, agents must
coordinate their actions. There are two primary
approaches to agent coordination [15]:

1) use of a coordinating agent;

2) implementation of a self-regulation (self-
organization) method.

In the first case, a coordinating agent is present in
the system to identify and resolve conflicts arising during
agent interaction.

When using a self-regulation mechanism, agents
must coordinate their work to achieve their individual
goals while simultaneously contributing to the overall
efficiency of the system. The self-regulation method
assumes that agents apply a specific set of rules in various
situations, which in most cases ensures high performance
of the MAS.

To analyze these coordination options in various
scenarios, mathematical models were developed for both
coordination methods using the probabilistic-temporal
graph method [16].

Regardless of the chosen option, the coordination
process involves two common stages:

1) information delivery from the coordinating
agent to the managed agents and vice versa;

2) execution of subtasks by the managed agents.

Let us assume that error-free information delivery
is described by the function f; (x), while delivery with
errors is described by £, (x).

At the stage of executing subtasks, the managed
agents utilize the information received from the
coordinating agent. Let t; denote the time required for an
agent to solve its subtask. The correctness of the solution
depends on whether the necessary rules are present in the
managed agent's knowledge base. The probability of
these rules being present is denoted by Py,.

The process of a single managed agent solving its
subtask is described using the PTG (probabilistic-
temporal graph) shown in Fig. 2 (a). This graph is
transformed into the form shown in Fig. 2 (b). Here, the
transition function from the initial state (before the
subtask is solved) to the state corresponding to its correct
solution is defined as:

fi = (1 = Pup)Pra1 2t + Py Prgpztda, €Y)

where P,;; — the probability of the agent correctly
solving its subtask if the appropriate rules are absent from
the knowledge base; P,;, — the probability of the agent
correctly solving its subtask if the appropriate rules are
present in the knowledge base; t,; — the time taken by the
agent to solve its subtask when no appropriate rules are
found in the knowledge base; t;; — the time taken by the
agent to solve its subtask when the appropriate rules are
available in the knowledge base.

1
(l-Prdl }Z d

b

Fig. 2. PTG of the subtask execution process
by a single agent

The transition function from the initial state (before
the subtask is solved) to the state corresponding to its
incorrect solution is defined as:

fi = (1 = Pp)(A = Prg1)z' + Py (1 — Prgp)zt41.(2)
If the system consists of two managed agents, the

process of these agents executing their subtasks is
described by the graph shown in Fig. 3.
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Fig. 3. PTG of the subtask execution process by two agents

For systems with n > 2 managed agents, these
graphs will exhibit an even more complex structure [17].
An analysis of the transition functions of interest for
these graphs allows for the derivation of generalized
transition functions for the system into states of correct
and incorrect subtask execution.

These functions are valid for systems with an
arbitrary number of managed agents n:

f3(2) = (PepPraz + (1 = Piy)Prg)"z' (3)
fa(2) =1 - f3(2). (4)
Below, we describe the specific features of the
mathematical models for the two coordination methods.
Mathematical model of MAS
with a coordinating agent

The probabilistic-temporal graph describing the
operational process of MAS with a coordinating agent is
shown in Fig. 4.

At the beginning, the coordinating agent sends
information to the managed agents regarding the subtasks
they need to execute.

If this information is delivered without errors, the
process transitions to State 1. Otherwise, a transition to
State 2 occurs.

Upon receiving the specified information from the
coordinating agent, the managed agents proceed to the
stage of executing their subtasks.

If the information proves to be outdated, the agents
will incorrectly solve their subtasks after a time ¢,
(transition from State 2 to State 1, and then to State 3).
The probability of information being outdated is P, .

If the information is not outdated and the agents
solve their subtasks correctly, a transition to State 7
occurs (the transition function is f5(z)). In the event of
an incorrect solution by the agents, a transition from State
4 to State 3 occurs, with the transition function defined

as f,(z).

(1-Pry)z'x

Fig. 4. PTG of the operational process of a MAS with a coordinating agent
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After the agents complete the subtask execution
process, the resulting solutions are sent to the
coordinating agent. Information regarding the obtained
solutions may be delivered correctly, which corresponds
to States 6 and 10, or with an undetected error,
corresponding to State 5. The transition functions for
these states are f,(z) and f,(z), respectively. If the
subtasks are solved correctly and the solutions are
transmitted without distortion, the controlling agent will
correctly solve the overall control task with probability
P, intime t,;. In this case, a transition occurs from State
10 to State 13. However, if the agents have solved their
subtasks incorrectly, or if the information is transmitted
to the controlling agent with distortion, the controlling
agent will correctly solve the overall control task with
probability P,43 in time t,.

In this case, a transition to State 13 occurs from
State 5. If the controlling agent solves the overall task
incorrectly, a transition to State 9 occurs.

Subsequently, the information regarding the
decision made by the coordinating agent is delivered to
the managed agents. If this information is delivered
without errors, a transition to either State 12 or State 14
occurs, depending on the previous states.

If the information is delivered with undetected
errors, a transition to State 11 occurs. The functions for
these transitions are equal to the previously determined
functions f;(z) and f,(z), respectively. Based on the
information received from the coordinating agent, the
managed agents execute a control action. If the
coordinating agent's decision is incorrect or contains
undetected errors, the managed agents will perform an
incorrect control action. In this case, a transition occurs
from State 11 to State 15. Conversely, if the managed
agents receive a correct and error-free decision from the
coordinating agent, they will execute a correct control
action (transition from State 14 to State 18).

The time required to execute the control action is
denoted by t ;.

Executing a control action may lead to a conflict
with a probability P.,, . In this case, a transition to the
initial state occurs from State 16 or State 18. This
transition is triggered by the need to solve the task again
to resolve the conflict. If the execution of an incorrect
control action by the agents does not result in a conflict,
a transition from State 15 to State 17 occurs. Conversely,
if no conflict occurs as a result of a correctly executed
control action, a transition occurs from State 18 to
State 19.

After the respective agents execute the control
actions, the coordinating agent monitors the correctness
of the control result. Let ¢, denote the monitoring time,
and P, denote the probability of correct monitoring.

If an incorrect control action did not cause a conflict
and the control result was monitored correctly, the task
will be re-solved (transition from State 17 to the initial
state). However, if incorrect monitoring occurs in this
case, a transition from State 17 to the "err" state occurs;
this means the process terminates, and the overall task is
solved incorrectly by the agent system. If a correct
control result is achieved and correct monitoring is

performed, a transition from State 19 to the "rd" state
occurs, signifying the completion of the process and the
successful solution of the overall task.

If the control result is monitored incorrectly, a
transition from State 19 to the initial state occurs, and the
task is solved anew.

By performing equivalent transformations, this
graph can be reduced to the form shown in Fig. 5.

Fig. 5. Transformed PTG of the MAS
operational process with a coordinating agent

Here, the functions F,4(z) and F,..(z) describe
transitions from the initial state to the states of correct and
incorrect task solution by the MAS with a coordinating
agent, respectively. Due to their complexity, the derived
expressions for these functions are not provided here.

These expressions allow for an analysis of how the
probability and time of a correct MAS solution depend
on various parameters, which helps in developing
recommendations for applying this coordination option
in different scenarios.

Mathematical Model of
Self-Regulating MAS

The probabilistic-temporal graph describing the
task execution process of self-regulating MAS is shown
in Fig. 6.

In the initial state, the controlling agent sends
information to the managed agents regarding the subtasks
they need to execute. If the information is received with
an undetected error, a transition from the initial state to
State 1 occurs.

The function of this transition is f,(z). If the
information is received without distortion, a transition
from the initial state to State 2 occurs. The function of
this transition is f; (z). The received information used by
the managed agent to solve its subtask may prove to be
outdated with a probability P,,,. If this information is
outdated, the managed agent will incorrectly solve its
subtask after time t,, and after time t,.,;, it will perform
an incorrect control action (transition from State 2 to
State 3). If the information is not outdated, a transition
from State 2 to State 4 occurs. If the managed agent
solves its subtask correctly, it will execute a correct
control action. In this case, a transition from State 4 to
State 7 occurs. Otherwise, the transition leads to State 8.
If the execution of the control action results in a conflict
(the probability of this event is P.o,f), the process
returns to the initial state.

If the execution of an incorrect control action does
not result in a conflict, a transition to State 6 occurs. If no
conflict arises following a correctly executed control
action, the process transitions to State 9.
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(1-Py)z'x

Fig. 6. PTG of the operational process of a self-regulating MAS

Through correct monitoring, it may be determined
that the system has performed an incorrect control action
(transition from State 6 to the initial state). In this case,
the probability of correct monitoring is P, and the
monitoring time is t.

If incorrect monitoring fails to detect an erroneous
control action, the solution process terminates, and the
task is considered solved incorrectly (transition to the
"err" state).

If a correct control result is achieved and correctly
monitored, a transition from State 9 to the "rd" state
occurs, signifying the completion of the process and the
successful solution of the overall task by the agent
system. If a correct control action did not cause a conflict
but was monitored incorrectly, a transition from State 9
to the initial state occurs, and the task is solved anew.

By performing equivalent transformations, this
graph is reduced to the form shown in Fig. 7.

Fig. 7. Transformed PTG of the self-regulating
MAS operational process.

Here, the functions F,;(z) and F,,..(z) describe the
transitions from the initial state to the states of correct and
incorrect task solution by the self-regulating MAS,
respectively. Due to their complexity, the derived
expressions for these functions are not provided here.
These expressions allow for an analysis of how the
probability of a correct solution and the execution time
depend on various parameters, which helps in

determining the feasibility of implementing the self-
regulation mechanism in different scenarios.

Recommendations for Selecting
MAS Coordination Options

Based on the proposed mathematical models, the
dependencies of the average task solution time T,,,, and
the probability of a correct solution were plotted against
the following variables: the probability of an individual
agent correctly solving its subtask, the probability of
information obsolescence, the probability of knowledge
base completeness, the probability of network conflicts,
the probability of correct monitoring, and the total
number of agents in the system.

A comparative analysis of the probabilistic-
temporal characteristics (PTC) revealed that under
certain conditions, the option with a coordinating agent
is preferable, while in other scenarios, self-regulating
systems exhibit superior performance. In the provided
graphs, the curves characterizing the operation of a MAS
with a coordinating agent are represented by solid lines,
whereas the curves characterizing the operation of self-
organizing MAS are shown as dashed lines.

From the graphs in Fig. 8(a) and 8(b), it is evident
that under conditions where network information
obsolescence is slow (P,;4 > 0.1), both options yield
approximately equal probabilities of a correct solution;
however, the solution time for self-regulating systems is
significantly lower.

This can be attributed to the fact that self-organizing
systems spend less time on information transfer between
agents. Furthermore, an analysis of these graphs shows
that when P, > 0.95, the probability of a correct
solution remains nearly identical for both coordination
options, but the solution time for self-regulating systems
is substantially shorter.
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Analysis of the graphs in Fig. 9 (a) and 9 (b)
indicates that if the probability of an individual agent
correctly solving its subtask is high, self-requlating
MASs solve the control task faster, given identical
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probabilities of conflict occurrence. This can be
explained by the fact that self-regulating systems do not
spend time transmitting information to a coordinating
agent.

Fig. 8. Dependencies of the probability of a correct MAS task
solution P4 and the average solution time T, on the probability Py,
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Fig. 9. Dependencies of P.; and T, on the probability P44
given P.onp = 0.5 and Peonp = 0.01

Investigation of the dependence of the PTC on the
number of agents in the MAS (graphs in Fig. 10(a) and
10(b)) shows that as the number of agents increases and
when the probability of an individual agent correctly
solving its subtask is high (P,4; > 0.95), the probability
of a correct solution remains approximately the same for
both MAS types; however, the solution time for self-
organizing MAS is significantly lower.

Furthermore, the number of agents in the system has
a much stronger impact on the performance of a self-
organizing MAS.
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To ensure a high probability of a correct task
solution along with a short solution time, it is necessary
to limit the number of agents in a self-organizing MAS
to 3-4.

An investigation of the dependence of the PTC on
the probability of correct monitoring (graphs in
Fig. 11(a) and 11 (b)) shows that at high values of correct
monitoring probability (P, > 0.99), the probability of
correct operation is approximately the same in both
cases; however, the task solution time for self-organizing
systems is lower.
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Fig. 10. Dependencies of P4 and T4 on the probability P.;; when the number of agentsn = 3 andn = 6
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given P, = 0.99 and P, = 0.8

Conclusions

Summarizing the above, it can be concluded that the
use of self-organizing MAS is most effective in the
following scenarios:

1) when there is a high probability that agents will
find the necessary knowledge in their knowledge bases to
solve their subtasks.

2) when there is a high probability that agents will
solve their subtasks correctly.

3) when the number of managed agents in the
system is small (no more than 3-4).

4) when there is a high probability of correct
monitoring combined with a high probability of correct
subtask execution by the agents.

The recommendations regarding the feasibility of a
particular agent coordination option, derived from the
analysis described above, should be applied when
designing the structure and operational algorithms of
multi-agent systems for dynamic SDN management.

Conflicts of interest

The authors declare that they have no conflicts of
interest in relation to the current study, including financial,
personal, authorship, or any other, that could affect the
study, as well as the results reported in this paper.

Use of artificial intelligence

The authors confirm that they did not use artificial
intelligence technologies when creating the current work.

10.

11.

12

REFERENCE

Zhong, Qin and Zhang, Zhaohui (2023), “Traffic Load Balancing and Routing Optimization Algorithms in Sdn-Driven
Networks”, Available at SSRN: https://ssrn.com/abstract=4576872 or http://dx.doi.org/10.2139/ssrn.4576872

Tache, M. D., Pascutoiu, O., and Borcoci, E. (2024), “Optimization Algorithms in SDN: Routing, Load Balancing, and Delay
Optimization”, Applied Sciences, vol. 14(14), article number: 5967, doi: https://doi.org/10.3390/app14145967

Guo, A., and Yuan, C. (2021), “Network Intelligent Control and Traffic Optimization Based on SDN and Atrtificial
Intelligence”, Electronics, vol. 10(6), article number: 700, doi: https://doi.org/10.3390/electronics10060700

Hussain, M., Shah, N., Amin, R., Alshamrani, S. S., Alotaibi, A., and Raza, S. M. (2022), “Software-Defined Networking:
Categories, Analysis, and Future Directions”, Sensors, vol. 22(15), article number: 5551, doi:
https://doi.org/10.3390/s22155551

Arzo, S. T., Akhavan, Z., Esmaeili, M., Devetsikiotis, M., and Granelli, F. (2022), “Multi-agent-based traffic prediction and
traffic classification for autonomic network management systems”, Future Internet, vol. 14(8), article number: 230. doi:
https://doi.org/10.3390/fi14080230

Arzo, S. T., Bassoli, R., and Granelli, F. (2021), “Multi-agent based autonomic network management architecture”, IEEE
Transactions on Network and Service Management, vol. 18(2), pp. 10921106, doi: https://doi.org/10.1109/TNSM.2021.3059752
Goteti, D. and Reddy V. K. (2025), “Al-driven routing pipeline in SDN: Federated and multi-agent control”, Frontiers in
Artificial Intelligence, article number: 1685155. doi: https://doi.org/10.3389/frai.2025.1685155

Yuan, T., da Rocha Neto, W., Rothenberg, C. E., Obraczka, K., Barakat, C., and Turletti, T. (2021), “Dynamic controller
assignment in SDN through multi-agent deep reinforcement learning”, IEEE Transactions on Network and Service
Management, vol. 18(2), pp. 1230-1244. doi: https://doi.org/10.1109/TNSM.2020.3047765

Kunz, T. and Muthukumar, K. (2017), “Comparing OpenFlow and NETCONF when interconnecting data centers”, Proc. Int.
Conf. on Network Protocols (ICNP), 2017-October, 8117598, doi: https://doi.org/10.1109/ICNP.2017.8117598

Kalinin, Y., Koliesnik, 1., Kuchuk, H., Kuchuk, N., Polyashenko, S. and Medvid, M. (2025), “Principles of Diagnostics of
Complex Systems using Structural Automaton Algebra and Taking into Account Signal Time Coordination”, 2025 IEEE 6th
Khpi Week on Advanced Technology (Khpiweek 2025), doi: https://doi.org/10.1109/KhP1Week61436.2025.11288711

Aryan, R., Yazidi, A., Bouhoula, A. and Engelstad, P.E. (2025), “A formal technique for automatic resolution of OpenFlow
anomalies”, International Journal of Information Security, vol. 24(4), 181, doi: https://doi.org/10.1007/s10207-025-01035-x

. Rezanov, B., and Kuchuk, H. (2023), “Model of elemental data flow distribution in the Internet of Things supporting Fog

platform”, Innovative Technologies and Scientific Solutions for Industries, vol. doi:

https://doi.org/10.30837/ITSS1.2023.25.088

2023(3), pp. 88-97,

50


https://ssrn.com/abstract=4576872
https://dx.doi.org/10.2139/ssrn.4576872
https://doi.org/10.3390/app14145967
https://doi.org/10.3390/electronics10060700
https://doi.org/10.3390/s22155551
https://doi.org/10.3390/fi14080230
https://doi.org/10.1109/TNSM.2021.3059752
https://doi.org/10.3389/frai.2025.1685155
https://doi.org/10.1109/TNSM.2020.3047765
https://doi.org/10.1109/ICNP.2017.8117598
https://doi.org/10.1109/KhPIWeek61436.2025.11288711
https://www.scopus.com/sourceid/145326?origin=resultslist
https://doi.org/10.1007/s10207-025-01035-x
https://www.scopus.com/pages/publications/105019104684?origin=resultslist
https://www.scopus.com/pages/publications/105019104684?origin=resultslist
https://doi.org/10.30837/ITSSI.2023.25.088

ISSN 2522-9052 CyuacHi indopmariiitai cucremu. 2026. T. 10, Ne 2

13. Mozhaev, O., Kuchuk, H., Kuchuk, N., Mykhailo, M. and Lohvynenko, M. (2017), “Multiservice network security metric”,
2nd International Conference on Advanced Information and Communication Technologies, AICT 2017 — Proceedings,
pp. 133-136, doi: https://doi.org/10.1109/AIACT.2017.8020083

14. Kuchuk, H., Kalinin, Y., Dotsenko, N., Chumachenko, I. and Pakhomov, Y. (2024), “Decomposition of integrated high-density
10T data flow”, Advanced Information Systems, vol. 8, no. 3, pp. 77-84, doi: https://doi.org/10.20998/2522-9052.2024.3.09

15. Li, G., Wang, X., & Zhang, Z. (2019), “SDN-based load balancing scheme for multi-controller deployment”, IEEE Access, 7,
39612-39622. doi: https://doi.org/10.1109/ACCESS.2019.2906683

16. Kuchuk, N., Kashkevich, S., Radchenko, V., Andrusenko, Y. and Kuchuk, H. (2024), “Applying edge computing in the
execution loT operative transactions”, Advanced Information Systems, vol. 8, no. 4, pp. 49-59, doi:
https://doi.org/10.20998/2522-9052.2024.4.07

17. Agarwal, S., Kodialam, M., & Lakshman, T. V. (2016), “Multi-controller based software-defined networking: A survey”,
Computer Networks, 103, 122-135. doi: https://doi.org/10.1016/j.comnet.2016.04.015

Received (Hanxiiinwra) 17.12.2025
Acceptedforpublication (TIpuitasita o npyxy) 11.03.2026

B1IOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

Pykkac Knpnio MapkoBHY — TOKTOp TEXHIYHHX HayK, JOLEHT, Ipodecop Kaheapu TeOPETHYHOI Ta MPUKIAAHOT iHPOPMATUKH,
XapkiBcbkuii HarlioHansHUN yHiBepcuteT iMeHi B. H. Kapasina, XapkiB, YkpaiHa,
Kyrylo Rukkas — Doctor of Technical Sciences, Associate Professor, Professor of Theoretical and Applied Computer Science
Department, V. N. Karazin Kharkiv National University, Kharkiv, Ukraine;
e-mail: rukkas@karazin.ua; ORCID Author ID: https://orcid.org/0000-0002-7614-0793;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=59248988100.

Mopo3oBa Anacracisa ['eHHagiiBHa — KaHIUZAT TEXHIYHMX HAyK, JOLEHT, 3aBilyBad KaeApH TCOPETHYHOI Ta MPHKIATHOT
iH(popMaTHKH, XapKiBChKHI HalliOHANbHUH yHiBepcuteT iMeHi B. H. Kapasina, Xapkis, Ykpaina,
Anastasiia Morozova — Candidate of Technical Sciences, Associate Professor, Head of Theoretical and Applied Computer
Science Department, V. N. Karazin Kharkiv National University, Kharkiv, Ukraine;
e-mail: a.morozova@karazin.ua; ORCID Author ID: https://orcid.org/0000-0003-2143-7992;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=58904589600.

3apennka Ipuna TumodiiBHa — xkanquIaT QizuKo-MaTeMaTHYHUX HAYK, TOLEHT, JOLECHT KadeIpyu TEOPETHYHOI Ta MPHUKIaTHOT
indopmaruku, XapkiBcbkui HallioHanbHKH yHiBepcuTeT iMeHi B. H. Kapasina, XapkiB, Ykpaina;
Iryna Zaretska — Candidate of Physical and Mathematical Sciences, Associate Professor, Associate Professor of Theoretical
and Applied Computer Science Department, V. N. Karazin Kharkiv National University, Kharkiv, Ukraine.
e-mail: zaretskaya@karazin.ua ; ORCID Author ID: _https://orcid.org/0000-0001-8747-2737;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=55557172700.

Amnppiiivenko €Brenisi MukosaiBHa — HayKkoBHil criBpoOiTHHK Kadeapu iHdopmaniiiHux TexHooril Ta 6i3Hec-iHdopmaTHKy,
VuiBepcuteT npukitaaaux Hayk Kammyc 02, I'pan, ABctpis;
Yevheniia Andriichenko — Scientific Researcher at the Department of Information Technology and Business Informatics,
Campus 02 UAS, Graz, Austria;
e-mail: yevheniia.andriichenko@campus02.at; ORCID Author ID: https://orcid.org/0009-0005-1568-7292;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=59252336200.

Yymauenko JImutpo IropoBMuY — KaHIuIaT TEXHIYHMX HayK, JOICHT, adimifioBanuii mocmiaHuk, YHiBepcuter Barepioo,
Barepinoo, Kanana,
Dmytro Chumachenko — Candidate of Technical Sciences, Associate Professor, Affiliated Researcher, University of
Waterloo, Waterloo, Canada;
e-mail: dichumachenko@gmail.com; ORCID Author ID: https://orcid.org/0000-0003-2623-3294;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=58194260300.

Po3pobka 6araToareHTHOI ccTeMu TMHaAMiuYHOro KepyBanus SDN Mepe:kamu
K. M. Pykkac, A. I'. Mopo3oga, 1. T. 3apeuska, €. M. Angpiituenxo, [l. I. Yymauenko

AHoTanisi. AkTyaasHicTh. Ha choromHimHIM AeHB 3pOCTaloTh 00CITH iHPOpMAIii, 0 TepeIacThes, Ta BUMOTH MO0
skocti ii mepenmaui. OctaHHiM 4yacoM HaOupae momyJspHOCTI TexHosoriss SDN, mpoTe BHHHKAIOTh TPY/HOLII, MOB'S3aHi 3
HeBU3HaueHicTIo ctany Mepexki SDN Ta 11 eleMeHTIB, a TAKOXK IHTEerpalieio Pi3HUX MOTOKIB, SIKi BUCYBAIOTh Pi3Hi BUMOTH 1010
SIKOCTI ocTaBky iHpopmarii. ToMy BUKOPHCTaHHS iHTEIEeKTyalbHOI O6araroareHTHOT ciucteMu (MAC) as1s yrpaBiiHHI MepexaMu
SDN e akryanbHO0 3anaueto. O6'ekToM nociikenns € npouec ynpasiinas SDN mepexxamu. IIpeqveroM mociimkeHHs €
Mojeri Ta Metoau yrpasiinasa SDN mepesxamu. MeTa miei podoTu — po3poOka Mozeni B3aeMOJIl iIHTENIeKTyalbHUX areHTiB TS
3abe3nedeHHs eekruBHOrO (QyHKIioHYBaHHI MAC muHamiuHOoro ympasniHas SDN. PesyiabTaTn pociimxennsi. PozpoGieno
MaTeMaTH4YHI MOJETI 3 BHKOPHUCTAHHSIM aHATITUYHOTO amapaTy iMOBIpHICHO-4acoBHX TpadiB JBOX BapiaHTIiB KOOPAWHYBaHHS
areHTiB IpH JUHaMiYHOMY ympasiinHi SDN mMepexxamu: cucteMu 3 KoopauHyounM arearoM i MAC, mo camoperymoeTtscs. Ha
OCHOBI aHaJi3y OTPUMAaHMX IMOBIPHICHO-4YaCOBHUX XapaKTEPUCTHK pIi3HMX BapiaHTIB KOOPAMHYBAHHS BCTAHOBICHO, IO
camoperymorodi MAC JOIiJIbHO BUKOPHCTOBYBATH B CHTYAIlisSIX, KOJIH Y areHTIB JOCTaTHbO 3HAHB JJIS BHPILICHHS MMEPeBaKHOI
O1TBIIIOCTI 3aBIaHb, IO IIi PIlICHHS 3 BHCOKOI HMOBIPHICTIO BUSBIISIOTHCS MPABUIILHIMH, HEBEIIMKA KiJbKICTh ar€HTIB B CHCTEMI,
a TaKOXX BHCOKa HMOBIPHICTb 3[iiICHEHHS TIPABUIILHOTO KOHTPOJIIO MPUITHATHX PillICHb.

Kawuogi cioBa: SDN; mepexa; yrnpasiiHHs KOMI'IOTEpHUME MEpEKaMu; OaraToareHTHi CHCTEMH; iIMOBIPHICHO-4acoBi
rpadu.

51


https://doi.org/10.1109/AIACT.2017.8020083
https://www.scopus.com/authid/detail.uri?authorId=57057781300
https://www.scopus.com/authid/detail.uri?authorId=57204677409
https://www.scopus.com/authid/detail.uri?authorId=57204939770
https://www.scopus.com/authid/detail.uri?authorId=57194419994
https://www.scopus.com/authid/detail.uri?authorId=57190816915
https://www.scopus.com/record/display.uri?eid=2-s2.0-85208634521&origin=recordpage
https://www.scopus.com/record/display.uri?eid=2-s2.0-85208634521&origin=recordpage
https://www.scopus.com/sourceid/21101186339?origin=resultslist
https://doi.org/10.20998/2522-9052.2024.3.09
https://doi.org/10.1109/ACCESS.2019.2906683
https://www.scopus.com/authid/detail.uri?authorId=57196006131
https://www.scopus.com/authid/detail.uri?authorId=58244269900
https://www.scopus.com/authid/detail.uri?authorId=57189376280
https://www.scopus.com/authid/detail.uri?authorId=59412400500
https://www.scopus.com/authid/detail.uri?authorId=57057781300
https://www.scopus.com/record/display.uri?eid=2-s2.0-85209218056&origin=recordpage
https://www.scopus.com/record/display.uri?eid=2-s2.0-85209218056&origin=recordpage
https://www.scopus.com/sourceid/21101186339?origin=resultslist
https://doi.org/10.20998/2522-9052.2024.4.07
https://doi.org/10.1016/j.comnet.2016.04.015
https://orcid.org/0000-0002-7614-0793
https://www.scopus.com/authid/detail.uri?authorId=59248988100
https://orcid.org/0000-0003-2143-7992
https://www.scopus.com/authid/detail.uri?authorId=58904589600
https://orcid.org/0000-0001-8747-2737
https://www.scopus.com/authid/detail.uri?authorId=55557172700
https://orcid.org/0009-0005-1568-7292
https://www.scopus.com/authid/detail.uri?authorId=59252336200
https://www.scopus.com/authid/detail.uri?authorId=58194260300

