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NON-TAYLOR DIFFERENTIAL GAMING PATTERN
ECLIPSE ATTACK ON BLOCKCHAIN NODE

Abstract. Relevance. Information technologies of the 21st century have profoundly reshaped the global economy. As
financial processes become increasingly digitalized, the role of traditional banking institutions as intermediaries is gradually
diminishing. In this evolving landscape, blockchain technologies and cryptocurrencies have emerged as revolutionary tools,
offering decentralized and secure alternatives to conventional financial systems. Cryptocurrencies, built on blockchain
foundations, combine high reliability with robust protection against cyberattacks. However, both individual hackers and
organized cybercriminal groups continue to target blockchain infrastructures — focusing not only on isolated nodes but also
on entire networks and cryptocurrency wallets. Ensuring the resilience of blockchain technologies against such threats is
therefore critical to safeguarding users’ digital assets. Eclipse Attacks involve isolating a node to gain control over its
information flows, posing a serious threat to network integrity. The object of research. This study introduces a differential
game-theoretic model of Eclipse Attacks on blockchain nodes, formulated within a Markov chain framework. The subject
of the research. The proposed model employs non-Taylor differential transformations developed by Academician G.
Pukhov, enabling a more flexible analytical representation of attack dynamics. The purpose of this paper. The framework
captures the strategic interaction between attacker and defender, offering a basis for assessing node security under adversarial
conditions. Research results. As a result, the study provides a practical analytical toolkit for developing effective
countermeasures against Eclipse Attacks and contributes to the broader discourse on cybersecurity in decentralized systems.

Keywords: blockchain node; differential game theory; cybersecurity; Eclipse Attack; security level; strategy.

Introduction

Relevance. The security of blockchain technologies
is expected to become a significant global security
challenge in the near future [1]. This is driven by both the
increasing number of cryptocurrencies and the rapid
growth of their market capitalization. Today, the most
widely used cryptocurrencies include Bitcoin, Ethereum,
Dash, Monero, Ripple, Ethereum Classic, Litecoin,
NEM, Augur, and Maidsafecoin [2]. For instance, as of
August 13, 2025, the price of one Bitcoin reached an all-
time high of $123,500. The soaring capitalization of
cryptocurrencies serves as a powerful incentive for the
intensification of cybercrime. As a result, the number of
cryptocurrency-related cyber incidents rose from 282 in
2023 to 303 in 2024, leading to the illicit appropriation
of approximately $2.2 billion by cybercriminals [3]. It is
highly likely that the number of such incidents will
continue to grow in 2025 and 2026.

To identify  wvulnerabilities in  blockchain
technologies, cybercriminals employ a wide range of
cyberattacks that vary in their methods, targets, and
objects of impact [4]. At the network level, the most well-
known attacks include the Routing Attack [5] and the
51% Attack [6]. At the blockchain node level, common
attacks include Sybil Attacks [7], Denial of Service
(DoS) [8], Timejacking Attacks [9], and Eclipse Attacks
[10]. Given the growing diversity and increasing
frequency of such attacks, protecting blockchain
technologies requires a comprehensive approach. Today,
legal, organizational, technical, administrative, and
educational measures are actively applied to strengthen
blockchain security. Scientific research also plays a
critical role [11]. In particular, mathematical modeling

[12] has become an essential tool for studying
cyberattack mechanisms on blockchain systems [6-10],
[13]. It enables researchers to analyze attack properties in
depth and to develop effective countermeasures.

In this paper, the Eclipse Attack pattern is modeled
using a differential game approach [14, 15]. This type of
attack represents a significant threat to individual
blockchain nodes within the network [16-18]. The
foundation of the approach lies in game theory [19],
which Satoshi Nakamoto was the first to apply in
addressing the  Byzantine  Generals  Problem.
Consequently, game theory became the mathematical
basis for the development of the Proof of Work
consensus mechanism [20], which continues to be used
for transaction validation.

An overview of scientific works. In recent years,
there has been a significant increase in scientific research
focused on the application of game theory to blockchain
technologies. Among the most influential publications,
[21] is considered fundamental. It provides a
comprehensive review of the role and significance of
game theory in blockchain at the current stage of
scientific and technological development. In particular,
[21] emphasizes that game-theoretic tools make it
possible to analyze interactions between nodes within
blockchain networks. For example, to model attacks such
as Selfish Mining, Majority Attacks, and DoS Attacks,
researchers have applied a variety of game-theoretic
frameworks, including non-cooperative games, splitting
games, mean-payoff games, stochastic games, sequential
games, Stackelberg games, repeated games, extensive-
form games, and coordination games. In practice, one of
the most widely used approaches is the dynamic
evolutionary game model [22], which enables the
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simulation of node behavior within blockchain channels.
This model incorporates factors such as the cost and
success rate of cyberattacks, defense mechanisms, as
well as cooperative and non-cooperative strategies during
gameplay. The cyberdefence strategies derived from [22]
can help blockchain nodes counter the most prevalent
types of attacks. Furthermore, the model suggests that
nodes can dynamically adapt their defense strategies to
maximize security, depending on the tactics employed by
cybercriminals. However, despite its advantages, the
application of the dynamic evolutionary game model [22]
remains limited and requires further validation. A similar
challenge with verification also applies to the game-
theoretic model described in [23].

Game theory has also been applied to the problem of
modeling and distributing tokens among nodes in a
blockchain network [24]. Using a game-theoretic
approach, [24] developed a model of a self-sustaining
token for blockchain applications. However, in focusing
primarily on pricing issues for such tokens, the study
placed less emphasis on modeling cyberattacks against
blockchain nodes. In [25], a game-theoretic framework
was proposed to formalize the outcomes — wins or losses —
of players who deviate from the Proof of Work consensus
mechanism [20]. This model provides a useful tool for
analyzing the reliability of existing blockchain protocols.

One of the most recent dissertations on the
application of a game-theoretic approach to studying
blockchain stability is the work presented in [26]. In this
study, game theory was applied to model player behavior
strategies under the Ethereum Proof-of-Stake consensus
mechanism, which relies on validators. As is well known,
this mechanism is gradually replacing the traditional
Proof of Work consensus based on mining [20]. The
author of [26] demonstrated that if a participant’s cyber
defense deviates from the validation strategy prescribed
by the Ethereum Proof-of-Stake protocol, the
corresponding node is excluded from the blockchain and
ultimately incurs losses. However, despite its theoretical
and practical significance, the dissertation [26] does not
address game-theoretic models of cyberattacks on
blockchain nodes.

In [27], a game-theoretic model of a Ransom and
Extortion Attack on Ethereum validators was developed.
In this study, game theory was applied to analyze the
behavior of cybercriminals seeking to coerce validators
into paying a ransom for deploying smart contracts. In
[28], game theory was for the first time employed to
model cyberdefence strategies against Blockchain
Sandwich Attacks. The practical contribution of [28] lies
in identifying optimal behavioral strategies for both the
market and participants during this type of attack. From
the review of the above-mentioned studies [14-28], it can
be concluded that none of them addressed the game-
theoretic properties of an Eclipse Attack on a blockchain
node using dedicated models.

Differential games, as a mathematical tool for
analyzing conflict-driven processes, were first applied in
[29] to model, simulate, and design networked token
economies. The differential game model proposed in [29]
allows players to maximize their payoff functions under
conditions of uncertainty regarding cyber defense and

attack strategies. This approach was further developed in
the influential work [30]. In [31], the mathematical
framework of differential games with stochastic
dynamics was used to study player behavior strategies
under uncertain conditions during cyberattacks on
blockchain networks. The calculation of gains and losses
for both cyber defense and cyberattack participants in
[31] is based on the well-known Runge-Kutta algorithm.
As a result, the differential game model proposed in [31],
grounded in the Nash Equilibrium, enables the numerical
estimation of gains and losses for each player during a
simulated cyberattack. However, these estimates lose
reliability if players deviate from the optimal strategies,
which represents a limitation of the model [31]. Game
theory is applied in [32] to develop a mathematical model
of multidomain interaction; however, the model is
conceptual and lacks practical implementation details.
For the first time, the Eclipse Attack on a
blockchain node was modeled using differential game
theory in [33], and a series of foundational works [34—
37] established the corresponding mathematical
framework. In [33], the probabilistic states of a
blockchain node’s reliability during an Eclipse Attack are
formalized as a system of differential equations. The
number of equations corresponds to the number of
possible states of the blockchain node in a peer-to-peer
network, which forms a Markov chain. It is worth
emphasizing the following distinctions: study [34] is
confined to the dependability evaluation of Bitcoin nodes
under Eclipse Attack conditions; study [35] restricts its
analysis to the dependability of nodes subjected to selfish
mining attacks; study [36] extends the dependability
assessment of Bitcoin nodes by incorporating both
Eclipse and 51% attack scenarios. A holistic framework
for selecting effective defense strategies against these
cyber threats is presented in [37]. The above-cited studies
also demonstrate that, depending on the strategies
adopted by players for cyber defense or cyberattack, the
value of the objective function — representing the real-
time security state of the system — varies. From these
results, it can be concluded that a key advantage of
applying differential games in blockchain technologies is
the ability to predict the future state of their security. The
projected security state under cyberattack directly
impacts the capitalization level of cryptocurrencies.
However, neither in the studies analyzed in this paper nor
in other widely cited publications have Eclipse Attack
patterns on blockchain nodes been developed in an
analytical form suitable for detailed security analysis.
Setting objectives. Therefore, in this study,
building on the analysis of existing scientific literature,
the goal is to develop an analytical model of the Eclipse
Attack on a blockchain node using a differential game
approach. This model will enable the assessment of node
security under different player behavior strategies.

Research Methodology

Differential Game Basis: Main Definitions. In
modeling the Eclipse Attack pattern on a blockchain node
using differential game theory, this study adopts the
following key concepts [14]: the participants in the
conflict are defined as the cyber defense and cyberattack
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players; the prescribed rules of behavior for these players
are called strategies; the strategies are selected to
optimize a specific criterion — the security level of the
blockchain node — referred to as the payoff; the value of
the game corresponds to the payoff at which the players
simultaneously choose their optimal strategies; and the
solution of the differential equations defines the
trajectory of the game, representing the Eclipse Attack
pattern on a blockchain node.

During the execution of an Eclipse Attack on a
blockchain node, the interests of the players are
inherently opposed. The cyber defense player aims to
maximize the security of the node, while the cyberattack
player seeks to minimize it. Under these conditions, the
task of modeling the Eclipse Attack pattern assumes a
differential game framework and is of a non-cooperative
nature.

Verbal Description of the Eclipse Attack. As
noted in [34], an Eclipse Attack begins when the
cyberattacker initiates a connection between the targeted
blockchain node and a false IP address selected from the
routing table’s IP pool. Such a connection can occur

during a planned or forced restart of the node’s software
[34]. During a software restart, the victim node may
connect to a malicious IP address, allowing the attacker
to gain remote control and compromise the node. An
increase in the number of blockchain nodes affected by
Eclipse Attacks creates conditions that can facilitate
more severe cyberattacks at the network level.

Formalized Description of the Eclipse Attack. To
construct the Eclipse Attack graph, this study employs a
semi-Markov process model [34]. This approach allows
for the representation of a blockchain node’s states while
accounting for their probabilistic and temporal
characteristics. As the node transitions between states
under the influence of the players’ chosen strategies, the
sojourn times in different states may follow different
probability distributions. This feature of semi-Markov
processes ensures that the model accurately reflects the
real dynamics occurring in a blockchain node during an
Eclipse Attack.

The Eclipse Attack graph, constructed based on the
semi-Markov process taking into account [34], is shown
in Fig. 1.

Fig. 1. Graph Model of Eclipse Attacks on a Blockchain Node Using a Semi-Markov Process

In Fig. 1 the following notations are used:
Py (t) — probability of a blockchain node being in a

normal (secure) state, t — duration of Eclipse Attacks on

a blockchain node, where t € [to, T] , to — Start time, and
T — cyberattack completion time, s;

R (t) —probability of a player hacking the
blockchain node routing table;
P, (t) — probability of a blockchain node restarting

the routing table;
P;(t)— the probability of a remote connection by

an attacking player to a blockchain node;

P4 (t) — the probability of a blockchain node being
administered by an attack player during which it is in an
unprotected state;

Ag1 — intensity of cyberattack on the blockchain
node routing table with notification of incorrect IP
addresses for reconnecting, s %;

Ao —intensity of a cyberattack aimed at initiating

a restart of the blockchain node routing table, s™;

Ay3 —the intensity of a cyberattack that causes the
routing table to restart and the blockchain node to
connect to the wrong IP addresses, s™;

Az4 —the intensity of a cyberattack that causes a
blockchain node to connect to false IP addresses from a
pool of IP addresses in a compromised routing table, s™;

tho —intensity of detection and removal of

messages with false IP addresses, s;
Hp1 —intensity of cleaning the blockchain node

routing table from the pool of false IP addresses, s
3o —the intensity of restoring normal connections to

legitimate IP addresses through maintenance activities, s;
Mgz — intensity of partial restoration of normal

connections to legitimate IP addresses, s.

Taking the above into account, the process of
Eclipse Attacks on a blockchain node can be formally
described by a system of differential equations based on
the graph model (Fig. 1):
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dpg—t(t) =~J01Po (1) + taoR (1) + 132P5 (1)

d%t(t) =~ (A + #10) R (1) + 01 Po () + 121 Po (1);
%:_(@ﬁ 1121)Py (1) + 212 (1): &)
dpzt(t) = —(Aaa + 1132) Py (1) + 3P () + 114 Ps (1)
L) Py 1)+ APy (1)

The system of differential equations (1) is valid
under the initial conditions

Po(to)=LR(to)=
and rationing conditions
Po(t)+ R (t)+...+ P4 (t)=1. (3)

The intensity of cyberattacks and cyberdefences
varies within

{0<ﬂij <A j max:

0 < 4ji < Hji maxi

R)=0 @

where 4; j max — Maximum intensity of cyberattack, and

Hji max —Maximum intensity of cyber protection, while

the blockchain node is in one of the states Ry(t), ...,
Pa(t).

The | - payoff for a broad class of differential
games can be expressed as the sum of integral and
terminal components [14]. To capture the dynamics of
the Eclipse Attack process (1), the payoff should be
formulated in an integral form, with integration
performed along the game trajectory from its initial
moment t=ty until its completion t=T . Let the

integral payoff | for the developed pattern be the
weighted average probability of the blockchain node

remaining in a secure state. P (t) under the influence of

the Eclipse Attack. In general form it can be given by an
expression of the form

1 T
| :?i Po(t) dt. ®)

To determine optimal behavior in non-cooperative
differential games, players can employ various types of
strategies — guaranteeing strategies, Nash equilibrium
strategies, and strategies derived from the concepts of
“threats” and “counter-threats” [14]. A player’s choice of
strategy in a given differential game is guided by their
objectives. When the players’ goals are opposed, it is
proposed to use the maximin principle as the strategy
selection criterion. Under this principle, the first player —
the cyber defense player — selects strategies i, which

maximize the payoff (6) provided that it is minimized by
the other player, i.e.

| JAii )= max min I, 6
(ﬂjl Ij) WjicE, AijeE; (6)

where I(yji,/lij)
and 4;;
bounded Euclidean spaces E,,
to the sets R,

— the payoff for the strategies u;;
chosen by the players is defined in closed,
and E,, corresponding
and R, that determine the possible

strategies available to the players.
The second player — the cyberattack player — elects
strategies 4;; that minimize the payoff 1, assuming itis

being maximized by the first player, that is,

I(,uji,/lij): min max |. (7)

/lijEEl /inEEH
If yom and ﬂf’pt are considered the optimal

strategies for the allocation of the players available
resources (4), then, under the condition that the following
relation holds:

*( j)lpt' /1|0pt )

I= min max I,
ﬂijeElyjieE#

®)

= max min
ujie E# ﬂije E,

there exists a saddle point in the game. The key property
of a saddle point is that any deviation from the optimal
strategy by one player results in a loss of payoff,
assuming the other player continues to follow their
optimal strategy [14], i.e.,

(a8 ma 1 (afag) @

ji€Ey
(/ujl’ﬁ’lopt)'

The value of the game, or game price, is defined as

| (,u],,/li t)> min (10)

leE

the payoff | (yj’,pt, /1,°pt) corresponding to the optimal

t

strategies (i and ﬂfpt. Taking into account the

integral payoff (5), the game value (8) can be expressed
in the form:

T

%j Po(t) dt

to

max min
uijicEy AijeEy

i .(11)

I*( opt ﬂopt)_

Non-Taylor Differential Transformers. From the
model of the Eclipse Attack process (1) on a blockchain
node, it is evident that constructing its differential game
pattern requires processing a large volume of information
in real time. Modern operational methods can be applied
to address this challenge. Among the various available
techniques, this study proposes using a modified method
of differential transformations [38], specifically the non-
Taylor differential-exponential transformations [39].
These transformations enable the real-time construction
of accurate models of physical processes in the form of
segments of exponential function series.

The general form of such transformations is
expressed as follows [39]:
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P(k) =

:H_k{dkp(t)] - P(t):sioAseqSt,

k!'| gt =

(12)

where P(k) - differential image of the original, which is a
discrete function of an integer argument k , k =0,...,n;
P(t) —the original, which is a continuous,

infinitely differentiable and bounded function of a real
argument with all its derivatives t ;

H — a scale constant that has the dimension of the
argument t and is chosen from the interval 0<t<H,
on which the function is considered P(t);

~« —symbol of correspondence between the
original P(t) and its differential image P(k);

A, 05 — parameters of the approximating function.

Differential images P(k) are called differential
spectra, and the values of the function P(t) at specific

values of the argument k — discrete [39]. To the left of
the symbol ~<~ in transformations (13) is a direct

transformation, which allows us to find the image P(k)
from the original P(t) , and to the right is an inverse

transformation, which allows us to obtain the original
P(t) from the image P(k) in the form of a series of

exponential functions, where the coefficients A and the
exponents g are to be determined.

To find unknown coefficients Ag and qq let's write
the spectral equation:

= kIR, (K)

Aon(t)+ Z 45 RTINS

d Py (t)
T |
t=0

By setting the values of the integer argument equal
to k=0,...,3 we obtain an algebraic system of

equations

(13)

1 1 Po
G | 2 Ay Y]
o | @ | |[P] T | P o
@ | a5 Py

The sought solution is the non-Taylor differential
game pattern of Eclipse attacks on a blockchain node,
taking into account the above, we will find it in the form
of a segment of an exponential series of the form

Py (t) = A et + Aje®' | At the same time, the right
parts p, we find based on the direct differential

transformation [38].

Applying the direct differential transformation (12)
to the system of differential equations (1) in the image
domain, it will take the form

T (~A01Po (k) + 40P (k) +
PO(kJrl)_k_Jrl{ 0+ﬂ32P3(E) ]
A (k+1) T ~(2+mo)Ri(k)+ .
1 K+ 1 +201Py (K )+ 21P5 (K)
Pz(k+1)=kLJrl(—(ﬂzs+ﬂ21)P2(k)+’112P1(k));(15)
Py(k+1)= ~(Aaa + 132 ) Py (K)+ ),
3 k1 5P, (K) + p23Py (K) )
P4(k+1):kLJrl(—ﬂ43P4(k)+i34P3(k))’

where the scaling constant H is chosen to be equal to
the duration of the Eclipse Attack T ,i.e. H =T . Taking
into account (15), the discrete values for the probability
of a Bitcoin node being in a normal (protected) state for
different values of the integer argument k will be
determined:

R (0)=[Rs(1=0))=1: )
for k=0: Py (1) =—4o1T ; an
for k =1: P0(2)=%/101(/101+u10)T2; (18)
for k=2:

R (3)= —%ﬂol ((%1 + 0 )2 + Mot )T3' (19)

Having found the right-hand sides (16)—(19), the
algebraic system of equations (14) is given in the form

L TE (R TORL Yo

R (2)-a5 A R (0)-A

RO, RO-aA
il 02

and solve it by iteration. So, taking g, A, =0 at T =1c
and taking into account (16)—(19), we obtain

Aot

W1
)
2\ A1+ 1o

9o :1_2[Lj
A 2(/101+ﬂ10j’ & 2\ Zo1+ 10 )

where 4, =0.

1
] =—§(/101+#10) :

Thus, the non-Taylor differential game pattern
Eclipse of the attack on the blockchain node By (t) ,

taking into account the found coefficients
{(ALAy)i(0p,0p)} from the system of algebraic
equations (14) with an accuracy of 45, will be described
by an analytical model of the form
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Po (1) = 4.5-(Jo /(o1 + o))
xexp(—(Agg + a0 )t/3)+ (1_<’101/(/101 0 )))X
exp 1 o1 t

2 (1—4,5-(/101/(/101 +110)))

The board (6) based on the direct differential
transformation (13) taking into account the discretes
(16)—(19) will take on the general form

zkf Po (k)

0 k+1

1 2 3
—aﬂol((ﬂol +40)” + Mot )T :

:1_%}‘01-'- +%%1(%1+ﬂ10)T2 -
(21)

To find the optimal strategies y(’pt and A,Opt for

allocating players’ resources, we examine the payoff (21)
at the extremum:
opt ,opt
o (k5 A"
8,u°pt -
opt ,opt
(u AP )
opt
o

(22)

Finding the partial derivatives for each of the
equations of system (22) reduced to a system of algebraic
equations of the form

T2 oot T3 opt t t opt _ 1
S o (et )0 |mad =
1 1 = 1 (23)
el s opt opt) _ . opt:_’
ST (290" + 18" ) =0 e

.. opt
if 43 =0.

Sufficient conditions for the existence of a saddle
point I(,ufé’t, oft) (8) are

GZI(/Jfgt, 0{)1) |
o)
(24)
GZI(/Jfgt, 0{)1)
e
Because
52 ('ulopt olpt) T3 opt.
a(“fgt)z . E r <0 (25)
A aE) 1, |t
— > =Ll 3
]

it can be stated that sufficient conditions (25) for the
existence of a saddle point are satisfied. Based on this,
players will choose optimal strategies (23) within the
given constraints (4), i.e.

opt 1

opt _ 1. o1
1 min T

Ao max = T (26)

Taking into account (26), the price of the game,
expressed as a function of two variables of the form (21),
will be equal to

1" ~0,667. 27)

Thus, the maximum level of protection of a
blockchain node from an Eclipse attack with the selected
strategies (26) will not exceed the value of the game price
(27).

Numerical Results and Impacts of Model
Parameters. In order to verify the adequacy of the
developed model (20) and assess the level of security of a
blockchain node against Eclipse Attacks (21) depending
on the strategies (4) chosen by the parties to the conflict,
we present the modeling results in the Table 1.

opt _

Table 1 — Dynamics of blockchain node security | under Eclipse Attack conditions (A5 =0, T =1s)
analysis across diverse cyber defense 1y, and offense Ly, strategies.

Model Optimal | Optimal cyber | Optimal cyber- Mixed strategies
parameters  |strategies| defense strategy | attack strategy 9
Cybersecurity o 1| 1| 1 |025|05]075[025/05]0.75|025|05]|0.75]0.25| 05 |0.75
intensity | ¢t
Aot
Cyberattack | o1+ 4 |05 15 [175| 1 | 1 | 1 [125|15]175 | 1.75 |1.25| 1.5 | 1.5 | 1.75 | 1.25
intensity | ¢t
Security level| | 0.667 |0.58(0.484|0.376|0.643|0.656|0.664 [0.57|0.5|0.398|0.417|0.580.496 | 0.496 | 0.412|0.583

To visualize the results (see table) and their further
analysis, we present them in the form of a histogram (Fig.
2 a). Fig. 2 b—d present the probabilities of a Bitcoin node
being in a protected state when chosen by players under
the same player strategies (see Table 1).

Example Analysis and Discussions. From the
analysis of the histogram (Fig. 2, a) it follows that the
choice of strategies by players directly affects the level

of security of the blockchain node during the Eclipse

Attack. Thus, when players choose optimal cyber

defense strategies 44 max and cyberattack AJ i
when %' =0 and T =1s the level of security of the
blockchain node reaches its maximum and is expressed

through the price of the game 1™ ~ 0.667 .
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Fig. 2. Visualization of modeling results: a — histogram of the distribution of the level of security of a blockchain node during
an Eclipse attack depending on the strategies chosen by the cyberattack and cyberdefence players; b — probability of a blockchain
node being in a protected state when the cyberdefence player chooses the optimal strategy; ¢ — probability of a blockchain node
being in a protected state when the cyberattack player chooses the optimal strategy; d — probability of a blockchain node being
in a protected state when the cyberdefence and cyberattack players choose mixed strategies

If the cyber defense player chooses the optimal

strategy  pO"

o max and the player's rejection of the

cyberattack o1 > 40P min from its optimal strategy by

no more than 25%, the node will remain protected, as
the fee in the game will be no less than 0.58, that is,
0.58<1<0.667. Under other strategies of the

cyberattack player, the node is considered unprotected.
When the cyberattack player chooses the optimal strategy

opt any  cyber

1 min defense  strategy  within

to < 158" max do not significantly affect its security. At

the same time, the fee | for such a deviation from the
optimal strategy will not exceed the price of the game and
will vary in the range 0.643<1<0.656. Thus, if the

opt
1 min

saving its own resources, and the cyber defense player

cyberattack player follows his optimal strategy

will choose an arbitrary strategy a9 < f4p max the

blockchain node will be secure.

Among the possible mixed strategies, the highest
level of security of the blockchain node is achieved when
the players deviate from the optimal strategies by no
more than 25%. Therefore, the results obtained imply

that it is not profitable for the players to deviate from their
optimal strategies, which should have been proven (8).

Fig. 2b-2d illustrate that deviations from optimal
strategies by the players result in a reduced probability of the
blockchain node remaining in a secure state. The probability
— and, correspondingly, the level of security — is highest
when the players follow their optimal strategies.

Conclusion and Future Directions

In this work, a non-Taylor differential game pattern
of an Eclipse Attack on a blockchain node is developed
for the first time. The model is based on a modified
differential transformation method, which provides an
accurate operational approach for modeling complex
dynamic processes. Unlike other known methods for
constructing attack patterns on blockchain nodes, the
proposed differential game approach enables:

(i) the analytical derivation of a non-Taylor
differential game pattern of an Eclipse Attack and the
investigation of its properties;

(if) i) the calculation of the guaranteed security
level of a blockchain node under the influence of an
Eclipse Attack;

(iii) and (iii) the determination of optimal behavior
strategies for cyber defense and cyberattack players as
they pursue their opposing objectives.
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The numerical results presented confirm the
adequacy of the developed non-Taylor differential
game pattern, which serves as a foundation for selecting
optimal cyber defense strategies against the most
critical cyberattacks on blockchain technologies.

In future work, the developed pattern is intended
to be used for evaluating a range of reliability metrics
for blockchain nodes subjected to Eclipse Attacks.
These metrics may include mean uptime, mean time to
failure, mean recovery time following a cyberattack,
availability factor, and other relevant indicators.
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HereiisopiBcbka audepenuianbHo-irpoa moaess Exiine araku Ha By30J1 0J10K4eiiHy
O. M. I'puyk, P. B. I'pungyk

AnoTaunisn. AkryanasHicts. [HpopMmamiitHi TexHOMOTIT XXI CTOMTTS JOKOPIHHO TPaHCHOPMYBAIH TI00aTbHY €KOHOMIKY.
I3 moctymoBoto mupoBizaiiclo GpiHAHCOBUX MPOIECIB POIb TPAAUIIIHAX OAHKIBCHKHX YCTaHOB SIK ITOCEPEIHHKIB HEBIIMHHO
3MEHIIY€eThCA. Y IbOMY HOBOMY CEPEOBHIIII TEXHOJIOTII OTOKUeHHY Ta KPUITOBAIIOTH TTIOCTAIOTh K PEBOMIOIIHHI iHCTpyMEHTH,
mo 3a0e3MeuyroTh JCLEHTPaTi30BaHy Ta 3aXHUIIEHy ajlbTepPHATHBY KIAaCHYHUM (iHAaHCOBMM cHcTeMaM. KpunroBajioTy,
no0y10BaHi Ha OCHOBI OJIOKYEHHY, MOETHYIOTh BUCOKY HaIiHHICTB i3 CTilKicTIO 10 Kibep3arpo3. BogHouac sk okpeMi XakepH, Tak
i opraHi3oBaHi KiOep3JIOYMHHI YIpyNOBaHHS IPOJOBXKYIOTh aTakyBaTu OnokueiH-iHdpacTpykTypy. I[lpm 1pomy BOHH
HaIUTIOIOTECS HE JIMILE Ha OKpeMi BY3JIM OJOKueliHy, a #f Ha Il Mepexi Ta KpunroramaHii. ToMmy 3a0e3nedeHHs: CTIHKOCTi
OJIOKYEIH-TEXHOJIOTIH JI0 TAKUX 3arpo3 € KPUTUYHO BOXKIIMBUM JUIS 3aXHCTY IM(POBUX aKTUBIB KopucTyBauiB. Exminc arakwu, sk
OJIMH 3 PI3HOBUIIB KibepaTak y OJ0KYeHH-TeXHOJOTISX, Iepe0adaroTh 1301110 By3Jia OJIOKYEHHY 3 METOI0 KOHTPOITIO Haj HOTo
iH(OopMaIifHIMH ITOTOKAaMH, 1[0 CTAHOBHTH CEPHO3HY 3arpo3y IiTicHOCTI Mepexi. O0’€KT qocaimKenns. Y poOoTi mpeacTaBieHo
nmiudepeHianbHy irpoBy Mozaenb Exuinc aTaku Ha By30J OJ0K4eliHy, TOOyIOBaHy Ha OCHOBI MapKOBCHKUX JaHIOTiB. Ilpenmer
AocaigKkeHHsl. 3amponoHOBaHA MoOAENb 0a3yeThCd Ha HETCHIOPIBCHKHX U(EPEeHI[iaTbHIX IEePeTBOPEHHAX, PO3POOIEHHX
akagemikoM I'. TIyxoBuM, 10 [03BOJIS€ THYYKO aHali3yBaTH AWHaMiKy npoTikaHHa Ekminc ataku. MeTor JoCTiXKeHHS €
PO3pO0IIEHHS Ta JOCIIPKESHHS HETeHIIOpiBChKOT AndepeHuianbsHo-irpoBoi Moaeni Exinc araku Ha By30:1 Grokyeliny. PesyabraTtn
nocaigkeHHst. Po3poGiieHo aHAmTHYHHUN IHCTpyMeHTapiil, skuil Moxe OyTH BUKOpUCTaHWH i (opmyBaHHS e()EKTHBHHX
3axoniB npotunii Exninc arakam Ha By3iu OJI0K4YeiiHYy.

KawuoBi cmoBa: By3oi 6i0K4eiiHy; Teopis audepeHuiansHux irop; kibepoesneka; Exuinc ataka; piBeHb 3aXHIIECHOCTI;
cTparerisi.
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