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METHOD OF TEST POOL SYNTHESIS FOR AN INTELLIGENT HIGH-DENSITY
10T EDGE-LAYER GATEWAY

Abstract. Relevance. High-density 10T environments are characterized by a large concentration of sensors and devices that
exchange data intensively within a limited space. Under such conditions, edge-layer intelligent gateways become particularly
important. These gateways can locally process information, optimize traffic, and ensure consistent interaction among heterogeneous
devices. The development of a test pool for an edge-layer intelligent gateway in high-density 10T is relevant due to the rapid growth
in the number of connected devices and the increase in their spatial density. In such conditions, the gateway must maintain stable
operation despite high levels of radio interference and competition for network resources. An additional challenge is the
heterogeneity of the 10T environment, as devices use different protocols, have different data formats, and exhibit diverse load
profiles. Without a specially constructed test pool, it is impossible to reliably evaluate the behavior of the gateway under a realistic
mix of technologies and topologies. However, due to substantial heterogeneity, the space of possible test-pool configurations has
very high dimensionality. Moreover, there are significant time and resource constraints associated with operating the test pool.

The subject of this study is the methods for constructing test pools. The purpose of the article is to develop a method for
synthesizing a test pool for an edge-layer intelligent gateway in high-density 1oT. The following results were obtained. A five-
layer architecture of an edge-layer intelligent gateway for high-density 10T is proposed. The operational specifics of the gateway
and the particular aspects of its testing are identified. The task of synthesizing the test pool is reduced to a combinatorial problem
of selecting an optimal configuration within an extremely large state space. To solve it, the use of a classical genetic algorithm is
proposed. The proposed algorithm made it possible, within an acceptable time, to obtain a test pool with nearly minimal execution
time, a minimal number of tests, and maximal coverage of the gateway components. Conclusion. The proposed method enables
the construction of a test pool for an intelligent gateway within a high-dimensional state space while meeting the specified
requirements. Future research concerns the development of a method for reducing the dimensionality of the state space of individual

tests for gateway components.
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Introduction

Problem Statement. The rapid development of the
Internet of Things (10T) has contributed to the formation
of heterogeneous infrastructures [1]. Modern large-scale
IoT deployments are characterized by significant
variations in spatial device density [2]. In such high-
density IoT environments, complex interactions emerge
that cannot be accurately characterized by traditional
communication and data processing models [3]. This
issue is particularly acute during the operation of the 10T
ecosystem's edge layer [4]. The edge layer determines the
key characteristics of data flows, load balancing, and
system energy efficiency [5]. Notwithstanding its
criticality, the behavior of the high-density loT edge
layer remains largely unexplored [6]. Existing
approaches do not adequately address the real-world
operating conditions of heterogeneous environments [7].
Consequently, operational models of edge layer devices
often lead to inaccurate estimates of latency, throughput,
reliability, and other critical performance indicators [8].

High-density 10T environments require a specialized
edge gateway designed to integrate diverse data flows [9].
This gateway functions as a bridge linking edge devices
with higher-level computing tiers, such as fog and cloud
layers. It provides adaptive data preprocessing, thereby
reducing the load on the network infrastructure and
improving system scalability [10]. Owing to
heterogeneous device density and fluctuations in traffic
load, the gateway needs to support dynamic resource
balancing [11, 12]. The effective functioning of the edge
layer gateway requires comprehensive testing, as it is
critical for  facilitating interoperability = among
heterogeneous devices and services [13]. Testing allows

for assessing the gateway's capability to maintain stable
operation under dynamic network topology shifts and load
fluctuations [14]. Particular attention must be paid to
verifying its performance in scenarios featuring non-
uniform device density, which is typical of high-density
loT infrastructures. A significant challenge is the high
level ~of heterogeneity, encompassing  diverse
communication protocols, data formats, computational
capabilities, and device energy resources. This hinders the
development of universal test scenarios that accurately
capture the system's actual operating environment [15]. An
additional layer of complexity arises from the necessity to
ensure proper routing and real-time processing of
incoming data from diverse device classes. The issue of
interface and protocol harmonization also arises, which
may lead to data incompatibility during testing [16].

The significant heterogeneity of devices and
communication channels results in a large number of
isolated tests aimed at checking individual gateway
components [17]. Therefore, the problem arises of
selecting a test pool that achieves maximal gateway
coverage under time constraints.

Literature review. Paper [18] proposes a
metamodeling-based approach for creating tests for 10T
systems characterized by high heterogeneity of devices
and standards. By formalizing system behavior, this
method facilitates automated test case generation,
thereby streamlining the testing process for complex loT
architectures comprising gateways and varied end nodes.

The authors of [19] propose a method for the
automatic generation of test cases for 10T devices using
modern Natural Language Processing (NLP) models.
This represents a significant advancement, as it enables
the generation of structured, programmatically described
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tests, potentially enhancing the testing efficiency of loT
gateways and peripheral components.

There are various approaches to constructing an
optimal test subset from a large pool of tests for 10T edge
gateways.

Paper [20] suggests employing automated test
selection frameworks to analyze the existing test set and
determine the tests with the highest fault detection
capability. In article [21], the testing of the 10T edge layer
gateway focuses solely on stabilizing load control.
Article [22] employs multi-objective evolutionary
algorithms and linkage learning techniques for test
selection.

However, this approach fails to consider the
specifics of intelligent 10T edge layer gateways. The
studies presented in [23, 24] are more focused on energy
efficiency and anomaly detection issues.

The approaches proposed in [25] are primarily
designed for resource-constrained environments.

To achieve this, various metrics are used during test
case analysis.

This reduces the time required by ensuring key tests
are executed first.

Consequently, all the considered works [18-25]
overlook the particularities of the edge layer gateway.

The purpose of the research is to develop a method
of test pool synthesis for an intelligent high-density 10T
edge-layer gateway. To achieve the purpose, the
following tasks are solved:

1) analyze the operational features of an intelligent
high-density 10T edge layer gateway;

Fog Devices & Servers

2) identify the specific characteristics of testing an
intelligent high-density 10T edge layer gateway;

3) develop a genetic algorithm for synthesizing a
test pool for the Intelligent Edge Layer Gateway (IELG)
in High-Density 10T (HDIoT).

1. Intelligent Edge-Layer Gateway
Architecture for High-Density 10T

The IELG HDIoT represents a complex, intelligent
computing unit. It is capable of simultaneously
processing data from a large number of 0T devices,
reaching up to tens of thousands [26]. The specific
features of the IELG are as follows [27]:

— heterogeneity of communication channels and
protocols used by HDIoT devices;

— protocol conversion capability;

— support for the dynamic mobility of various loT
Sensors;

—local analytics capability, specifically the
integration of Artificial Intelligence for preliminary
filtering, classification, and short-term forecasting;

— local data processing followed by aggregation and
transmission to the fog layer;

— Over-The-Air (OTA) update capability, defined
as the remote updating of software, firmware, or device
configurations via wireless or network channels without
physical access to the device;

—assurance of real-time operation in heterogeneous
and unstable networks.

The IELG typically consists of five main layers

(Fig. 1).
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Fig. 1. IELG Architecture for HDIoT

1.1. Device Connectivity Layer. This layer
provides connectivity between the gateway and loT end
devices. It supports both  wired interfaces
(RS485/Modbus, CAN, Ethernet, BACnet, OPC-UA),

and wireless technologies (Wi-Fi, BLE, Zigbee, Z-Wave,
Thread, LORaWAN, NB-10T, 4G/5G). The key functions
of this layer include:

— collecting data from sensors;
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—performing  initial data  validation and
normalization;

—managing communication protocols such as
MQTT, CoAP, Modbus, OPC-UA.

1.2. Data Management Layer. This level performs
data preprocessing for subsequent Al analysis. This
involves the following operations:

— buffering data in local queues and caching;

— filtering and deduplicating data, handling noise;

— aggregating data within time windows;

— converting formats;

— managing routing;

— transmitting data to the fog or cloud IoT layers.

The following technologies are employed:
Lightweight databases (SQLite, InfluxDB,
TimescaleDB) and message brokers (MQTT Broker,
Kafka-lite, EMQX).

1.3. Edge Al Layer (Inference Layer). This layer
serves as the ‘brain’ of the intelligent gateway. It is
capable of autonomously executing the following tasks
when required:

— running ML/DL models locally;

— detecting anomalies;

— short-term prediction (predictive maintenance);

— computer vision tasks;

— making decisions in real-time.

In this context, the following accelerator processors
are used: TPU: Google Coral; GPU: NVIDIA Jetson;
NPU: ARM Ethos-U, Huawei Ascend; VPU: Intel
Movidius.

Such processors represent the optimal solution for
the 10T ecosystem. The most effective frameworks and
inference engines are: TensorFlow Lite; ONNX
Runtime; OpenVINO; NVIDIA TensorRT; PyTorch
Mobile.

1.4. Edge Containerization and Services Layer
(Edge Services Layer). This layer handles the
deployment of components and microservices, execution
of updates, Al model deployment, and application
lifecycle management.

1.5. Security Layer. This
architectural levels and provides:

— on-device data encryption;

— TLS/DTLS for communication protocols;

— certificate management;

—access control (RBAC).

2. Key Testing Aspects of an IELG for HDIoT

Testing the intelligent high-density loT gateway
involves specific unique features, most of which arise
from the presence of a vast number of heterogeneous
devices operating over diverse protocols, as well as from
highly non-uniform distributed loads [28]. Furthermore,
testing must encompass network, hardware, behavioral,
security, and intelligent aspects [29, 30].

It should also be noted that testing such a device is
inherently time-consuming and resource-intensive,
because:

—some tests require real Radio Frequency (RF)
traffic;

— some tests take minutes to complete (e.g., network
recovery);

layer spans all

—there are dependencies on hardware setups,
timing constraints, sensor lifespans, etc.

Thus, the issue of synthesizing a test pool for the
intelligent high-density 10T gateway becomes highly
relevant. Considering the large number of existing tests
for verifying individual gateway components, the
problem of synthesis essentially reduces to identifying an
optimal test set.

Therefore, it is necessary to solve a combinatorial
problem of selecting an optimal configuration within a
very large state space, where traditional methods become
inefficient [31].

A near-optimal solution can be found more rapidly
using evolutionary algorithms [32]. In particular, genetic
algorithms can be considered. For this purpose, an
individual test is treated as a gene, and a separate scenario
is treated as a chromosome. Consequently, the current
population consists of a set of scenarios, and the fitness
function evaluates the quality of the current population.

The fitness function must evaluate the effectiveness
of the selected population for fault detection, gateway
loading, and verifying its reliability. Considering the
features of this intelligent gateway, compactness
(minimized test set) and testing speed (reduced execution
time) serve as crucial factors in designing the fitness
function. At the same time, component coverage should
remain as high as possible. Therefore, it is necessary to
first select a fitness function that accounts for the overall
quality of the test suite.

Existing constraints and the convergence rate of the
genetic algorithm can be tuned via crossover parameters.

3. Genetic algorithm
for test pool synthesis for IELG

Let there be a requirement to test an IELG
consisting of N components, composed of Nr functional,
Np protocol, N¢ code, and Ns security components, where

N + Np + Nc + Ns = N. (1)

The tests are numbered from 1 to N, where the first
Nr numbers are allocated to functional components.

Testing can be performed using a set of K tests.
Each test can verify several gateway components. The
‘test-component’ relation is defined by the Boolean
matrix

W = (Win), k = 1..K, n = 1..N, 2

where Wi, = 1, if test with index k verifies component n;
otherwise win = 0.
The execution time of each test is defined by the
vector
V= (w), k=1.K (3)

Some tests can be executed in parallel. However,
this leads to an increase in execution time.

The grouping of tests into such subsets is defined
by the matrix

S= (scuke), k1, k2 = 1.K, k1 > k2, )

where sk = 0, if tests indexed by k1 and k2 cannot be
executed in parallel. In cases where parallel execution is
possible, si k2 represents the percentage by which the
execution time of these tests increases.
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In addition, the overall execution time for IELG
testing is bounded by Tmax.

A classical genetic algorithm is proposed to find a
near-optimal solution.

Each single test represents a gene. A chromosome
consists of a collection of genes that represent a potential
test set configuration. Formally, each chromosome is
described by a Boolean vector

C=(c) k=1.K, (5)

where ¢« = 1, if the gene with index k is included in the
given chromosome; otherwise ¢k = 0.

The number of chromosomes in the m-th generation
constitutes /(m). To avoid excessively small test set sizes,
a constraint is imposed on the minimum number of tests
in a chromosome:

Cy > Kmin , (6)

M=

k=1

where Kpin — the minimum permissible number of tests

allowed in the solution set.
The initial population P(1) of size (1) is generated
randomly, subject to the inequality (6):

P(1) = {Cu1, Ci2,...,Cii,..., Cuy}, @)

Cii=(Cu), i =1.. (1), k=1..K.
The sequence of populations is defined by the tuple
R =(PQ),P@),....,P(6), ...), (8)

where 0 — the sequential number of the current population,
and card P(8) = 1(6).

Sequence (8) terminates when the current population
satisfies one of the genetic algorithm's termination
conditions.

To simplify the notation, the generation index is
omitted when considering the current population.

3.1. Test pool execution time. The following
algorithm is proposed to calculate the average duration of
the test set defined by C; = (ci).

Step 0. Preliminarily, two auxiliary vectors of
length K are initialized:

where

R=(r) = (c), k= 1.K; )
T=(t) k=1.K,
t=0Vke LK (10)

Additionally, at this step, a variable j is introduced
as the index of the current test under analysis, where
j=1.K;j=0.

Step 1. At this step, the process proceeds to the next
test; j =j + 1. If j > K, the process proceeds to step 3.

Step 2. If r; =0, the current test is not included in
the given chromosome; therefore, the process proceeds to
Step 1.

Otherwise, the test execution time is established and
recorded in the corresponding element of vector T:

5=V 11)

Subsequently, a check is performed for tests that
can be executed in parallel with test j. This is
accomplished via a sequential analysis of the rows of
matrix S, starting from the current test:

for ninrange (j, K+ 1):
|f (rq = 1) and (Siq > O)
r,=0
if vy - (1 + sip) > 0:
ti=vy- (1 +siy)

Consequently, the possibility of parallel execution
of certain tests is taken into account. The process then
proceeds to Step 1.

Step 3. Upon completion, the test execution
duration vector T is obtained. Thus, the mean duration of
the test set specified by chromosome C;, is calculated as

Tj =T(Ci)=ilk .
k=1

3.2. Fitness function formulation. The test count
for the n-th component (n = 1..N) using chromosome C;
is computed as

(12)

K
&n = D Cik Wy - (13)
k=1
When formulating the fitness function, priority
should be given to components with lower test count in the
synthesized set. Furthermore, functional components take
precedence over other component groups. Therefore,
during test coverage normalization, the following
normalized values are derived for the components:

0, Sh =0;
G =iY&, & #0n>Ng;
2/&,, & #0,n<Ng.

(14)

Thus, the fitness function for chromosome C; takes
the following form:

PINE:
)=ar- n=1 “+a)2_ Tmax —7i . (15)
Tmax ~ Tmin
where @y, w, are weight coefficients, @ +w, =1;
Tmax> Tmin — are the maximum and minimum possible

durations for gateway testing using subsets chosen from
the K test pool.

The values 7pax and 7, are calculated using the

presented algorithm for determining the average test set
duration:

Tmax :T(Cmax)l Crnax :(1,...,1,...1); (16)
K

Tmin = 7(Cmin )v zcmin,k = Kpin: (17)
k=1

where chromosome C,,, contains all possible tests, and

chromosome C,i, represents the minimum set size,

containing the fastest available tests.

3.3. Crossover operator specifics. The crossover
operator operates on the current population. Therefore, it
is necessary to determine the essential general
characteristics of the population.
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The following parameter characterizes the coverage
of gateway components by the current population's
chromosomes:

To{Zh)

+ K ; (18)

x=0;

(OR

This parameter takes values in the interval from 1/K to 1,
with the maximum value A, =1 being achieved in the
case of complete test coverage of the gateway
components.

One of the algorithm termination conditions is
exceeding the minimum predefined fraction of tested
gateway components A, , i.€.,

where

A+ > Amin- (19)

Let Mn- denote the set of gateway components that
remain untested within the current population.

Accordingly, the fraction of untested gateway
components is

A_=1-A,, (20)
while the number of unserved components is:
K I
N = zkzl(l—a‘(zi:lcik )) (21)

Therefore, card M- = N_.

Based on the objective of enhancing component test
coverage, the following conditions are added to the
crossover mechanism:

1) if condition (19) is not satisfied for the current
population, the size of the next population is increased, i.e.,

1(6+1) > 1(0), (22)

where 0 — is the index of the current population;
2) genes from the set of untested gateway
components My, are subject to mutation; moreover, as

N_ increases, the percentage of mutated genes increases
too.

Furthermore, the testing time constraint is
significant for the intelligent gateway. Consequently,
chromosomes where T;> Tna, are excluded from
reproduction.

4. Discussion of results

To verify the obtained results, a generalized model
of an Al-Enabled Secure Multi-Protocol loT Edge
Gateway was considered. This gateway operates at the
network edge, handling sensor data processing, security,
and autonomous analytics. The testing targeted 18
components responsible for network functions, protocol
integration, machine  learning, and hardware
management:

— nl, token validation & revocation list;

- n2, MQTT connector (QoS handling);

- n3, MQTT session & state management;

— n4, CoAP large-payload handling;

— nb, REST API gateway;

- n6, packet parser;

- n7, load balancer & dispatcher;

- n8, upstream health check;

— N9, stream pre-processor;

— nl0, anomaly detector & ML pipeline;

- nll, OTA & update manager;

— nl2, sensor ingestion pipeline;

- nl3, buffering subsystem;

- nl4, power management & battery monitor;

- n15, hardware control & reset manager;

- nl6, cache subsystem;

— nl7, metrics exporter & telemetry;

- nl8, notification pipeline.

A set of 30 tests were proposed for the testing
process. Each test was capable of testing between 1 and
6 different gateway components.

Figure 2 illustrates the simulation results regarding
the relationship between total testing time, gateway
component coverage requirements, and the genetic
algorithm’s initial population size.
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Fig. 2. Results of the gateway testing time calculation
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It is evident that the testing time rises with stricter
coverage requirements. For small initial populations,
the testing time grows quickly, converging to the
maximum. However, a significant increasing the
initial population size (when the population size is

greater than the chromosome size) provides negligible
time benefits.

Similar  conclusions regarding the initial
population size can also be extended to the analysis of
the tests used (Fig. 3).
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Fig. 3. Test count analysis
. method for reducing the dimensionality of the state space
Conclusions

The article proposes a method for synthesizing a
test pool for an edge-layer intelligent gateway in high-
density loT. The following tasks were considered when
developing the method:

1. A five-layer architecture of an edge-layer
intelligent gateway for high-density 10T is proposed. The
operational specifics of the gateway and the particular
aspects of its testing are identified.

2. The operational specifics of the gateway and the
particular aspects of its testing are identified.

3. The task of synthesizing the test pool is reduced to
a combinatorial problem of selecting an optimal
configuration within an extremely large state space. To
solve it, the use of a classical genetic algorithm is proposed.

The proposed algorithm made it possible, within
an acceptable time, to obtain a test pool with nearly
minimal execution time, a minimal number of tests, and
maximal coverage of the gateway components.

Future research concerns the development of a

of individual tests for gateway components.
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MeToa cMHTE3Y TECTOBOTO MYJIy JUIfl iHTEJIEKTYAJbHOr0 NUII03Y TPAHUYHOT0 APy BHCOKOUIILHOTO 10T
B. L. ITaruenko, I'. A. Kyuyk, B. I. Hockos, C. 1O. JIeonos, O. B. Jlimuanceka

AHoTanisi. AKTyauasHicTs. Bucokominsai loT-cepemoBuia XapakTepH3yIOThCS BETUKHM CKYIMYCHHSIM CEHCOPIB 1
MIPUCTPOIB, SKi IHTEHCHBHO OOMIHIOIOTHCS JAQHUMH B OOMEXEHOMY HpOCTOpi. 3a Takux yMOB 0coOIMBOi Barm HaOyBaroTh
IHTEJIeKTyaJ bHI NUIF03W TPaHWUYHOTO mapy. Taki NDIF03M 3/aTHI JOKAILHO 0O0poOisaTH iHopMmariro, ontuMmizyBaTu Tpadik i
3a0e3reyuyBaTH Y3rOJUKEHY B3a€EMOJII0 PI3HOPIAHHX HPHCTPOiB. Po3poOka TECTOBOro Myiy MAJs IHTENIEKTYaJlbHOTO LT3y
IPaHMYHOTO IIapy BUCOKOWIUIBHOrO IoT € aKkTyanpbHOI0 uepe3 IIBHAKE 3POCTaHHS KUTBKOCTI MiJKIFOYEHHUX IIPUCTPOIB Ta
301IBIICHHS X MPOCTOPOBOI LIITBHOCTI. Y TaKMX yMOBax LUII03 Mae 3abe3neuyBaTu cTabiibHy pOOOTY MONPH BHCOKHUIT PiBEHb
panioneperiko] i KOHKYpEeHIi 3a MepexeBi pecypcu. JJomaTkoBoro mpobieMoro € rereporenHicts loT-cepenosuia, ToMy 1o
HPHUCTPOi BUKOPHCTOBYIOTH Pi3HI MPOTOKOJM, MAlOTh pi3Hi (opMaTé HaHMX i pi3Hi mpodini HaBaHTaeHHs. be3 cremianbHO
c(OpMOBAHOTO TECTOBOI'O ITyJTy HEMOXJIMBO HAJiHHO OLIHMTH MOBEAIHKY IIUIIO3Y 332 YMOB PEaliCTHYHOTO MIKCy TEXHOJIOTiH Ta
TOTIOJNOTiH. AJie BHACIIIOK CYTTEBOI T€TEPOTCHHOCTI MPOCTIP MOXKIMBHX BapiaHTIB ()OPMYBAHHS IMYITy Ma€ BEIUKY PO3MIpPHICTS.
Kpim Toro, iCHYIOTE CyTTEBI YaCOBi Ta peCypcHi 0OMEKEHHS MPH eKCIUTyaTallii TecToBoro myy. [IpeaMeTomM BUBUEHHS B CTATTI
€ MeToau (hopMyBaHHS TECTOBUX IyJiB. MeTOI0 CTATTi € po3pobKa METOy CHHTE3y TECTOBOTO ITyJy IS IHTEJIEKTyalbHOrO
IITI03y TPaHWYHOTO Mapy BucokomimbHOro loT. OTpuMmaHOo Taki pe3yabTaTH. 3alporoOHOBaHA ITSITUPIBHEBA apXiTEKTypa
IHTENEKTyaJbHOTO IIUII03y TIPAaHHYHOro wHIapy BucoKomlinbHOro loT. BusnaueHi ocobmmuBocTi (yHKI[IOHYBaHHS LUTIO3Y Ta
creruivyHi 0COOIMBOCTI NMPH MPOBEICHHI HOTro TeCTyBaHHs. 3aada CHHTE3y TECTOBOIO ITyJy 3BeJeHa 10 KOMOiHATOPHOT 3a1a4i
BHOOpPY ONnTHMalbHOI KOH}Irypamii y ay’e BEIUKOMY MmpocTtopi craHiB. s 11 po3B’s3aHHS 3alpONOHOBAHO BHKOPUCTOBYBATH
KIIACUYHUI TeHEeTHMYHHUH aaropuTM. 3alpoNOHOBAHMH aJrOpUTM JO3BOJHMB 33 NPUHHATHUNA 4Yac OTpUMATH TECTOBUH IMyJ 3
MIPAaKTHYHO MiHIMAJIBHUM YacOM BHKOHAHHS, MIHIMAJIBHOIO KiJIBKICTIO TECTIB Ta MAKCHMaJILHUM ITOKPHUTTSIM KOMITOHEHT IILTIO3Y.
BucHoBok. 3anpornoHOBaHMH METOZ JO3BOJSE Yy IPOCTOpPI CTAHIB BENMKOI PO3MIpPHOCTI copMyBaTH TECTOBHH IyJ IUIS
IHTENIEeKTYaJILHOTO IILTIO3Y, SIKMH BiANOBIJa€e 3aaHUM BHMoraM. Hampsiv mofanbImx JOCTiIKEHb CTOCY€EThCSI PO3POOKH METOLLY
3MEHIIEHHS PO3MIPHOCTI IPOCTOPY CTAHIB OKPEMUX TECTiB KOMIIOHEHT IIITIO3Y.

KnwuoBi cioBa: [HTepHeT pedeil; koM I0TepHA CHCTEMa; IHTEJICKTyTbHIHN [IUTI03; TPaHUYHUH mIap; cencopu [oT.
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