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AUTOMATION OF DESIGNING COMPOSITE ELECTROMAGNETIC SCREENS
OF SPECIFIED EFFICIENCY

Abstract. Relevance. Shielding is the most effective means of improving electromagnetic safety for people and
electromagnetic compatibility for electronic equipment. Only composite materials can control the protective properties (ratio
of reflection, absorption and transmission coefficients) of electromagnetic waves. However, designing materials with the
required protective properties is complex and requires large amounts of calculations. This makes it expedient to automate
these processes by creating application software. The aim of this work is to automate the design processes of composite
materials with controllable protective properties. Research results. Mathematical functions are provided to determine the
effectiveness of electromagnetic radiation shielding by reflection and absorption of electromagnetic waves. It is shown that
it is advisable to use fundamental relations of electrodynamics of continuous media to automate the design processes of
composite protective materials. A list of theoretical and experimental data necessary for the design of protective materials is
determined. Applied software has been developed that allows obtaining data on the effectiveness of electromagnetic radiation
shielding by reflection and absorption of electromagnetic waves depending on the electrophysical parameters of the
composite components and the volume content of the electrically conductive filler in the dielectric matrix. Using the example
of a silicate material with a granulated copper filler, dependencies of the effectiveness of shielding ultra-high frequency
electromagnetic radiation on the filler content were obtained. A comparison of the obtained data with the experiment shows
their acceptable convergence. To accelerate the design of protective materials, a generalised function of the dependence of
the electrical conductivity of the composite on the filler content was obtained. This allows reducing the amount of
experimental work to obtain the initial data. Conclusions. The creation of application software for automating the design
processes of composite materials allows optimising the effectiveness of protective materials by selecting the most acceptable

components and the content of electrically conductive material in the dielectric matrix.
Keywords: automation; electromagnetic radiation; composite material; shielding effectiveness.

Introduction

A steady trend today is the increase in
electromagnetic pollution of the environment. This is due
to the increase in the number of sources of
electromagnetic radiation and the increase in the
operating frequencies of wireless communication
devices. With the gradual transition to the 5G standard,
the task arises of simultaneously ensuring high-quality
communication and protecting people from ultra-high,
ultra-high and extremely high frequency electromagnetic
radiation.

Traditional metal protective screens do not meet
these  requirements.  They  completely  shield
electromagnetic radiation and block traffic, and have
high electromagnetic wave reflection coefficients. This
leads to an undesirable redistribution of electromagnetic
energy flows. In such conditions, composite materials are
the most suitable protective materials. Their use allows
for the rationalisation of the ratio of reflection, absorption
and transmission coefficients of electromagnetic waves.
However, the design of such materials is very complex.
Their effectiveness depends on the electrophysical and
magnetic properties of the matrix and shielding filler, as
well as the thickness of the material. At the same time,
the dielectric and magnetic permeabilities of the
components and the composite have frequency
dependencies.

Therefore, the process of designing a protective
composite material requires large amounts of
calculations even for known amplitude-frequency
characteristics of electromagnetic radiation. Under
conditions of alternating electromagnetic load on the
environment, it is practically impossible to rationalise the

material parameters using traditional methods.
Therefore, it is advisable to determine the most
acceptable mathematical apparatus for designing

protective compositions and to create application
software for automating the design of materials with the
required efficiency.

Literature review. The use of electromagnetic
shields is regulated by international standard [1]. It
specifies the maximum permissible levels of
electromagnetic fields and emissions in industrial and
domestic environments under identical electromagnetic
loads outside buildings. This means that different levels
of protection must be provided depending on the purpose
of the building. Therefore, much attention is paid to the
development of protective materials.

A review paper [2] presents the results of the
development and application of all classes of shielding
materials. However, the mathematical functions used to
predict shielding effectiveness are semi-empirical and
unsuitable for the automation of material design.

The complexity of this process is the reason why
most of the work on the development of composite
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shielding materials is entirely experimental [3, 4]. At the
same time, the use of metasurfaces does not have wide
practical application due to the complexity of their
production.

The paper [5] presents the results of predicting the
magnetic field shielding coefficient based on the results
of modelling its propagation using COMSOL.

However, these results are based on experimental
data and only take into account the thickness of the
protective layer.

A similar determination of the initial data for
calculating the effectiveness of electromagnetic shields is
given in [6]. However, the use of Maxwell-Garnett
relations gives large errors.

Even the use of Brugeman's relations for high
concentrations of shielding filler in a composite does not
always give an adequate result [7].

Effective protective compositions have a complex
structure, so the use of traditional approaches for
calculating their electrophysical and magnetic properties
does not give an acceptable result [8, 9].

Works [10, 11] shows that the use of fundamental
electrodynamic relations for continuous media ensures a
minimum error in the calculation of shielding
coefficients.

This approach was used in study [12, 13]. A
comparison of the calculated and experimental data
shows their acceptable convergence. The corresponding
analytical functions are given in complex form.
Therefore, for the development of application software,
it is advisable to convert the corresponding
electrodynamic relations into real form.

A similar approach has been used in modelling the
propagation of electromagnetic fields and emissions,
which indicates the feasibility of its application and
makes it possible to additionally determine the most
rational location of the shielding material [14, 15].

This will reduce the amount of calculations and
allow the selection of rational critical parameters of the
composite material without solving optimization
problems.

The aim of the work is to develop the principles of
automation of the design processes for composite
electromagnetic screens of a given efficiency.

Research results

Calculations of shielding effectiveness are based on
fundamental electrodynamic relationships in continuous
media. Most composite materials used for shielding
electromagnetic radiation are metal-dielectrics.

However, the filler in the dielectric matrix does not
necessarily have to be metallic. It must have sufficiently
high electrical conductivity, which is found in graphite,
carbon nanotubes, etc.

The proposed calculation method has limitations:

— only electrically conductive fillers are used,;
—  the calculation method is only applicable to
quasi-stationary fields.

The condition of quasi-stationarity is:

C
VL —,

d

where v is the frequency of electromagnetic radiation, ¢
is the speed of light in a vacuum, d is the thickness of the
screen.

For example, for a material thickness of 5 mm, the
critical frequency is 60 GHz. That is, the calculations
will be correct for the ultra-high and ultra-high
frequency ranges and part of the extremely high
frequency range.

The final task is to calculate the effectiveness of
electromagnetic radiation shielding by SEt material:

SEr =10log(1/T), dB,

where T is the coefficient of transmission of an
electromagnetic wave incident on a plane-parallel screen
located between air and an arbitrary medium;

SEr is the total effectiveness of electromagnetic
radiation shielding by the material, dB.

SEr is the effectiveness of shielding due to
reflection

SEg =log(1/(1-R)), dB,

where R is the reflection coefficient.
Efficiency due to absorption:

SE, = SE; — SEg,
that is
SET = SER +SEA.

The main task is to calculate the shielding
effectiveness depending on the volume fraction of the
electrically conductive filler.

That is, the effectiveness of electromagnetic
radiation shielding by SEr material and the effectiveness
of shielding by SEr reflection must be expressed in terms
of volume components.

The solution of Maxwell's equations for the
amplitude of a plane wave in a plane with the
z-coordinate of an absorbing medium is as follows:

EO = e_az )
where Eg is the electric field intensity at z=0;

o is amplitude coefficient of electromagnetic wave
absorption, o = (w"k)/c.

w is the cyclic frequency of radiation, @ = 2zv,
where v is the frequency of periodic oscillations,

k is the extinction coefficient (an indicator of the
rate of light wave attenuation in a medium), imaginary
frequency,

c is the speed of light in a vacuum.

Complex dielectric permeability of screen material

containing electrically conductive additives, Jé

Jé =n+ik, (1)
where n is the wave refraction coefficient;

E=¢&'+ig",
where &' is the real component, " is the imaginary
component, i = J-1;

n . e
E=&'+ig"=+1—, )
[0
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that is

where ¢ is the dielectric permeability,

w is the cyclic frequency,

o is the electrical conductivity of the material, the
values of which depend on the volume content of the
electrically conductive additive;

€0 = 8,85-1012 F/m — electric constant.

Let's square equations (1) and (2):

é:(n+ik)(n+ik)=
=n2 +ink +ink — k2 :(nz—k2)+i~2nk,

That is, the real component & = n® —k?
component — 2nk.

Thus, the complex part

, imaginary

&2 —onk.
e
From this equation, n and k can be found.

Multiple reflections are taken into account by the
following relationships.

1+(1-Ry )2 exp(—4ad)x
R=Rp -1 [ ®)

x(1-R% exp(~4ad))

T =(1-Ry )2 exp(—2ad)x
5 -1 (4)
x(l— R exp(—4ad )) ,

A=(1-Ryp)(1-exp(-2ad))x

-1 (®)
x(l— Ry exp(—2ad )) .

where R is the multiple reflection coefficient,

R12 is the reflection coefficient from the material,

d is the screen thickness,

a is the amplitude coefficient of electromagnetic
wave absorption,

T is the electromagnetic wave transmission
coefficient,

A is the
coefficient.

For normal wave incidence, R, is determined by
the ratio:

electromagnetic wave absorption

o _ (1) K ©
v (n+1)2+k2'

The multiple reflection coefficient R is taken into
account under certain conditions; the screen thickness d
must be small.

The condition for taking into account multiple
reflections from the inner surfaces of the screen, which
significantly affects the values of R, T and A, is:

d <30,

where § =1/a — the thickness of the layer at which the

wave amplitude decreases by a factor of e.
That is, the wave amplitude is reduced by 34, in
which case multiple reflections must be taken into

account. This is done under the condition: & = ik , that
[0

is d < £
wk

This corresponds to small values of k (weak
absorption of radiation by the material) or low
frequencies of incident radiation — w.

Otherwise, multiple reflections can be ignored, i.e.
R12 (6) is not taken into account. Then the wave reflected
from the rear surface of the screen is completely absorbed
by the substance, expressions (3), (4), (5) for the values
of R, T and A are simplified and take the form:

R =Ry, (1+(1-Ryp )exp(-2ad)), ©)
T = (1-Rpp )*exp(-2ad), ®)
A=(1-Ry,)(1-exp(-2ad)). 9)

If the conditiond <34 is not met, wave reflection
from the inner surface can be disregarded.
Then the reflection coefficient in formula (7) is
simplified and we have:
R=Ry,, (20)
The electromagnetic wave transmission coefficient
T in formula (8) is simplified:

T =(1-Ryp)exp(—2ad). (11)

Absorption coefficient A, which in this case is
calculated as follows:

A=(1-Ry, )(1-exp(-2ad))

according to (9), and shows the proportion of incident
radiation power absorbed by the shielding layer.

Effectiveness of  electromagnetic  radiation
shielding by material:

(n +1)2 +k2
SET =10|Og T +20ad |Oge, (12)

Shielding effectiveness due to electromagnetic
wave reflection:

SE, =1010 (n+1) +k?
R = g an ,

Efficiency through absorption of electromagnetic
energy:

(13)

SE, = SEy — SEg = 20cd loge, (14)

where the values of n and k, as follows from (1), are
determined by the relations:

5’+\l€'2 e

N=4|—m"—"

5 (15)
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If the values of the real and imaginary components
of the complex dielectric permittivity of the material are
available, all the necessary indicators can be calculated.

The values of the dielectric permittivity of the
composite depend on the radiation frequency w and the
volume content of the electrically conductive filler 6.

The criticality of the filler content is due to the
percolation effect — a sharp increase in the electrical
conductivity of the material — the threshold for the flow
of electric current.

Consider 6. — the flow threshold, 6; — the threshold
concentration, and z — 6-6. — the distance from the flow
threshold.

k = (16)

£"(0,0)= ;‘);10 x

WEYEY

2 17)
J ]| (

(18)

x| | Boh(=7) 4 + B hz—[

Om

¢'(@,0)=Byeq (-7) 7,

where h=0y4 /o ;

oq and gg — electrical conductivity and dielectric
permittivity of the matrix; om — electrical conductivity of
the filler; g and i — critical indices of percolation theory;
Bo > 0, By < 0 — constants.

When the content of the conductive filler is above
the threshold (z > 0) — the subthreshold region ¢

&"(0,0)= %Z—;rt, (19)

&'(,0)= Aegr 9,

where t is the critical index, Ao and A; are constants.

To perform calculations, experimental
determination of o(6) is required. Assuming uniform
distribution of filler particles in the dielectric matrix,
t=1.6;q=1.0.

All critical indices can be determined from the
relationships given in [12].

Constants Bo, Bi, A1 are determined from the
conditions o16) = oy, ¢(0) = eq at 0 =0, A1 = Bo. Ao is
determined graphically from the dependence o(1),
constructed on a logarithmic scale.

The automation of the design of composite material
for shielding electromagnetic radiation was carried out
for a model material consisting of calcium hydrosilicate
(matrix) and granulated copper (dispersity — up to
60 um). The frequency of the shielded radiation is
20 GHz. For this frequency, 6. = 0.162.

Output constants:

g0 = 8.85-1012 F/m — electric constant,

¢ = 3*108 m/s — speed of light in a vacuum,

v=20GHz - frequency of electromagnetic
radiation,

w— cyclic frequency of radiation,
0=1.26-10" Hz,

o — electrical conductivity of the material, the value
of which depends on the volume content of the
electrically conductive filler,

om = 6*107 Q1-m™ — electrical conductivity of the
filler,

&d4 = 68.5 — dielectric permeability of the matrix,

d =5-10"° m — screen thickness.

Experimental data on the dependence of the
electrical conductivity of the composite on the content of
the shielding filler are given in Table 1.

(20)

w = 2nv,

Table 1 — Dependence of material electrical conductivity on the volume content of metal filler

1% 0,165 0,170 0,175 0,180 0,185 0,190 0,195 0,200
o, Qtm? 1,6 6,8 142 23,2 33,5 45,0 57,5 71,1
- —_o)t . k(6
o=Aon(0-6) - We take into account k(&) =w—().
C

Calculation procedure:

1. From the comparison of theoretical and
experimental dependencies o(6), we find Ao and 6..
0:=0.162, Ay =2.5-10™.

2. Calculate £"(0) = o(6) .
ey

3. &(0)=Aeg(0-6.)"% 41 find from the
condition ¢(0) = &.

Consider that when 6<6. &'(8) = Byeq (6, -0) .

We think that to assess Bo = 43, then the formula for
determining &4 = Aigg6, 1, AL = b

The final formula for &'(6) = 6,5, (0—6.) ™.

4. Calculate n(0) ta k(0) .
5. Calculate SEr, SEg, SEa

To automate the process of designing protective
composite materials for shielding electromagnetic
radiation, application software was developed consisting
of a MySQL database, Microsoft Visual Studio
programming environment, and C# programming
language. Materials with electromagnetic field shielding
functions (metal polymers) are entered into the interface.

The results of designing the specified shielding
efficiency of the composite material are shown in Fig. 1.

The transmission coefficient T and reflection
coefficient R of electromagnetic waves by protective
material have practical significance in terms of their
impact on people and ensuring the electromagnetic
compatibility of electronic equipment.

A comparison was made between the calculated and
measured  coefficients for the material under
consideration. The results are shown in Fig. 2.
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Fig. 1. Effectiveness of electromagnetic radiation shielding
by composite metal-dielectric material: SEr — total effectiveness of electromagnetic
radiation shielding by material; SEr — effectiveness of shielding by reflection; SEa — effectiveness by absorption
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Fig. 2. Comparison of calculated and experimental coefficients: a — transmission T;
b — reflection R of electromagnetic waves by composite material depending on the volume content of the filler

The data in Fig. 2 show that the convergence of
calculated and experimental data is acceptable.

Automation of the design process for protective
composite materials for shielding electromagnetic
radiation allows optimising the ratio of T, R, and A
indicators by adjusting the composition and thickness of
composites depending on the needs and operating
conditions of the materials.

However, the proposed approach has a certain
drawback [16, 17].

Data is needed on the dependence of the electrical
conductivity of the material on the volume content of the
shielding material in the dielectric matrix. This requires
a large number of measurements.

The patterns shown in Table 1 can be considered
common for two-component compositions with an
acceptable margin of error. Once an analytical function
corresponding to the given relationships has been
obtained, it is possible to limit oneself to measuring the
specific electrical conductivity for a single filler

concentration. The rest of the data is obtained by
extrapolation. In this case, the dependence of ¢ on 6
corresponds to the function:

o= 2000x — 335, (R? = 0,98).

Therefore, it is advisable to enter this function and
the corresponding data into the database for further
determination of the effectiveness of electromagnetic
radiation shielding. It should be noted that the proposed
approach provides an acceptable calculation error,
provided that the particles of the electrically conductive
filler can be considered spherical. For more complex
particle morphologies, it is necessary to improve the
calculation apparatus and the corresponding software.

Conclusions

1. Mathematical functions have been defined for
calculating the coefficients of reflection, transmission
and absorption of electromagnetic radiation of ultra-high
and higher frequencies. The smallest error is given by
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calculations based on fundamental relations of
electrodynamics of continuous media. Their application
requires large amounts of calculations, which makes it
expedient to automate this process.

2. Software has been developed to determine the
protective properties of composite materials based on the
electrophysical properties of the components and the
volume content of the electrically conductive filler in the
dielectric matrix. This allows the composition and
thickness of the protective material to be optimised
depending on the conditions of its application. The result
obtained allows protecting people from the effects of
electromagnetic ~ radiation ~and  ensuring  the
electromagnetic compatibility of electronic equipment
based on the principles of reasonable sufficiency.

3. Comparison of the calculated and experimental
data for the model material has proven their acceptable

convergence. To reduce the measurement volumes to
obtain the source data, a generalized function of the
dependence of the electrical conductivity of the
composite material on the voluminous content of the
electrical filler is determined. This allows you to limit
one measurement of electrical conductivity and get the
rest of the data by extrapolation.
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ABTOMaTH3a1lisl NPOEKTYBAHHA KOMNO3HIIAHUX eJIEKTPOMATHITHUX eKpPaHiB
3a1aHoi e()eKTUBHOCTI

JI. O. Jlepuenko, H. b. Bypaeiina, B. A. T'nusa, I'. }O. Kpacusucekuit, O. 1. Tokapcbkuii

AnoTanisi. AxkryaapHicTb. Haiibinpm epexTUBHHM 3aco00M MiABHINEHHS €IEKTPOMArHITHOI OE3MeKH Jroaed Ta
€JIEKTPOMATrHITHOT CYMICHOCTI €JIeKTPOHHOTO oOONagHaHHA € eKpaHyBaHHS. KepoBaHICTh 3aXHCHHX BJIACTHBOCTEH
(cmiBBigHOMIEHHS KOe(ili€HTIB BIAOUTTS, IOTJIMHAHHA MTPOXOKEHHS) IEKTPOMArHITHUX XBHJIb MAIOTh TUTBKUA KOMITO3UIIifHI
MaTepiain. AJie MPOEKTYBaHHS MaTepialliB 3 MOTPIOHMMH 3aXMCHUMH BIACTUBOCTSIMHU CKJIAJHE i MOTpeOye BENUKHUX OOCATIB
obuncienb. Lle 0OyMOBIIIOE NOLINBHICTE aBTOMATH3alii LUX HPOLECIB NUITXOM CTBOPEHHS IMPHKIAJHOTO IPOrPaMHOIO
3abe3nedycHHs. MeTol po0GOTH € aBTOMaTH3alis MPOIECIB MPOEKTYBaHHS KOMIIO3MLIHHUX MaTepiaigiB 3 KepOBaHUMH
3aXMCHHUMHU BiacTUBOCTsAMH. PedyabraTm mociimkenHs. Hagano martemarnuHi GyHKUIl A1 BHU3HAYeHHS e(QEKTHBHOCTI
€KpaHyBaHHs eIEKTPOMArHITHAX BHIIPOMIHIOBaHb 32 PaxyHOK BiJOWTTS i MOTJIMHAHHS €IEKTPOMArHiTHUX XBUIb. [lokasaHo,
IO JUIs aBTOMAaTH3allii TpPOIECiB TNPOEKTYBaHHS KOMIIO3MLIIHMX 3aXHCHHUX MarepiaiiB JOLIIBHO 3aCTOCOBYBATH
(yHIaMEeHTaJ bHI CITIBBIAHOIICHHS €JEKTPOJMHAMIKH CYIUIBHUX CEepelOBUIN. BH3HAYeHO TMepeTik TEOpeTHYHHX Ta
eKCIIepUMEHTAIBHAX AaHHMX, HEOOXIMHHMX Uil MPOEKTYBAaHHS 3aXHMCHUX MaTepianiB. Po3po0ieHe NpHKIagHE MpOrpamHe
3a0e3MeYeHHs, SIKe JI03BOJIIE OTPUMATH JaHi 100 e(EeKTHBHOCTI €KpaHyBaHHs EJEKTPOMArHiTHOrO BHUIPOMIHIOBAHHS 3a
paxyHOK BiOWTTS Ta MOTJMHAHHS SNEKTPOMATHITHUX XBWJIb Y 3aJ€XKHOCTI BiJl €JIeKTpOoQi3NUHNX MapaMeTpiB KOMIOHEHTIB
KOMIIO3UTY Ta 00’€MHOTO BMICTy €JIEKTPOINpPOBIJHOIO HANOBHIOBAYa y JieNeKTpuuHid Marpuui. Ha npukiazni cuiikaTHOro
Marepiany 3 HalOBHIOBaYeM i3 IPaHyJbOBAaHOI Mifli OTPUMaHi 3aeKHOCTI e(EeKTHUBHOCTI €KpaHyBaHHS €JIeKTPOMAarHiTHOrO
BUIIPOMIHIOBAHHS HAaJBHCOKOI YaCTOTH BiJl BMiCTY HamoBHIOBa4a. [[OpiBHSIHHS OTPUMaHUX JaHUX 3 €KCICPHMEHTOM CBiIYUTH
npo X MpUAHATHY 30DKHICTH. ISl MPHUCKOPEHHS MPOLECiB MPOEKTYBAaHHS 3aXHUCHUX MaTepialiB OTPUMAaHO y3aralibHEHY
(GYHKINIO 3a1eKHOCTI  €JIEKTPONMPOBITHOCTI KOMIIO3UTY BiJ BMICTy HamoBHIOBada. Lle mo3Boisie 3MEHIIUTH 00CAT
eKCIEePUMEHTATBHUX pOOIT Uil OTPUMAHHS BHXITHUX JaHnX. BucHoBkH. CTBOpPEHHS MPHUKIATHOTO IIPOTPAMHOTO
3a0e3MedYeHHs A aBTOMATH3AIlil MPOIIECiB MPOEKTYBAaHH KOMIIO3HIIHHAX MaTepialiB JO3BOJISIE ONTUMI3yBaTH e()eKTUBHICTh
3aXMCHHUX MaTrepiaiB 3a paxyHOK OOMpaHHs HalOUIbII NPHUHHATHUX KOMIIOHEHTIB Ta BMICTY €JIEKTPONPOBIAHOTO Marepiaity y
JieneKTpUyHiil MaTpHLi.

KawuoBi ciaoBa: aBTOMaTH3allisi; eJIEKTPOMAarHiTHE BHIIPOMIHIOBaHHS, KOMIO3WLIHHMI Marepiad; edexkTHBHICTH
€KpaHyBaHHSI.
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