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MATHEMATICAL MODEL OF MULTI-DOMAIN INTERACTION
BASED ON GAME THEORY

Abstract. The article presents a formalised mathematical model of multidomain interaction in hybrid warfare, which covers
the cognitive, information, cyber, psychological and physical domains. The object of the study is the nonlinear dynamics of
cross-domain destabilisation, which can lead to managerial collapse due to information overload of the control system. The
purpose of the study is to identify phase transitions in the management system by analysing domain synergy and coherence
degradation. Within the framework of the model based on game theory, the author proposes a matrix of domain reactivity, which
determines the strength of mutual influences between domains, and a system of stochastic differential equations with variable
coefficients that depend on the emotional state of society, the intensity of information influence and changes in the cognitive
background. Two new indicators are introduced for the first time: the coefficient of cognitive penetration and the coefficient
of interdomain integration, which allow quantifying the level of cognitive coverage and the degree of synergistic interaction
between domains. The introduced parameter of management capacity is used as an indicator of phase shift and system
collapse. A mechanism for dynamic correction of the model based on the forecasting accuracy metric is proposed, which
includes adaptation of the PID-controller and updating the weighting coefficients. An empirical analysis of the impact of
information campaigns through social networks is carried out, which confirms the feasibility of using the proposed model to
assess the risks of information influence and formulate scenarios for counteraction in the information space.
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Introduction

In the modern world, socio-technical systems have
acquired a fundamentally new character, turning into a
multi-domain environment that combines the physical,
cybernetic, information, cognitive and psychological
domains. The coordinated functioning of these domains
is crucial for decision-making, information process
management, development of adaptive strategies and
maintaining the stability of complex systems in changing
conditions. At the same time, the existing cross-domain
integrated models remain limited in theoretical
approaches [1, 2]. That is why this study is driven by the
need to create a mathematical description of the
dynamics of a multi-domain system of different
components to function in a single planning process. The
use of differential games in a multidomain environment
is one of the promising areas of mathematical modelling
of interagent interaction in complex socio-technical
systems. Traditional approaches to analysing scenarios in
cyberspace, as presented in [3], can be generalised by
using non-cooperative games with dynamics described
by systems of coupled differential equations. In view of
this, the mathematical model proposed by the authors
follows the fundamental architecture of this approach,
which ensures scenario prediction and system adaptation
to changing conditions. Study [4] systematises the game
model according to the types and strategies of protection
with a focus on non-cooperative and dynamic games to
detect and neutralise ART (Advanced Persistent Treats)
threats. Unlike the existing ones, the approach proposed
by the authors takes into account the systemic
interdependence between domains through a matrix of

coefficients, determines the quantitative dependencies of
the ratio of the level of dominance in the respective
domains and cross-domain synergy, which forms a
complete analytical framework for evaluating decisions
in complex multi-agent environments.

Theoretical foundations of multidomain interaction. In
the scientific literature, multidomain interaction is a form of
system dynamics that is implemented in several interrelated
domains, in particular: physical, information, cyber,
cognitive and psychological [5]. These domains form a
multidimensional environment within which actors (parties
A and B) implement their own strategies using available
resources and channels of interaction. Conceptually, such
interaction is describped by means of mathematical
modelling, which allows to describe competitive strategies
and equilibrium states in a system with many domains of
influence. Typical examples of domains are:

physical - includes spatial actions on land, in the air,
at sea and in space;

cyber - covers the impact on information and digital
infrastructures;

information - concerns the manipulation of
information flows, disinformation and content strategies;

cognitive - describes the processes of forming
beliefs, mental models and interpretive structures;

psychological - covers emotional reactions,
stressful states and psycho-emotional background.

In the context of cross-domain interaction, it is
relevant to create a unified mathematical model that
allows tracking the influence between domains, assessing
their mutual dependence and predicting the effects of
combined influence strategies in conditions of limited
resources and incomplete information.
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Literature review

The study considers multidomain interaction as a
complex system in accordance with the structural-
functional approach, where the input variables are:
resources, information and strategic plans; procedural
mechanisms are the interaction of physical, information,
cyber and cognitive domains; and output effects are the
achievement of an advantage or neutralisation of
influence. To formalise the processes of influence, the
mathematical apparatus of discrete mathematics, in
particular Boolean algebra and set theory, is used to build
a system of logical rules that reflects the links between the
type of influence, source, society's susceptibility and the
availability of countermeasures [6]. A similar approach is
used in Boolean regulation models of regulatory networks,
where Boolean logic formalises transitions between
system states depending on input signals.

Study [7] proposes an innovative use of the Tau
technique to build Nash equilibrium models in games
with many players, which reflects the possibility of
formalising dynamic interactions between opposing
parties, taking into account the complex dependence of
strategies on time and system states. In this context, there
is another scientific approach presented in [8], where the
authors model economic strategies as a system of coupled
differential equations, where each of the parties, in our
case (A and B), has its own payoff function, control
variables and constraints.

It should also be noted that this method allows us to
effectively approximate equilibrium trajectories without
the need to solve complex analytical expressions, which in
our case makes it possible to interpret domains as
independent agents, each of which interacts with others
within a generalised game with multiple objectives. A
systematic review of the application of game theory in
conjunction with the analysis of reliability risks in
complex infrastructure systems is presented in [9]. The
authors prove how cooperative and non-cooperative
games, including multi-step and stochastic models,
formalise agent behaviour and minimise losses and
maximise gains, taking into account the risks of complex
systems. According to our study, such approaches are
integrated to formalise the multi-domain interaction of two
parties (A and B), where each domain is considered as a
separate node in the network of influences, and the
structure itself is considered as a non-cooperative game
with dynamic risks. It is also necessary to take into account
the approach presented in [10], where dynamic modelling
of cyber-physical-social systems is considered with a
focus on the interaction strategy. In this paper, the domains
(cyber, physical, social) are presented as interacting
subsystems with their own evolutionary trajectories and
priorities, and the proposed model takes into account not
only intra-domain dynamics but also inter-domain
feedback and the impact of context on interaction
outcomes. This methodology can be considered a relevant
basis for building a system of confrontation between two
parties, where synergistic effects are integrated
dependencies that are modelled in the form of a matrix.

A combination of game theory, system analysis and
intelligent computing methods to model the dynamics of

interaction between components (domains) under
conditions of uncertainty and limited rationality is
presented in [11]. The application of the approach of
simulating strategic scenarios in distributed information
structures that have analogies with a multi-domain
environment allows us to consider in more detail the
multi-domain model, where each domain (e.g., cognitive,
informational, psychological) is modelled as a
strategically active agent with its own function.

The proposed methodological approach in the study
[12] to modelling interdependencies in critical
infrastructure is based on the identification of
interconnections and scenario analysis of their impact on
system resilience, which makes it relevant to our study
by interpreting domains as critical subsystems with
functional links in the form of an integration matrix.

Risk modelling in power substations is presented in
[13] in the form of a non-cooperative game conflict with
limited resources, in which each party chooses a strategy
based on an assessment of potential gains and losses. This
approach adapts the concept of strategic confrontation in
a multi-domain environment, in which each domain acts
as an autonomous agent with its own goals.

A differentiated game model of conflict interaction
in the context of cybernetic systems of ‘smart
manufacturing’ is presented in [14], which is based on
the Stackelberg game with limited resources. This model
considers both direct and delayed effects of attacks,
taking into account the synchronisation of impact and
time delays, which allows modelling asymmetric
reactions in conditions of incomplete information. This
approach justifies the methodological feasibility of
moving from single-domain models to an integrated
approach to describe the interaction between domains in
a changing information environment.

The replicator dynamics of describing the evolution
of security investment strategies in the system is
presented in [15], where agents make decisions based on
benefits and taking into account the risks generated by
interdependence with other players. This model relates to
two parties in a conflict environment, similar to the
relationship  between cybersecurity strategies in
interdependent organisations and the behaviour of agents
in domains, which allows us to interpret each domain as
a separate player in an evolutionary game. The use of
such dynamics will allow modelling the adaptation of
strategies over time, taking into account current
conditions and mutual influence, which corresponds to
the task of modelling cross-domain risks in systems with
a high level of interaction between components.

A thorough review of existing approaches to game-
theory-based modelling in new environments such as the
Internet of Things (loT) is provided in [16, 17], which
describes key models of cooperative and non-cooperative
games that allow for the behaviour of agents in an
uncertain and resource-limited environment. This paper
focuses on multilevel trust models that take into account
individual ~ assessments,  contextual  information
formalised through game win functions, which can be
used in modelling cross-domain interaction, where trust
and risk assessment in domains are considered as
strategic variables.
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In [18], the authors systematised the use of
evolutionary and repetitive games in the context of multi-
agent systems operating in a complex decision-making
environment with high entropy and interdependencies.
This paper substantiates the use of matrix game structures
with dynamic or stochastic functions, emphasises the
relevance of hybrid approaches (combining game models
with methods of artificial intelligence, machine learning
and control theory), which allows for the implementation
of real-time models.

The methodological basis of the study is a
mathematical model that allows to describe the cause-
and-effect relationships between information impact,
cognitive reaction of society and decision-making. To
substantiate the model, the method of expert evaluation
of the importance of parameters was used, and the
effectiveness of the impact was assessed through
scenario and cognitive modelling. The results are
presented in the form of a graph of functional
dependencies for use in applied systems of situational
analysis in the field of information technology.

The development of the model is driven by
significant changes in the nature of competitive
confrontation, which is increasingly going beyond
traditional logic and becoming non-linear and systemic.
The absence of a single regulatory document that
systematically formalises all domains according to a
certain logic is compensated by the presence of key
concepts in the strategic legal field that determine the
direction of evolution. This model is based on the
formation of an analytical framework for planning and
evaluating cross-domain interaction in the context of
multifactorial confrontation, which justifies its scientific
and practical significance. The introduction of this
method of comparative analysis will allow structuring the
model and expanding its capabilities for predicting
synergistic effects between domains.

The purpose of this study is to develop a
mathematical model for describing and predicting cross-
domain interaction based on a comprehensive theoretical
analysis of the phenomenon of multi-domain
confrontation as a systemic modern phenomenon that
goes beyond the classical understanding. The study
analyses the peculiarities of cross-domain interaction on
the example of Russian-Ukrainian relations, which
allows identifying key patterns and mechanisms of
influence in the context of synergistic use of physical,
information, cognitive and cybernetic, etc. means.

Main results

Particular attention is paid to the formalisation of
these influences using mathematical modelling [19],
which provides an opportunity to objectively assess the
strength, direction and effectiveness of domain activity.
The scientific objective of the study is to integrate
knowledge from information technology, psychology,
cognitive science, social engineering and applied
mathematics within a single system of formalised
analysis of interagent interaction in a multi-domain
environment [20, 21]. Particular emphasis is placed on
the need to build a mathematical model for evaluating
domain activity, identifying synergistic effects of

interaction between domains, taking into account the
dependencies that are formalised in the form of a cross-
domain integration matrix [22, 23]. In the context of
multidomain interaction in Ukraine, the interaction
between domains is characterised by a consistent
evolution. During the period (February-May 2022), the
physical component was dominated by Russia, while
large-scale information campaigns were conducted to
demoralise Ukrainian society. Subsequently, cyber
influences, information actions, and campaigns to expand
channels of influence on the mental constructs of society
were given priority [24], as shown in Table 1.
2022-2023, there was a high concentration of
information campaigns, particularly in messengers and
TikTok [25]. The main narratives are shown in Table 2.

Table 1 — Functional characteristics of the key domains

Domain Means of influence Main objective
Physical Defence forces units Coqtrol over
territory
Cvber DDoS, viruses, Paralysis of critical
y hacking infrastructure
. Social media, prop?gand_a
Information Manipulation of
propaganda LI
public opinion
Coanitive Narratives, culture, Formation loyalty,
9 language identity
Psycho- Spreading fear, iLrJ]ntﬂirQJ'rannn% trust
logical PTSD
government

Table 2 — Fake news reports by individual months

o | W | e | et
%azr;h 183 ‘Kyiv is captured’ High
200 | 1% | popeesareloume’ | Medium
2005 201 e High

Symmetry and asymmetry in the confrontation
between parties A and B (Table 3). The confrontation in
Ukraine can be called asymmetric: party B has an
advantage in traditional means of influence, while party
A has shifted to using current innovative tools - digital
mobilisation, confrontation in the media space, mass
media, information campaigns, and actions. Party B uses
a symmetrical model based on dominance in physical
deterrence. Party A uses an asymmetric model, which
includes such components as adaptive information
mobilisation, international support, volunteer networks,
and cyber respondents [26].

Table 3 — Comparison of confrontation models

Ukraine
(asymmetrical)

russia

Parameter -
(symmetrical)

Main resource | Force, technology | Information, speed

Strate Large-scale Resistance
ay movement movement, digital
Main domains Pr_1y5|cal, qyber Cognitive
information
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Table 4 shows the modelled values of the main
model parameters, which allow us to trace the change in
influence between domains during a conditional calendar
year. The key variables include: the emotional tone of the
information influence (E), the intensity of information
dissemination (1), the public reaction (R), and the values
of the the intensities (w), which determine the strength of
interdomain interaction. The conditional data allow us to
illustrate the functionality of the mathematical apparatus
and the model's ability to describe cognitive dynamics.

Fig. 1 shows the dynamics of changes in the model
parameters in the time dimension. In particular, it shows
the impact of changes in the emotional and informational
background on the weighting coefficients of interaction
between domains, as well as the correlation between the
intensity of information influence and the reaction of
society. Visualisation allows us to identify the periods of
the greatest vulnerability or, conversely, the society's

resistance to influence, which is necessary to predict the
effectiveness of measures in the cross-domain paradigm.

Table 4 — Input data for modelling cross-domain
interaction within the model

Month E | R w
1. January 0.1 150 300 135.04
2. February 0.3 180 350 159.12
3. March -0.2 120 200 95.92
4. April -0.1 130 220 104.96
5. May 0.2 160 330 147.08
6. June 0.4 170 340 153.16
7. July 0.5 190 360 165.2
8. August 0.2 155 310 139.58
9. September -0.3 100 180 83.88
10. October -0.4 90 160 74.84
11. November 0.1 140 250 117.04
12. December 0.3 160 270 129.12

1.00

0.75

0.50

0.25

0.00
~0.25
~0.50

Emotional tone E(t)
I=0.75 | —#— Normalized intensity I(t)
—+— Normalized audience response R(t)
L1.00} — Average domau‘x mfluence ':alljxe | j
> Vv % ™ “

A ? 9 Q g 42

Fig. 1. Dynamics of domains' impact on society

Updating the model's mathematical apparatus. The
mathematical framework of the model is an additional
component for formalising the interaction of domains
and assessing synergies between domains. However,
such a model requires significant expansion and
adaptation to the realities of multi-domain interaction
[27].

Dynamic weighting coefficients are introduced: the
cognitive penetration coefficient as a measure of the
efficiency of the transition of an information signal to the
cognitive state of the system and the cross-domain
integration coefficient as a characteristic of the degree of
interdependence between information flows in different
domains. We consider the weighting coefficients within
the model as dynamic values that change depending on
the emotional state of society, the intensity of influence
and fluctuations in the cognitive background. By
cognitive background, we mean a set of dominant beliefs,
attitudes, perceptions, emotional states and cognitive
schemes that at a given time determine the way society
perceives, processes and interprets information. A similar
structured model of beliefs and its dynamics is described
in [28], where an approach to modelling changes in

public beliefs (convictions) under the influence of
interpersonal and information interactions is updated on
the basis of formal methods of statistical physics.

The developed mathematical apparatus is based on
the results of the analysis of existing scientific
approaches to the study of multidomain interaction,
which define the simultaneous use of physical,
information, cognitive and cybernetic components to
achieve strategic goals [7-23]. In view of this, for further
formalised analysis, we introduce the concept of domain
power as a key variable that reflects the level of domain
efficiency.

The power of the i-th domain at time t is denoted by
Pi(t). This is a scalar value that reflects the level of
activity and efficiency of the domain. The change in
domain power within the graph can be expressed through
the dynamic equation as follows:

Pl(t"‘l):Pl(t)"‘zr;:lwij(t)'H(t)'€ﬂji(t)v @
where Pj(t+1) is the capacity of the i-th domain at a given
time (t+1),i =1n; w;j; (t) is the intensity of the impact of
domain j on domain i, which is updated on the basis of
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current data on the activities carried out (determined
analytically through historical data, by expert
evaluation), or adaptively (using machine learning
technology or PID-controller) i, j=1,n.

In such a model, the intensity: w;;(t) can be

dynamic, i.e., that is, to change depending on external
factors; n — number of domains; ¢;i(t)— is the

coefficient of cognitive penetration (CPC) into the i-th
domain of the enemy from the j-th domain.

The interaction of the domain B (t) with other
domains is expressed through the differential equation of
interdomain dynamics:

dRt) <

5 - 2WiO-RO-9iO-G- RO+, Q)
j=1

where ¢o; is the degradation coefficient of the i-th
domain, which determines the power loss of the domain;
u;j (t) is the controlling influence on the i-th domain.

The intensity of the influence of the j-th domain on
the i-th is determined as follows:

wii (1) = F(E(D), 1(t), AC; (1)), 3

where E(t) is the current emotional state of society,
which is determined by analysing the tone of messages in
the information space; I(t) is intensity of cognitive
influence, which is determined by the number of
information contacts per unit of time; AC;(t) is an

indicator of change in cognitive impact, which is
determined based on changes in the frequency of key
messages.

To visualise the process of managing domain
capacities, we will form a model as shown in Fig. 2.

o't

| W)

w) A B(t)

5(0)

Fig. 2. Domain power management model

In general, the domain power management model
can be represented by a vector-matrix differential
equation:

LU _wepmem-Fo-+i0. @
where 5(t)=(Pl(t), P, (t),....,P,(t)) is domain power
vector; o(t) = (@ (t), @ (t),.... g (1)) is the vector of
cognitive penetration into domains at time t;
o(t) =(5(t), 05 (t),....0,(t)) — vector of domain
degradation intensity; G(t) = (uy (), us (t),...,un (1)) —
vector of domain power management;

wyg (t)
W(t) =
Wi (1) Wi, ()
Consider two sides A and B, consisting of n and m
domains, respectively:

Win ®)
: is impact intensity matrix.

The interaction of domains can be represented as an
oriented graph, as shown in Fig. 3.

A A -
wi1Py, F{SEE).
[ ]

Fig. 3. Interaction graph
between the domains of parties A and B

The interaction of the domains of parties A and B is
described by the recurrent equations:

RP(t+1) = P,B(t)+z’}_1w?i REM)-0fi ) (5

n B
PR+ =P+ Zi:l‘”ij PAO-AP ). (6)

The process of cross-domain interaction according
to the graph in Fig. 3 and equation (4) is described by the
following system of differential equations for side A:

A m B
I LOR 00 06ROl O

A m B
dp_ﬁt(t) = 25, OP O] (0-05'P (D7 O
dPf(t) B )
(Jj—t - ern:lei (t) PlA(t)§0ﬁ (t)—5iAHA(t)+uiA(t);
R em B

G 2, O Oep O-07 R @' O
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where PlA(t) — capacity of the i-th domain of the party
Ai=Ln; wi)-
th domain of party B on the i-th domain of party A,
i=1n,j=1m; pf(t) - is the coefficient of cognitive

is the intensity of influence of the j-

penetration of the j-th domain of party B into the i-th
domain of party A; éiA(t) — is the intensity of
degradation of the i-th domain of the party A, i=1n;
uiA(t)— controlling influence on the i-th domain of the

party A.
For party B:
B
dpldt(t)—Z. LW (t)Pl (et (1) -6 R° (O +uf (©);
B N B
% = Z j:1Wi2(t)PzB (t)%% (t)—5zB PZB (t)+u53 (t);
dR%() wn A By A BpB B ©
—o = 2" OPP Of ©-87PP O +u} ()
dPy, (t) .
= i ® ORE 008, (- 52PE B ),

where PJ-B (t) is the capacity of the j-th domain of party B,

i=1,n; w(t) is the intensity of the influence of the i-th
domain of party A on the j-th domain of the party B,
i=1n, j =1m; (0”-A(t) is the coefficient of cognitive
penetration of the i-th domain of party A into the j-th
domain of party B; §iB (t) is is the degradation rate of the

i-th domain of party B, i =1n; ujB(t) is the controlling

influence on the j-th domain of party B,i =1,n . In general,

let's represent the system of differential equations for side
A and side B in the form of matrix forms.

For party A:
A
det(_t) =W B (PR () -DAPA W) +UA ), (9)

where PA(t) = {P,A(t)} is matrix-power column of
domains of party A; P,A(t) is the capacity of the i-th
domain of party A, i=1n; WE(t) = [WJBi (t)} is matrix
of intensity of influence of domains of party B on
domains of party A; WJBi (t) is the intensity of influence
of the j-th domain of party B on the i-th domain of party
A i=1n j—l n; @8 0= (ojl(t) is matrix of cognitive

penetration coefficients; goji (t) is the coefficient of
cognitive penetration into the j-th domain of party B from
the i-th domain of party A; DA = [5A(t)J is a matrix-

string of the intensity of degradation of domains of party

A i=1n; [5{* (t)} is the intensity of degradation of the

; uA(t)={uf(t)}is
matrix-string of controlling influence on the domains of
party A; u?(t) is controlling influence on the i-th

i-th domain of party A, i=1

domain of party A, i=1,n.
For party B:

B
PO _wAQPEoA () - DBPE () +UB (), (10)

where PB(t) :{P,B(t)} is matrix-power column of
domains of party B; RE(t) is the capacity of the i-th
domain of party B, i =1n ;WA(t) =[Wi?(t)} is matrix
of intensity of influence of domains of party A on
domains of party B; wi?(t) is the intensity of influence

of the j-th domain of party A on the i-th domain of party
B, i=1n,j=1n; ®"(r) = pf () is matrix of cognitive

penetration coefficients; (iji(t) is the coefficient of
cognitive penetration into the j-th domain of party A from
the i-th domain of party B; DB = [5B(t)} is a matrix-

string of the intensity of degradation of domains of party
Ai=1n; [(SiB (t)} is the intensity of degradation of the

i-th domain of party B,i=1n; U B t) = {uiB (t)}
matrix-string of controlling influence on the domains of
party B; uiB (t) is controlling influence on the i-th domain

of party B, i=1,n.

The system can be adaptively trained using
historical data, adjusting the W matrix for each period of
confrontation at the appropriate level (tactical,
operational, strategic) The diagonal elements may be

important: w;; (t) >0, if the domain is capable of self-

relnforcement. To ensure the mathematical stability of
the model, the intensity normalisation by the expression
is used:
no|. A
ijl‘wij (t)‘ <1, (11)
This expression reflects the fact that a domain
cannot be more influential than the system as a whole. A

change in one value of intensity: wif‘(t) in time t affects

the outcome of the confrontation by activating the
process of strengthening or weakening the influence of
domains. The introduced cognitive penetration rate
(CPR) is determined by the ratio of the power of
cognitive messages that reached the target audience to the
total power of the activities:

By _ 3 (WA .CB S (P B
=3 (wi-cPo) /XX (wi-cfw) @2
=1

i=1j-1
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where CjB (t) is the power of the cognitive component of

domain j, which is determined by the total intensity of
information messages over a period of time t.

The introduced  cross-domain  integration
coefficient (CDI) determines the level of synergy
between domains in the context of multidomain
interaction and is calculated as:

n _ApB B
ijlwij P -9 (1)

n B A
2Py Ow)

where kf‘— CDI at a point in time t.

ki) =

: (13)

Given the above, equation (2) can be written as
follows:

PP,  &[af -RP®-af )k O~
—= . (14)
@ El P RPo+ute
A Wile(t) . ——
where &' (t) = A is the weighting factor of the
ki'ct)

interdomain interaction between the j-th domain of party
B and the i-th domain of party A, i=1n, j=1n;

To ensure dynamic adaptation (correction) of
content in response to changes in the emotional state of

society, it is advisable to use a PID-controller calculated
using the formula:

AC() =K -eA () o™ (1) KA+

de® . 19
0,

o(t),

TKA -I;eA(t)-w(t)~k(t)dt+ Ky -

where Kﬁ— coefficient of proportional scaling of the

current error, KiA — integral coefficient, which takes into
account the accumulated history of errors, Kyq -

coefficient of differential forecasting of a possible
deviation based on the rate of change of the error. These
coefficients are adapted in real time based on the
forecasting accuracy metric e(t), which ensures the

model's resilience to changes in the information

where E, (t) is emotional tone of the k-th information

message at a given time t; n — number of messages in the
analysed period of time; Eiaq¢ is @ parameter for

correcting cognitive influences through the PID-
controller and for assessing the efficiency of operations
in real time. If Egsq¢ >0, the operation has a positive

emotional impact (e.g., strengthening the morale of the
personnel; if Ey,rq¢ =0, the emotional impact is neutral;

if Etargt <O, the information campaign (operation) has

a negative emotional impact (e.g. demoralisation or
intimidation). To visualise the operation of the PID-
controller, we form Fig. 4, taking into account the domain

power control model shown in Fig. 2, where B*(t) —the

set value of the domain power.

The introduction of a PID- controller allows content
to be adjusted in real time based on feedback from the
cognitive reactions of society, ensuring dynamic
adaptation of the influence strategy.

Synergistic analysis and forecasting. An integration
indicator is used to assess the integration effect:

Y=Y LRO k).

This allows you to predict the synergistic effect
between domains and evaluate the effectiveness of the
measures taken in real time.

Total synergistic effect. Assessment of the model's
integral efficiency:

X(t) = Zi,j R (1) - Py (1) - wij (1),

where X(t) — is an indicator that reflects the overall

effectiveness of multi-domain influence.
The metric of forecasting accuracy (e(t)) is an

indicator for assessing the effectiveness of the proposed
model in the context of cognitive influence, which
quantifies the discrepancy between the predicted and
actual values of the power of influence on society. This
metric is defined as the relative error between the
predicted power of influence (Ppreq (t)) and the actual

(18)

(19)

power of influence (Peq (1)) at time t:

environment [29];
e(t) = Etargt —E(),

where e(t) —is an indicator of the

(16)

deviation of current efficiency .
— ¢

from the desired value.

W(0)

Target  emotional  tone:
Etargt defines the value of the
emotional state of the target

audience during the transaction. In
the context of this model, it is a

controlled parameter used for
comparison with the current
emotional state E(t) .

» P(D)

ﬁ—(r) <

Etargt = 22:1 Ex (t)/n, 17

Fig. 4. PID-controller in the domain power management model
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|Ppred - Preal (t)|
IDreal (t)

where  Ppreq () — the predicted power of cognitive

&(t) = x100%, (20)

influence, which is determined on the basis of the system
of equations of differential dynamics and PID-controller;
Preal (t) — the actual power of cognitive influence, which

is assessed by the results of the reverse analysis of

cognitive indicators; —relative

forecasting error.

Thus, the forecasting accuracy metric presented in
Table 5 enables a quantitative assessment of predictive
performance and serves as a trigger for adaptive model
correction in real-time mode [30].

This ensures dynamic updating of weighting
coefficients, PID parameters, and the structure of the
graph-based model.

el) e [0,100]%

Table 5 — Interpretation of forecast accuracy metric values and correction procedures

The value of is = (t) Interpretation of forecasting accuracy Correction procedure
High level of forecasting accuracy, the model effectively | No correction is required. The current
€(t)0% - - P - .
monitors the dynamics of cognitive influences PID-controller structure is retained
0 0 Acceptable level of forecasting accuracy, the model requires | Adaptation of intensities wij(t) based on
0% < &(t) <10% : - i /
minor adjustments cognitive background analysis
Medium level of forecasting accuracy, correction of | Changing the parameters K, Ki, Kua
10% < £(t) <30% weighting coefficients and PID-controller parameters is | taking into account the dynamics of
required cognitive influence
0 Low level of forecasting accuracy, the model requires | Updating the structure of the graph
£(t) > 30% S . X -
significant adaptation model, integrating new feedback

This model allows us to track changes in the
emotional state of society in response to influences from
the domain. In particular, if the intensity of the impact
P,(t) increases, the cognitive impact C(t) increases
accordingly, which leads to an increase in the synergistic
effect between the domains.

The updated mathematical model provides
coverage of cross-domain interaction through the
integration of differential equations, the matrix structure
of weighting coefficients, and the cognitive component
of information influence propagation.

The introduction of a PID-controller allows to
dynamically adjust the impact on individual domains
based on feedback, which formalises an adaptive
approach to managing information and cognitive
influences.

The proposed model describes a complex network
of cross-domain interaction and formalises its impact
through domain interaction matrices that identify positive
synergy effects and vulnerabilities of one of the parties.
Such a model is a potential basis for predicting the results
of domain activity, modelling impacts and formulating
future strategies in real time.

The peculiarity of the implementation of the multi-
domain strategy of the russian federation at this stage is
the deep integration of civilian information
infrastructure, cyberspace and the influence on the public
consciousness to the plane of confrontation.

The massive spread of fake news and narratives,
chaotic instability in the media space, and undermining
of public trust are creating an environment in which
classical mechanisms of state protection are losing their
relevance. In such circumstances, Ukraine and its
international partners must develop new, adaptive
strategies based on a systematic analysis [31] of cross-
domain dynamics and the construction of counter-
domain response scenarios.

Conclusion

This study determines that multi-domain interaction
is a systemic form of modern confrontation that
integrates physical, cyber, information, cognitive and
psychological components to achieve a synergistic effect.
The mathematical model developed in the study
formalises cross-domain interactions and assesses their
impact on society.

The conceptual apparatus is developed and
introduced: the coefficient of cognitive penetration and the
coefficient of cross-domain integration, which additionally
reflects the quantitative assessment of the intensity of
cognitive influence and the level of synergy between
domains, which helps to improve the process of
determining indicators for predicting the effects of one of
the parties (A or B). An empirical analysis of information
and cognitive influences on society has demonstrated the
low efficiency of traditional technologies in countering
challenges and threats. This highlights the need to
introduce integrated cyber defence systems capable of
neutralising DDoS attacks and countering them in the
information space. In this context, a promising area of
research is the use of artificial intelligence (Al) for the
timely identification of disinformation campaigns in real
time. Further development of research in the field of
multidomain interaction is associated with the
development of dynamic models of the evolution of the
total interdomain interaction, taking into account temporal
and spatial changes in the information environment. It is
also advisable to introduce adaptive indicators of cognitive
resilience to assess the psychological readiness of the
population to information influences. The definition of
such indicators is based on an analysis of the level of
critical thinking, the speed of detecting disinformation and
the emotional stability of society. The successful
implementation of the developed model also involves the
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creation of a multi-domain early warning system that can
predict cyber threats, socio-technical manipulations and
information influences at different levels. This task
requires the integration of new concepts of information
technology aimed at ensuring a strategic advantage in the
confrontation between the two systems.

Thus, the proposed model reflects the coverage of
cross-domain interaction through the dynamic integration

of differential equations, graph models and PID-
controller. It makes it possible to quantify the synergistic
effects between domains and provides adaptive
correction of information influences in real time. In the
current conditions of confrontation in the information
environment, the developed model is the basis for
creating scenarios that can increase the indicator of
cognitive resilience of society to external influences.
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MaTemaTH4yHa MoJeJIb 0araTo10MeHHOI B3a€Moii Ha 0CHOBI Teopii irop
C. B. bazapuuii, 10. A. T'ycak, T. M. Boiitko, ®. Anies, C. I1. €Bceen

AHoTanisi. Y crarti po3po0ieH0 MaTeMaTH4Hy MOJEb 6araToOMEHHOI B3a€EMOIIl, SIK €JIeMEHTY KOHIEIIii Cy4acHOTO
MPOTHCTOSHHS Y TaKUX ITPOCTOpaX, SK: KiOepHETHYHHH, iHPOpMAIiWHUA, KOTHITHBHUN Ta TCHXOJOTIYHHUX. B mocmimkeHHI
aKIICHTOBAaHO yBary Ha aHalli3i 0araToJOMEHHOI B3a€MOJii, Ta BUCBITIIOE OCOOJIMBOCTI BHKOPUCTAaHHS PIi3HUX JOMEHIB s
BUpIILLICHHs TOCTAaBICHHX 3a/1a4. Po3pobena Mozens hopmalnizye MikIOMEHHI B3a€eMOJIIT Ta KiJIbKiCHO 00YHCITIOE CHHEPTeTHYHHI
epekT MK JoMeHamu. Brepmie y Mekax MoJeni BIPOBA[DKEHO HOBUH MOHATIHHHN amapatr: KoegilieHT KOTHITHBHOTO
NPOHUKHEHHS Ta Koe(illieHT MiXJOMeHHOi iHTerpauii. BpaxyBaHHS IMX TOKa3HHUKIB BIUIMBA€ HAa IiJBHILICHHS TOYHOCTI
OIIIHIOBAaHHS NMPOHUKHEHHS PO3pOOJIEHUX Ta MOIIMPEHUX iH(pOpMamifHUX MarepiaiiB y KOTHITUBHHH MPOCTip CYCHIBCTBA Ta
BU3HAYMUTH PiBeHb iHTErpallii BIUIMBIB MiXk JOMEHaMH. 3alipONOHOBAaHUI MaTeMaTHYHHMIl artapat IpyHTY€EThCsI Ha OCHOBI CHCTEMHU
nudepeHIiabHIX PiBHSHb, 3 ypaXyBaHHIM TUHAMIYHIUX BarOBUX KOSQIII€HTIB, SKi 3aJIeKaTh B/l eMOLIHHOTO CTaHy CyCILIbCTBA,
IHTEHCHBHOCTI iH(pOpMamifHOTO BIUIMBY Ta 3MIiHM KOTHITHBHOTO (oHy. OkpiMm TOrO, 3actrocoBaHo PID-perymstop mis
aJIalITUBHOTO YIPABJIiHHS KOTHITHBHUMH BIUIMBaMH. Y paMKax eMIIpHYHOTO JTOCIHIIKEHHS IPOaHaIi30BaHO BILIMB HA MPUKIIAax
iHpopMaLiitHUX KaMIIaHiil y collialbHUX Mepexax Ta 3acobax MacoBoi iH(opmariii. 3arponoHOBaHO HOBHH IiIXi IO KOPEryBaHHS
IPOTHO3IB KOTHITUBHOTO BIUIMBY Ha OCHOBI METPHKH TOYHOCTI MPOTHO3YBAaHHsA Ta JHHAMIi4HOi amanTauii mapamerpiB PID-
perynsaTopa. OTprMaHi pe3yJIbTaTH I03BOJISIIOTh OOTPYHTYBATH AOUUIBHICTE BUKOPUCTAHHS TaHOT MOJIEII, SIK IHCTPYMEHTY aHali3y
6araToJJOMEHHOT B3a€MO/Iii B KOHKYPEHTHHX YMOBax Ta pPO3pOOKH CLeHapiiB st 3abe3nedeHHs] epEeKTUBHOTO MPOTUCTOSHHS B
CyJacHOMYy iH(opMaIiifHOMY IIPOCTOPI.

Kaw4doBi caoBa: GaratomoMeHHa B3aemonis; iHGOpMaliiiHi TEXHOJOTII;, COLialbHi Mepexi; KOTHITUBHUI HpOCTIp;
MaTeMaTH4YHa MOJIEIIb.
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