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METHOD FOR CALCULATING THE SUFFICIENCY CRITERION OF DIAGNOSTIC
INFORMATION FOR EXECUTING THE SELF-DIAGNOSIS ALGORITHM
IN MULTI-MACHINE INFORMATION SYSTEMS

Abstract. Subject, theme and main goal. When multi-machine system is working in autonomous mode, it’s critical to
realize an algorithm of self-diagnosis of this system. There are many algorithms of self-diagnosis of multi-machine systems,
and many of modern ones purpose a decoding of diagnostic information. But conditions, when we may start decoding of
diagnostic information, are not studied enough good. These work purpose and justifies a new condition of this type, based
on minimal volume of diagnostic information, realization of which may be interpreted as allow of start of decoding of
diagnostic information. Methods. When diagnostic information accumulates, a general scheme of this accumulation may be
described using ordered graph, which sometimes is called as diagnostic graph. If we know diagnostic graph of studied multi-
machine information system, we may try to formulate some properties of self-diagnosis of the system. Using certain
assumptions, some properties of volume of diagnostic information may be formulated too. Using assumptions like equivalent
number of elementary checks, provided by every machine in the system, we may easily calculate a minimal volume of
diagnostic information, the achievement of which guarantee, that every machine is checked at least one time. In this work
some similar assumptions are used for calculation of minimal volume of diagnostic information, what potentially is enough
for start decoding of diagnostic information. Results. In the work a a new condition for start of decoding of diagnostic
information, what is enough for start of its decoding, is purposed and justified. Conclusions. The work purpose and justifies
a minimal volume of diagnostic information, what is enough for start of its decoding, method of calculation of which is based
on diagnostic graph of studied multi-machine system. A usage of this minimal volume is demonstrated on two examples with
different diagnostic graphs. In other hand, some properties of this volume. As the result of number of simulations a range of
this volume, depends on number of machines, was calculated.
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Introduction

At the current stage of human development,
information systems are gaining increasing importance.
They are used in a wide range of fields: from medicine
[1] and astronomy [2, 3] to banking [4]. Due to the
growing significance of information systems, the issue of
their functional stability [5—7] is becoming increasingly
relevant.

As is known [5], functional stability refers to a
system's ability to ensure the fulfillment of its designated
tasks, at least partially, in the face of various destabilizing
factors. During the design and operation of information
systems, ensuring their functional stability requires
addressing several key aspects. One of the most important
is the diagnostic process. Specifically, since in many
scenarios, information systems are expected to operate
autonomously, they must be capable of self-diagnosis.

Currently, many methods for collecting and
analyzing diagnostic information have been developed to
enable system self-diagnosis. However, despite the
diversity and extensive research in this area, the issue of
determining the volume of diagnostic information
required for a final conclusion about the operability of
machines within the system remains unresolved.
Therefore, this paper examines a method aimed at
addressing this problem.

Literature review. The self-diagnosis process can
be conditionally divided into the collection of diagnostic
information and its analysis. Possible methods for

implementing the first stage are well described, for
instance, in [5, 6, 8]. These works present an information
collection method based on conducting elementary
checks between randomly selected machine pairs at
random moments in time.

Regarding the decoding of collected diagnostic
information, this process can be implemented in various
ways.

For example, [5] describes a diagnostic information
decoding method based on Bayesian analysis.

In 10, 11], a more specific approach is proposed,
also rooted in probability theory.

Several studies propose methods related to
performing self-diagnosis at the system or hardware
levels.

In [8, 9, 12], a diagnostic processing algorithm for
system-level self-diagnosis using combinatorial analysis
is suggested.

Similar ideas, but applied at the software level, are
demonstrated in [13].

Methods for hardware-level self-diagnosis, or those
closely related to it, are examined in [14, 15].

In addition to self-diagnosis itself, researchers
explore its applications during the design and operation of
information systems. For instance, [16] considers the use
of self-diagnosis in intelligent integrated systems, while
[17] proposes it as a method for monitoring functional
stability.

In [18], the redistribution of computations in systems
where the self-diagnosis result may play a key role is
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discussed. Related tasks, where the self-diagnosis process
can also be crucial, are explored in [19, 20].

However, despite the variety of studies, the question
of how much diagnostic information is sufficient to
enable analysis and draw conclusions about the system's
state remains poorly addressed.

Problem statementio Let we have an information
system with N machines. Let consider, that diagnostic
graph of this system is known. It’s needed to calculate a
minimal enough volume of diagnostic information, when
every from N machines is checked at least one time.

Calculation of minimal volume
of diagnostic information

Let us begin by introducing a few auxiliary
concepts. Diagnostic information or a syndrome will be
understood as a set of results from elementary checks
[21]. Now, let us define the concept of an elementary
check. Suppose there is a certain pair of machines

(vi,vj), chosen randomly and connected by a

communication line. An elementary check will be
understood as the following process. Let machine V;,

which we will call the testing machine, send a specific
task to machine Vvj, which we will call the tested

machine, for processing. Upon receiving the result, the
testing machine compares it with a reference value. Upon
receiving the result, the testing machine compares it with
the reference value. If the obtained result matches the
reference, the outcome of such a check Fj and it is

assumed that the testing machine Vv trusts the tested

machineVj. In this case, the testing machine sends all

diagnostic information stored in its memory to the tested
machine, along with the result of the check. If the
obtained result differs from the reference, the outcome
fij is set to 1, indicating that the testing machine v; does

not trust the tested machine Vj. In this case, the result of

the check is added to the diagnostic information stored in
the testing machine.

In the future, the concept of a diagnostic graph will
also be useful to us [22]. A diagnostic graph of a system
will be considered a directed graph where the vertices
represent the machines in the system, and the edges
connect the testing machines at the start to the tested
machines at the end.

When sufficient diagnostic information has been
accumulated on a particular machine, the so-called
process of system self-diagnosis begins [23, 24]. This
process involves evaluating the operational status of all
machines in the system based on the collected syndrome.
However, at this stage, a logical question arises: what
volume of the syndrome is sufficient? Next, we will
consider the method for calculating the volume of the
syndrome required to initiate self-diagnosis.

Let there is an information system of N machines.
Suppose, that every machine v; do in average K
elementary checks per unite of time and checks N; other
machines with same probability.

Let suppose, that every machine checks previously
fixed set of other machines.

In order to start self-diagnosis, it is necessary that
each machine has been checked at least once. So, let

machine V; is checked by nj machines vy ,V; ,...,anj.
It’s easy to see, that a number of elementary checks of
this machine per unit of time equals

nj
Sj =KX D (1)
i-1

where Djj is a probability, that at the moment of check
machine Vj. will be checked by Vjj. It’s easy to see, that

to guarantee, that every machine will be checked at least
once, we need T units of time, what equals
1
T="7— 2)
min S;
j=1,2,...,N

In other hand, on one unit of time we will have

n n Nj n Nj
$=28;=2 KX =KX > D 3)
j=1 j=1 i=l j=li=1

elementary checks. As the result, a minimal volume of
diagnostic information, what guarantee, that every
machine will be checked at least once, may be calculated
by formula

n Nj “4)

K  min
[min Zp.,

Since right side of (4), in general, is not natural, a
minimal volume of diagnostic information we may
calculate by formula

+1. (5)

Thus, we have derived the formula for determining
the volume of the diagnostic information at which it can
be expected that every machine will be tested at least
once. Based on equation (5), two key observations can be
noted.

Firstly, if all machines in the system perform, on
average, the same number of elementary checks, the
average volume of the syndrome does not depend on this
number.

Secondly, the question arises regarding how to
calculate the probabilities Djj.
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To solve it let study diagnostic graph of studies
information system. Let define matrix

A= "aij "i‘j:l,z,,,_,n ' ©)

where @& =1, if machine v; checks machine at least
once Vj, and &; =0 in opposite case.

Let call this matrix as checking matrix.
It’s easy to see, that probability Pj; may be
calculated by formula
_ 8jj
Pij = (7
2. aik
k=1

So, volume of diagnostic information V , what we
want to find, may be calculated by formula

Fig. 1. An Example of studied system

In this case checking matrix may be written as
0 1.1 0 0 O

© @ L o o

1

0
0
0
0

o © r 5 0O
OOOHO

N N aij

Ll

j=li=1 Zaik
k=1

V= +1. (8)
N
min >
i=12,..N 5 z 3y,
1
k=L

As the result, we found a mark of minimal volume
of diagnostic information, what is enough for start of self-
diagnosis of information system.

Testing

Let demonstrate a usage of formula (8). Let study
information system with topology, drawn in Fig. 1.

Let purpose, that diagnostic graph of the system is
shown in Fig. 2.

Fig. 2. Diagnostic graph of the system

So, according to (8), V =19. In case, when
diagnostic graph of the system is demonstrated on Fig. 3,
we will have V =13.

As we see, minimal number of elementary checks,
what is enough for start of self-diagnosis, depends of
diagnostic graph.

To be sure in this let study other situation, when
topology of information system may be demonstrated by
graph from Fig. 4.

Fig. 3. Other diagnostic graph of the system

Fig. 4. Other example of information system
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In case of diagnostic graph from Fig. 5 using (8) it
may be shown, that minimal needed volume of
information system equals 51 elementary checks.

In case of diagnostic graph from Fig. 6 minimal
needed volume of diagnostic information equals 61
elementary checks.

Fig. 5. First variant of diagnostic graph

Specifics of described method of calculation
of minimal needed volume of syndrome

The method for calculating the neded minimum
volume of the syndrome, based on the application of
formula (8), has several important properties that must be
considered before its implementation.

Firstly, to apply this approach, it is necessary that
every machine in the information system is not only
checked by at least one other machine but also conducted
check on at least one other machine.

In other words, the testing matrix (6) must satisfy
condition

N N
Vi, j=12,.,N:> g, > aj >0. ©)
=1 j=1

Secondly, it may be shown, that minimal volume of
diagnostic information, calculated by (8), will satisfy a
condition

So, we see, hat for realizing of described method of
calculation of minimal volume of diagnostic information,
what is enough for start self-diagnosis of information
system, may be calculated with use only of diagnostic
graph.

Fig. 6. Second variant diagnostic graph of the system

N <V <N24+1. (10)

Let show inequality (10) graphically (Fig. 7).

Inequality (10) may be confirmed experimentally.
For example, we may realize simulations by random
selection of graphs with small number of machines (see
Fig. 9) and middle number of machines (see Fig. 9) in
studied information system.

Thus, based on the conducted mathematical
modeling, it is evident that the volume of the syndrome
required to initiate the self-diagnosis process cannot be
less than the number of machines in the diagnosed system
and does not exceed the square of this number plus one.
In other words, the double inequality (10) is valid, and
Fig. 7-9 accurately depicts the range of possible values
for the sufficient syndrome volume depending on the
number of machines in the system.

This statement is confirmed by the simulation
results presented in Fig. 8.

—— Lower border of values
140 | —* Higher border of values
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80 4
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40 -

Minimal needed volume of diagnostic information, v
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T T
4 6

T T T
8 10 12

Machines number in information system, N

Fig. 7. Mark of interval of minimal volume of diagnostic information, calculated by (8)
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Fig. 8. Result of simulations by random selection of graphs with small number of machines
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Fig. 9. Result of simulations by random selection of graphs with small and middle number of machines

With a significantly larger number of simulations,
as shown in Fig. 9, the following can be observed: for a
large number of machines, the sufficient syndrome
volume is considerably smaller than the square of the
number of machines. This observation suggests the
possibility of refining inequalities (10). Additionally, it is
quite interesting to note that for systems with fewer
machines, the sufficient syndrome volume is not
necessarily smaller than that for systems with a larger
number of machines. This is evident, for instance, in
Fig. 9.

Conclusions

The paper proposes a method for calculating the
syndrome volume required to ensure that each machine
is checked at least once. As demonstrated, this

calculation requires only know of the diagnostic graph of
the studied information system. A formula for calculating
the syndrome volume has been derived, which is well-
suited for software implementation.

As simulations show, usage of formula (8) for
calculation minimal volume of a syndrome, enough for
start of decoding diagnostic information, is enough
quickly. If we analyze (8), it may be shown, that

realization of (8) have difficulty equals O ( N 3) . In other
hand, in program realization of (8) we may achieve
difficulty approximately equals O( N 2), what is

proportional of traversal of the adjacency matrix
diagnostic graph of studied multi-machine information
system.
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The application of this formula is illustrated using upper and lower bounds of the required syndrome

two examples of systems with different diagnostic =~ volume were determined, and their correctness was
graphs, and the specifics of its use are discussed. While  validated through a large number of simulations, the
studying the properties of the established relationship,  results of which are presented in the paper.
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Merton 004YUCIeHHSI KPUTEPi0 10CTATHOCTI AiarHocTHYHOI iH(opmanii
JJISl BAKOHAHHS AJrOPUTMY CaMOJiarHOCTYBaHHA y 0araToMalMHHUX iHGopManiliHuX cucTeMax

O. B. bapa6a, A. I1. Mycienko, A. B. Makapuyk, C. M. Koporin

Anoranis. [Ipexver, TeMa Ta ronoBHa Meta po6otu. [Ipu podoTi 6araToMaIIMHHOT CUCTEMH B @BTOHOMHOMY PEXHMI
KPUTHUYHO BXIIMBO peaji3yBaTH ajrOpuTM ii CcaMoOJiarHOCTyBaHHs. [CHye Oarato ajropuTMiB CaMOAIarHOCTYBaHHS
0araroMalIMHHAX CHUCTEM, i1 3HA4YHA YacTHHA CyYaCHUX rependadae MeKoAyBaHHS JiarHOCTHYHOI iH( opmaii. [Ipore ymoBH, 3a
SIKUX MOJKHA TMOYMHATH JCKOAYBaHHs wi€l iHpopMallii, 3aTHIIa0ThCsSI HE0CTaTHhO BUBYCHUMH. Y il poOOTI MPOMOHYETHCS Ta
OOIPYHTOBYETBCSI HOBA YMOBA TaKOTO THILY, sIka 0a3y€eThCsl HA MiHIMAILHOMY 00’ eMi TiarHOCTHYHOT iH(OpMAaLIil, P BUKOHAHHI
sIKOT MOKHa po3MH(pPOBYBaTH AiarHOCTHUYHY iH(poOpMmamnio. MeToau. Y mpoleci HaKOMUYEHHS TiarHOCTHYHOI iH(opmaryi
3arajibHy CTPYKTYPY LBOTO HAKONMYEHHS MOXKHA OIMCATH 3a JIOMOMOIOI0 Opi€HTOBAHOTO Tpada, SKHH 4YacTo Ha3HUBAIOTh
JiarHOCTHYHUM. 3HAFOYH [iarHOCTHYHUIA rpad) JOCHiHKyBaHOT OararoMannHHOT iH(popMaliHHOT CUCTeMH, MOXKHA cHOPMYJITFOBATH
MeBHI BJIACTHBOCTI ii caMopiarHOCTyBaHHs. BUXOIS4YM 3 MEBHHX MHPHUIYIIEHb, TAKOX MOKHA BH3HAYWTH BIACTHBOCTI, IO
CTOCYIOTBCSI 00’eMy miarHoctu4Hoi iHdopmarii. Hampukiaza, 3a yMOBH, II0 KOXKHA MAlllMHA B CHCTeMi BHKOHYE OIHAKOBY
KiJIbKICTh €JIEMEHTAPHUX MEPEeBIPOK, MOXKHA OOYMCIUTH MiHIMAIBHUN 00’ €M miarHOCTHYHOT iH(popMarii, HeOOXiAHUI ISl TOTO,
o0 KokKHA MaiHa Oyia mepeBipeHa xoua 6 oxuH pa3. B maHiit po6oTi BUKOpUCTaHO MOAIOHI MPUMYLICHHS AJsi OOYHCIICHHS
MiHIMaJIBHOTO 00’ €My MiarHOCTHYHOI iH(OpMaIi, AKUii TOTEHIIHHO NOCTaTHIM [yisl movaTKy 11 JekoayBanHs. Pesyabrarn. Y
PpOoOOTi 3ampoONMOHOBAHO Ta OOIPYHTOBAHO HOBY YMOBY JUIsl TIOYAaTKy NEKOMYBaHHS AiarHOCTUYHOI iHpopMalii, mo 3abe3neuye
JOCTaTHi# 00’eM IS 1IbOTO Tporiecy. BUCHOBKH. Y poOOTi 3amporoHOBaHO Ta OOIPYHTOBAHO METO/I BU3HAYEHHS MiHIMAIbHOTO
00’eMy miarHOCTHYHOI iH(pOpMallii, JOCTaTHHOTO JUTS TIOYaTKy 1l JIeKOIyBaHHs;, OOYHCIICHHS IKOT0 0a3yeThCsl Ha IIarHOCTUIHOMY
rpadi mocnmimKyBaHoi GaraTOMANIMHHOI CHCTEMH. 3aCTOCYBaHHS IIHOTO MiHIMAIBHOTO 00’€My HPOJEMOHCTPOBAHO Ha BOX
MPUKIIA/IaX i3 pi3HUMHE JiarHoCTHYHUME rpadamu. OKpiM OO, PO3IIIHYTO KIFOUOBI BIACTHBOCTI bOTO 00’ eMy. Sk pe3ynbTart
YHCJIEHHUX CUMYJISILIN BU3HAYEHO [ialia30H MOYKJIMBUX 3HAYEHb 00’ €My 3aJIe)KHO Bijl KUTBKOCTI MAIIUH Y CHCTEMI.

KawuoBi cioBa: inpopmariiiai cucremMmu; caMoIiarHOCTyBaHHsT; Tpad); Kpurepiit.
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