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LOAD BALANCING OF THE LAYERS lIoT FOG-CLOUD SUPPORT NETWORK

Abstract. Topicality. Nowadays, the concept of the Internet of Things (1oT) is developing rapidly. In recent years, mobile
devices have been used as elements of the l0T. But when using mobile devices, a number of problems arise. The main ones
are the following: — limited computing resources; the need to maintain an energy-saving mode. Therefore, there is a need to
balance the distribution of resources between all layers of the 10T support network. In this case, it is necessary to comply
with all the time and structural constraints imposed by the 10T system with mobile devices. The subject of study in the article
is methods of distributing 10T tasks between support network layers. The purpose of the article is to reduce the energy
consumption of mobile 10T devices. The reduction occurs by transferring part of the load of mobile devices from the edge layer
of the 10T support network. Time limits on 10T transactions must also be enforced. The following results were obtained. A
model of the mobile computing unloading process has been developed. Proposed approach to calculating the average response
time for components of different layers of the 10T support network: mabile device, fog node, cloud computing node. The task of
choosing the optimal energy consumption option for mobile devices in the 10T support network is formulated. Conclusion. The
dependence of the probability of unloading tasks from mobile 10T devices on the unloading threshold was analyzed. The
conditions under which the minimum energy consumption is obtained when meeting time requirements were determined.

Keywords: Internet of Things; computer system; cloud environment; fog and edge computing; energy consumption;

mobile devices; computing resources.

Introduction

Problem relevance. Nowadays, the concept of the
Internet of Things (loT) is developing rapidly [1]. In
recent years, mobile devices have been used as elements
of the 10T [2]. Some mobile 10T devices have their own
computing power. Such devices are used to process loT
information at the edge layer of the 10T support network
[3]. However, the computing resources of edge layer
devices are severely limited. Therefore, most tasks are
transferred to the cloud environment for execution. This
results in large time delays in the information exchange
process [4].

To reduce time delays, an intermediate layer of the
0T support network is used: Fog computing. The term
“Fog computing” was proposed in 2012 by Cisco
Systems. Fog computing extends cloud services to the
device layer of the Internet of Things [5]. Cloud
computing is used in the mobile 10T support network.
Fog computing, in accordance with the 10T concept, is
used at the level of connected things [6]. In a fog
computing environment, devices also have small
computing capabilities. Fog computing servers manage
multiple devices and gateways [7]. They are responsible
for communication between heterogeneous components
of the fog environment. They also communicate with
cloud components of the 10T support network [8].

For operational 10T transactions, an important
parameter is response time [9]. Of course, the shortest
response time will be obtained when processing the
transaction at the edge layer. But when using mobile
devices, a number of problems arise. The main ones are
the following [10]:

— limited computing resources;

—the need to maintain an energy-saving mode.

Therefore, there is a need to balance the distribution
of resources between all layers of the loT support
network. In this case, it is necessary to comply with all
the time and structural constraints imposed by the IoT
system with mobile devices.

Literature review. Let's consider some scientific
works on this topic.

Research on resource allocation in fog-cloud
infrastructures supporting 10T has been conducted in
many scientific papers. In [11, 12], resource allocation
methods for fog-cloud platforms are proposed. The
methods take into account the capacity of virtual
machines and the request processing time. However, the
algorithm is not focused on the features of mobile devices.
In [13, 14], models for a trade-off between energy
consumption and delays are developed. However, the
complexity of the load and resources is not considered in
these papers. In [15-17], tools are proposed to take into
account service requirements. They take into account the
quality of communication, but ignore availability and
waiting time.

Many scientific works are focused on the optimal
allocation of resources in fog computing. In [18, 19],
algorithms for deploying loT applications in fog-cloud
systems are described. The works take into account RAM
and bandwidth. However, response time and resource
availability are also important, but energy consumption
costs are not taken into account. In [20], big data
processing using fog computing is studied. The method
minimizes the computational load through dynamic
resource allocation. However, this method does not take
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into account the peculiarities of mobile devices. In [21,
22], a resource estimation algorithm using user history is
proposed. However, these works do not focus on the
energy consumption of mobile devices. Therefore, all the
considered works do not take into account the energy
consumption of mobile devices when distributing
resources between all layers of the 10T support network.

The purpose of the research is to reduce the
energy consumption of mobile 10T devices. The
reduction occurs by transferring part of the load of
mobile devices from the edge layer of the 10T support
network. Time limits on 10T transactions must also be
enforced. To achieve the purpose, the following tasks are
solved:

1) development of a model of the mobile
computing unloading process;

2) calculation of average response time for devices of
different layers of the 10T support network;

3) choosing the optimal energy consumption option
for mobile devices supporting the 10T network.

1. Unloading tasks to the fog-cloud
infrastructure

The most common scenarios for using task
offloading mechanisms are considered. Some
applications require a fog computing infrastructure for
uninterrupted  service. These include intelligent
transportation systems, AR, VR, healthcare. Also, this is
streaming video, smart houses and smart cities. Platform
and application requirements are also necessary for
services. Below is an overview of research on the use of
fog computing.

1. Intelligent Transportation System. A number of
studies cover intelligent transportation systems using fog
computing. For example, in [23], a VANET architecture
is proposed that combines SDN and fog computing. SDN
provides programmability, scalability, flexibility, and
global knowledge. The advantage of such a combination
is the presence of location-based and fast response. This
system improves the communication between vehicles,
infrastructure, and base stations. Research on VANET
networks is also described in [24]. This work focuses on
modeling applications for VANET architecture.

2. Vehicles in a fog computing infrastructure. In
[25], the idea of vehicular fog computing (VFC) was
proposed. The VFC architecture uses vehicles for
computing and communication [26]. This allows for
pooling the resources of moving vehicles and improving
the quality of services.

3. Augmented and virtual reality. AR applications
are very time-sensitive; delays can cause errors [27].
Solutions based on fog computing have great potential in
this area. This also applies to VR games, which require
high accuracy and speed. In [28], a VR game with brain-
computer integration is proposed. Fog computing
analyzes brain signals and performs real-time processing.

4. Healthcare. Fog computing enables real-time
healthcare services [29] Network latency, energy
consumption, and communication optimization for
healthcare services are discussed in [30].

5. Smart cities. Smart city applications require real-
time data processing [31]. An architecture supporting

smart city applications is proposed in [32]. Noise
mapping, drainage networks, and smart streets are
considered.

The examples considered are typical examples of
fog computing. Fog computing performs critical analysis
at the edge of the network. It is resistant to delays when
transferring to cloud computing. Fog computing can be
considered as an extension of cloud computing.

The growth of the number of applications increases
the intensity of calculations and energy consumption [33].
Therefore, the fog layer is well suited for critical resource-
intensive applications.

This technology reduces the load on mobile devices
and saves energy. The main difference from the cloud is
the proximity to the end user. This significantly reduces
response time and increases efficiency.

2. Choosing an 10T support network
architecture

To deploy fog computing, it is necessary to define
the architecture of the 10T support network. There are
many different variants of such architectures [34-37].

Fog computing uses resources along with networks
between the cloud and devices. This ensures high-quality
and fast processing of applications and services. In
addition to fog computing, there are several similar
paradigms.

Among them is mobile cloud computing (MCC)
[38]. There is also mobile peripheral computing (MEC).
This also includes peripheral computing (Edge
Computing). Dew Computing is another similar
technology. There is also fog-dew computing (Fog-dew
Computing) [39]. In cloud computing, 10T devices are
directly connected to the cloud. Computing is completely
dependent on the cloud in this approach. Similar
technologies use intermediate devices, not depending on
the cloud. Some of them don’t even require a connection
to the cloud.

Next, we’ll briefly discuss each of the above
schemes separately.

1. Mobile Cloud Computing (MCC) is a technology
for remote service execution. This technology provides
access to data, applications, and the cloud. Access is
provided to mobile users over the Internet. Offloaded
mobile services are executed using MCC near users.
MCC helps to overcome the resource limitations of
mobile devices and their power consumption. It also
expands the possibilities of data storage and computing
power. For this, a small cloud server is usually used at the
edge of the network. It is expected that in the future MCC
will be used in various fields. These are education, urban
and rural development, healthcare, and social networks.
Computing-intensive applications such as augmented
reality (AR) are gaining popularity. Also, it is speech
recognition, machine learning, planning, and decision-
making. Natural language processing is also a promising
area of use for MCC.

2. Mobile Edge Computing, MEC. MEC combines
computing and storage resources at base stations. It is an
evolution of base stations that combines
telecommunications and IT networks. MEC can be
connected to cloud data centers. It supports two- or three-
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tier deployment of mobile device-based applications. The
MEC server is deployed near the base stations to process
and store data.

3. Edge or Edge Computing, EC. The “edge” is a
network or resource near the data transmission. It is
located between the cloud centers and the data sources.
Smart devices or sensors can be the data sources. Cloud
storage is the edge between the mobile application and
the cloud. IoT gateway is the edge between the loT
sensors and the cloud. The main goal of EC is to perform
computing closer to the data sources.

4. Dew Computing, DC. DCs are located at the
lower level between cloud and fog computing. They are
transformed into a sub-platform based on the
microservice concept. The DC hierarchy is distributed
vertically, facilitating the use of sensors and
smartphones. This includes ad-hoc network technologies.

5. Fog computing, FDC. In the FDC architecture,
0T devices do not require an active Internet connection.
The FDC server interacts with the cloud and provides
services to loT devices. Cloud computing requires a
constant Internet connection, which is its disadvantage.
FDC allows you to work offline without the Internet.

Let's consider the most generalized, three-tier
version of the architecture. In this architecture, fog
computing is an intermediate layer between edge and
cloud computing. This layer consists of all intermediate
computing devices. Virtualization technologies can be
used on it. Data generated by loT sensors is accumulated
at this level. Fog servers maintain a constant connection
to the cloud layer. This layer can also be used for small
amounts of big data processing.

Fig. 1 shows a generalized diagram of fog-cloud
computing for loT.

The lowest layer is the 10T layer. It consists of all
connected devices. Devices at this layer perform reading
and processing. For time-sensitive applications,
processing is done using fog computing. The cloud
performs other tasks that are not time-critical. The fog
computing layer manages the data sent to the cloud.
Users can receive services from the fog and cloud layers.

The cloud layer is responsible for complex data
processing and storage.

Servers of
Fog Core

.
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£e devices
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Fig. 1. Fog and cloud computing scheme

3. Modeling the mobile computing unloading
process

The model considers a mobile computing offload
scheme. The main elements of the scheme are a fog
computing node and a remote cloud computing system.
10T devices run applications that consume a large amount
of computing resources. Most tasks are offloaded to a fog
computing node. A fog computing node has limited
capacity, so overloading may occur. In this case, the
offloaded task is sent to a remote cloud computing node.

The main goal of the task is to minimize the power
consumption of mobile devices. In this case, it is
necessary to fulfill strict constraints on the response time.

Fig. 2 shows an example of offloading calculations
in an loT support system. The system has m mobile
devices that have low computing power and battery life.
In addition, the system has a fog computing node F and a
cloud computing node C.
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Fig. 2. Mobile computing unload example
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The random variable response time y; (i=1..m)
when solving a task on node i corresponds to the
processing time of unloaded tasks. In this case, the mobile
device consumes a lot of energy. But the node has the
smallest response time, which consists only of the
processing time, yi = t;. In the case of offloading a task to a
fog computing node, the mobile device spends energy only
on sending the task over the wireless channel. But it saves
energy on performing calculations.

The resulting response time is the sum of the delay
time for transmitting and processing the task in the fog
computing node:

Yi=tr+ 2AF, i=m+l, 1)

where te is task execution time by a fog node, Ar is time
spent exchanging information with a fog node.

If the unloaded task cannot be processed on the fog node,
it is forwarded to the remote cloud. In this case, the energy
consumption of the mobile device is the same as in the previous
case.

But the response time will be much longer, since the
transmission delay to the cloud computing node is added:

Yi=tc+ 2AF+ 2A,, i=m+2, (2)

where t. is task execution time in a cloud environment;
Ar is time spent exchanging information with a fog node.

The computational offloading scheme can be
described in terms of queuing networks. Let m be the
number of mobile devices in the coverage area of a fog
computing node F.

A mobile device i (i = 1..m) generates a stream with
an intensity of A; requests per second. Each task requires
a certain amount of computation. Let v; be a random
variable that specifies the required amount of
computation for device i. The distribution function:

Vi(x) = P(vi <x), @)
where x — current value of the required amount of

calculations.
Let x4 be the constant processing speed of tasks on

device i (i=1..m+ 2). Let vi* be the threshold of the

amount of computation for mobile 10T devices and the
fog node. Then the task is offloaded to the fog node when
the condition is met:

Vi >V 4

Otherwise, the task is processed locally on the
mobile device. The probability of unloading the i-th
mobile device is defined as

P =1-Vi (v} ). )

A fragment of the mathematical model of the
system, which is built taking into account formulas (1) —
(5), is presented in Fig. 3. 4.

4. Average response time calculation

Let's calculate the average response and processing
time of the task for different task execution options:

— on a mobile device (option 1);

—in a fog computing node (option 2);

—inacloud computing node (option 3).

A1 (1-pi)
— ; L
Ai
—
Aoy (1-py+
Apr Ap(1-py 1)= F p

AiP1 Pis1

» C —

Fig. 3. Mobile 10T device upload model

4.1. Option 1: mobile device. Let gij be the
probability that j operations will be required to process a
task from the i-th mobile computing node, and

2. Gij=1. (6)
j=0
Then the distribution function (3) is defined as
X
X)=>.0 ] @)
j=0

The computation volume distribution function
for a task processed locally on the i-th mobile device
is defined as

- (X):{Vi (X)/il_ pi). i i z @

Substituting (7) into expression (8):

g /1-p). x<v;
=i (x)=1] z /( ©)

*

1, X>Vj.

The processing time on the i-th mobile device is
defined as the ratio of the amount of computation and the
speed of task processing Aj. Then the distribution

function is defined as

P e

Next, formula (9) is substituted

T ()= un/l Pi), XSVi/ﬂii a1

1, x>vi*/yi.

Therefore, the average response time of the i-th
mobile device is equal to

t(average) (X)

i Zlq”

(1 pi) j=1

4.2. Option 2: Fog Node. All tasks from mobile
devices (where v; > v:) are sent to the fog node.

(12)
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Tasks arrive at the fog computing node with
intensity
m
2 = mia= 2, % P (13)
j=0
The amount of computation on the i-th mobile
device is determined by the distribution function:

Emsti (X) = P(vi < x‘vi >vi*). (14)
For Vj <V; Epsi(x)=0.Then,
0, x<vi*+],'
EmiLi (X): (15)

X
Z pm+1,i,j X 2 V; +1.

=Y

Let ur = um+1.iS cOnstant task processing speed on a
virtual machine of a fog computing node. Let n is number

of virtual machines, Vv _mlnv,. Then the task

iel,m

processing time distribution function on a fog node is as
follows:

Tina1 (X) =T (x) =

0, X < (v* +1)/,um+1,
B gﬂ:ﬂ.ﬂjgxqi’j, xz(v*+1)/ym+1.

Then the average processing time of a task in a fog
computing node from any mobile device is as follows:
t(average) t(average)
F m+1

(17)

ZJZ

j=Vi i ﬂ’mﬂ

ﬂm+1

When a fog node is overloaded, tasks are redirected
to the cloud environment. The probability of overload is

PE = Pma =
(/IF (average)) (18)

n!

(average) h

Z ﬂ’m+1

s=1

4.3. Option 3: Cloud environment. All tasks
blocked on a fog node are redirected to the cloud
environment.

The intensity of requests is Am.1 - Pma1 -

The distribution of processing time on has the
following probability distribution function:

T2 (X)=Te (x) =

) 0# § x<<v*+l)/ym+2, 9
= . m+ .

Then the average processing time of a task from any
mobile device in a cloud environment is equal to

t(average) _ t(average) _
() ~ 'm+2 -

1 (20)

) .ijlerZ

Hm+2 j=v +1

5. Formulation of the optimization task

The objective function of the optimization problem
is to reduce the load and energy consumption of mobile
devices. To do this, it is necessary to maximize the total
probability of unloading, which is equal to

m

5=Zj'—-pi: /IZZZ%'-
i=1 7% i=1

However, as the probability of offloading increases,
the load on the fog node also increases. This can lead to
overloading of the fog node. As a result, the response time
will increase sharply.

Let the average processing times of tasks on each
layer of the 10T cloud environment be known for each
mobile node. For i-th mobile node, this time will be

{3%81308) (4he processing probability is t\*'°"%°)). For the

(21)

fog node this time will be t(a‘/efage)

probability is pi (1 —pm+1). For the cloud environment this
average)

+2Ag (the processing

time will be t( +2Ag +2Ac  (the processing

probability is pi pm+1.
Then, the average response time of the i-th node is as
follows:

average average
AT~ o ) )
+Pi (1= Pma1)- (tf:average) +2AF )+ (22)
average
+pi’pm+1'(tl(: ? )+2AF+2AC)'
The average response time of the current task is
average Z average (23)

For critical applications, the probability of
exceeding a predefined threshold t* is as follows:

r(t*)= P(j/>t*);
P(r>t)= 2 2p (5 >t)

i=17%

(24)

The probability of exceeding the response time on
the i-th mobile device is defined as
Ti (t*))+

P(r>t)=(1- pi)(l—
+pi (1-pi )(1_Tm+1,i (t* —2Ag ))+

+Pi P41 (1_Tm+2 (t* —2AF +2A¢ ))

(29)
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Then the task of finding the optimal threshold for
unloading from mobile devices is formulated as
follows:

S(V*) — max; (26)
}/i(average) (V*) < 7* Vi e 1,_m; (27)
r(v*,t*) <1, (28)

where y* , I are predefined threshold values of response
time and probability of its exceeding.

6. Discussion of results

The averaged results of the dependence of the
probability of unloading tasks from mobile 10T devices on
the unloading threshold are given in Table 1.

Table 1 — Probability of task unloading

v 100 | 120 140 160 180 200

3v) | 09| 07 | 05 | 04 | 02 01

Table 1 shows that the probability of unloading
decreases depending on the unloading threshold.

The averaged results of the dependence of the
average response time on the unloading threshold and the
number of virtual machines in the fog node are given in
Table 2.

When v* is small, almost all tasks are unloaded to
the fog node. As a result, it becomes overloaded.
Therefore, many tasks are redirected to a remote cloud
computing node with a relatively large transmission
delay. As the unloading threshold v* increases, the
probability of the fog node being overloaded becomes
smaller. This leads to a decrease in the average response
time. However, at some point, the average response time
starts to increase. This is because the probability of
unloading becomes too small. Therefore, most of the
requests are processed locally on mobile devices with
relatively small capacity. Therefore, at the points of local
minimum, the load is optimally balanced between mobile
devices and the fog node.

Conclusions

The paper develops a method for balancing the load
of the fog-cloud layers of the 10T support network. The
method is focused on reducing the energy consumption
of mobile 10T devices.

The approaches to unloading tasks to the fog or
cloud layers are analyzed. It is shown that, compared to
the cloud, the use of fog nodes reduces the response time
and increases the efficiency of the network. The increase
in the number of applications increases the intensity of
calculations and energy consumption. A three-level
architecture option is proposed. In this architecture, fog
computing is an intermediate layer between edge and
cloud computing. A model of the mobile computing

Table 2 — Results of the average response time study

offloading process is developed. An approach to
calculating the average response time for individual

components of different layers of the loT support

v 100 | 120 | 140 160 | 180 200 network is proposed: a mobile device, a fog node, a
n computing node of the cloud environment. The task of
2 15| 14 13 11| 038 17 choosing the optimal option for the energy consumption
4 10| 09 | 08 | 06 | 11 16 of mobile devices of the loT support network is
formulated. The dependence of the probability of
6 08 | 06 | 04 | 07 | 08 0,9 unloading tasks from mobile loT devices on the
8 07 | 05 05 0,6 0,7 0,8 unloading threshold was analyzed. The conditions under
which the minimum energy consumption is obtained

10 |06 ] 04 | 05 | 05 | 06 0.7 when meeting time requirements were determined.
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BanancyBaHHS HABaHTaKeHHs IIAPiB TYMaHHO-XMapHoi Mepe:xi miaTpumkn loT
I'. A. Kyuyk, 1O. 1O. I'ycesa, C. I1 HoBocenos, . O. Jlucuus, I'. 5I. Kpuxoserpkuii

AHoTaunisi. AkTyaapHicth. B Hamt yac xonuenmis [HTeprety pedeit (I0T) po3BuBaeThes IBHAKMME TeMIiaMy. B ocranHi
poku B sikocTi eremeHTiB 10T BUKOPHUCTOBYIOThCS MOOLIBHI IPHUCTPOL. AJie TPpH 3adisHHI MOOUIBHUX MPUCTPOIB BUHHUKAE HU3KA
npobnem. Cepell HMX TOJOBHHUMH € TakKi: OOMEXEHICTh OOYMCIIIOBAJBHUX PECypCiB; HEOOXiTHICTh IMIATPUMAHHS PEXKUMY
eHeprozoepexenns. OTxe, BUHHKae HEOOXiTHICTh GanaHCyBaHHS MPU PO3MOALTI peCypCiB MiX BCiMa LIapaMH MEPexXi MiATPUMKH
[oT. Ilpn 1pOMy MOTPiOHO BHKOHYBAaTH BCi YacoOBi Ta CTPYKTYpHI OoOMeXeHHs, 110 HaknaaeHi cucremoro loT 3 MoOinbHUME
npuctposimMu. [lpeaMeTomM BUBUEHHS B CTATTi € METOIU PO3NOALTY 3aBIaHb [0T Mixk mrapamu Mepexi miaTpuMkd. MeToro cTaTTi
3MEHILCHHSI CHEeProCHOKMBaHHA MOOUTBHHX HpHCTpoiB [0T. 3MeHIIeHHsS BinOyBaeThCS 3a PaXyHOK NEPEHECEHHS YaCTUHU
HaBaHT)XEHHs MOOUTBHHUX MPHCTPOIB 3 TPaHUYHOTO Mapy Mepexi niarpumkn IoT. TIpu bOMy BUKOHYIOTBCS 4aCOBI OOMEIKEHHS
Ha tpam3aknii loT. Ortpumano Taki pe3dyiabTaTH. Po3pobiena Monensb mporecy BHBaHTaKCHHS MOOUTBHHX OOYHCIIEHB.
3anporoOHOBaHMUI MiXiA A0 PO3PaxyHKY CEpEeIHBOrO Yacy BIATYKY Ui OKPEMUX KOMIIOHEHT Pi3HMX LIapiB Mepexi mixrpumku [oT:
MOOUTHHUM TPHUCTPii, TyMaHHUH BYy30J, OOYMCIIOBAIBHMU BY30J1 XMapHOro cepemosuia. ChopMyiIb0oBaHO 3aBHAaHHA BHOOPY
ONTHMAILHOTO BapiaHTy CHEeProcrloXKMBaHHS MOOUIBHHMX NpHUCTpoiB Mepexi miarpuMku loT. BucuoBok. IlpoanarizoBaHi
3aJIeKHOCTI HMOBIPHOCTI BUBaHTaXXCHHs 3aBAaHb 3 MOOUIbHHUX npucTpoiB [oT Bijg mopory BUBaHTaxeHHs. BusHaueHi ymoBH, 3a
SIKMX OTPUMYETBCSI MIHIMYM BUTpAT HEPril MPU BUKOHAHHI YaCOBHX BUMOT.

KawuoBi cmoBa: [HrepHeT pedeii; koM’ 0TepHA CHCTEMa; XMapHe Cepe/IoBHIIE, TYMaHHi Ta nepudepiiiHi 00YHnCIIeHHS;
€HeproCroXXKMBaHHs; MOOIIbHI PUCTPOT; O0OUYHCITIOBATIBHI pecypcH.
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