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A METHOD FOR REDISTRIBUTING VIRTUAL MACHINES
OF HETEROGENEOUS DATA CENTRES

Abstract. Ant colony algorithms are efficient due to their ability to avoid local minima and find global optima through
parallel exploration of multiple solutions. This is achieved through a combination of deterministic and stochastic elements.
Deterministic elements include selection rules based on pheromone traces and heuristic information. Stochastic elements
introduce an element of randomness and variability. This ensures exploration of new paths. Such a flexible structure makes
ant colony algorithms extremely popular in complex and dynamically changing problems, such as the traveling salesman
problem and the task of redistributing virtual machines. The subject of study in the article is methods of optimizing the
placement of virtual machines of heterogeneous data centers. The purpose of the article is to improve the efficiency of resource
use in heterogeneous virtualized data centers by redistributing virtual machines. The following results were obtained. The
article presents the developed algorithm for redistributing virtual machines, based on the ant colony metaheuristics, which
provides obtaining a migration matrix of virtual machines, differing from known algorithms by taking into account the
heterogeneous structure of data centers and additional resources, which represent overhead costs required by the algorithms
of virtual machines Live Migration, when calculating it. The developed support system provides flexibility, scalability and a
high degree of adaptation to the conditions of modern heterogeneous data centers. It provides the ability to centralize
management and monitoring, while supporting the requirements of cross-platform and integration with existing monitoring
solutions, which makes it an important tool for ensuring the reliability and efficiency of data centers. Conclusion. The
redistributing virtual machines support system not only simplifies the tasks of administrators, but also promotes more rational
use of computing power, which is especially important in the context of today's dynamic development of IT infrastructure.
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Introduction

In this article, a modified ant colony algorithm
based on the Ant Colony System metaheuristic is
proposed. It is designed to solve the problem of
optimizing the placement of virtual machines of
heterogeneous data centers. Since ant colony algorithms
were initially used to find the shortest path due to their
direct purpose, which was to find the shortest path to a
food source [1]. For this reason, they are often used to
solve the traveling salesman problem, because they have
shown their effectiveness in comparison with other
algorithms (for example, based on greedy search) [2].

Ant colony algorithms are efficient due to their
ability to avoid local minima and find global optima
through parallel exploration of multiple solutions [3].
This is achieved through a combination of deterministic
and stochastic elements. Deterministic elements include
selection rules based on pheromone traces and heuristic
information. Stochastic elements introduce an element of
randomness and variability. This ensures exploration of
new paths. Such a flexible structure makes ant colony
algorithms  extremely popular in complex and
dynamically changing problems, such as the traveling
salesman problem [4] and the task of redistributing
virtual machines [5, 6].

Therefore, the solution of the traveling salesman
problem using the ant colony algorithm was taken as a
basis for interpreting this algorithm for solving the
problem of redistributing virtual machines of
heterogeneous data centers.

The purpose of the article is to improve the
efficiency of resource use in heterogeneous virtualized
data centers by redistributing virtual machines.

Literature review. The sources [7-9] disclose the
development and improvement of modern technologies
for processing big data. Which is inextricably linked with
the development and improvement of computing
infrastructures that support these technologies.

In [10, 11] the complexity of methods and
algorithms of such subject areas of big data processing as
data mining is presented. Distributed computing is
analyzed in [12]. In [13, 14] the recently widely used
artificial intelligence systems are considered, which
require an appropriate distributed, high-performance,
high-load and dynamically scalable computing
infrastructure. In [15] the classical ant colony algorithm
is described. In [16-18] a distributed system is described
in detail. This is a group of autonomous computer
systems that are physically separated. But they are
connected to a single computer network and are
controlled by the software of the distributed system [19—
21]. The tasks that independent computers perform
interact with each other are also analyzed. The way they
share resources and files is considered [22-24].

1. Ant colony algorithm
for solving the shortest path problem

The ant colony algorithm was first proposed to solve
the shortest path problem [25-27], due to the fact that the
shortest path problem itself is the problem of finding the
shortest Hamiltonian path in a graph, which is similar to
the problem of finding the shortest path to a food source
for ants, and also because the traveling salesman problem
is one of the most studied NP-hard combinatorial problems
[28-30]. The shortest path problem is the problem of
finding a minimum-cost closed route among all vertices
without repetitions on a complete weighted graph with n
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vertices. In the context of the problem, the graph vertices
represent cities that need to be visited, and the edge
weights indicate distances (lengths) or travel costs.

Like any algorithm based on the use of
metaheuristics, it must be modified to solve an applied
problem [31]. In this case, it is necessary to modify the
ant colony algorithm. It is based on the Ant Colony
System metaheuristics, to solve the problem of
optimizing the placement of virtual machines of
heterogeneous data centers. Since ant colony algorithms
were initially used to find the shortest path due to their
direct purpose - to find the shortest path to a food source.
It is for this reason that they are often used to solve the
traveling salesman problem, since they have proven their
effectiveness in comparison with other algorithms (for
example, based on "greedy" search) [32].

Ant colony algorithms are efficient due to their
ability to avoid local minima and find global optima
through parallel exploration of multiple solutions. This is
achieved through a combination of deterministic and
stochastic elements: deterministic elements include
selection rules based on pheromone trails and heuristic
information, while stochastic elements introduce an
element of randomness and variability, allowing
exploration of new paths. This flexible structure makes
ant colony algorithms extremely useful in complex and
dynamically changing problems, such as the traveling
salesman problem and the virtual machine reallocation
problem. Therefore, the solution of the traveling
salesman problem using the ant colony algorithm was
taken as a basis for interpreting this algorithm for solving
the problem of redistributing virtual machines of
heterogeneous data centers.

2. Algorithm for redistributing virtual
machines of heterogeneous data centers

This section of the paper presents a generalised
scheme of the stages of the algorithm for redistributing
virtual machines of heterogeneous data centres based on
the ant colony metaheuristic and its description [33, 34].
Using the previous analysis, the scheme of the generalised
algorithm for repositioning virtual machines (Fig. 1) can
be represented by the sequence of steps to be performed.

Step 1. Initialization of algorithm parameters. At the
first stage, the input data is built and the algorithm
parameters are initialized. A cluster of physical machines
with hosted virtual machines is used as input data, and the
scheme for redistributing virtual ~machines of
heterogeneous data centers uses resource allocation
models for implementing virtual machines live migration.

Step 2. Formation of homogeneous subsets physical
machines. After specifying the input data and initializing
the algorithm parameters, the stage of forming
homogeneous subsets based on the heterogeneous set is
performed physical machines F9.

Step 3. Search for a local solution. The next step is
to create several agents — artificial ants (AA) — and
provide each of them with an instance of the input cluster
physical machines F¢ with distributing virtual machines.

During the execution of the main iteration of the
algorithm, the created artificial ants work in parallel and
each of them calculates the migration matrix

MM, =<v, Fig>, N

which consists of a list of commands for migrating virtual
machines to physical machines for all virtual machines in

the cluster.
C START >
/ Data input /

Parameters initialization

Yes No

A

Choice Vi for
migrations to Fj;
adding to MMa a

pair (Vi, Fj);

deletion V; from Lv

Calculating
the objective
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from Laa
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Update MMG
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END

Fig. 1. Block diagram
of virtual machine relocation algorithm

In case the source and target physical machines are
the same, all migration factors and overheads for these
migrated virtual machines will be zero and this will not
affect the overall migration costs.

Step 4. Determining the global solution. Then the
algorithm determines the best migration matrix MMg
based on the value of the objective function f.
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Step 5. Global pheromone update. Based on the
obtained best migration matrix MMg, the algorithm
updates the global pheromone information and runs the
artificial ant again for the next cycle.

Step 6. Terminating the algorithm. Finally, when
the specified termination condition is met, the algorithm
outputs the best migration matrix MMg found so far.

3. Evaluation of the complexity of the algorithm
for redistributing virtual machines
of a virtualized data center

To evaluate the complexity of the virtual machines
redistributing algorithm, the Big-O Notation method [35,
36] will be used, which allows for an analysis of changes
in the operation of the algorithm in time and algorithmic
space with an increase in the volume of input data.

Since with the growth of the amount of input data
the number of operations increases and, consequently,
the execution time of the algorithm and the amount of
memory required for processing the data by the
algorithm. This method allows us to estimate the
resources required for the algorithm to work when the
amount of data changes.

Step 1. Entering initial data (J1). Time complexity
depends on the size of the input data, such as: number of
iterations (ncr), quantities AA (naa), quantities virtual
machines and physical machines in a cluster (|V| and |F|).
Time complexity is defined as:

O(ncr ) =0(nan) =O(IV[) = O(|F[) = O(1);
0(31)=0(ncr )wO(naa) wO(V[)WO(|F[) = O(1).

Step 2. Formation of homogeneous subsets of
physical machines (J2). The time complexity depends on
the time complexity of the stages of the algorithm for
forming homogeneous subsets (the execution time of
each of these F9 stages is constant). Time complexity is
defined as:

0(k,g)=0(1); O(F)=0(Fg)=0(n);
0(32)=0(k,g)UO(F)UO(Fy)=0(n),

where k and g are input parameters; F — physical
machines with different types of hypervisors; F9 —
physical machines with hypervisors of the same type.

Step 3. Initialize the algorithm parameters (Js3). The
time complexity of this step is equal to:

0(33)=0(v)UO(Fy)=0(n),

where n is number of pairs (v, FY), because the algorithm
simply iterates through each pair (v, F9) and denotes the
value of the pheromone 19 equal O, which requires a
constant of time to perform an iteration for each pair.

Step 4. Initialization of the parameters of the
artificial ant (J4). The time complexity of the
initialization stage of the data structures associated with
the artificial ant is:

0(34)=0(Aan)=0(n),

where n is number of artificial ants in A4 This is
determined by the fact that the algorithm performs

iterations and a constant amount of work for each
artificial ant in Aaa.

Step 5. Selecting an artificial ant (Js). The time
complexity of this step is:

0(35)=0(Laa)=0(n),

where n is number of artificial ants in the list L4, because
the algorithm iterates over a set of artificial ants in a list
L.s, by selecting an artificial ant at random and
performing operations on it until L, will not become
empty.

Step 6. Selecting virtual machines for migration to
the physical machines being filled (Js). The time
complexity of this stage is:

0(36)=0(Ly ) =0(n),

where n is number of virtual machines in Ly. This is
because the algorithm iterates over each virtual machine
in the list once to select a pair (v, F¥) and add it to the
migration matrix MM, performing operations.

Step 7. Updating the optimal redistributing virtual
machines (J7). The time complexity of this step is:

0(37)=0(Lan)=0(n),

where n is number of artificial ants in 4aa, since the
algorithm iterates over each artificial ant B Aaa exactly
once per time.

Step 8. Pheromone update (Js). The time
complexity of the pheromone update step is defined as:

0(35)=0(Fy-V)=0(n-m).

This is because there are two nested loops that iterate
over all the elements in the sets F? and V, performing
constant time operations within each iteration.

Step 9. Checking the condition for the termination
of the algorithm (J9). The time complexity of the stage
of checking the condition for the termination of the
general iteration of the algorithm depends on the time
complexity of the stages of the general iteration of the
redistributing virtual machines algorithm and the number
of iteration cycles CycleTernmconst.

The time complexity of this stage is defined as:

0(39)=Ui8=10(3i)><nc'|' =O(nc-|- nm) (2)

It follows that the worst-case time complexity of the
redistributing ~ virtual ~ machines  algorithm in
heterogeneous data centres can be defined as:

0(3)=0(3g)=0(ncy -n-m).

From expression (2), the time complexity of the
algorithm  redistributing ~ virtual ~ machines in
heterogeneous data centers depends significantly on the
number of virtual machines and physical machines in
data centers.

As the number increases, the size of the best
migration matrix increases MMg, which leads to an
increase in the computational load. At each step of the
algorithm, it is necessary to evaluate the current state of
the physical machines resources, which in turn requires
additional time costs.
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4. Research results

To test the result of the theoretical evaluation of the
computational complexity of the developed algorithm, it
was launched on the constructed simulation model of
data centers.

The configuration of the computer used in the
experiment includes:

— CPU Intel Core i5-2500 CPU,;

- RAM -32T6;

—video adapter Intel HD Graphics;

— operating system MS Windows 10 PRO.

During the experiment, the results of the
comparative analysis of the algorithm's running time
were summarized in Table 1 and presented in the graph
in Fig. 2.

Table 1 — Estimation of time complexity of the virtual
machine redistributing algorithm

The virtual machine redistributing algorithm

[0}

£

g 30

§ o 20

£ <10

< 0

S 10 20 30 40 50 60 70 80 90 100
=

Number of physical machines in cluster

Run Input data size, Algorithm
number physical machines running time t, ¢
1 10 0,55
2 20 2,56
3 30 5,55
4 40 9,51
5 50 13,8
6 60 17,7
7 70 21,02
8 80 24,59
9 90 27,63
10 100 31,08

The results of the experiment allow us to conclude
that the execution time of the redistributing virtual
machines algorithm increases linearly with the cluster
size.

For a cluster of 100 physical machines, the decision
time is about 31.08 seconds, which is quite an acceptable
execution time for an autonomous algorithm.

Thus, we can conclude that the proposed
redistributing virtual machines algorithm is a fast and
feasible method in the context of large-scale data centers.

Fig. 2. Dependence of the duration of the redistributing virtual
machines algorithm on the increase in the volume
of the physical machines cluster

Conclusions

The article presents the developed algorithm for
redistributing virtual machines, based on the ant colony
metaheuristics, which provides obtaining a migration
matrix of virtual machines, differing from known
algorithms by taking into account the heterogeneous
structure of data centers and additional resources, which
represent overhead costs required by the algorithms of
virtual machines Live Migration, when calculating it.

The redistributing virtual machines algorithm is
presented as a three-procedure algorithm that calculates
in parallel the migration matrices of virtual machines for
homogeneous subsets of physical machines of data
centers.

The developed support system provides flexibility,
scalability and a high degree of adaptation to the
conditions of modern heterogeneous data centers. It
provides the ability to centralize management and
monitoring, while supporting the requirements of cross-
platform and integration with existing monitoring
solutions, which makes it an important tool for ensuring
the reliability and efficiency of data centers.

Innovative use of the framework PySyncObj and
a competent division of functional zones into two
architectural  levels allow achieving high
performance and reliability in managing virtual
machines resources.

The redistributing virtual machines support system
not only simplifies the tasks of administrators, but also
promotes more rational use of computing power, which
is especially important in the context of today's dynamic
development of IT infrastructure.
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MeToa nepepo3nofiny BipTyaJdbHUX MAIIMH IeTEPOreHHUX IeHTPiB 00POOKHU JaHUX
H. I'. Kyuyk, O. }O. 3akoBopotauii, C. C. [Tupoxenko, B. O. Paguenxo, C. O. Kamxesud

AHoTanisi. AITOPUTMH MypamnHOI KOJOHIT e(EeKTUBHI 3aBISIKH CBOil 3JaTHOCTI YHHKATH JIOKAIBHUX MIHIMyMIB i
3HaXOJHTH TI100aTbHI ONTUMYMH Yepe3 mapajelbHe JOCHTiKEeHHS 6aratbox pimens. Lle qocaraeThes 3a paxyHOK KoM OiHAI{
JETePMIHOBAaHUX | CTOXACTUYHHUX CJICMEHTIB: IETEPMiHOBaHI €JEMEHTH BKIJIIOYAIOTH NMpaBujia BHOOPY Ha OCHOBI CIiIiB
(depoMoHiB 1 eBpuCTHYHOI iH(OpMaIlii, TOAI AK CTOXACTHYHI €JIEMEHTH BBOIATH CJIEMEHT BHIAJIKOBOCTI i MiHJIHBOCTI,
3a0e3Meuyoun JOCTiIKeHHsI HOBUX HUIAXiB. Taka rHy4YKa CTPYKTypa poOHUTh alropuTMH MYpPALIHHOT KOJIOHIT Ha3BUYaliHO
3aTpeOyBaHMMU B CKJIaJHHUX 3a7adyax, 10 JUHAMIYHO 3MiHIOIOTHCS, SIK 3aBJaHHs KOMIBOsDKEpa i 3aBJaHHS MepepOo3Mill[eHHS
BipTyanpHuX MamuH. [IpenmMeToM BHBYEHHSI B CTAaTTIi € METONW ONTHMI3allii pPO3MINIEHHS BIPTYyalbHUX MAIITUH
TETePOreHHUX IEHTPIB 0OpoOKH maHWX. MeTOK CTATTI € IMiABUIIECHHS ¢()EeKTHBHOCTI BUKOPUCTAHHS PECYpPCIB LIEHTPIB 00pOOKH
JIAaHMX 33 PaxyHOK Iepepo3MIIeHHs BipTyanbHMX MammH. OTpuMaHo Taki pe3yabTaTH. Y CTaTTi MPEJCTAaBICHO pO3pOOIeHMit
AITOPUTM TIEPEPO3MIIIICHHS BipTYalIbHIX MAIlMH, 3aCHOBaHHH Ha METACBPHCTHILI MypAIIMHOI KOJIOHI, 110 3a0e3redye OTpUMaHHs
MaTpHIl Mirpamii BipTyaJbHHX MAIlWH, 10 BiAPI3HAETHCS BiJ BIIOMHUX aITOPHTMIB 3 YpaxXyBaHHSIM ii PO3paxyHKY IeTeporeHHOL
CTPYKTYpPH LEHTPY 0OpOOKH JaHUX i TOAATKOBUX PECYPCIB, IO CTAHOBIIATH HAKIIAIHI BUTPATH, HEOOXiHi anroput™Mam. Po3pobiieHa
cHCTeMa MiATPUMKH 3a0e3Meuye IHy4KiCTh, MacIITabOBaHICTh Ta BUCOKUH CTYMiHb aJamnTaii 10 yMOB Cy4acHOTO LIEHTPY 00poOKH
JTaHuX. BOHa Hajae MOMJIMBICTH LEHTPANi30BaHOrO YNpPABIiHHSA Ta MOHITOPHHTY, MHiITPUMYIOYM TpPU IBOMY BHMOTH
KpocIuIaT(opMeHHOCTI Ta iHTerpamnii 3 iCHyIOYNMH PIilIeHHSMH B Tajly3l MOHITOPHHTY, IO POOUTS 1i BasKJIMBUM IHCTPYMEHTOM JUIS
3a0e3reueHHs] HaifHOCTI Ta e()eKTHBHOCTI poOOTH IEHTPY 00poOku naHux. BucHoBok. Cucrema MiITPUMKH IepepO3MilIeHHS
BIPTyaIbHAX MAIIMH HE JIMIIE CIPOINIy€e 3aBAAHHSA aAMIHICTpAaTopiB, a ¥ CIpuse€ paniOHAJIHHIMIOMY BHKOPHCTAHHIO
00YNCITIOBAIFHAX HOTY>KHOCTEH, 110 0COOJIMBO BaXKIIMBO B yMOBAaX Cy4acHOTO JUHAMIYHOTO po3BHTKY | T-iH(ppacTpykTypH.

Kaw4oBi caoBa: BipTyanbHa MamvHa; KOMI'IOTepPHA CHCTEMa; MypPAIINHUH aJrOPUTM; TeTepOreHHICTh; IEHTP 00poOKn
JaHWX.
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