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ALGORITHMS FOR SYNTHESIS
OF FUNCTIONALLY STABLE WIRELESS SENSOR NETWORK

Abstract. Research objective. Development of algorithms that allow to implement the synthesis of a functionally stable
wireless sensor network. Subject of research. Wireless sensor networks, algorithms for the synthesis of a functionally stable
network. Research method. Algorithmic and numerical analysis of the procedures for performing the synthesis of
functionally stable sensor networks. Research results. Ensuring the property of functional stability of a wireless sensor
network provides a solution to the problem of the influence of destabilizing factors, such as: software and hardware failures,
errors, accidental or intentional damage to individual structural elements, their aggregates, communication channels between
them, cyberattacks, service failures, etc. Research of existing scientifically based approaches to ensuring the functional
stability of wireless sensor networks and its components shows that there is no single general approach to determining the
functional stability of a wireless sensor network. Therefore, the work is devoted to solving the current scientific problem of
developing an algorithm for searching for the optimal structure of a wireless sensor network. An algorithm for finding a
lower bound for the number of removed vertices and an algorithm for finding a lower bound for the number of removed
vertices taking into account redundant communication lines have been developed. It has been established that first of all it is
necessary to determine the complete set of minimal graph sections and their power. An algorithm for finding the optimal
structure of a wireless sensor network has been developed, which consists of nine steps and can be used to synthesize the
structure of wireless sensor networks that have the ability to self-organize in order to find its optimal structure. It is shown
that the proposed algorithm has a high level of convergence and provides the desired result for a finite number of iterations,
which is much better than finite search. The developed algorithm is effective when the dimension of the problem is n > 20.
The results of solving test problems fully confirm the effectiveness of the algorithm in comparison with the results of the
solution by exhaustive search, which confirms the importance of the results obtained. This result can be applied to information
systems for production process control and information security systems that have a wireless topology and are under the
influence of external and internal destabilizing factors of an impulse nature. The proposed algorithm actually implements the
controllability conditions in such a system through monitoring the state of the system and mechanisms for restoring
functioning in its optimal perimeter.

Keywords: functional stability; algorithm; wireless network; sensor network; convergence; structure synthesis.

of WSNs. In fact, such dynamics of growth of this
telecommunications sector makes it one of the most
relevant areas covered in the global and European

Introduction
Wireless sensor networks (WSNs) are becoming

increasingly prevalent across various domains. his
growth is driven by ongoing advancements in hardware
and software, optimization of data transfer protocols, and
enhancements in information security. WSNs are
evolving continuously; however, the comprehensive
design framework for WSNs—both hardware and
software—remains unresolved. As before, the
construction and integration of WSNs depends on the
features and requirements of operation.

WSNs are increasingly integrated into diverse
industries and aspects of human activity each year. This
trend is due to the rapid complication of technological
processes, the development of production, resource
potential management, etc. New practical tasks and
theoretical problems related to the applications of
wireless sensor networks are constantly emerging. The
use of inexpensive wireless sensor devices for
monitoring parameters of various nature is constantly
expanding the areas of their application. Over the past
five years, the rapid growth of the loT/IloT device
market—where the number of devices has nearly
doubled—has significantly contributed to the expansion

research environment. The application of WSNs to solve
practical problems in the industrial sector, educational
and scientific purposes should provide the necessary,
high-quality, more detailed understanding and
assessment of complex processes in the most diverse
areas of application of modern information technology.

A wireless sensor network is a distributed system
for collecting, storing and processing information.
Designing and building a monitoring system for sensor
nodes that are distributed in space and are constantly
exposed to external and internal destabilizing factors is a
complex and very costly process.

Analysis of the principles of construction, purpose
and technologies used in WSNs today has shown the
complexity of integrating and building networks of this
type in terms of ensuring the property of functional
stability of information systems for managing production
processes, information security systems and other
systems built on this basis.

Monitoring the proper level of performance of such
indicators as reliability, redundancy, survivability,
stability of operation and fault tolerance is no longer a
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sufficient condition for the normal and uninterrupted
functioning of wireless sensor networks. That is why the
study of additional, but no less important properties of
the system, the complexity of which is constantly
growing, is a priority task.

Problem statement and its connection with
important scientific and practical tasks. Ensuring the
functional stability of the WSNs should consist of a
comprehensive and deep approach that should take into
account the totality of all factors of operation, the
possibility of external influence, issues of software and
hardware security, the reliability of transmission
channels, increasing the coverage area and data
transmitted and processed by the system, a possible
heterogeneous approach to building a network, etc.

The theory of functional stability [1] proposes
analyzing extraordinary system states caused by
permissible failures and implementing functionally
stable controls to mitigate their effects while maintaining
the system's core functionality. Due to this, the
redistribution of system resources is ensured to achieve
the main goal, even in the presence of failures. The
fundamental condition for ensuring the property of
functional stability in such a context is the possibility of
redistributing available resources within the system.
Therefore, the key task is to establish the conditions for
the existence of functional stability for WSNs and to
apply this property in the conditions of the rapid growth
of new tasks that cannot be considered and fully solved
exclusively by the traditional properties of complex
technical systems that function under the constant
influence of destabilizing factors of various nature.

Analysis of recent research and publications.
The Kyiv school of cyber-physical systems has
significantly advanced the theory of functional stability
in complex technical systems. The first results were
obtained by Mashkov O.A. in the theory of functional
stability for stochastic systems. A method was developed
that allows establishing the conditions of functional
stability of stochastic systems by analyzing their spectral
effects. Further, based on the analysis of transition
matrices, a method for ensuring functional stability for
discrete systems was developed [2]. It is worth noting
that the presence of destabilizing factors of an internal or
external nature significantly affects the nature of the
system's behavior. Thus, even for systems whose
mathematical models can be represented by linear
systems, the presence of impulse forces leads to
significantly nonlinear, and under certain conditions,
even chaotic behavior. This issue has been actively
studied recently. In particular, in [3], an apparatus for
finding bounded solutions of linear impulse systems was
developed. In [4], the authors developed an approach
where for a system that is subject to impulse disturbances
at unfixed moments of time, a sequence of moments of
system destabilization can be constructed. It is shown
that the problem of the existence of periodic modes in
such a system is reduced to the problem of the existence
of a fixed point of the interval reflection into itself.

In [5], a system analysis was performed and a
methodology for ensuring the functional stability of the
information system for critical infrastructure objects that

are vulnerable to the action of destabilizing factors was
proposed. In turn, in [6], a mathematical model of control
of a functionally stable technological process of
production enterprises in conditions of and changes in the
dimension of the control vector was presented.

[7] presents a methodology for evaluating
synchronization  conditions in telecommunication
devices. The architecture of information systems,
network resources and network services, and methods for
restoring parameters of information objects in a single
information space based on computer networks are
studied in detail in [8]. In addition, a standard model of
the architecture of an enterprise IT infrastructure system
is described in [9]. In [10], an algorithm for building
effective  protection of enterprise  information
infrastructure from unauthorized access is presented.

Work [11] is devoted to the development of a
modification of the method for building energy-efficient
sensor networks using static and dynamic sensors. An
important component of the development of functionally
stable complex technical systems is the provision of
stable and protected communication and data exchange
subsystems. In [12], a spectral analysis method for
determining random digital signals is described. An
algorithm for recognizing network traffic anomalies
based on artificial intelligence is presented in [13].

It is important to note that many researchers often
use the study of patterns in WSNs as a classical
optimization problem, that is, they consider the process
of determining several solutions for various functions
[14-16]. When solving optimization problems, the
solution variables are determined in such a way that the
information networks work at the best point (mode)
according to the optimization criterion. Generally, the
optimization problems in information networks are
discontinuous, non-differentiable, and multimodal.
Therefore, to solve problems that study the problem of
self-organization of information networks, it is not worth
using classical gradient deterministic algorithms [17-22]
or stochastic optimization algorithms, which are known
as the so-called metaheuristic algorithms [23-27].

The aim of the paper [28] is to provide energy-
efficient routing for mobile nodes in a WSNs using an
ontological optimization approach. The approach is
based on the use of echolocation to determine the
location and representation of cluster nodes near the
receiver, which supports optimal energy consumption
during simulation.

Researchers in [29], using an innovative approach
to combine fuzzy logic and device swarm optimization,
proposed an approach for efficient cluster head selection
in a WSNSs, which ensures the stability of such a network
during its intended operation. The paper [30] is devoted
to addressing the correlation between the position of a
wireless device and signal strength to improve the
localization process and controllability in such a WSNSs.

To ensure stable operation and improve the
performance of the localization procedure in a WSNS,
clustering methods are useful, which allow dividing the
network into segments that can operate independently,
thus reducing communication costs and increasing
network throughput by providing distributed computing
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[31]. The work [32] is devoted to improving the
methodology for assessing the information value of
controlled parameters, based on the analysis of the
probabilities of the values of controlled parameters
falling into subintervals of the interval of possible values
for different states of the system. System diagnostics in
conditions of a small initial data sample was investigated
in [33]. The authors in [34] established the conditions for
the functional stability of the network and developed an
approach to finding the minimum distance between
components as a structure for a quick assessment of the
dynamics of network functionality representations. In
[35] the authors conducted a stability analysis for control
systems with state feedback, created as neural networks
with input constraints. Analysis of the obtained results
indicates a high interest of researchers in the issue of
ensuring the functional stability of complex technical
systems. However, research for wireless sensor networks
is at the initial stages. Their rapid development requires
significant attention to the development of methods and
algorithms for detecting and synthesizing wireless sensor
networks. This issue is precisely the subject of this work.

Purpose of the work and task statement.
Functional stability is ensured by leveraging various types
of redundancy — structural, temporal, informational,
functional, and load-based—uwithin complex technical
systems, particularly in WSNs. This involves redistributing
resources to mitigate the effects of emergency situations.
At the same time, the issue of developing a mathematical
apparatus for modeling the synthesis of functionally stable
wireless sensor networks and algorithms for synthesizing
BDMs requires detailed attention.

The aim of the work is to develop algorithms
that, together, allow us to
propose a comprehensive

Total connectivity.

In this regard, it is advisable to introduce a new
indicator of functional stability — total connectivity
(k, ), where k is the number of elements of the optimal
destruction of the w-connected graph.

Let us introduce some notations and assumptions:
@ connectivity is a maximum number of vertex-
independent routes between any pair of vertices of a
graph; A connectedness is a maximum number of edge-
independent routes between any pair of vertices of a
graph; G[v,] is aset of vertices adjacent to v, in the graph
G; G*[v,] is a set of vertices that are at a distance z from
the vertex v,.

We will assume that the graph G(V,L) is w-
connected, totally connected, if upon removal of any
k (k < w) vertices {v;} from the graph any pair of
vertices from (k < w) vertices {v;} from the graph any
pair of vertices from the set V\({v;} U G[{v;}]) w is
connected in the subgraph G'(V\{v;}, L\).

The main task in this case is to determine the
structure of such a network, when removing k nodes in
which the given level of connectivity is preserved, except
for the unit neighborhood of the removed nodes.

A graph G(V,L) is considered (k,w)-totally
coherent if, after the removal of any k (k < w) vertices
{vi}, any pair of vertices from the set V ({vi} U G[{vi}])
remain w-connected in the resulting subgraph
G'(V{v;}, LY.

At the same time for k (k < w) vertices {v;} graph
G(V, L) any pair of vertices from the set

({wvi} v G[{vi3D
w-combined in a subgraph G'(V\{v;}, L}).

[ Structure WSN ]

methodology for |
synthesizing the optimal : : : _ _
structure of a wireless sensor [ removing w-vertices ] removing A-edges ] [ removing w-vertices and A-edges ]
network. ! ' —" | %
Research results [ connected [ disconnected ]
Algorithms for the ~
synthesis of a functionally Existence of a certain Existence of routes Two components p components of
stable sensor network. Local number of routes between all vertices of connectivity connectivity
between the vertices (p=2)

connectivity between nodes is

determined by the availability

of network elements and

L At least one There are n From the division of Without
communication channels at route exists independent vertices into components dividing
any given moment. routes Ky 2Ky = 2K, vertices into

P P
Therefore, designing and Z Ki+w=n compounents
i=1

Edge-
independent

operating complex technical
systems requires minimizing
the risk of local connectivity

routes

Vertex-
independent
routes

I

The number of

disruptions caused by failures
or malfunctions. The choice
of connectivity characteristics
is based on:

At least one route
exists

The number of
vertices in K is
minimal

vertices in the
components is
fixed

At least one
route exists

- existing indicators of
functional stability;
- classification of

Limitation on
the amount of
flow

Limitation on
the length of the
path

Limitation on
the number of
transits

connectivity characteristics
(Fig. 1).

Fig. 1. Classification of connectivity characteristics of wireless sensor network structure
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Total costal connectivity. Network design and
operation must consider potential functional stability
violations caused by element or communication channel
failures. The graph G(V, L) w-connected is called (k, 1)-
totally costally connected, if upon removal of any k
(k < 2) edges {1;;} in the subgraph G'(V, L\ {;;}) any
two vertices from the set V\ ({v;} U {v;}) A-intertwining,
i.e. A-edge connected. That is why, when designing a
network, one should try to achieve a situation in which,
when k communication lines are removed, the system
elements remain A-intertwining.

We will take into account the same indicators of
local functional stability of the structure:

1. The number (k, w) of total connectivity is the
maximum number of vertices whose removal together
with incident edges does not change the local w-
connectivity of vertices not adjacent to the removed ones.

2. The number (k, A) of edge total connectivity is
the optimal number of edges, which, if removed, does not
violate the local A-connectivity of vertices not incident to
the removed edges.

To establish total connectivity in a wireless sensor
network, there is a need to check for local connectivity of
a large number of vertices, which directly depends on the
structure and tasks of the system. The given criteria for
total connectivity are designed to solve the following
tasks:

1) the structure will be (k, w)-totally connected if for
an arbitrary set of vertices V' = (vy, vy, ..., ) CV
(k < w) in the subgraph G'(V\V’, L") any pair of vertices
from a subset G2[V'] w-connected in G';

2) the structure will be (k,A)-totally edge-
connected if for an arbitrary set of edges L' = {l;;} < L,
|[L'| = k, (k < A) in the subgraph G'(V,L\L") any pair
of vertices from a subset

¢ | _erow)

where A-intertwining in G.

Total connectivity (k,w) characterizes the
maximum possible number of switching node failures, at
which the network remains w-locally connected. Total
edge connectivity (k,4A) characterizes the maximum
possible number of communication lines, after the failure
of which, the network remains A-locally connected.

The given indicators are designed to identify
elements of a wireless sensor network, when they fail, the
total connectivity between other elements that are not
adjacent to the removed ones is not broken.

Provided that the connectivity indicators meet the
specified conditions, the structure of the wireless sensor
network will be functionally stable:

WG =2Nk>1BURG) =2nk>1) (1)

Provided that a lower bound for k is found for a
given vertex and edge connectivity, it is possible to verify
that the total connectivity condition is satisfied for the
structure under study.

Algorithm for finding a lower bound on the
number of removed vertices. Let a given w-connected
graph be G(V,L). Let's select a pair of non-adjacent

’

vertices in this graph v,, v, and check their w-
connectivity under the condition that the removed
vertices are not adjacent to v, and v,,.

Step 1. Identify G2[vx] and G?[vy] for vertices v,
and v,,.

Step 2. If v, belongs to G?[v,] (v, accordingly
G?[vx]), then

T:=|Gx] NG [yll; @)
remove vertices from graph G
Gl NG [vy]. ©)

Go to step 1, otherwise go to step 3.

Step 3. Between the vertices of G2[v,] and G*[v,]
we find the maximum number of vertex-independent
chains connecting these sets, moreover, the chains must
not intersect even for the final vertices.

Step 4. In G*[v,] and G*[v, ] we choose subsets of
vertices v, and vy, in which the construction of
independent chains begins and ends.

Step 5. For each vertex

viEG[vx](vj € G[vy]) 4)
let's find the value
dy, = 1y, (V) = 1; )
dvj =Ty, (Vj) -1 (6)
where 7y, (v;) is anumber of vertices from V., contiguous
Wlth Vi,
k, = min (min(d,,), |V;| - (0 - 1)),
ky = min (min(d,,), V| = (w — 1)),
k' == min (kx, ky).
Step 6. Let's find local connectivity &(vy,v))
between vertices v, and v,,.

Let us calculate the final values of k for a given
connectivity w between the vertices v, and v,

key=k'+ (6(vx. vy) — (0 — T))- (7

Lower bound for the number of removed vertices
between vertices v,, v, under the conditions of preserving
the w-connectedness of these vertices, we find.

Step 7.
key =k + (8(ve,vy) — (0 — D). (8)

Algorithm for finding a lower bound for the
number of removed vertices, taking into account
redundant communication lines. Let a given A-edge-
connected graph be G(V,L). Let's select a pair of non-
adjacent vertices in this graph v,, v, and check their A~
intertwining.

Step 1. For non-adjacent vertices v, and v,, we find
G[vy] and G[vy].

Step 2. Between the peaks G [v,] and G [v, ] we find
the maximum number of A-edge-independent chains
connecting these sets.

Step 3. For each vertex v; € G[v,] (v; € G[v,])
let's find the value
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lvi = UVx(vi) - 1,
lvj = va(vj) - 1.

where ay, (V;) (0y,(V;)) is a number of independent
chains ending at the vertex v; (v;), adjacent to v;:

k, = miin(l,,i),

b= mpn (1)
k' = min(kx, ky).

Step 4. Let's find the local edge connectivity
¥ (vx, vy) between vertices v, and v,,. Then

key =k + (y(ve,vy) — 2). ©)
Step 5. The estimate k for the entire graph G is
calculated by the formula
v,gl:;,%v kx,y-
Studies of the developed indicators and criteria
demonstrate that achieving the highest level of local
functional stability of the wireless sensor network
structure is possible by increasing the connectivity of the
structure by introducing redundant communication lines.
Probabilistic criterion for assessing functional
stability. A structure is considered functionally stable if
the probability of its failure-free operation meets or
exceeds a predefined threshold

P(G' P) = Pdef(Gv p) (11)

When designing and implementing complex
technical systems, which in turn include wireless sensor
networks, as well as to solve the problems of stability of
functioning for such systems, it is customary to use
minimal sections. A section of a graph is a set of edges,
the removal of which divides a connected graph into two
disconnected subgraphs. In fact, the smallest number of
edges is a minimal section.

The minimum network cross-section is the smallest
set of communication lines whose failure disrupts data
exchange, dividing the network into two disconnected
segments. The occurrence of such situations due to the
influence of external and internal destabilizing factors
that disrupt the normal functioning of the system may be
due to system and hardware failures, the occurrence of
interference of natural or artificial origin, software errors,
management, etc. The search for the minimum cross-
section of a graph can be carried out using the Stor-
Wagner, Karger or Ford-Fulkerson algorithms. As
already noted, it is customary to use graph theory for the
formal description of wireless sensor networks.

Let the characteristics of the communication lines
be equivalent p(e;) = p;, where j =1,..,m, p; is a
probability of having a working communication channel,
i.e. edges e;. In this case, the probability of failure of the
communication channel e; is equal to

(10)

a(e) =q;=1-p(e) =1-p
at j =1,..,m. Thus, the probability of network failure

at equal values of the reliability of the communication
line (1 — p) is calculated by the formula

P(G,p)=ki(1—p)+k,(1—p)2+--+
+thm-1(1—p)™ % (12)

For a visual perception of the definition and
explanation of the nature of the change in the probability
of network failure, we will conduct a simulation. The
simulation was conducted to determine the probability of
network failure. The simulation results are presented in
Fig. 2. The simulation demonstrates that as the reliability
of working channels increases, the rate of decrease in
network failure probability slows down.

09 095
09
085

* failure probability

08 08
probability of intersections
in a graph

Fig. 2. Network failure probability graph

As can be seen from the graph shown in Fig. 2. the
probability of failure the probability of network failure at
equal values of the reliability of the communication line
depends on the number of sections in the graph. With
"ideal" reliability the probability of failure of the entire
network is straight to zero. The obtained graphical
simulation results correspond to the physical aspect of the
network properties, which confirms the adequacy of the
simulation.

The next step in the investigation is to determine
the probability that the graph G will be connected. The
probability will be calculated by the formula:

PG,p)=1-k(Q=p)—-—
—km-1(1—p)" 7, (13)
where k; is a number of sections per edge, k,,_, IS a
number of sections along the (m — 1)-th edge,
k;(1 — p) is a probability of failure of all sections with
dimension and edges.

Each term in formula (13) determines the
probability of failure of a section with dimension u, i.e.
failure of both communication channels, and the
probability of failure of the network is defined as the sum
of the probabilities of realization of the sections.

The first term of the series determines the
probability of failure realized by sections consisting of
one edge, the second term determines the probability of
failure realized by sections consisting of two edges, etc.
The first non-zero term determines the probability of
failure realized by minimal sections.

Let us conduct a mathematical modeling of this
process. The modeling results are shown graphically in
Fig. 3.
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Fig. 3. Graph connectivity probability graph

The graph shows that increasing cross-sections
significantly enhances the probability of graph
connectivity, aligning with real-world observations and
validating the simulation.

Despite the fact that in practice each
communication channel has a different probability of
failure, these probabilities are slightly (£1073-107%)
differ from each other. Since the probability of the
communication channel being operational has a value
close to unity, and the probability of failure is close to
zero, then the relation holds

q" >>q"t. (14)

The value of expression (13) is the first non-zero
term kg(1 — p)° of the series, where k is a number of
minimal intersections of a graph whose dimension is
equal to s. Thus, to determine an approximate estimate of
the functional stability of the network, while obtaining a
small error, it is necessary to determine the complete set
of minimal sections of the graph model of the system
under study in accordance with its characteristics: if the

Formalized statement of the discrete optimization
problem with Boolean variables. We need to find the
optimal vector X* = (x3, ..., x;;), such that

n
F(X)=C-X=Z ¢; - x; > min, X € R",
Jj=1

Xj € {0,1},
under restrictions A+ X < B and

n
al-j 'Xj < bi! i = 1,
:§:j=1

where X is a state vector of dimension n, consisting of
Boolean variables; any variable x; characterizes the
presence of communication lines between the
corresponding nodes; F(X) is a quality functional that
characterizes the main optimization indicator;
C=(c,.,cn), ¢g>0 is a vector of constant
coefficients of dimension n; A = ||a;;|| is a rectangular
matrix of dimensionality constraint coefficients m X n;
B = (by, ..., by,) is the vector of the right-hand sides of
the constraints. Partial [-solution (1 <l£n—1) of
problems (16), (17) is any ordered set called
X = (x4, ..., x;), consisting of fixed { variables.

Subsystem (I + 1)-th order for partial [-solution
X = (x5, ...,x;) is called a system of linear inequalities
in unfixed variables x;,4, ..., x,, Which is obtained by
transformation from (17).

n l
Z aij-ijbi—Z a,-]-'xj',
j=l+1 Jj=1

x €{0,1}. (18)

Before executing the algorithm for finding the
optimal solution, an auxiliary matrix Z = ||z;;|| with
dimension is calculated m x n.

Zij =Z _aik, i= 1, ., m,
kEIij

j=1,..n (16)

,m, j=1,..,n, (17)

i=1,..,m,

(19)

edges of the graph are
equally reliable, then the [

The Synthesis of Functionally Stable Sensor Networks ]

characteristic of the section
is its dimension s, and for a

/\

loaded graph the section is

[ The General Task of Synthesis ] [

Partial Synthesis Problems ]

characterized by the
superposition of the weight
of its edges - the weight

Qutput Data:

\

dimension of the section.
Thus, the indicator of the

The set of sensors V = {v;},
their coordinates {x;, y;}

] [ Network structure G(V, E) ]

probability of connectivity
of the graph model of the

Optimization Criterion:

network,  taking into
account (14), will be
determined by the formula

P(G,p) =1 —k%q°. (15)

Fwsn (PCE;j; Wf‘) — max ;

C= Cg'iv, Taver = 1'—giv- pij = O—Ej

Fwsn (PCBU.W;") — max ;
C = Cgiv, Tayer = Tgiv> Pij = 0ij.
E?’T’ij < ETTM , f,:j < Tmax » EU < Emax

Thus, to calculate an
approximate estimate of the

functional stability of the
network, it is necessary to
determine the complete set

Result of Synthesis: l
Network structure G(V, E) Corrective communication
e;j = {x, v}

of minimal graph sections
and their power (Fig. 4).

Fig. 4. Characterization of problems of synthesis of functionally stable wireless sensor networks
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where I;; is a subsets of indices of
negative elements of matrix A satisfying
the conditions:

I; = {k}/ay <0,
ke{j,..,n} i=1,..,m.
Description of the algorithm for

finding the optimal structure of a wireless
sensor network (Fig. 5).

Step 1. Select the lexicographically
minimal zero vector:

Step 1. Selection of the initial vector
X=(x,..%) /%=0 j=1..n

|

Step 2. Checking the existence
of admissible solutions when the
condition is met
bf = i1

X=(x, «, %)/x=0, j=1,...,n,

which is taken as the basis for searching for
the optimal solution. We assume t: = 1.

Step 8. The problem has
no valid solutions:

Step 3. Checking 1f the condition
1s met

V=0 \

by — z OpjXj < Zpi+1

Step 2. Checking for the presence of
admissible solutions. If foralli = 1,...,m

'L.

the condition is satisfied b; > z;;.

~
oy

Go to step 3. Otherwise, go to step 8. Step 5. Checking for the vector Stepd. Checkingthe |~
_Step3. The vector under | e CHE ) e xfaiufifo;ﬁfi) N
investigation X = (xq,x5, ..., %), INn n-1 \.
which everyone x; =0 at j>t. bp—Zaux; =0 P L] N
Changing [ from t ton — 1, we find I’ = = Step 9. The optimal
min{l}, in which the subsystem l solution X* of the original
(I' + 1)-th order for partial I’-solution has  problemis obtained.
no solution: if for at leastonep = 1,...,m o »
the condition is met Step 6. Checki’:fngﬂle condition

¢ n Step 7. Choosing the

bp - Zj:1ap]'x]' < Zpl+1' (20) b, — Fia,:-}-xj =0 Oph;’?ai?txg}lal:}x;?lue

The  following  actions are
performed: relies I’ := 1; t := l; vector is
truncated X to the length t: Fig. 5. Algorithm for finding the optimal structure of a wireless sensor network

X' = (xq, %5, ..., x;); it is concluded that

X' does not satisfy the constraint (17) and all possible
additions of it to the complete vector X also do not satisfy
the constraint (20); go to step 4. If condition (20) is not
satisfied for all [ =t,...,n— 1, it is concluded that the
vector X = (xq, x5, ..., X,—1), €an be included in the set
V and the transition to step 5 is performed.

Step 4. If all x; =1 in the vector under study
X' = (xq, %5, ..., x;) then go to step 9.

Otherwise, a new lexicographic value of the vector
X" is determined for the vector X' = (x{,x3, ..., x{).

If x{ = 0, then we put x;" :== 1. If x; = 1, then we
calculate k = max{j}/j € {1, ...,t}, xj = 0 (that k is an
index of the rightmost zero in the vector X').

We assume x; =1, x;':==0 for j =k +1,..,¢;
t:= k... After obtaining a new lexicographic meaning
X", we pad it with zeros to the length n — 1 and we
obtain the vector under investigation X. Go to step 3.

Step 5. Checking the membership of the studied
vector X = (xy, x5, ..., X,_1), With addition x,, = 0 of the
set of feasible solutions V: if for all i =1,...,m the

condition is met
n-1
bi - Z aijx}' > 0. (21)
j=1

A conclusion is drawn as to which solution is being
investigated X = (xy, x5, ..., x,_1) € V and proceed to
step 7. If condition (20) is not satisfied for at least one
i =1,..,m, then proceed to step 6.

Step 6. Checking the membership of the studied
vector X = (x4, x5, ..., Xp_1) With addition x,, = 1 of the
set of feasible solutions V: we accept x,,: = 1; if for all
i = 1,...,mthe condition is satisfied

n
bi - aijxj > 0. (22)
z}'=1

A conclusion is drawn as to which solution is being
investigated X = (xy, x5, ..., X,_1, 1) € V and proceed to
step 7. If condition (20) is not satisfied for at least one
i=1,..,m,weacceptt:=n — 1and go to step 4.

Step 7. Upon receipt of an acceptable solution X*
= (x7, ..., x;,) we remember it as optimal. If the admissible
solution X™* is obtained for the first time, an additional
constraint is introduced into the system of constraints (22)

n
Cijx]' < bm+1 .
Zi=1

n
— *
b1 = § o GijXj
Jj=1

§ as a minimal increase in the functional when changing
the vector X in one digit

(23)

where -9,

d = min {|cl- —le} o i, =1,..,n; i #].

The constraint coefficient matrix A is adjusted:
(m + 1) rows are added a1 =¢j, j=1,..,1n

The matrix Z is adjusted: (im + 1) rows are added

Zmy1,j = 0, j=1,..,n
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We increase the value of m by one: m: = m + 1.

If a repeated admissible solution X* is obtained,
then the right-hand side of constraint (23) is corrected
and replaced by the value

n
— *
bm = Cl-]-xj .
Zj=1

This allows us to exclude solutions that belong to
the set V and do not belong to the set of optimal solutions.
We assign t: = n — 1 and go to step 4.

Step 8. The problem has no feasible solutions — a
set V = @. The algorithm stops working, the problem has
no solutions.

Step 9. The algorithm is finished. The optimal
solution X™ of the original problem is the last.

The proposed algorithm Fig. 5 can be used to
synthesize the structure of wireless sensor networks that
have the ability to self-organize, in order to find its
optimal structure. According to the given algorithm, a
simulation of the search for an optimal solution was
carried out. The analysis showed that the proposed
algorithm has a fairly high level of convergence, as well
as a finite number of iterations, which in turn depends on
and determines the total time of its execution,
respectively, on the number of constraints, relative to the
functioning of the system being analyzed.

Conclusions

This study redefined total and total edge
connectivity to address challenges in sensor network
synthesis. The task of determining the criteria for total
connectivity was solved. The need to determine a lower
bound for k for a given vertex and edge connectivity was
justified, which allows checking the fulfillment of the
total connectivity condition for the studied structure. Two
algorithms were developed: one for determining the lower

bound of removed vertices and another incorporating
redundant communication lines The study of functional
stability highlighted the necessity of identifying the
complete set of minimal graph sections and their weights.
Taking into account the considered limitations and
assumptions, an algorithm for finding the optimal structure
of a wireless sensor network has been developed, which
consists of nine steps and can be used to synthesize the
structure of wireless sensor networks that have the ability to
self-organize, in order to find its optimal structure.

The analysis demonstrated that the proposed
algorithm achieves a high level of convergence with a
finite number of iterations. Its execution time is directly
influenced by the number of constraints and the system's
complexity, relative to the functioning of the system being
analyzed. Compared to exhaustive search, this algorithm is
particularly effective for problem dimensions exceeding
n>20. The results of solving the test problems completely
coincide with the results of the exhaustive search solution,
which confirms the reliability of obtaining new results.
The presented algorithms allow us to determine the overall
indicator of the functional stability of the system under
study. The findings can be applied to information systems
for production process control and information security,
particularly in wireless topologies subject to external and
internal destabilizing factors of a pulsed nature. The
proposed algorithm ensures system controllability by
monitoring its state and restoring functionality within an
optimal operational perimeter.
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AJITOpUTMH cUHTE3Y PYHKIIOHATBHO CTiiiKkoi 6e31POTOBOI CEHCOPHOT Mepe:ki
0. B. bapa6ari, B. B. Co6uyk, A. B. Co6uyk, A. I1. Mycienko, O. A. JlanTes

AHoTaunisi. Mera gocaixkenHs. Po3poOka adroputmiB, sKi y JO3BOJISIOTH peajli3yBaTH CHHTE3 (YHKIIOHAJBHO CTIHKOL
6e31poToBoi ceHcopHOi Mepexi. IIpeamer gociimkeHHsl. be3qpoToBi CEHCOPHI MeEpeXi, aTOPUTMH CHHTE3Y (YHKIIOHATEHO
cTifikoi Mepexi. MeToa mocaimzkeHHsl. AJITOPUTMIYHUI 1 YUCETBHUI aHasi3 MpOIenyp BUKOHAHHS CHHTE3y (YHKIIOHAIHLHO
CTIHKHX CEHCOpPHUX Mepex. Pe3yapraTm mociimkeHnHs. 3a0e3nedyeHHs BIACTHUBOCTI (GyHKIIOHAJIBHOI CTiiikocTi 6e31poToBoi
CEHCOPHOI Mepexi 3abe3nedye BUPILIeHHS PoOIeMH BIUIUBY JiecTabini3ytounx GpakTopiB, TAKKX SIK: IPOrpaMHi Ta arapaTHi 3001,
TIOMUJIKH, BUTIAJKOBI 00 HABMHCHI TIOIIKOKEHHS OKPEMHX CTPYKTYPHHUX €IEMEHTIB, iX CYKYyITHOCTI, KaHaJiB 3B 513Ky MiXK HHMH,
kibepaTtak, BiZMOB B 0OCIyroByBaHi TOmIO. JIOCHiIKEHHS ICHYIOUHX HAayKOBO-OOTPYHTOBaHHX IMiIXOJIB 3a0e3redeHHs
(YHKIIOHANBHOI CTIHKOCTI 0E3JPOTOBHX CEHCOPHUX MEPEX Ta 1i KOMIOHEHTIB CBiIYUTh, IO HE ICHYE €IUHOTO 3arajbHOTO
MiAXOQY [0 BH3HA4YEHHS (DYyHKIIOHATBHOI CTIMKOCTI 0e3IpoTOBOi ceHCOpHOI Mepexi. Tomy poOoTa mpHCBSYE€Ha BUPILMICHHIO
aKTyaJIbHOTO HAayKOBOTO 3aBAAHHS PO3POOKH alTOPUTMY IIONIYKY ONTHMATbHOI CTPYKTypH O€3/pOTOBOi CEHCOPHOI Mepexi.
Po3po6ineHo anropuT™ 3HaXOKEHHS HIDKHBOI OI[IHKM YHCIA BHAJICHUX BEPIINH Ta alTOPUTM 3HAXOKEHHS HIDKHBOI OLIHKH
YHClla BUJAJICHUX BEPLIMH 3 YpaxXyBaHHSAM HaJUTMIIKOBHX JiHii 3B’s3Ky. BcTaHoBneHo, 110 Hacamiepe HEOOXiJHO BH3HAUYUTH
HOBHY CYKYITHICTh MiHIMaJbHHX Hepepi3iB rpada i iXx moTyxHocTi. Po3pobiieHo anropuT™ MONIYKY ONTHMAJbHOI CTPYKTYpH
6€31pOTOBOI CEHCOPHOI Mepexi, KUK CKIaJaeThCs 3 IEB’ATH KPOKIB Ta MOKe OyTH 3aCTOCOBaHHMN VISl CHHTE3Y CTPYKTYpH
0€3pOTOBUX CEHCOPHHMX MEPEeX, SIKi MaloTh 3[ATHICTH /IO CaMOOpraHisamii, 3 METOI0 MOIIyKY i ONTHMAalbHOI CTPYKTYpH.
[TokazaHo, 10 3aITPOTIOHOBAHHH AITOPUTM Ma€ BUCOKHUH piBeHb 301KHOCTI Ta 32 CKIHUEHHE YUCIIO iTepalliii 3a0e3nedye moTpioHmi
pe3ynbTaT, 10 3HAYHO Kpalle CKiHYeHHOro mnepedopy. Po3pobnenuii anroputm € edheKTHBHUM IpH po3MipHOCTi 3axadi n > 20.
PesynbraTy pilieHHs TECTOBUX 3a/1a4 IUIKOM MATBEPKY€E €PEKTUBHICTh aTOPUTMY Y TIOPIBHSHHI 3 pPe3yJIbTaTaMH PO3B’S3KY
MIOBHUM TiepebopoM, IO ¥ MiATBEpKYe BAXIMBICTh OTPHMAHUX pe3yNbTaTiB. JlaHWH pe3ynbTaT MOXHA 3aCTOCOBYBATH i
iHpOPMAIIIfHUX CHUCTEM YNpPaBIiHHS BHPOOHUYMUMH IPOIECAMH Ta CUCTEM iH(opMariifHoi Oe3neKku 1o MalTh 0e3qPOTOBY
TOMOJIOTIIO Ta sIKi MepeOyBarOTh MiJ Ii€l0 30BHILIHIX Ta BHYTPIIIHIX JecTabini3younx (akTopiB iMIysbCHOI npupoau. BracHe
3aNpOINOHOBAHUN aJrOPUTM peatizye YMOBH KEpOBAaHOCTI y Takili CHCTeMi Yepe3 MOHITOPHHI CTaHy CHCTEMH Ta MeXaHi3MH
BiTHOBJICHHS ()yHKIIIOHYBaHHS B il ONTUMaJIbHOMY NepuMeTpi. BuCHOBOK. Pe3yibTaTi npecTaBIeHOro 1OCIIIPKEHHS 103BOIMIH
aJlanTyBaTH BHU3HAYEHHS TOTAIBHOI Ta TOTAIBHOT pebepHOl 3B SI3HOCTI /IS 3aB/IaHb CHHTE3y CEHCOPHHUX Mepex. [IpencrapieHi y
poOOTi pe3ynmbTaTH MOXKHA 3aCTOCOBYBAaTH 1 IH(OPMAIIfHUX CHCTEM YIpaBIiHHS BHPOOHHYHAMH TIPOIECaMH Ta CHCTEM
iHpopMariitHoi Oe3nmekH M0 MalTh OE3JPOTOBY TOMOJIOTIIO Ta sKi IMepeOyBarOTh MiA €0 30BHIMIHIX Ta BHYTPINIHIX
JeCTabimi3yIounx (aKkTopiB IMITyJbCHOI MPUPOAN. 3aMpPONOHOBAHUH y POOOTI ANTOPHTM peaizye YMOBH KEpPOBAHOCTI y TaKii
CHCTeMI Yyepe3 MOHITOPHHT CTaHy CHCTEMH Ta MEXaHi3MU BiTHOBJIEHHS (DYHKIIOHYBaHHS B 11 ONTHMAILHOMY II€PUMETPI.

KawuoBi ciaoBa: ¢yHKHioHaJIbHA CTiHKICTB; adropuT™M; OE34pOTOBA MEpeXa, CEHCOpHA Mepexa; 30DKHICTh; CHHTE3
CTPYKTYpH.
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