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RESEARCH AND ANALYSIS OF EFFICIENCY INDICATORS OF CRITICAL
INFRASTRUCTURES IN THE COMMUNICATION SYSTEM

Abstract. The efficiency indicators of the functioning critical information infrastructures in the communication system
are analyzed based on the architectural concept of future networks. The object of the study is hardware and software
complexes critical information infrastructures for special purposes. Critical information infrastructure represents
information and telecommunication communication systems, the maintenance, reliability and security which are necessary
for the safe operation special-purpose enterprises. In order to avoid the occurrence of various security and reliability
incidents, the studied critical infrastructures communication systems require constant analysis and updating operating
rules. The subject of the research is a method for calculating quality indicators of the functioning of critical information
infrastructures in communication systems. In this work, using the example of a communication system based on modern
technologies, the sequence of actions for analyzing threats to the security of a critical information infrastructure facility
is considered. The purpose of the study is to develop a new approach for creating methods for calculating indicators of
efficiency, reliability and information security systems. Based on the analysis of the work, a method for calculating
efficiency indicators critical information infrastructures of communication systems is proposed and important analytical
expressions for further research are obtained. As a result of the study, the main conclusions of the study were obtained,
which can be implemented and used in critical infrastructures of communication systems to calculate the quality of
functioning public computer and telecommunication systems.
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system; vulnerability probability.

Introduction

The rapid development of the infrastructure of the
digital economy and the formation strategic plans
“Digitalization Road Map” require new principles and
global approaches to the study of critical information
infrastructures in the communication system based on the
architectural concept of future FN networks (FN, Future
Networks) with increased efficiency, security and
reliability [1, 2].

In this regard, ITU-T adopted the first
recommendations of the Y.3000 series on the fourth
concept of digitalization of communication networks -
Future FN networks.

The beginning of the fourth concept of
digitalization communication networks coincided with
the beginning of the Fourth Industrial Revolution [1, 3]
and the sixth technological structure, which improve the
quality of functioning of telecommunication processes as
an element of the efficiency of domestic critical
information infrastructures for special purposes
operating in the field of telecommunications [4, 5].

It should be noted that the basis future FN networks
as an object of critical information infrastructures in the
communication system [6, 7] and NGN networks (Next
Generation Network) are important objects both complex
information systems and information security systems. In
this case, the principles of “efficiency, reliability and
comprehensive security in one communication network”
are based, using advanced digital technologies, protocols
and control systems for service channels and design and
technological solutions.

These include primarily information
telecommunication technologies such as:

SDN (Software Defined Networking) [8],

NFV (Network Functions Virtualization) [9],

and

IMS (Internet Protocol Multimedia Subsystem),

artificial intelligence (Al),

WDM&DWDM (Wavelength Division Multiplexing
& Dense WDM),

cloud computing, mobile technologies LTE (Long
Term Evolution) & 5G/IMT-2020,

ToT (Internet of Think),

quantum technologies [10, 11].

It is known that critical information infrastructure is
information and communication systems, the
maintenance, reliability and security of which are
necessary for the effective functioning of special-purpose
enterprises, and in some cases, for the security of the
country as a whole.

Therefore, the tasks of research and analysis
performance indicators critical infrastructures in the
communication system based on the architectural
concept of future networks to ensure the protection
government and commercial special-purpose facilities
using advanced methods, algorithms and technologies
are the most relevant [12, 13].

This paper examines the solution to the problem
formulated above - the study and assessment of
performance indicators and information protection
systems critical infrastructures in the communication
system based on the architectural concept of future FN
networks.

General statement of the research problem

The analysis showed [3, 9] that a modern strategy
for ensuring network security and stability of critical
information infrastructures in the communication
system based on the architectural concept of future FN
networks based on SDN, NFV and multimedia IMS
technologies should take into account a number of such
factors:
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- ensuring the efficient functioning of critical
information infrastructures for special purposes [14];

- increasing the reliability hardware and software
systems of critical information infrastructures [15];

- effective management of the security of service
and information communication channels [16];

- a system of protection against constantly evolving
threats and new types of cyber attacks [17].

It is worth noting that some sources provide a clear
distinction between critical information infrastructure
and information infrastructure in a telecommunications
system [18, 19].

Information infrastructures are technical, social and
political structures encompassing people, technologies,
algorithms, tools and services used to facilitate the
distributed sharing content over time and distance [20].

However, critical information infrastructure
represents information and telecommunication systems,
the maintenance, reliability and security which are
necessary for the quality of functioning of enterprises.

Based on the study [7, 8], it was established that the
key content definitions of the critical information
infrastructure in the communication system are
characterized by many important characteristics to ensure
its efficiency, reliability and security.

Taking into account the constituent technical
components of the quality vector for the functioning of
critical information infrastructures in the communication
system Q[K(4)], it is functionally described by the

following relationship:
QK (4.1)]=
=W [Eg (4,t), Rue (Ai), his (4,1) ], i =1k,

where is 1|5 (4j,t)— a function that takes into account

)

information security criteria, taking into account the
intensity of service and useful traffic 4; at a point in

time t, which are an indicator of the information
security system in the critical information infrastructure
during the implementation of telecommunication
processes;

Egr (4i,t) — a function that takes into account the

efficiency criteria of critical information infrastructures
in the communication system, taking into account the
intensity of service and useful traffic 4; at a time t,

which are the network characteristics of the system’s
hardware and software systems when providing various
telecommunications services and applications;

Rue (Aj) — function that takes into account criteria

for the reliability of the functioning of critical
information infrastructures, taking into account the
failure A; rate of hardware and software systems of

communication systems at a time t .

Expressions (1) define the essence of the new
approach under consideration for analyzing complex
indicators of the quality of functioning critical
information infrastructures in communication systems in
the provision of telecommunications services and
applications.

Development of methods for calculating
the efficiency of important critical objects

With in order to assess the complex characteristics
of the important object under study, it is necessary to
maximize the quality indicators functioning critical
information infrastructures in communication systems
with a limit on the total cost of the system’s hardware and
software complexes, terminal, switching and channel
equipment basic innovative technologies [1, 7].

To solve the problem under consideration, a
calculation method is proposed, based on simplifications
in the description of the important object under study,
where complex indicators of the quality of functioning
critical information infrastructures and the cost of the
communication system are selected as the objective
function.

The mathematical formulation of the problem of the
proposed calculation method for assessing complex
indicators of efficiency, reliability and information
security  of  hardware-software  systems  and
communication system equipment is described by the
following objective functions:

E[11(A.1)]=

=W{ArgmaxQ[K(ﬂq-,t)]},i=1,_k, 2)
under the following restrictions
Kek (Airt) 2> Ko anr, (Aj 1); .
Aapk (4i) < Agpicann. (4i), 1=1Kk;
ko (AT 1) = 2epan, (4 Tot); W

Scia (An) < Sciaanr. (Ay), =1k,

where Sgjz (A,)— the degree of sustainability critical
information infrastructures in communication systems,
taking into account activity and security threats Ay,

which characterizes the criteria of confidentiality,
integrity and availability of each asset;
Agpk (4)— economic efficiency and cost of

hardware and software integrated communication
systems J;, taking into account when servicing i— the
flow of traffic packets in the provision of multimedia
services and applications i =1k;

Xip (4, 1,t) — the information security coefficient

of the functioning of hardware and software systems of
the communication system, taking into account the
intensity 4; when servicing i— the flow of traffic

packets, i=1k and taking into account the risks of
information security of important objects of critical
infrastructure r atatime t;

Kek (Aj t)— accordingly, single and complex
indicators of the reliability of hardware and software
complexes of communication systems when performing
i — multimedia services with a failure A; rate at time

t, i:1,_n;
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Sciaall.(An): Kekan. (Ait) . Agpran.(4) and

Xib.all (4i 1,t)— accordingly, the permissible values of

the resistance of a telecommunication system to threats
to information security , single and complex reliability
indicators, economic efficiency and cost, the information
security coefficient of the functioning of hardware and
software systems of the communication system, taking
into account the intensity 4; when servicing i — the flow

of traffic packets at time t, i =1,k .

Expressions (2), (3) and (4) define the essence of
the new approach under consideration when studying
the intensity flows of useful and service traffic
packets, on the basis of which a method is proposed
for calculating quality indicators of the functioning
critical information infrastructures in communication
systems when providing telecommunication services
and applications.

In addition, the latest proposed expressions describe
the features of the calculation method and are one of the
important criteria for the quality of functioning critical
information infrastructures in communication systems
based on SDN, NFV and IMS technologies when
providing multimedia services and when establishing
connections, which allow more accurately taking into
account the telecommunication processes occurring in
those analyzed in public network nodes.

Research information security system
with information risks

This subsection discusses the assessment of
information risks taking into account threat factors,
which are an important criterion for the information
security of the functioning software and hardware
systems of communication systems in critical
information infrastructures.

One of the key elements of the strategy for the
development modern critical information infrastructure
is the solution to the problem transforming the
information security risk management system in the
communications system.

Since, today, more and more often, modern
important critical infrastructures are moving away from
a model based on maturity in favor of a new approach
based on risk assessment [10].

To ensure the successful operation of highly loaded
critical infrastructures communication systems and the
effective use of big data in them, it is necessary to manage
emerging risks and assess their extent. In this case, it is
necessary to know with what probability a violation of
the information quality properties can occur.

Therefore, it is necessary to investigate the risks of
information quality in such communication systems
where information security is important in important
critical infrastructures with information risks, as well as
in the information security system.

The task arises - to develop a model for their
assessment, taking into account the security indicators of
the business process oriented telecommunications
company, which will be based on mathematical methods
for assessing the effectiveness of the information

protection system critical infrastructures of the
communication system with risks [23, 24].

Risk management in critical infrastructures is a set
actions to identify risks of communication systems,
analyze them and make decisions to minimize the
negative consequences risk events and increase their
positive consequences.

Any risk has the following characteristics: cause,
condition, probability occurrence, potential damage and
consequences.

To assess risk, the proposed calculation method is
used [7], which is based on the use of the following
algorithms and criteria, which as a functional dependence
are described as follows:

o (Ainrt) =

)
=W [Ppt (4.1), S (r.1), Pp\,(t,r)]| =1k,

where P (4,r,t)— is the probability of a threat in

important objects of critical infrastructures of
communication systems, taking into account the intensity
A; when servicing i— the flow of traffic packets and the

risks of information security r at the moment of time
t,i=1k;

Sg (r,t)— the cost of loss in important objects
critical infrastructures of communication systems, taking
into account the risks of information security r at the
time t, i= 1k ;

Ppy(t,r)— the probability of vulnerability in
important ~ objects  critical  infrastructures  of
communication systems, taking into account the risks
information security r at the time t, i= 1,_k .

Expressions (5) describe a method for calculating
the effectiveness of an information security system with
information risks based on the proposed new approach
and algorithms for quantitative assessment security
indicators oriented to the business process of a
telecommunications company [25, 26].

Thus, in the general case yyp(4j,r.t) it can be
calculated by summing the products of the possible
values of damage S (r,t) as a result of the impact of

threat factors Ppt (4,r,t) on the probabilities of the

implementation of these factors for each hazard:

2o (4. 1.t) =
— (6)

= isi.cl (r’t)'Pl.pt (/11 ) I’,t), i=1K,
i=1

where K — is the total number of hazards potentially
leading to damage in important facilities of critical
infrastructures of communication systems.

Formula (6) is the mathematical expectation of the
information security value functioning of software and
hardware systems in important objects critical
infrastructures communication systems.

It should be noted that quantitative risk assessment
carried out using formula (6) is difficult in real
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conditions. In this case [12], if statistical data are limited
in volume and time samples of probability and damage
values, or forecast indicators, statistical risk assessment
can be used

S
Zkb (i1 1),
which is based on an assessment of the value of damage

SCS| (r,t) and the frequency of occurrence of threats

P (.1 1).

Taking into account (6) the analyzed value is found
as follows:

Zio (F.1.t) =

. 7
=K-Sq(r,t)- Py (4.1.1), i=1K. @

Expression (7) defines a statistical assessment of
risks and characterizes the information security
coefficient in important objects of critical infrastructures
of communication systems.

In this case, from the last expressions (6) and (7) it
follows that the risk

o (4, 1,1)

can be calculated as the product of the probability of
threat

Ppt (4, 1.1)
probability of vulnerability
Pov (t,1)
and cost of loss
Ser (1),

which is described by the expression:

Zkb(ﬂ” rvt) =

= Pyt (A,1,1) Sy (1, 1) - Py (L,1). ®)

Based on the calculation method, the resulting
formula (8) is a formulation of the general problem in
important objects of critical infrastructures of
communication systems in the case of using qualitative
scales.

In addition, in important objects of critical
infrastructures of communication systems, risk can be
expressed not only as a product, but also as a combination
of probability values and damage forecast [7, 26].

One of the main examples of a risk assessment
method can be the matrix method, with the help of which
damage forecast indicators and threat recurrence rates are
ranked in the form of a matrix.

Results numerical calculations
and modeling

In this work, the installation system manager, who
acts together with a representative of the relevant service,
is also considered as a potential violator.

Therefore, it can be assumed that the dynamics
threat activity depends on the important object involved
in the technological telecommunications process.

Let's consider the case when the characteristic time
of change in activity is much less than the time 7, and

the activity of the threat changes abruptly from 0 to AT,

and continues for some characteristic time greater than
74 . Then (8) has the following analytical solution:

o (7ai 1) =
=1, AT, {1—exp[—(t —t )/Ta]}

where 7, — time of relaxation of a threat in the absence

)

of its activity; ty— random start time of the threat;
AT, - threat

counteraction measures in control systems.

Expressions (9) take into account the activity of the
threat (a single threat to the security of confidentiality,
integrity and availability) and the risk measure for the
asset component (A,) of communication network

compensated activity by taking

management systems in critical facilities, where specific
assets can be servers, hardware and software systems and
local networks connected to telecommunication systems
Ayn=123,.,N.

We will assume that in a communication network
management system, the risks of confidentiality, integrity
and availability are not independent, and we will take into
account the risk for each asset A,, which consists of

three components, n=1,2,3.
In the latter expression for AT — AT , then

formula (9) will take the following form:
2o (Tan 1 t) =1-exp[—(t—tg) /5 |;
max | zip (7a.1.t) | =1.
According to the results of the study (10), the value
1- 2k (ra, 1 1) = exp[-(t-tg )/ 751,

will be considered as the degree resistance to threats.
From the latter it follows that as the degree of threat

realization increases, the degree stability decreases.
Next, by analogy with (10) and using (8), we

consider S;j; (A,) the degree of sustainability to threats

Ay, N=12,3,..,N

(10)

of each asset and is found as

follows:
Secia (An) =1- ko (za.1,1) (11)

From (11) it follows that the failure of one asset
communication network management systems leads to
a loss of stability of critical information
infrastructures.

In order to assess the stability of important critical
information infrastructures to information security
threats, a communication network management system is
considered as an object study, which has an input x and
output system Y, and also has feedback subsystems to

improve their degree stability. Therefore, the impact on
telecommunication systems for managing information
processes critical elements in important objects is being
studied.
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In accordance with (9), (10) and (11), the output of
the subsystem Sgj, (Y) is related to its input Sgj5(X) by

an equation, which is expressed as follows:
Scia (X)

S = , 12
Cla(y) 1—kf [l—SCia(X)] ( )
where k; — feedback coefficient and k; <1.
Expressions (12) characterize the degree of

resistance of critical information infrastructures to threats
to information security using an elementary subsystem
with feedback (feedback) and determine the quality of the

S, cf(z(PY

communication network. In addition, from (12) it follows
that feedback increases the stability of the critical
information infrastructure subsystem.

Using the Communications Toolbox package - an
extension of the standard environment Matlab R 2019b
(9.7; 64 bit), the importance of system stability criteria
was calculated.

Based on the numerical values in Fig. 1, a graphical

dependence of the response Sgj, (Py) of this subsystem
to the input influence Sgjz(P;) is constructed for

different feedback coefficients ki .
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Fig. 1. Graphical dependence of the response feedback subsystem
on the input influence for given different feedback coefficients

Analysis of the graphical dependence shows that
in the event of a risk to the threat of technical impact
of the communication network, with an increase in the
response of the feedback subsystem from the input
impact Sgjz (Py) , meeting the requirements for the
stability of critical information infrastructures with the
effective use of the feedback subsystem for a given
indicator k¢, the magnitude of the response increases

Scia (Py) .
Its noticeable change begins with values

Scia (Px) 20,25

at a given
ks =0.90.

The dependency graphs shown in fig. 1 clearly
demonstrate the improvement in the degree sustainability
to information security threats in critical objects as the
coefficient increases

k¢ >050.

The results of the study show that with an increase
in the response of the feedback subsystem, the degree of
resistance to threats to aggregates and to threats to
information security increases.

This one is focused on critical
telecommunication systems.

Taking into account the above, we will determine
the degree of sustainability of the resource A, . For each

objects in

resource A,,N=1, 2, 3 you can determine the degree of

its system sustainability (Sustainability) Sgja(A,) by

assessing the criteria S(A;), S(A3) and S(Ag) and can
be defined as follows:

Soa () =[S (A) S (R) s (m)] <
Sscia.all.(ph); n:l'_3'
here Scigan.(Ay) — permissible value degree of

resistance to threats to units and to threats to information
security of important critical objects of the
communication system, taking into account assets or
resources Ay, n=12,3,..,N .

Using the Communications Toolbox package on the
Matlab 9.7, R 2019b environment, the importance of
system stability criteria was calculated and the results are
shown in Table 1.

Table 1 — Importance of system stability criteria

Designation Meaning
S(A1) 0.442
S(A2) 0.271
S(As) 0.243

From table 1 it is clear that
Scia. (A, )=0.44+0.27+0.24 =0.956 < 1.

It is worth noting that the degree of system stability
must be at least 0,950, that is, deviation from the full
stability of the system is allowed no more than 5% [26].

This means that

Scia.all.('A‘n ) >0.950,
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that is
0.950 < S a1 (A, ) <1.000 .

Conclusions

As a result of the study, a method was proposed for
calculating indicators effectiveness of critical
information infrastructures communication systems,
taking into account the criteria reliability, information
security and business processes important objects.

Based on the calculation method, analytical
expressions are obtained for assessing various categories
risks that affect the provision of the required quality of
information, which are based on the use of the following
important quantities: the probability of a threat, the
probability of vulnerability and the cost of losing the
system.

In further research, the authors propose to test the
proposed calculation method algorithms on specific
important objects communication systems.
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JloctiizkeHHS Ta aHAJI3 MOKA3HUKIB e()eKTHBHOCTI
KPUTHYHHUX iHQPaCTPYKTYyp y cucTeMi 3B'A3KY

B. I. Ioparimos, A. I. T'acanos, E. I. T'aiumMoB

AnoTaunisi. Ha ocHOBI apxiTekTypHOi KOHIEMIii MaiOyTHIX MepeX IpPOaHATI30BaHO IOKA3HUKU €PEKTUBHOCTI
(GyHKI[IOHYBaHHS KPUTHYHHX iHGOpMaIiiHUX iHpacTpykTyp y cucTeMi 3B’s3Ky. O0’€KTOM MOCTiIKeHHSI € amapaTHO-
MPOrpaMHi KOMIUIEKCH KPUTHYHUX 1HQOpPMAaLidHUX iHQPAacTpyKTyp CleliaJbHOro mpu3HadeHHs. Kpurndyna iHdopmariiitHa
iH(pacTpyKTypa sABIse cO0010 iHPOPMAIIHHO-TENEeKOMYHIKALifHI cucTeMu 3B'SA3KY, TeXHIYHE OOCIYroBYBaHHS, HaIiHHICTD i
Oe3meka sKUX HEOOXimHI ans Oe3redHoi poOOTH MiANPUEMCTB crenianbHoro npusHaueHHs. 11106 YHUKHYTH BHHHKHEHHS
PI3HOMAHITHHUX HIMACHTIB Oe3MeKH Ta HaAIHHOCTi, CHCTEMH 3B’ 3Ky JOCHIPKYBaHHX KPUTHUHHX iHPPACTPYyKTyp BUMAraioTh
NOCTIfHOTO aHanmidy Ta OHOBICHHS mpaBuil pobotu. IlpeaMeToM MOCTITKEHHSI € METOA PO3PaxyHKY MOKA3HHKIB SKOCTI
(GYHKI[IOHYBaHHSI KpUTUYHUX iHGOPMAIitHNX 1HYPACTPYKTYp CHCTEM 3B’sI3Ky. Y HaHili poOOTi Ha MPUKIAAI CHCTEMH 3B SI3Ky
Ha OCHOBI CY4aCHUX TEXHOJIOTiH PO3TIITHYTO ITOCIIIOBHICTB il U aHaJi3y 3arpo3 Oe3nemni 00’ ekTa KpUTHYHOT iHpOopMaIiitHoT
iHppacTpyktypu. MeTo0 IOCTiI:KeHHSI € pO3poOKa HOBOTO MiAXOAYy JO CTBOPEHHS METOIIB PO3PaxyHKY HOKa3HHKIB
edexTuBHOCTI, HaMIHHOCTI Ta iHpopMamiiiHoi 6e3neku cucreM. PesyabraTn. Ha ocHOBI aHamizy poOOTH 3alIpOIIOHOBAHO METO
PO3paxyHKy ITOKa3HHKIB €(EeKTHBHOCTI KPUTHYHHX iHPOpMamiHHUX iHQPACTPYKTYp CHCTEM 3B’SI3Ky Ta OTPMMAaHO BaXKJIHBL
AQHANITUYHI BUpa3H I MOAAJIBIIMX JNOCHIMKEHb. B pe3yabTari MpoBEAEHOro JOCHIIKEHHS OTPUMAHO OCHOBHI BHCHOBKH
JOCIIDKEHHS, SIKi MOXKYTh OyTH peasi3oBaHi Ta BUKOPUCTaHI B KPUTHYHHUX 1HOPACTPYKTYpax CUCTEM 3B’SI3KY [UIS PO3PaXyHKY
SIKOCTI (DYHKI[IOHYBaHHS 3arajbHOAOCTYIIHUX KOMIT IOTEPHUX Ta TEICKOMYHIKAI[IITHAX CHCTEM.

KawuoBi caoBa: kxpurtnuHi iHpopMamiiHi iHQpacTpyKTypH; HMOBIPHICTH 3arpo3d; OLIHKA €(EeKTHBHOCTI; PHU3HK;
crcTeMa 3axucty iHdopmarii; IMOBIPHICT ypa3aHBOCTI.
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