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COMPLEX METHOD OF DETERMINING THE LOCATION OF SOCIAL NETWORK

AGENTS IN THE INTERESTS OF INFORMATION OPERATIONS

Abstract. The researcher developed a method for determining the location of social network agents in the interest of
conducting an information operation based on a comprehensive approach to data analysis of the information system. The
relevance of the method is determined by the need to specify the enemy's target audience in the area of the information
operation. Results. The author proposed a complex method for determining the location of social network agents, which
is based on the combination of data from the analysis of the social connections of the specified agent, geotags and the
time of registration of his friends in the social network, databases of IP addresses and geolocations of social network
agents. The advantage of the developed method is the possibility of its application without direct access to the devices of
agents of the social network that use the data of global positioning satellite systems. Conclusion. The application of the
proposed complex method of determining the location of agents of social networks makes it possible to increase the
effectiveness of information operations due to a more accurate definition of the enemy's target audience in the area of
operations. The direction of improvement of the developed method can be its integration with complex information
systems of psychological influence, as well as the use of machine learning methods and algorithms.
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Introduction

Today in the world there is a significant increase in
armed aggression between states in different parts of the
world. However, a feature of the modern armed struggle
is the widespread use of information operations, which
are aimed at internal and external target audiences (TA)
with the task of justifying their aggressive actions and
convincing their own population and the public of other
countries of the legitimacy of the resolution of the armed
conflict (aggression). According to research by
specialists in the field of information and psychological
operations, the essence of information operations is
defined as "the ability, in combination with other means,
to conduct massive information campaigns against the
population of states to destabilize society and the
government, forcing the state to make decisions in the
interests of the opposite party" [1].

Information  operations and  psychological
operations are conducted in order to counter the enemy's
information operations, to create favorable conditions for
the use of their troops (forces) and to prepare the
population to fight the enemy. Such operations also
include psychological actions and distribution of
prepared special information (SI) for psychological
influence) on the emotions, motives, rational thinking
and behavior of the enemy's target audience.

Information operations involve the implementation
of planned actions with the delivery of specially prepared
information using means of communication to influence
the emotions, motives, rational thinking and behavior of
the target audience in order to achieve political and
military goals [2]. Possible means of disseminating
information during the information operations can be:
sending short messages (SMS) to mobile phones in a
certain area, radio appeals, sound broadcasting stations,

printed products (postcards, newspapers), etc. In modern
conditions, the greatest attention is paid to the means of
information dissemination on the Internet, especially in
social networks (SN).

A key condition for achieving the goals in the
implementation of the information operations is the
correct definition of the target audiences — groups of
people selected for the implementation of psychological
influence by the forces and means of the information
operations [2].

One of the main factors that significantly affects the
effectiveness of the information operations is the correct
definition of the target audiences, for which it is
necessary to have information about the geographic
location of specific persons or groups of persons who are
selected for the implementation of psychological
influence.

It is also necessary to take into account the potential
level of psychological influence of social networks
agents, which have the greatest influence on the
determined targets audiences according to the method
based on the calculation of the level of publishing activity
and the number of network connections of agents in
social networks [3].

Object, subject and methods of research.
Determining the geographic location of social networks
agents or the geolocation of social networks agents is an
important task that must be solved when determining the
target audiences for the further development of special
information products (informational materials for the
implementation of psychological influence).

Determining the actual stay in the area of the
information operations of the social networks agents is an
important task due to the reluctance of the social
networks agents to disclose personal information about
their location.
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Thus, the key condition for achieving the goals of
conducting psychological influence is the correct
definition of target audiences, which will increase the
effectiveness of conducting psychological influence.

Literature analysis. The geographic location
(geolocation) of social networks agents who have not
specified their own location in the profile can be
determined using various methods. Methods for
determining the location of social networks agents based
on the selection and subsequent analysis of keywords
(indicators) in the text of messages published by social
networks agents are described in [4]. These methods use
different methods of finding relevant words and their
correlation with the geolocation of the social network’s
agent.

To increase the accuracy of geolocation
determination based on content analysis created by social
networks agents, methods built on the basis of neural
networks are used [5].

Another group of methods is used to specify the
geolocation of social networks agents by analyzing
network connections between agents using a graph model
of social networks [6, 7].

These methods take into account the analysis of the
interaction of social networks agents, their connections
with each other (one-way or two-way), the degree of
proximity in the network using various methods of
learning graphs.

The study of the types of connections between
social networks agents and the analysis of their content -
reviews of the same places on Google maps are given in
work [8].

Based on the analysis of the profile data of social
networks agents and their metadata (for example, the
time zone, the country in the profile, and other
indicators), the probability of determining the location of
the social network’s agent, which was investigated in [9,
10], increases.

In [11], IP address geolocation studies were
conducted using active signal delay measurements
(GeoPing), DNS routing determination (GeoTrack), and
the use of IP databases of commercial services (for
example, IP2Location and MaxMind) for geolocation.

Presentation of the main research material

Most of the gadgets used by social networks agents
have the function of determining their own location using
satellite navigation technologies (GPS) or using the
triangulation method based on the reception and
transmission stations of the mobile operator's network
(A-location). Therefore, the content created by social
networks agents (text messages, photos, video materials)
may have markers that indicate the geographical location
of the social networks agent at the time of creation
(distribution or posting) of the corresponding content,
even if he, the social networks agent, did not indicate his
own location in the social networks own profile.

According to statistical data presented in work [12],
it was determined that the majority of mobile phone
(gadget) users do not prohibit the use of geolocation in
the settings for the full operation of applications and
services that work on the basis of data about the location

of the mobile gadget (for example, rational routes on
maps Google, availability of necessary shops nearby,
etc.). If in the device settings, the social networks agent
has given permission to store the history of the location
of the device, then the movement history of the social
network’s agent with the gadget (mobile phone) can be
obtained by applications that have been granted access to
geodata. Later, the social networks agent can view the
places it visited and adjust the geodata. Applications that
have access to geodata can determine the location of the
gadget (by mobile phone number or code) to display
relevant information (services, advertising, etc.) to the
social network’s agent.

In the settings of the gadget (mobile phone), the
social networks agent can independently prohibit the use
of the Global Positioning System (GPS) of the GPS
location, but leave the possibility of using the A-location,
then the accuracy of the geolocation decreases. The use
of A-location technology provides an opportunity to
connect the nearest base stations and their geographic
coordinates with the gadget of the social network’s agent
at the current moment in time. The use of A-location
technology provides such opportunities as:

location determination without the need to install
additional software on the social networks agent's gadget,
using the existing mobile communication infrastructure;

does not require the consent or informing of the
social networks agent about determining his location;

can be used in rooms and other locations where
there is no GPS satellite navigation signal.

Therefore, A-location technology is a potentially
effective tool for solving the problem of determining the
geographic location of social networks agents, which
should be combined with other approaches and methods
to increase the overall accuracy of geolocation. But at the
same time, the question arises as to how to solve the
problem of determining the geolocation of those social
networks agents who hide information about their own
location for reasons of confidentiality or for other reasons
and have prohibited the use of GPS location and
A-location in the phone settings.

To increase the accuracy of geolocation, the social
networks agent can allow the device to determine the
location automatically based on the Wi-Fi access point
information [13, 14]. Some applications may
automatically send anonymized device geolocation
statistics (for example, to Google).

During emergency calls, geodata about the location
of the social network’s agent is automatically sent from
the gadget directly to emergency services without the
permission of the social network’s agent. However, the
study [12] provides statistics that reflect the information
that among the published materials, only 10% of the
content has geographical tags.

Using methods of cyber influence, information
about the location of the social network’s agent can be
obtained, but this is beyond the scope of scientific
research.

The assumption of the developed method is that the
social networks agent has only one permanent
geographical location (latitude and longitude), where he
is constantly is located and has access to the Internet (as
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arule, this can be a place of residence or a place of work).
Each social networks agent has connections with other
social networks agents, some of whom are his friends and
with whom he is systematically in the same place (for
example, the social networks agents A and B), as
evidenced by the history of registrations on Google Maps
likes and comments they leave after visiting the places
marked on the maps (Fig. 1).

Fig. 1. Example of social connections of social network agents

In most cases, the location of the social network’s
agent is correlated with the location (registration
locations) of his friends. An example of such social ties
to agent B is circled in Fig. 1.

The reliable determination of the location of the
social networks agents provides an opportunity to
increase the effectiveness of the information operations
due to the accurate determination of the target audiences
that is subject to psychological influence. For further
psychological influence, it is expedient to specify target
audiences — friends of the social networks agent who live
with him in the same settlement.

In [15], the scientific and applied problem of
detecting spammers and identifying spam messages in
the text context of any social network or messenger was
solved. Such a task is solved using various spam
detection algorithms and spammer detection approaches.
The results of the study [15] allow the social networks
agent to detect and filter out real and virtual (spammers),
but do not allow determining its location.

In most cases, the social networks agent has two
areas of concentration of points on the registration map
(Google Maps) — near the place of work during the day
and the place of rest at night, which are on average up to
15 km away for a resident of a large city. To determine
the target audiences in the interests of the information
operations, it is enough to have information about the
location of the social network’s agents with accuracy to
the population center. The technology for determining
the location of the device by its IP address (which is
provided by the Internet provider for a stationary
connection) has such accuracy, and on average it is
(10...30) km depending on the network infrastructure
[14].

In [14], geolocation research was carried out using
databases of IP addresses, access to which is free
(IP2Location and MaxMind). Special [P address
databases of the social networks agents identify the
geographic region, city, and country associated with the
IP addresses.

The accuracy of determining the location of the
social networks agents using IP geolocation databases
was studied in [16].

Commercial versions of these databases have a
larger number of addresses and provide a more complete
set of services. In [16] it was determined that the error of
determining the location for fixed networks of Internet
providers is up to 5 km on average, and for networks of
mobile operators up to 10 km.

But in order to determine the location of social
networks agents using IP geolocation databases, it is
necessary to additionally have information about the IP
of social networks agents.

It is important to note that most social networks set
restrictions on access to information about IP addresses
of social networks agents.

The task of determining IP addresses of social
networks users can be solved using social engineering
methods.

In [17], two-factor authentication is used, when the
authorization code is sent through a separate channel.
This approach, admittedly, is associated with significant
overhead costs associated with both the use of additional
channels and the need for additional processing. At the
same time, there is no analysis of the impact of costs on
improving security and availability during information
transmission. Apart from research, there is also the
determination of the geographical location of information
channels.

In work [18], the security of information
transmission is considered physically as an additional
level of security that ensures the confidentiality of radio
communication.

The typical characteristics of a wireless channel
(noise, interference) can be used to preserve the
confidentiality of a message from potential interceptors.
Coordinated planning of the inclusion of channels
between different cells using the same radio resources is
proposed, based on the use of spatial information in the
form of an IP address [19, 20].

We do not consider the method of determining the
IP addresses of the social networks agents by means of
cyber influence with the help of unauthorized access to
the databases of the provider's website, which provides
customers with access to the Internet, due to the violation
of legal norms.

There is a way to determine the IP addresses of the
social networks agents by the "phishing" method [21] (by
sending personal messages to specified the social
networks agents with a request to respond through their
e-mail), which consists of the following:

—we send a useful offer to a designated the social
networks agent, whom we will designate as B, a personal
message through the social networks;

—we invite him to reply to the e-mail address you
specified;

—if agent B sent a reply letter with his e-mail
address, the next step is to perform service data analysis
of the received letter, which is carried out using "online"
or "offline" mail programs. Using the specified service,
the IP address of agent B can be found in the "mail
properties” section of the mail server.
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The second way to determine the IP address of the
social networks agent is to encourage it to go to an
interesting link, an image, which results in an automatic
redirection to a service for determining IP addresses, for
example — IP Logger [22, 23].

To generate a link on the IP Logger site, in the
"link/picture” block, you need to put the link of the
specified the social networks and click "get logger code".

The next step is to store the ID-own logger in the
system for statistics analysis.

After performing the above actions, send agent B a
message with the link "Your link for collecting IP
addresses™ and invite him to follow this link. In order to
distract agent B, it is necessary to create a short link using
Google tools.

After agent B follows the link we specified, he will
go to the page whose address was specified on the IP
Logger's main page, and his IP address will be displayed
in the statistics on the ID page of this logger.

To increase the probability of correctly determining
the location of a social networks agent, it is most
appropriate to develop a comprehensive method that
combines the method of determining the location of the
social networks agents by analyzing IP geolocation
databases and specifying the location of the social
networks agents by analyzing their geotags.

The developed method consists of the following
stages.

1. Finding the set of friends of a specified the social
networks agent (By; tu).

2. Finding the IP of each friend of the social
network’s agent from a defined set of his friends.

3. Based on the found IPs, using IP geolocation
databases, the target audiences are determined, which
includes those friends of the social networks agent who
live in the same city.

4. In order to exclude the influence of errors in the
IP geolocation databases, the registration places of the
friends of the social networks agent are checked (by place
and time: Bm; tm), which determines their most likely
permanent location

5. According to the result of the target audience’s
refinement by the method of excluding from the target
audiences those social networks agents, most of whose
registrations are in other places, the final target audiences
are formed based on the same geographical location of
the social networks agents.

Schematically, a complex method of determining
the location of the social networks agents based on the
analysis of their geotags, taking into account the
information of geolocation databases by IP, is shown in
Fig. 2.

Stage 1 —findingthe B
set of friends of the

specified SN agent.

wi i By oty =72
¥ Stage 2 — finding
the IP of each
IP(B; .t; )=7 | friendof the SN

agent

Stage 3 - finding the

FRIEND 1 FRIEND 2| poce N using IP FRIEND N
Bty By, .tr,| geolocation databases |Br, »tr,
v Stage 4 — clarification of the v
] TA by checking the places and ;
HOME times of registrations of friends HOME,
WORK of the SN agent WORK

Stage 5 — formation of
final TA based on the same

geographical location of the
SN agents

Bfn’tf

Fig. 2. A comprehensive method of determining the location of the social networks agents
by analyzing their geotags, taking into account the information of geolocation databases by IP

Let's consider additional existing tools, namely:

WHOIS is a web service that verifies information
about the owner of a domain or IP address. Entering an
IP address or domain into the WHOIS interface allows
you to get information about the owner, contact details
and location.

The IP info service is used to obtain information
about the geographical location of an IP address.

Web application firewalls (WAFs) record
information about the IP addresses from which HTTP
requests are received and contain the functionality of
their analysis.

With the help of specialized tools for analyzing
network activity Wireshark, Snort, or Bro, it is possible
to analyze network traffic and determine the IP addresses
of the social network’s agents [24, 25].
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In order to detect the social networks agents that use
VPN anonymizers or proxy servers to hide their IP
address, you can use the software module for determining
the use of VPN/Proxy by the social networks agents, as a
component of the software and technical complex of
network data processing, described in [26, 27]. Using the
above tools for monitoring network activity and detecting
IP addresses of the social network’s agents, the following
tasks can be additionally solved:

—first, to determine the behavior of the social
network’s agents, the spread of fake news or propaganda.
The analysis of the IP address provides information about
the geographical location of the social network’s agents,
which is necessary for conducting information operations
and cyber-attacks;

—secondly, to detect bots, block the spread of
malicious content, and protect against DDoS attacks. The
social networks administration can also independently
use IP addresses for content moderation.

Conclusions

Thus, the first comprehensive method of
determining the location of the social networks agents
has been developed based on the integration of IP address
geolocation databases and the analysis of geotags of the
social networks agents, which makes it possible to
increase the reliability of determining the target
audiences by geographical location in the interests of
conducting information operations.

The direction of further research may be the
development of methods for determining target
audiences based on other approaches, such as the analysis
of network connections of the social network’s agents, or
the analysis of additional information from the content of
profiles of the social network’s agents. It is also
promising to develop automation tools using machine
learning to implement the stages of the developed
method.
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KoMmiekcHuii MeToJ BUBHAYEHHS MiCLIe3HAXO/I’KEHHS areHTIB colliaIbHUX Mepesk B iHTepecax iHdopMmaniiiHoi onepauii
C. B. I'epacumos, A. M. Tkauos, C. B. bazapHwuii

AHoTanif. Y JociipKeHHI po3po0ieH0 MeToJ BU3HAYEHHs! MICLe3HAaXO/DKEHHS areHTIB COLIaIbHUX MEpeX B iHTepecax
NpoBesieH s iH(popMaNiifHOi oreparii Ha OCHOBI KOMIUIEKCHOTO IiIXOAY aHai3y AaHHX IH(QOpPMAI[iHHOI CHCTeMH. AKTyaJbHICTh
MeTOory OOYMOBIIOETECSI HEOOXITHICTIO YTOYHEHH I[UThOBOI ayAUTOpil MPOTHBHUKA B paifoHI MPOBeeHHs iH(popMaliiHOI omepariil.
ABTOpaMH 3aNpONIOHOBAHO KOMIUIEKCHHMI METOJ BM3HAUEHHS MICIIC3HAXO/DKEHHS areHTIB COLIAIBHUX MEpEeX, KU Oa3yeThcsl Ha
MOETHAHHI JAHUX aHaTi3y COIABHIX 3B’S3KIB BU3HAYEHOTO areHTY, TEOTErIB Ta Yacy peecTpallii Horo Ipy3iB y comiaibHii Mepexki, 0a3
nanux [P-ampec Ta reookamiif areHTIB comiambHUX Mepek. [lepeBaroro po3poOIeHOro METOy € MOXIIMBICTH HOTO 3aCTOCYBaHHs 03
0e3MocepeIHROr0 JOCTYITY JI0 NPHUCTPOIB areHTiB COLIAIBEHOI MepeXxi, 0 KOPHUCTYIOThCS JAaHUMH CYITyTHHKOBHX CHCTEM TJIOOAIBHOTO
HO3HI[IOHYBaHHsA. Pe3ybTaTH. 3arporoHOBaHHi KOMILUIGKCHHH METOJ BH3HAYEHHs! MICI[E3HAXO/DKCHHS areHTiB COLIATBHUX MEPeX B
iHTepecax iHpopMariiiHOi omeparii BKIFOYa€e Taki OCHOBHI €Taly, SIK: 3HAXODKESHHsS MHO)KHHHU JPY3iB BU3HAUCHOTO areHTy COLUAIBHHUX
Mepesx; 3HaX0/pKeHHs1 [P K0XKHOro Jpyra areHra coLjiajIbHIX MEPeX 3 BU3Ha4eHOT MHOYKMHH HOTO JIpy3iB; 3a 3HakaeHnMu [P 3a nornomororo
0a3 naHuX reonokatii [P BU3HaYaeThCs LibOBA ayAUTOPIs, Y Ky BXOIATD Ti JIPy3i areéHTy COLIATBHOI MEPEXI, 110 MEIIKAIOTh y TOMY XK
caMOMY MICTi; sl BUKJTFOYCHHST BIDTUBY TIOMIJIOK y 0a3aX IaHVX Teoiokartii [P mepeBipsiioThCst MiCIIS peecTpalliit Jpy3iB areHTy COmiambHIX
MepexK (3a MICIIEM Ta 9acoM), UMM BH3HAYAETHCS HAHOUTBHII HMOBIpHE TX MOCTiHHE MiCIIE3HAXOPKEHHS; 32 PE3YJIBTaTOM YTOYHEHHS [IUTHOBOT
ayIUTopii METOJIOM BUKJTFOUEHHS THX areHTIB COIIIANTEHOT MEPEsKi, OUTBIIICT PEECTPALIIN SKHX € B HIHX MICIIIX, GOpMy€eThCS MiZICYMKOBa
I[UThOBA AyAUTOPIS 38 O3HAKOIO OJTHAKOBOTO TeorpadivHOro MiCIIe3HAXO/DKEHHS arcHTIB COMIAbHUX Mepek. BucHoBok. 3actocyBaHHS
3aMPOIIOHOBAHOTO KOMIUIEKCHOTO METO/y BHM3HAYCHHS MICIIE3HAXO/DKEHHS arcHTIB COLIQTBHHX MEpPEX Ja€ MOXKIIMBICTH MiJBHILUTH
edexTHBHICTH pOBeeHH s iH(MOPMALIHHNX Oreparliii 3a paxyHOK OUIbII TOYHOTO BHU3HAYEHHS LITbOBOI ayUTOPIl IPOTHBHKKA B PaiioHi
HpOBEIeHHs orepattiid. HampsiMkoM ynockoHasIeHHs po3po0IeHOro MeTo Iy Moxke Oy TH HOro iHTerpartist 3 KOMILIEKCHUMH iH(pOpMaLiHHAMH
CHCTEMaMH TICHXOJIONYHOTO BILUTMBY, & TAKO)K BUKOPUCTAHHS METOAIB Ta aJITOPUTMIB MAILIMHHOTO HABYAHHSI.

Kaw4yoBi cioBa: areHTH COLalbHHX MEpeX; reoJioKalis; reoTer, iHpopMmauniiiHa cucTeMa; LiNbOoBa ayAWUTOPIs;
[ICHXOJIOTT4HHUI1 BILTHB.
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