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Abstract.  The subject of the study is the processes of ensuring the reliability and security of information in cyber-physical 

space. The objective is to develop recommendations for the implementation of a method of information security in cyber-

physical space. The development is based on the technology of ultra-wideband signals circulating in wireless communication 

channels. The task is to ensure the stable and reliable operation of the airborne wireless mobile communication network, 

which is the main component of cyberspace and its most vulnerable link to destructive influences. Methods used: methods 

of analytical modelling and time-position pulse coding. The following results were obtained. It is shown that in order to 

ensure high quality of wireless network operation, it is necessary to expand its bandwidth, which is limited by the physical 

resource of the radio frequency spectrum. It is proposed to overcome this contradiction by applying the technology of ultra-

wideband signals, the base of which is much larger than one. In this case, the information signal is emitted without a carrier 

frequency simultaneously in the entire frequency band, provided that the signal level is lower than the noise level.  The 

method of positional-time coding is used, in which each information bit is encoded by hundreds of ultra-short chip pulses 

arriving in a certain sequence. In such wireless communication systems, the use of autocorrelation reception of modulated 

ultra-wideband signals is proposed. A comparative analysis has shown that the wireless network with the best reliability and 

noise immunity is the one where the time separation of the reference and information signals is applied. During the first half 

of the bit interval, the switch closes the transmitter output directly to the ultra-wideband signal generator, forming a reference 

signal.  In the middle of the bit interval, the switcher switches the output to one of two possible positions depending on the 

signal "zero" or "one", forming the information part of the signal. Conclusions. Systems with autocorrelation reception and 

separate transmission of reference and information signals provide a high level of structural signal concealment, as well as 

reliable transmission of digital information, especially in conditions of interference. 
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Introduction 

The modern information and technological 

revolution are characterised by the factors of universal 

access to the global information space and widespread 

use of electronic information processing tools. At the 

same time, the scientific and methodological foundations 

of information influence on the individual and mass 

consciousness of humanity are constantly being 

developed with the introduction of mechanisms for 

reflecting these information influences on social, 

political and economic processes. The international 

standards on cybersecurity ISO/IEC 27032:2023 [1, 2] 

define the concepts of cyberspace and cybersecurity 

taking into account the trends in the development of the 

global Internet. Cyberspace is an environment that 

represents the consequences of the results of the 

interaction of people, software and services on the 

Internet through technologies, devices and networks 

connected to it, which do not exist in any physical form. 

The same standard defines cybersecurity through the 

concept of cyberspace. Cybersecurity is security in 

cyberspace [1, 2]. Recommendation X.1205 of ITU-T 

also defines cybersecurity through the concept of 

cyberspace and risk management. Moreover, the 

ISO/IEC 27032:2023 standard also defines the 

relationship of the term cybersecurity with network 

security, application security, Internet security and 

critical information infrastructure security. The standard 

provides a visualisation of the relationship between these 

different terms (Fig. 1). All these terms are united by the 

concept of information security. At the same time, 

cybersecurity is becoming an increasingly universal 

field, where a number of aspects, including beliefs, social 

influence, emotions in decision-making, determine the 

associated human vulnerability.  

 

 

Fig. 1. The relationship between the term "cybersecurity"  

and the terminology of ISO/IEC 27032:2023 [1] 

 

In the context of the formation of a high-tech 

society, social networks based on Internet services have 

become the most popular means of mass communication. 

At the same time, human and software vulnerabilities are 

used by attackers to breach the security of cyberspace, 

which makes cyber-physical systems a constant universal 

threat to cyberspace security. 

The development of means of information influence 

in the technical sphere [3, 4] leads to significant 

complications in the use of widespread technical means 

of control and communication. At the same time, the use 

of existing hardware and software becomes virtually 
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impossible [5–9], which becomes a significant problem 

of ensuring the required level of security in cyberspace, 

in particular when using wireless mobile data 

transmission channels.  

Thus, in order to successfully counteract targeted 

destructive information influences on the systems of state 

and military administration, it is necessary to develop and 

implement fundamentally new decision-making 

algorithms and secure technical means of control and 

communication.  

The purpose of the study is to develop 

recommendations for implementing the method of 

information protection in cyber-physical space.  

Analysis of information security methods 

in the face of interference 

The presence of interference places additional 

demands on coding methods. A complex electromagnetic 

environment makes it difficult for a wireless network to 

operate efficiently, causing a failure in control systems 

and communication channels. This creates a real 

possibility of unauthorised access to information 

circulating in cyberspace.  

Thus, from the security point of view, wireless 

communication channels are among the most vulnerable 

to interference and information distortion.  

This is due to the fact that in addition to the 

destruction of information in the network, there is a 

possibility of its interception, distortion and addition of 

false information to wireless information channels in 

cyberspace [10–18]. 

A canonical digital system for transmitting or 

storing information in cyberspace includes a source, a 

receiver and an encoding device. The encoding device of 

a noise-resistant coding system receives information 

symbols, adds redundant symbols to them in such a way 

that most of the errors that occur during signal 

modulation and transmission over a channel with noise 

can be corrected. 

To protect digital information from the effects of 

random and targeted interference, noise-resistant coding 

methods are widely used, the essence of which is the 

introduction of redundancy, which increases the amount of 

information and reduces the speed of its transmission.  

In practice, Heminge, Golay, cyclic, block, and other 

codes are often used. In many wireless communication 

systems, the most common use is turbo codes and block 

codes, which combine noise-resistant coding with digital 

modulation. All error-correcting codes have a common 

idea, which is to add redundant symbols. They are added 

after the information ones, creating a code sequence or 

codeword that provides the redundancy needed to detect 

and correct errors.  

Thus, coding allows to increase the noise immunity 

during data transmission and transmission efficiency, but 

at the expense of redundancy - an increase in the amount 

of service information. 

Information security  

in wireless communication channels 

It is usually assumed that in a communication 

channel, the additive noise count is added to the 

modulated noise. The noise counts are assumed to be 

independent of the noise source. This model is relatively 

easy to investigate and allows for the consideration of 

channels with Gaussian noise, channels with common 

Rayleigh fading, and a double symmetric channel. On the 

receiving side, the decoder uses redundant symbols to 

correct for errors introduced by the communication 

channel. In the error detection mode, the decoder behaves 

like an encoder received from the message channel and 

checks whether the calculated redundant symbols match 

the received ones. In the classical theory of error-

correcting codes, a complex including a modulator, 

demodulator and a noisy signal propagation medium is 

called a discrete channel with no memory and an input 

and an output.  

An example of such a channel is a system for 

transmitting binary signals over an additive white 

Gaussian noise (AWGN) channel, which is modulated as 

a binary symmetric channel with an error probability P 

equal to the error probability per bit for a binary signal in 

an AWGN channel. 
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In 1974, Massey J.L [19] proposed to consider noise 

immune coding and modulation as a single unit. This 

ensures higher efficiency and greater energy gain from 

coding than the sequential application of noise immune 

coding and modulation.  

The coding gain is defined as the difference 

between the signal-to-noise ratio of a coded system and a 

non-coded system, given the same transmission rate and 

error probability. 

In digital wireless communication, the criterion of 

channel quality is the signal-to-noise ratio 
'
0
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N
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signal - to - noise ratio), which relates the average signal 

power S to the average noise power N, where Es is the 

energy of an information bit, which is the signal power S 
multiplied by the bit transmission time Ts, а N0 is the 

spectral noise power, which is determined by the noise 

power N divided by the bandwidth W. It should also be 

noted that the bit transmission time Ts and its 

transmission rate Rs are mutually inverse 
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In digital communication systems, the dependence 

of the probability of a false bit Ps on the signal to noise 

ratio is a measure of the noise immunity of systems [3]: 
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where B = WTs is the signal base. 
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The analysis of this ratio shows that the main 

parameter that allows to ensure high noise immunity of 

the system is the signal base. With the expansion of the 

signal base B >> 1 it becomes possible to increase the 

information transmission rate by reducing the duration of 

the transmitted signal.  

Thus, a certain redundancy is introduced into the 

transmitted signal, the value of which is determined by 

the spectrum expansion factor.  

It is the presence of this redundancy that determines 

such properties of ultra-wideband systems as the ability 

to overcome the phenomena of multipath propagation of 

radio waves and efficient use of the spectrum when 

operating in a congested frequency range. 

The difference between an ultra-wideband (UWB) 

communication system and a traditional narrowband 

system is the absence of a carrier frequency.  

To transmit information in ultra-wideband systems, 

pulse signals with a very short pulse duration are used.  

Such a signal, which has a small space-time 

volume, allows transmitting a large amount of 

information per unit of time and has a high level of noise 

immunity.  

Thus, to transmit one bit of information, a 

narrowband system requires from 10 to 50 periods of 

carrier oscillation.  

At the same time, the NSF communication system 

uses only one oscillation to transmit one bit of 

information.  

Obviously, the use of NSF signals allows 

information to be transmitted at a speed that significantly 

exceeds the speed of traditional communications with 

high noise immunity. 

Typically, the lower limit of the ratio of the spectral 

densities of the signal Ns and interference N0 in – 7 dB at 

the receiver input guarantees its normal operation. This 

level corresponds to the following ratio: 

0

0,2.sN
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   

At the same time, the spectral density Ns is 

determined by the following relation: 

s
P E

N
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where P – signal power; W – signal spectrum width; E – 

signal energy; T – signal duration. 

Thus, taking into account the above ratios, the 

criterion for meeting the protection requirements is the 

solution of the following inequality: 

0
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According to the theory of potential noise immunity 

by V.A. Kotelnikov [20], the characteristics of an 

information signal depend on the ratio of the double 

signal energy E to the spectral density of the noise power 

N0 and is equal to: 
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at the receiver input, and B = WT is the signal base. 

In this case, the previously obtained ratio will take 

the following form: 

,
2
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q
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where the criterion itself is defined in terms of the signal-

to-noise ratio at the receiver input q and the gain from 

processing WT. 

Reducing the level of electromagnetic radiation is 

the main method of ensuring interference immunity and 

concealment of information in cyberspace. Therefore, the 

reduction of the information signal at the receiver input 

to the noise level (q = 1) is susceptible to ensuring 

steady-state interference-free operation. This determines 

the criterion for ensuring the interference immunity of 

wireless mobile communication systems in cyberspace 

(WT  2,5). Thus, it is most appropriate to use the 

technology of ultra-wideband signals with a signal base 

B  2,5. It should be noted that, according to the potential 

noise immunity theorem [20], the maximum possible 

reliability of signal reception can be ensured only by 

significantly exceeding the noise level. However, under 

the influence of natural and artificial interference, 

frequency redundancy leads to an increase in the 

probability of interference in the operating frequency 

band, distorting information signals in a wireless 

communication channel. 

At the same time, due to the nonlinear processing of 

the additive mixture of signal and noise, according to the 

proven theorem of D. Slepian [21], when the width of the 

signal spectrum exceeds the width of the noise spectrum, 

reliable detection of an information signal is possible at 

any small signal-to-noise ratio. 

The useful signal is extracted from the noise by 

correlating the received and reference signals. The 

correlator convolves the received signal with the 

reference signal to determine the time shifts of the 

received pulses relative to the reference. Thus, when 

receiving one, the correlation function is equal to +1, and 

when receiving 0, it takes the value -1. In all other cases, 

the correlation function is equal to 0.  

The accumulation of a certain number of ultra-short 

pulses encoding each of the information bits in the 

receiver's correlator makes it possible to significantly 

increase the signal-to-noise ratio, providing the ability to 

transmit information in a wide frequency range well 

below the white noise level.  

Thus, to ensure a high level of noise immunity of 

wireless information transmission channels in 

accordance with this criterion, it is possible only through 

the use of ultra-wideband signal technologies, combining 

the principles of noise-resistant coding and modulation as 

a whole.  
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At the same time, due to nonlinear digital 

processing, reliable detection of an information signal is 

carried out at any small signal-to-noise ratio. However, 

the physical limitation of the frequency spectrum has led 

to the need to use ultra-wideband communication 

technologies [22–25]. Thus, the wireless network with 

the best reliability and noise immunity is the one that uses 

time separation of the reference and information signals. 

Thus, during the first half of the bit interval, the switch 

closes the transmitter output directly to the ultra-

wideband signal generator, forming a reference signal.  In 

the middle of the bit interval, the switcher switches the 

output to one of two possible positions depending on the 

signal "zero" or "one", forming the information part of 

the signal [26–30].   

In wireless cyberspace channels, the transmission 

medium is the physical path between the transmitter and 

the receiver. The most optimal range is between 1 and 10 

GHz. This is because frequencies below 1 GHz are 

subject to significant interference from various industrial 

electronic devices. At the same time, at frequencies 

above 10 GHz, there is a large absorption of the useful 

signal by the transmission medium. Thus, the essence of 

ultra-wideband communication technology is the 

transmission of low-power coded pulses in a very wide 

frequency band without a carrier frequency. Usually, 

they do not emit a harmonic oscillation, but an ultra-short 

pulse. Typically, such signals are in the form of idealised 

Gaussian monocycles, with the bulk of the emission 

spectrum located in the frequency range from 1 to 10 

GHz. Thus, when using a Gaussian monocycle with a 

duration of t from 2.0 nS to 0.1 nS, the bandwidth of the 

power spectrum will be from 500 MHz to 10 GHz, 

respectively. And the signal spectrum will occupy the 

entire frequency band from 0 to 1F
t

 


. 

In this case, the information is encoded by means of 

time-position pulse modulation. Thus, the shift of a pulse 

relative to its reference position in the sequence forward 

sets a zero bit, and backward - a one bit. The shift time 

does not exceed a quarter of the pulse duration. One 

information bit is encoded by a sequence of many pulses 

(chips) per bit. To separate the information channels, the 

location of each pulse is additionally shifted by a time 

proportional to the current value of some pseudo-random 

sequence. The shift time is one to two orders of 

magnitude higher than the shift in time modulation. The 

use of short information chip pulses avoids inter-

character distortion by dissipating the energy of the 

received pulse before the next one arrives. This also 

reduces the level of distortion of information signals 

caused by its multipath propagation. Such wireless 

communication systems use autocorrelation reception of 

modulated ultra-wideband signals [28].   

A characteristic feature of the use of ultra-wideband 

signals is the low probability of detecting both the fact of 

establishing a communication channel and the 

impossibility of distorting information and intercepting it 

in cyberspace. The use of ultra-wideband signals in 

cyberspace requires the use of special antenna systems 

that allow for uniform coordination with the antenna 

system over a wide frequency band. For this purpose, an 

antenna with an open slot shape is usually used, which 

determines the frequency band for reception/ 

transmission. The energy pattern of such an antenna is 

characterised by a narrow main beam and the practical 

absence of side lobes. However, the preliminary 

formation of a Gaussian monocycle entering the antenna 

system causes difficulties in matching in a wide 

frequency band. This manifests itself in the form of re-

reflection of individual signal components, which 

distorts the shape of the Gaussian monocycle. Therefore, 

the radiation pulse is formed directly in the antenna 

opening [16]. To do this, the information monopulse 

signal is split in half. A portion of the signal is inverted 

sequentially and delayed for a period of time equal to half 

the duration of the monopulse. Both mono-pulse signals 

are used to excite two TSA antennas located side by side 

on a single dielectric base. The electromagnetic fields of 

both monopulse signals interfere with the equivalent 

common aperture space of both antennas, creating a 

bipolar pulse electromagnetic field in it, while 

eliminating the time gap between the two parts of the 

radiated field, which is typical for a TSA antenna. Thus, 

such an antenna in an ultra-wideband communication 

system is capable of emitting and receiving both an ultra-

short unipolar monopulse and a bipolar pulse information 

signal. This makes it possible to significantly increase 

(by 3-10 times) the range of propagation of pulsed 

electromagnetic signals. The design of the antenna unit 

for receiving/transmitting ultra-wideband signals is 

shown in Fig. 2. 
 

 

Fig. 2. Design of the antenna unit 

Conclusions 

The main method of ensuring interference protection 

and secrecy of information in cyberspace is to reduce the 

level of electromagnetic radiation. Over-the-air wireless 

networks are the most vulnerable link in cyberspace, 

where problems with information distortion, destruction 

and leakage are most likely to occur.   

Information protection in cyber-physical space is 

realised through the use of ultra-wideband signals, the 

base of which is much larger than one. In this case, the 

information signal is emitted simultaneously without a 

carrier frequency in the entire frequency band, provided 

that the signal level is lower than the noise level. For 

emission and autocorrelation reception of modulated 

ultra-wideband signals, the design of an antenna unit 

capable of flickering polarisation was developed.  

Comparative analysis has shown that the best reliability 

and noise immunity is provided by a wireless network 

with time separation of reference and information 

signals. It ensures a high level of structural signal 

concealment and reliable transmission of digital 

information, especially in the face of interference. 
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Спосіб захисту інформації в кіберфізичному просторі 

Н. В. Дженюк, С. П. Євсєєв, Б. О. Лазуренко, О. А. Серков, О. В. Касілов 

Анотація.  Предметом дослідження є процеси забезпечення надійності та безпеки інформації в кіберфізичному 

просторі. Мета – розробити рекомендації щодо впровадження методу захисту інформації в кіберфізичному просторі. В 

основі розробки лежить технологія надширокосмугових сигналів, що циркулюють по бездротових каналах зв'язку. 

Завдання полягає в тому, щоб забезпечити стабільну та надійну роботу мережі бездротового мобільного повітряного 

зв’язку, яка є основною складовою кіберпростору та його найбільш вразливою ланкою до дестабілізуючих впливів. 

Використані методи: методи аналітичного моделювання та часопозиційного імпульсного кодування. Були отримані 

наступні результати. Показано, що для забезпечення високої якості роботи бездротової мережі необхідно розширити її 

смугу пропускання, яка обмежена фізичним ресурсом радіочастотного спектру. Це протиріччя вирішується застосуванням 

технології надширокосмугових сигналів, база яких набагато більша за одиницю, при цьому інформаційний сигнал 

випромінюється без несучої частоти одночасно у всій смузі частот за умови, що рівень сигналу нижче шуму. рівень. У 

цьому випадку використовується метод позиційно-часового кодування, при якому кожен біт інформації кодується 

сотнями надкоротких імпульсів-чіпів, які подаються в певній послідовності. У таких бездротових системах зв'язку 

пропонується використовувати автокореляційний прийом модульованих надширокосмугових сигналів. Порівняльний 

аналіз показав, що найкраща надійність і завадостійкість досягається в бездротовій мережі, де використовується часове 

розділення опорного та інформаційного сигналів. Таким чином, протягом першої половини бітового інтервалу комутатор 

закриває вихід передавача безпосередньо на генератор надширокосмугового сигналу, формуючи опорний сигнал. У 

середині бітового інтервалу комутатор перемикає вихід в одне з двох можливих положень в залежності від сигналу «нуль» 

або «одиниця», формуючи інформаційну частину сигналу. Висновки. Системи з автокореляційним прийомом і 

роздільною передачею опорного та інформаційного сигналів забезпечують високий рівень приховування структурного 

сигналу, а також надійну передачу цифрової інформації, особливо за наявності перешкод. 

Ключові  слова:  кіберфізичний простір; кібербезпека; технологія ультраширокосмугового сигналу; мобільна 

бездротова мережа. 
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