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Abstract. The subject matter of the article is transformation of information during combat sustainment at the tactical
level. The goal of the study is to develop the method of collecting primary information is at the tactical level of the system
of learning and implementing the experience of training and application of units of the Armed Forces of Ukraine. The
tasks to be solved are: according to the main points of information theory to analyze the information of the learning and
implementing the Armed Forces of Ukraine experience system and to assess the level of its qualitative characteristics;
based on the analysis of the functional information transformation during combat sustainment in the observation plan to
identify flows by kind of information; to formalize the mechanism of information transformation in the learning and
implementing experience system according to the “black box™ principle; to develop a sample questionnaire to answer the
collection of primary information located at the tactical level of the learning and implementing the Armed Forces of
Ukraine experience system. General scientific and special methods of scientific knowledge are used. The following
results were obtained: Estimates of qualitative characteristics were calculated to determine ways of improvement the
quality indicators of information circulating information in the learning and implementing the Armed Forces of Ukraine
experience system. On the analysis of the functional transformation of the combat sustainment information in the
observation plan the kinds of information were defined, namely the mechanism of transformation of information in the
system was formalized according to the “black screen” principle. A toolkit in the form of detailed survey sheets was
developed to collect the primary information at the tactical level of the learning and implementing the Armed Forces of
Ukraine experience system and made it possible to increase estimates of qualitative characteristics about three-four times.
Conclusions. Consideration of the system of learning and implementation of the experience of training and application of
the Armed Forces from the point of view of the main provisions of the theory of information will allow to increase the
effectiveness of the procedure, to determine the ways of improving the indicators of the quality of information. To improve
the quality of incoming primary information in the learning and implementing the Armed Forces of Ukraine experience
system, it is considered appropriate to develop tools for its collection in the form of detailed questionnaires. Information for
the s learning and implementing experience system on the way of transformation is subjected to a procedure of certain
unification, transformation and further separation according to functional characteristics for analysis. The process of
preparing and conducting a battle in this case can be considered as a “black box”, which directly forms the experience.

Keywords: learning and implementing the Armed Forces of Ukraine experience system; information theory; combat
operations sustainment.

Analysis of recent research and publications
related to the above-mentioned issues proves the
relevance of the research.

Introduction
Formulation of the problem and research tasks.

The learning and implementation of the experience
(LIE) of the preparation and application of the Armed
Forces of Ukraine is absolutely necessary for
identifying patterns and trends in the development of
military art, the practice of military operations and
making recommendations to commanders (chiefs)
regarding the development of the Armed Forces, other
components of the defense forces of the state,
improving the order of their combined preparation and
conduct of joint operations (combat operations) [1,2].

The most time-consuming is the collection of
primary information, which is at the tactical level of the
LIE system. Direct participants in hostilities are
involved in the collection of this information, which
causes certain difficulties. And if it is technically
possible to find means to preserve information in the
field, then the occurrence of psychological “blocks”
significantly  reduces the level of relevance,
completeness, reliability and adequacy of information.
In any case, the learning of experience begins with
obtaining certain a posteriori information and involves
its processing.

The governing documents define the general order
of activity of military organizational structures
regarding the learning and implementation of
experience, the terminology of the process of
information and data collection is defined. However, it
is advisable to continue the development of a toolkit
that would provide sufficient completeness of
information for decision-making, allow answering
relevant questions and evaluate the results of collected
and summarized information [1-6].

Thus, the task of improving the efficiency of the
procedures of the LIE system process and determining
ways to improve the quality of information circulating
in the system is relevant.

The goal of the learning is to develop the method
of collecting primary information is at the tactical level
of the system of learning and implementing the
experience of training and application of units of the
Armed Forces of Ukraine.

This goal defined the following research tasks:

- according to the main points of information
theory to analyze the information of the learning and
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implementing the Armed Forces of Ukraine experience
system and to assess the level of its qualitative
characteristics;

- based on the analysis of the functional
information transformation during combat sustainment
in the observation plan to identify flows by kind of
information; to formalize the mechanism of information
transformation in the learning and implementing
experience system according to the “black box”
principle;

- to develop a sample questionnaire to answer
the collection of primary information located at the
tactical level of the learning and implementing the
Armed Forces of Ukraine experience system.

Main material

1. Analysis of information on the system of
learning and implementation of experience (LIE)
and assessment of its quality characteristics. The
possibility and effectiveness of using information is
determined by its following qualities:

- meaningfulness,

- representativeness,

- sufficiency,

- reliability,

- relevance,

- stability,

- relevance,
which directly depend on the chosen method of
collecting and forming information. According to the
main provisions of information theory [7,8], any
information is characterized by the following general
features:

- place of occurrence: incoming/outgoing;

- processing stage: primary [/ secondary /
intermediate / final;

- display method: text /graphic;

- stability: current/constant;

- management functions: planning / reference /
accounting / etc.

At the stages of description and observation of the
procedure (description of the problematic issue, content
of the observation, conclusions, recommendations), the
LIE will use the results of a survey of participants in the
events, so that LIE information can be classified as
incoming, primary, text / graphic / sound.

Since such LIE information is a posteriori in
relation to the experience itself, that is, the stages of
learning and implementing the experience are
chronologically deferred its stability does not have a
significant impact on quality. It should be noted that the
LIE information management functions are specific to
the assigned tasks and will be discussed below.

Let's consider the main characteristics of this
information.

The relevance of information is determined by the
preservation degree of its value at the time of use and
depends on the dynamics of changes in its
characteristics and the time interval that has passed
since the occurrence of this information.

Taking into account the chronology of the
experience introduction and decision-making and its

implementation, the relevance of information in the LIE
system is preserved during its passage through the
system.

Similar conclusions can be drawn about the
timeliness of information for the LIE system.

The content of information is determined through
the informativeness coefficient characterized by the
ratio of the amount of syntactic information (according
to Shannon) to the total amount of data.
|

Vg
where |- amount of syntactic information; Vy — the total
amount of data.

The research results indicate an extremely low
coefficient of informativeness of the primary input LIE
information.

Thus, the difference Vgl mainly contains
subjective assessments and an emotional description of
accompanying actions. First of all, this is due to
psychological factors and the personal perception of
hostilities by their direct participants and requires both
additional resources for its processing and drawing
conclusions and more careful planning of the learning of
experience.

The representativeness of information is related to
the correctness of its selection and formation for the
purpose of adequate collection of information, in
particular, on issues of the LIE. Violation of
representativeness of information often leads to its
errors.

The most important in this case are:

- the correctness of the concept, taking into
account which the original concept was formulated,;

- the validity of the selection of essential features
and connections of the phenomenon being displayed.

Ensuring representativeness at the tactical level of
the LIE system requires the development of high-quality
tools for its collection. In particular, determine the
volume and content of information of this level in
accordance with the structure of the subjects of the LIE
system at the observation stage.

The relevance of information, which is generally
understood as the presence of a connection with the
problem and the ability of information to contribute to
the process of understanding the problem, in the LIE
system can be ensured by the development of tools for
active collection, in particular, careful detailing of LIE
planning.

According to the study, the stability of incoming
primary information is high (up to 90%). When
obtained from different sources, the information is
almost identical. This quality indicator correlates with
its sufficiency at the collection stage.

Sufficient (complete) information contains a
minimum, but sufficient composition for making the
right decision.

The concept of completeness of information is
related to its content (semantics) and pragmatics. As
incomplete, insufficient for making the right decision,
and excessive information reduces the effectiveness of
the decisions made. Insufficient information is
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characterized by low stability, since its entropy creates a
“broken phone” during transformation.

For the effective implementation of experience, the
availability of information to perception is proposed to
be ensured by the implementation of appropriate
procedures for its acquisition and transformation. This is
achieved, in particular, by matching its semantic form at
the stage of learning the experience with the thesaurus
at the stage of implementing the experience.

The accuracy of the information is determined by
the degree of closeness of the received information to
the real state of the object, process, phenomenon, etc.
By analogy with the above, the accuracy of LIE
information a qualitative detailing of the information
collection plan should contribute.

The reliability of information is determined by its
ability to reflect real objects with the necessary
accuracy.

The reliability of the information is measured by
the confidence probability of the required accuracy, that
is, the probability that the value of the parameter
displayed by the information differs from the true value
of this parameter within the required accuracy. From the
point of view of the LIE procedure, the reliability of
input information can be increased by summarizing it.
Information comes from different sources in different
formats, with varying degrees of subjective perception
and processing quality.

The input information is responsible for conveying
the main details of the problem, as it is possible to be

careful, with which detailing, the caution is behind the
scheme “who?, what?, when?, where? and why?” guilty
but sufficient for further analysis.

Also, in order to improve the quality of the input
primary information in the LIE system, it is important to
expand the toolkit and select from looking at detailed
information archways.

2. Functional transformation of information
during operations combat sustainment. In order to
characterize the LIE information according to its
functional capabilities, it is advisable to consider its
transformation during combat operations combat
sustainment.

According to the main provisions of the Charter of
the Ground Forces [9], the combat operations combat
sustainment consists in organizing and implementing
measures aimed at creating favorable conditions for the
troops to fulfill their tasks.

The combat sustainment is carried out
continuously both during the preparation and at the start
of the battle.

The combat operations combat sustainment
involves a combat, logistical, medical and moral and
psychological component.

In view of the above, information in these areas is
a priori regarding the battle itself as an event at the stage
of its preparation and conduct, and a posteriori at the
stage of the execution of the at the stage of primary
information collecting in the LIE system (Fig. 1).

Combat combat sustainment

Combat
supply

Psychological
supply

Medical
treatment

Logistics

Rearward | Technique

» N

v 7

Preparation and conduct of battle (experience)

v

¥ Y

Time

Combat
supply*

supply*

Psychological

Logistics* Medical
treatment**

Rearward | Technique |

Learning and implementation of experience

Fig. 1. Functional transformation of information during operations combat sustainment

In this regard, the authors propose to carry out a
kind-time analysis of the information of the Ministry of
Internal Affairs, namely: to distinguish in the plan of
observation (collection of information) flows by kinds of
information: combat, logistical (in particular, technical),
psychological (moral-psychological), medical.

So, as can be seen from the figure, the information
for the LIE system on the way of transformation is
subjected to the procedure of certain unification,

transformation and further separation according to
functional characteristics for analysis [9].

3. The mechanism of information
transformation in the LIE system according to the
"black box" principle. The process of preparing and
conducting a battle in this case can be considered as a
“black box” directly forms the experience. In this case,
the a priori information Q can be presented as a set
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according to the kinds of information:
Q:{QcystrQlmeed}: (2)

where Q. — a priori information on the combat support
of the battle;

Qmp — a priori information of moral and
psychological support of the battle;

Qi —a priori information on logistics of the battle;

Qm — a priori information of combat medical
treatment.

In relation to the “black box”, this information will
be input (Fig. 2).

By analogy, we introduce a set of a posteriori
information:

Q¢ — a posteriori information regarding the
combat support of the battle;

Qmp — a posteriori information of the moral and

psychological support of the battle;
Q[ — a posteriori information on logistical support

of the battle;
Qm — a posteriori information on combat medical

treatment.

Change of minds
of the situation

Q —an apriori information on o )
operations combat sustainment Q’ — a posteriori information on
operations combat sustainment
Preparation >
and fighting

A Q

— combat experience

Fig. 2. The mechanism of information transformation
in the LIE system according to the "black box" principle

It is natural to assume that the information on the
comprehensive support of the battle before Q and after
Q' preparation and conduct of this battle will differ.

Proceeding from this, the experience will consist
in the analysis of the results when the conditions of the
situation change. Thus, the functioning of the LIE
system can be represented as a classic "black box" with
negative feedback (combat experience) and external
influence changing of minds of the situation [10].

4. Survey sheets for the collection of primary
information of the tactical level of the LIE system
the Armed Forces of Ukraine experience system. To
improve the quality of information, an effective method
is to use questionnaires, the answers to which will
chronology events at the elementary-tactical level.

For example, in order to generalize the combat
experience of the Military Institute of Tank Troops of
the National Technical University “Kharkiv Polytechnic
Institute” involved in the defense of the city of Kharkiv,
the direct participants were asked to consider a small
tactical episode (street, district, building) and answer the
following questions:

- what was the situation (situation)

- the number of your own/enemy's forces, their
movement routes;

- what was the task of the unit;

- how the task was solved;

- what problematic  issues
situations) were (occurred),

- what decisions were made, the effectiveness of
the decisions made,

- to recommend now (conclusion from this
situation);

(extraordinary

- general recommendations for actions in this
situation (to fulfill the assigned task);

- how was the communication with the senior
headquarters, with the subordinate, with neighboring
(interacting) units; by which means: radio stations,
lights, code words, signals, etc.

With the help of the survey sheet, the procedure of
collecting information was simplified, and the quality of
the received information increased [11].

The intermediate results of the research showed a
low coefficient of informativeness of the primary input
information - approximately 11% (Fig. 3, a).

Well, the participants of the events tell a lot of
things that are not directly related to the preparation and
fighting (“we lost the laptop”, etc.).

It was not trivial to determine the volume and
content of information for a specific narrator - in the
best case, the information was organized
chronologically.

Meanwhile, when received from different sources,
almost identical information about the situation was
obtained.

After collecting information with the help of such
questionnaires, it became possible to divide this
information according to the functional. The quality of
information obtained from questionnaires has improved
significantly, the informativeness ratio has increased to
57% (Fig. 3, b).

This conclusion is illustrated by the results of
comparisons of the information content coefficients of
the observation plan in accordance with the combat
operations sustainment functional.

So, the informativeness coefficient of technical
support data has significantly increased.
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Fig. 3. Informativeness coefficients of the observation plan in accordance
with the combat operations sustainment functional

It should be noted that the coefficient of
informativeness of the data of the Ministry of Internal
Affairs regarding moral, psychological and rear support
has decreased.

Conclusions

1. Consideration of the system of learning and
implementation of the experience of training and
application of the Armed Forces from the point of view
of the main provisions of the theory of information will
allow increasing the effectiveness of the procedure, to
determine the ways of improving the indicators of the
quality of information.

2. To improve the quality of incoming primary
information in the learning and implementing the
Armed Forces of Ukraine experience system, it is
considered appropriate to develop tools for its collection
in the form of detailed questionnaires.

3. Information for the s learning and implementing
experience system on the way of transformation is
subjected to a procedure of certain unification,
transformation and further separation according to
functional characteristics for analysis.

The process of preparing and conducting a battle in
this case can be considered as a “black box”, which
directly forms the experience.
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BunoBo-yacoBuii anaui3 ingopmauii 1Js BUBUEHHS Ta BIPOBAIKeHHs A0CBiTy
MAroTOBKH i 3acTocyBaHHA miapo3ainaie 30poiinux Cui Ykpainu

0. B. Cepmyxos, O. A. Maxkoros, O. I1. Kiimos, O. B. Icakos, 1. O. Kosanbsos, JI. B. Maep, T. B. JlaBpyT

Anoranis. IlpexMeroM BHUBYEHHSI B CTAaTTi € mepeTBOpeHHs iHdopmauii npu BceGiuHOMY 3abe3nedeHHi 000 Ha
TaKTUYHOMY piBHi. MeT0I0 cTaTTi € po3poOka MeToAnKH 300py MEepBHHHOI iH(GOpMAIlil, siKa 3HAXOJUTHCS Ha TAaKTHYHOMY
PiBHI CHCTEMH BHBYEHHS 1 BIIPOBAPKEHHS [OCBiIy MIATOTOBKM 1 3acTocyBaHHA miApo3miniB 3C VYkpainu. 3aBaaHHA
JOCTiIZKeHHSs1: 3 TOYKU 30py OCHOBHHX MOJIOXKEHb Teopii iHdopMallii mpoBecTH aHami3 iHQopMmarllii, ska OUPKYIIOE Y CUCTEML
BHBYCHHs 1 BHpoBamkeHHsA nocBigy (BBJI) Ta ouminuTm ii sKicTh; Ha OCHOBI aHami3y (YHKIIOHAIHHOTO TepeTBOPEHHS
iHdopMmarii nmpu BcebiuHOMY 3a0e3nmedeHHI 0010 BUAUINTH Y IUIaHI CIIOCTepekeHHs (300pi iH(popMallii) TOTOKH 3a BUIAMHU
iHpopMmanii; ¢GopmanizyBaTH MexaHi3M mepeTBopeHHs iHpopmanii y cuctemi BBJl 3a npuHmmmom “4gopHoi CKpuHI®;
PO3pOOHTH 3pa30K OMHUTYBAJBHOTO apKylli Juisi 300py mepBuUHHOI iH(opMmamii, sika 3HAXOAWTHCS HA TAaKTHUYHOMY DiBHI
cucremu BBJ] migroroBku i 3actocyBanHs 30poiiHMx Cun YkpaiHu. MeTOJONOTI4YHOI OCHOBOIO OCIIDKEHHS CTalu
3araJbHOHAyKOBI Ta CIelialdbHi MeTOJHM HAyKoBOro mi3HaHHs. OTpuMaHi HacTymHi pe3yabratnm: OOpaxoBaHi OI[HKH
SIKICHUX XapaKTePHCTHK JJIsl BU3HAUYCHHS IIUIAXIB yIOCKOHAICHHS MOKa3HUKIB SKOCTI iHopMmauii, sKa, HUPKYIIOE B CHCTEMI
BHUBYEHHS Ta BIIPOBAKEHHS nocBimy 30poitnmx Cun VYkpainm. Ha ocHoBi ananmizy ¢(yHKIIOHAaTBHOTO IEpPETBOPEHHS
iH(popmarii npu BcebiuHOMY 3abe3leueHH] 0010 y ITUTaHI CIIOCTEpeKeHHs Oyl BUAIICHI IMOTOKH 3a BUAaMH iH(opMarii, a
caM MeXaHi3M ImepeTBopeHHs iHpopmaii y cucremi BB/l 6yB ¢opmanizoBanuii 3a mpuHIUIOM “dopHOI ckpuHi“. s 360py
nepBUHHOI iH(popManii Ha TakTnaHOMY piBHI cucremu BBJI 36poitanx Cun Ykpainu Oyno po3poOieHo iHCTpyMmeHTapiit ii
300py y BUIJISAI ACTATBbHUX OMHTYBAJbHUX apKYIiB, 1[0 JO3BOJIMIIO ITiIBUIIUTH OLIHKU SKICHUX XapaKTEPUCTHK MPHUOIN3HO
B TPHU-4YOTHPU pa3u. BuCHOBKH. Po3risini cucreMu BUBYEHHS 1 BIPOBA/PKEHHS [OCBiAy IMiArOTOBKH Ta 3aCTOCYBaHHS
30poitnnx CHIJI 3 TOUKH 30pY OCHOBHHUX MOJIOKEHb Teopil iHdopmaii 103BoUTh MiABUIINTH edeKTH BHICTh mpoueaypu BB/,
BU3HAYHMTH NMUISXU BJOCKOHAJICHHs MOKAa3HUKIB SKOCTI iHpopmarii. [ miABHIIEHHS SKOCTI HaAXOMKEHHS 10 cructeMu BB/
MepBUHHOT 1H(OpMaNii JOUITBPHO PO3POOUTH IHCTpyMEHTapii ii 300py y BUIISLII JETaTi30BaHUX ONMUTYBaJbHHUX apKYIIiB.
Iapopmanist mis cucremn BBJ] Ha mmisxy mepeTBOpEHHs MiATaeThes MPOILELypl MEBHOTO 00’ €mIHaHHS, TpaHchopMmarii Ta
MOJANBIIOr0 PO3AITECHHS 3a (QYHKIIOHAJbHMMH O3HaKaMH AJs aHamisy. IIpolec MiAroTOBKHM Ta BelIeHHS OO B ILbOMY
BHITQJKY MOKHA PO3TIISAATH SIK “HOPHIO CKPUHIO”, sika Oe3mocepeHho (HopMye TOCBI.

KawuoBi cioBa: cucrema BUBYEHHS i BIPOBAPKEHHS JOCBITYy HiIrOTOBKM Ta 3acTocyBaHHsS 30poiHux Cui; Teopist
indopwmarii; Bcebiune 3abe3nedeHHs 6010.

46


mailto:serpuhov1960@gmail.com
https://orcid.org/0000-0002-5029-1016
mailto:helmkg@ukr.net
https://orcid.org/0000-0003-1112-8707
mailto:klimovaleksej800@gmail.com
https://orcid.org/0000-0003-0727-2976
mailto:alexalex999@ukr.net
https://orcid.org/0000-0003-0801-790X
mailto:tom_1972@ukr.net
https://orcid.org/0000-0002-2376-7840
mailto:lianamaer69@google.com
https://orcid.org/0000-0002-0335-1485
mailto:lavrut_t_v@i.ua
https://orcid.org/0000-0002-1552-9930

