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COMPARATIVE STUDIES OF METHODS FOR IMPROVING THE CYBER SECURITY

OF UNMANNED AERIAL VEHICLES WITH THE BUILT-IN ADS-B SYSTEM

Abstract. The subject of study in the article is methods for improving the cybersecurity of unmanned aerial vehicles
with an integrated ADS-B system. The aim is to analyze and compare methods for improving the cybersecurity of un-
manned aerial vehicles with an embedded ADS-B system. Particular scientific tasks: analysis and comparative studies of
the main types of cyber threats and methods for improving the cybersecurity of unmanned aerial vehicles with an integrated
ADS-B system, the development of an appropriate taxonomy, and the development of proposals for further research. The
methods used in the article are the methods of system analysis. The following research results have been obtained: a classi-
fication of cyber threats to the security of unmanned aerial vehicles with an integrated ADS-B system has been developed,;
a taxonomy of ADS-B message modification and injection attacks has been developed; practical UAV security metrics
adapted to the presented taxonomy of cyberattacks are defined and researched ; chosen most priority directions research ; -
a generalized classification of cryptographic protection methods adapted to solve the problems of improving the security of
UAVs with an integrated ADS-B system has been developed; the use of additional means of identification based on ste-
ganographic methods of data protection is proposed. Conclusions. An analysis and comparative studies have been carried
out, and a generalized classification of methods for improving the cybersecurity of unmanned aerial vehicles with an inte-
grated ADS-B system has been developed. Their advantages and disadvantages are revealed, which made it possible to de-

termine the priority of further research and possible promising ways to solve the tasks.
Keywords: Unmanned aerial vehicles; security; ADS-B system; cyber-attacks; data protection.

Introduction

Recently, there has been a significant interest in
software-defined radio (SDR) technology in the circles
of developers of methods and means of air traffic con-
trol [1]. The idea of using the hardware functions of ra-
dio communications with the help of software tools has
received practical application and recognition in matters
of dynamic optimization of the used spectrum. As a re-
sult of research, in 2010 the US Federal Aviation Ad-
ministration (FAA) published the Automatic Dependent
Surveillance-Broadcast (ADS-B) regulations. Feature
requirements. Air traffic control support” [2]. This pro-
vision prescribes the equipping of aircraft of a certain
class with the ADS-B system.

The increased attention of air traffic control man-
agers to ADS-B technology has forced manufacturers to
accelerate the process of introducing related equipment.
And already most aircraft manufacturers are equipping
their models with the ADS-B system.

With a slight delay, but at no less pace, in recent
years, the process of introducing ADS-B systems into
unmanned aerial vehicles (UAV) equipment has been
observed.

However , this rapid incorporation of the latest air
traffic monitoring technology into aircraft equipment has
simultaneously exposed issues of near-total insecurity in
the data exchange process. ADS-B sends packets in the
clear, which makes the system vulnerable to confidential-
ity, integrity, availability, and ownership attacks.

Literature analysis. The work [3] presents an
analytical report that fixes the great interest of develop-
ers in the security issues of the ADS-B technology. Pos-
sible ways to improve security and ensure confidentiali-

ty using symmetric and asymmetric encryption mecha-
nisms are indicated. However, the lack of references to
real cyber-attacks and cyber incidents , as well as the
uncertainty about security requirements, reduces the
practical value of this material.

Article [4] presents an analysis of the security re-
quirements for ADS-B networks. However, the materi-
als presented in the article are adapted to the conditions
for performing the flight mission of aircraft and helicop-
ters. At the same time, the flight characteristics of
UAVs have a significant difference in comparison with
airplanes and helicopters. This should automatically be
reflected in changes in characteristics and their safety
requirements.

Article [5] presents the results of a study of the
vulnerabilities of the ADS-B system. Also in this paper,
a number of countermeasures aimed at reducing the
risks of cyberattacks are analyzed . But, as the authors
of the article themselves emphasized, the paper does not
present proposals for substantiating the most priority
areas for studying the safety of aircraft with the ADS-B
system. In addition, all the examples considered are
mostly related to controlled aircraft (airplanes and heli-
copters), and do not affect the problems of UAVs.

It should be noted that most of the scientific re-
search at this stage is aimed at ensuring the confidential-
ity of the service data of the ADS-B system. So, for ex-
ample, in [6] the algorithm of cryptographic protection
of transmitted data is considered separately. At the same
time, the technology of complex use of symmetric and
asymmetric encryption is taken as a basis. However, the
complexity of the exchange of key information, together
with unsolved problems of data exchange speed and,
accordingly, effective identification, allow us to con-
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clude that there is a more effective solution to the UAV
security problem with the ADS-B system.

In [7], the issue of identifying the ADS-B system
and possible threats to this process are considered.
However, the material of the article describes the issue
with reference to aircraft. Features of the UAV flight
mission are not considered in the work.

Thus, we can note the relevance of the problem of
improving the safety of UAVs with the built-in ADS-B
system. An important initial stage of research, at the
same time, is the analytical study of the cyber threats of
UAVs with the built-in ADS-B system, together with
proposals for the most effective ways to solve the prob-
lem of improving its security .

Main part

The results of studies of most known cyber-attacks
on UAVs through the built-in ADS-B system showed
the possibility of classifying them into the following
vulnerability sectors: ground sector; air sector [8].

The terrestrial attack sector includes: ADS-B ter-
restrial networks (including data links and terrestrial
stations UAV control ), distributed computer networks,
a common ground air traffic control point.

The air attack sector includes: the onboard ADS-B
system of the UAV, the air-to-ground sector, the ADS-B
data transmission medium of the UAV.

Among the cyberattacks , the following can be dis-
tinguished : interception and control of signals in the
ADS-B OUT of the UAV, modification of messages,
forced injection of messages .

The conducted studies have shown that the inter-
ception and control of UAV ADS-B Out signals can be
performed by any commercially available ADS-B re-
ceiver. At the same time, aircraft surveillance, recon-
naissance and eavesdropping are performed. The target
sector of this cyber-attack is the air sector (air-to-
ground). Technically, the attack is performed by jam-
ming, disrupting the transmission of the RF channel and
/ or GPS signals to the A/ C. With a low level of com-
plexity and relatively low cost, the impact is very seri-
ous. Especially in congested airspaces and adverse
weather conditions.

Studies have shown that the integrity of the ADS-
B message is also a very important security feature.
Therefore, a "message modification" cyber-attack is also
very commonly used by cyber attackers . When imple-
mented, the attacker must correctly calculate the time
and position for sending the message modification. At
the same time, by obscuring the signal, we can interfere
with the attacker, as it is easier to decode the message
without errors. This property can be used when imple-
menting UAV protection methods with the built-in
ADS-B system.

Another dangerous type of cyberattack on UAVs
with an embedded ADS-B system is message injection.
This type of attack can take many forms: GPS/RF signal
jamming, UAV spoofing , and ghost UAV.

When jamming GPS and RF signals, hackers send
an unmanageable amount of messages to saturate the
communication channel. This may disable one or more
wireless network nodes from sending or receiving mes-

sages with sufficient power. The target of the attack is
both the air segment and the air-to-ground segment. As
in the first case, this type of attack at low cost can cause
a large number of negative consequences in congested
airspaces.

Recently, one of the most common attacks has be-
come the UAV spoofing attack. In this type of cyberat-
tack , a hacker eavesdrops on an RF channel in order to
interpret messages and interfere with the desired mes-
sage. It should be noted that the range of negative re-
sults of this cyber-attack is very wide: from the loss
(theft) of UAVS to a serious increase in the workload of
air traffic controllers.

One of the most dangerous cyberattacks on UAVS,
in recent years, researchers consider an attack of the
“Ghost UAV” type. When implementing such an intru-
sion , cybercriminals enter reliable data into the UAV
control system so that the recipient cannot identify the
"ghost" as a fake. A technique for such an attack is to
insert a message containing a valid date that appears to
be present in the control system of the real UAV. The
severity of such an attack is caused by an increase in the
load on the UAV control system or operators when try-
ing to identify by other means a possible real flying ma-
chine. This can significantly affect the trajectory of the
UAV and the performance of the flight task.

It should be noted that despite the high activity of
intruders and a wide range of possible attacks, research-
ers offer a number of solutions that can improve the se-
curity of UAVs. However, the lack of consistency in
their solution significantly reduces the effectiveness of
the practical implementation of these developments.

To highlight priority areas in solving security
problems, developers very often need to present a tax-
onomy of UAV cybersecurity threats with built-in ADS-
B. The paper proposes the following taxonomy of ADS-
B message modification and injection attacks .

Cyber-attacks are divided into three classes, classi-
fied depending on the complexity of implementation,
the location of the radio station, and the means of the
attacker . These classes are the following:

1. Medium attacks. In this type of attack, the
attacker generates malicious ADS-B messages that are
usually entered randomly. In this case, the attacker uses
stationary equipment. An example would be an attack
where a hacker sends a huge amount of ADS-B
messages with a fake ID. ADS-B equipment is within
reach ATC Sever .

2. Advanced attacks. In these attacks, the attacker
uses sophisticated flight simulator programs along with
a radio device to send a more realistic flight path that
cannot be easily detected as a fake. For example , for
this can use one of popular programs — Flight Gear [9].
In this case, the location of the equipment used to attack
the UAV is fixed in order to block the view of the radar
display and thus prevent the UAV operator from
performing his duties.

3. Expert level attacks. This type of attack is
similar to advanced level attacks, except for the fact that
the equipment used to launch the attack is on a UAV.
Such an attack is more difficult to test as it requires
complex equipment and procedures.
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Such a taxonomy of cyberattacks on UAVS re-
quires the analysis and synthesis of indicators necessary
to decide whether a particular cyberattack belongs to a
certain class modeled in the ontology rule. Using the
data of the article [10], we define three security metrics.

1. The difference is in the location of the sender.
Absolute value difference between triangulated location
sender in two consecutive moment time ¢ and # . Let's
assume that we have the appropriate triangulation tools
needed to determine the location of the sender based on
the received ADS-B message. This metric is divided
into three sub- metrics , which are correspond difference
between longitude, latitude and altitude.

2. Speed at time ¢ .

3. The difference between the calculated and
actual location of the UAV. The absolute value of the
difference between the estimated position of the UAV
and the position obtained from the ADS-B packet at
time ¢ . Assume the possibility of estimating the location
of the UAV at any time. This metric is also from three
submetrics corresponding to differences longitude,
latitude and altitude.

Conducted studies have shown that these three pa-
rameters can be used in the analysis of cyber threats to
the ADS-B system. These metrics synthesize actionable
attack data and allow the security analyst to categorize
cyberattacks based on patterns of anomalous behaviour.

The listed parameters are used by the Pellet plat-
form [11] for automatic classification of the type of at-
tack. The relationship between the three specified attack
classes and security metrics can be described as follows.

Medium-level attacks can be qualified if the dif-
ference in the location of the UAV, as well as its speed,
is zero. An UAV whose physical location does not
change can be referred to as a ghost UAV. In addition,
the difference between the calculated and real indicators
of longitude, latitude and height should be different.
Therefore, if the location obtained from the ADS-B
packet is not fixed in the UAV coverage area, then such
a packet can be considered compromised.

An advanced level attack can be qualified if the
difference in the UAV's location as well as the speed is
zero . But, at the same time, the difference between the
calculated and real indicators of longitude, latitude and
height can be within predetermined threshold values. An
expert-level attack implies that the speed indicators ob-
tained from the message are comparable to the speed of a
real UAV. In addition, the difference in the difference
between calculated and actual longitude, latitude and alti-
tude may be within predetermined thresholds.

Based on the presented data, it is possible to form
a classification of UAV cyber threats with an integrated
ADS-B system (Table 1). This classification will allow
us to choose most priority directions research.

Table 1 — Classification of cyber threats of UAVs with an embedded ADS-B system

2¥?;Cﬁf Complexity Effects Assessment Metrics Methods opposition Priority
UAV ADS- | Low Introducing RF | Sender location difference | Optimization of the archi- | Medium
B Out sig- Transmission  Errors tecture and structure of
nals and A/C GPS Inter- radio frequency channels,
ference the use of modern error-
correcting codes and
noise-protected signals
Message Medium Introduction of uncer- | The difference is in the | Signal obscuration, use of | High
modifica- tainty into information | location of the sender. | cryptographic and ste-
tion about the air situation | UAV speed. ganographic  protection
tools
Jamming Low Disable one or more | The difference between | Use of special equipment | Medium
GPS/RF wireless hosts from | the calculated and actual
signals sending or receiving | location of the UAV.
messages
UAV Medium Loss (theft) of UAVS, | The difference is in the | Use of cryptographic and | High
spoofing increase in the work- | location of the sender. | steganographic  security
load of air traffic con- | UAV speed. The differ- | tools
trollers ence between the calcu-
lated and actual location
of the UAV.
Ghost UAV | Medium Increased load on the | The difference is in the | Use of cryptographic and | High
UAV control system | location of the sender. | steganographic  security
or operators when | UAV speed. The differ- | tools
trying to identify by | ence between the calcu-
other means a possi- | lated and actual location
ble real flying ma- | of the UAV.
chine

As can be seen from Table 1, to reduce the risk of
cyber attacks on UAVs, a number of cryptographic pro-
tection approaches are currently used. A generalized
classification of cryptographic protection methods
adapted to solve the problems of improving the security

of UAVs with an integrated ADS-B system is presented
in Table. 2.

It should be noted that in these analytical materials
there is no information about the possibilities of ste-
ganographic methods for improving data security. How-
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ever, according to the authors of the article, it is this
technology that has been highly appreciated by re-
searchers and can become a promising direction in im-
proving the safety of UAVs. Therefore, the authors as-

sociate further research with the development and re-
search of methods and means of steganographic data
protection to improve the safety of UAVs with an inte-
grated ADS-B system.

Table 2 — Generalized classification of cryptographic protection methods adapted to solve the problems of improving the

security of UAVs with an embedded ADS-B system

Methods cryptographic protection

Advantages

Flaws

PKI, symmetric and asymmetric en-
cryption methods. It used a Public
Key Infrastructure (PKI) to verify all
ADS-B signals from the UAV, a
symmetric session key for authentica-
tion and data integrity [12].

UAYV identification and ADS-B
message authentication.
Reducing the risk of tracking the
public key by third parties.
Reducing the number of digital
signatures.

Requires software updates and MAC address in
the package.

Increased load on public key generation; poses a
threat if the private key is used.

Hashing algorithms, asymmetric and
symmetric encryption of ADS-B sig-
nals [13].

Increased speed through the use
of fast hashing algorithms.
Reducing the number of soft-
ware updates

Introduction of extra bits in ADS-B messages.
Difficulty in exchanging public keys between
nodes, which requires knowledge of the recipient
before sending the message.

Security issues in key distribution.

More testing under collision and simulation con-
ditions is required.

Phased identification based on en- | Privacy Compliant Doesn't meet authentication requirements
cryption [14].
Three-Level Identity-Based Hierar- | Meets authentication require- | High requirements for equipment.

chical Signature (HIBS) [15].

ments

Increased credential requirements.

Using HIBE with Diffie clauses
Hellmanin [16].

Increases security

Low efficiency

Using the Lewko technique with
anonymous identity-based encryption
schemes [17].

Mitigating Attacks with Full
Adaptive ldentity

Increased risk of master key leakage if it is used
by untrusted sources

NextGen air traffic control system
[18].

Incorporate air traffic control
and academia into the process

Server limitations and complexities of eventual
integration between ADS-B and air traffic con-

trol system

Conclusions

Analysis of the main types of cyber-attacks on
UAVs with the built-in ADS-B system was carried out.
Based on the results of the analysis, a classification of
relevant cyber threats has been developed .

A taxonomy of ADS-B message modification and
injection attacks has been developed.

Practical UAV security metrics adapted to the pre-
sented taxonomy of cyberattacks are defined and re-
searched.

The metrics presented synthesize practical attack
data and allow the security analyst to categorize
cyberattacks based on patterns of anomalous behaviour.

Presented classification cyber threats allowed to
choose most priority directions research .

An analysis and comparative studies have been
carried out, and a generalized classification of crypto-
graphic protection methods adapted to solve the prob-
lems of improving the security of UAVs with an inte-
grated ADS-B system has been developed.

The results of the analysis of cryptographic data
protection methods made it possible to draw conclu-
sions about their shortcomings in the conditions of use
to improve the security of UAVS.

As one of the ways to solve these problems, it was
proposed to use additional means of identification based
on steganographic data protection methods.
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IopiBHAIBHI J0oC/IiIzKeHHS MeTOAIB MiABMIIEHHS Ki0epOe3neKku 0e3NiJIOTHUX anaparis
3 BOyaoBaHow cucremoro ADS-B

C.T. Cemenos, Miu 13sup Usxan

AnoTtanis. [IpenMeToM BUBYEHHS Y CTAaTTi € METOAM MiJBHIICHHS KibepOe3neku Oe3MiIOTHHUX JITalIbHUX amapariB i3
BOymoBaHoto cuctemoro ADS-B. Meroro € aHani3 Ta MOpiBHSUIbHI JOCIIHKEHHSI METO/IB IMiABUILCHHS KibepOe3neku Oe3miioT-
HUX JITaJBHUX anapartiB i3 BOymoBaHoto cucremoro ADS-B. [IpuBaTHi HayKOBi 3aBIaHHs: aHANi3 Ta MOPIBHSIIbHI JOCIIIKESHHS
OCHOBHUX BHU/IIB Kibep3arpo3 Ta METOIiB MiABHUIICHH: KiOepOe3eku Oe3MinoTHHX JTiTaTbHUX arapartiB i3 BOYy/I0BAaHOIO CHCTEMOIO
ADS-B, po3poOka BiAMOBiAHOT TAKCOHOMIT, a TaKOX PO3pPOOKa MPOIO3HULIiH MOJANBIINX AOCIiIKEeHb. MeToaMu, M0 BUKOPHC-
TOBYIOTBCS B CTaTTi, € METOJU CUCTEMHOr0 aHanizy. OTpUMaHO HACTYIHI Pe3yJabTaTH IOCIiKEHb: po3po0IeHo Kiacudikario
kibep3arpo3 Oe3mnexn Oe3MmiIOTHUX JITANRHHUX anapartiB i3 BOyqoBaHow cucremoro ADS-B; po3po6ieHo TakcoHOMi0 Kibeparak
Mou(ikallii Ta IPUMYCOBOTO BIPOBAKeHHs MoBigomieHs ADS-B; Bi3HaueHo Ta JOCHIIPKEHO MPAKTHYHI METPUKH Oe3rmeKu
BIUIA, amantoBaHi 0 IpeACTaBIeHOI TAKCOHOMIT KibepaTak; 0OpaHO HaHOLIbII PIOPUTETHI HATIPSIMHU TOCII IDKSHHST; po3pobiie-
HO y3arajibHeHy Ki1acu(ikallifo MeTO[iB KpUITOrpadiaHOro 3aXUCTy, aAaNTOBAHKX Ul BUPILIEHHS 3aBJaHb ITiABUIICHHS Oe3Ie-
ku BIUIA 3 BOynoBaHoto cucteMmoro ADS-B; 3anpornoHOBaHO BUKOPHCTAHHS TOJATKOBHX 3ac00iB iZeHTH(]IKALil Ha OCHOBI Me-
ToniB creraHorpadii 3axucry manux. BucHoBku. [IpoBeneHo aHaii3 Ta MOPiBHUIBHI JTOCITIDKEHHS, a TAaKOX pO3po0ieHa y3ara-
nbHEHa Kiacudikallis MEeTOAIB miABUIIeHHs KibepOe3neky Oe3MmiIoTHUX JTiTabHUX amapariB i3 BOygoBaHot cuctemoro ADS-B.
BusiBrieHo ix mepeBaru ta HEHOJIKH, 10 JO3BOJUIO BU3HAYMTH MPIOPUTETHICTh MOAANBIINX AOCHTIHKSHb Ta MOXUIIMBI HEPCHeK-
THBHI [UISIXY BUPIIIICHHS MOCTABICHUX 3aB/IaHb.

KawuoBi cioBa: Oe3misoTHi niTanbHi anapaty; Oe3neka, cucrema ADS-B; kibepaTaky; 3aXuCT TaHUX.
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