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DEVELOPMENT OF THE DOUBLE-CONTOUR PROTECTION CONCEPT
IN SOCIO-CYBERPHYSICAL SYSTEMS

Abstract. The rapid development of mobile Internet technologies LTE (Long-Term Evolution) not only predetermined
the further development of cyber-physical systems, which are based on the synthesis of technologies of classical computer
systems and LTE technologies, as well as integration with Internet-of-Things technologies. As a result, the emergence of
sociocyberphysical systems predetermines further development based on this integration. The creation of mesh- and sensor
networks also allows the development of smart technologies and systems based on their conglomeration. The development
and creation of a quantum computer, on the one hand, will make it possible to make a technical breakthrough in computing
resources, use artificial intelligence, and on the other hand, it can lead to “chaos” in ensuring the security of modern
technologies and systems. So, based on the algorithms of Shor and Grover quantum cryptography, symmetric
cryptosystems based on traditional cryptography algorithms, as well as asymmetric cryptosystems, including systems based
on elliptic curve cryptography, can be broken. The paper proposes to use a new approach to building security systems
based on the concept of internal and external security contours. At the same time, security contours of continuous business
processes are considered. This approach provides an objective assessment of the current state of security of the socio-cyber

system as a whole.
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Introduction

Problem statement. The development of modern
LTE mobile Internet technologies makes it possible to
use modern standards of wireless networks IEEE802.16,
IEEE802.16e, IEEE802.15.4, IEEE802.11, Bluetooth 5,
6 to form not only mesh and sensor networks, but also
integration with cyber-physical systems based on smart
and Internet of things technologies. This approach
allows the formation of sociocyberphysical systems
(cyberphysical social system, CPSS) — a set of subjects
and objects of the cybernetic, physical and social worlds
that allow the formation of “smart” communities, on the
one hand, and intellectual space, on the other. In CPSS,
users are service consumers, and physical objects in the
form of various devices are service providers. [1, 2].

Analysis of recent research and publications. In
the context of the formation of a high-tech society, social
networks based on Internet services have become one of
the most effective and popular means of mass
communication. One of the directions of development of
CPSS is the impact on such communities, which are an
effective mechanism of influence in the context of hybrid
wars and color revolutions [1, 2]. Such a synthesis of
social Internet services (SSIS) with cyber-physical
systems makes it possible to form a sociocyberphysical
system [2-7]. CPSS allows to form the social, political,
economic "opinion” of the intellectual community
(integration of the cybernetic, physical and social
worlds), regulate and manage on the basis of SSIS,
provide users with proactive services. The nature of
CPSS data brings new requirements and challenges to the
various stages of data processing, including the
identification of data sources, the processing and
aggregation of data of various types and scales. Another
direction is the integration of cyberphysical systems with
new technologies of wireless networks based on a mobile
Internet resource. This approach forms not only the

double-contour Security concept; post-quantum period; quantum computer; synergy; hybridity of

directions of high-performance sociocyberphysical
systems based on smart technologies, but also makes it
possible to significantly simplify the possibility of
implementing targeted attacks based on the integration of
cyber threats with social engineering methods [2, 8-10].
In addition, in the context of the emergence of a full-scale
quantum computer, the stability of almost all algorithms
of symmetric and asymmetric cryptography is called into
question, and the rapid growth of IT computing resources
and “G” technologies contributes to an increase in the
growth of attacks on information and communication
(ICS) and cyberphysical systems (CPS), which are the
core of modern information-critical cybernetic systems
(CCIS). Under such conditions, the primary task of
maintaining the required level of security is the
classification of modern threats that are combined with
social engineering methods and acquire signs of synergy
and hybridity [8-10]. The performed analysis [11-16]
showed a change in the emphasis of CCIS (CPSS) from
the development of an optimization problem for these
computational components to the involved interaction
between the physical environments and the computational
elements with which they interact. In [11], a classification
is proposed, consisting of four dimensions, which allows
to combine the issues of building and modifying ICS with
ensuring the required level of security. The first
dimension of the classification covers the attack vector
and the main attack scenario. The second dimension of
classification identifies an attack by its primary target.
Vulnerabilities are classified in the third dimension of the
classification, and payloads in the fourth taxonomy. Paper
[13] presents an information security risk analysis
methodology that links assets, vulnerabilities, threats, and
organizational controls. This approach allows to identify
critical points in the network infrastructure, combine
them with the appropriate elements of the control system.
The approach uses a sequence of matrices that reflect the
correlation of various elements in risk analysis [13].
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In addition, [14] provides an example of how the
organization of the process of collecting information
about cyber incidents can be used by victims of cyber
attacks. In addition, an attempt is made to assist in
understanding the threat of cyber incidents for various
purposes, which can be useful for increasing
organizational focus in terms of a cyber incident. In
[15-16], a classification is proposed, in which the
following classes of entities are distinguished: an
attacker, a vulnerability, a tool, a goal, an action, goals
and an unauthorized result. Attackers use tools to
perform actions that exploit a vulnerability in a target.

In addition, the direction of smart technologies and
"Smart Home" technologies usually use security
mechanisms without a preliminary integrated approach in
the provision of security services. Basically, the
mechanisms of computer systems and technologies are
integrated with wireless network technologies, which does
not allow the formation of information protection systems
with the required level of security. The papers [17-24]
consider the main approaches to ensuring security in cyber-
physical systems and smart technologies. As a rule, the
KNX standard (ISO/IEC 14543) is used, which provides
security services — confidentiality and data integrity. Fig.
1 presents the basic principles of security based on the
use of the KNX standard.
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Fig. 1. Ensuring security in mobile wireless channels
based on KNX

The KNX [IP Secure standard allows to
authenticate and encrypt KNX telegrams in IP networks.
In this case, tunneling is usually formed, which ensures
the confidentiality of information. KNX I[P Secure
mechanisms are an additional security shell (shell) that
protects all KNXnet/IP data traffic.

However, KNX IP Secure is not so secure, it is
possible to monitor the network, record sent packets and
easily repeat them, because there are no line connectors
with the “Security Proxy” function. In addition, the use
of the AES-128 algorithm in the formation of tunneling
in the post-quantum period will not provide the required
level of protection even for the inner contour.

However, a significant drawback of this approach
is the lack of an objective assessment of the current state

of system security. As a rule, such systems are built
from two main subsystems — cyberphysical, which
directly performs the functions of service, and socio-
management — a combination of a social component and
a control system that is deployed in the cloud. The use
of security mechanisms of the second subsystem, as a
rule, is not taken into account when assessing the
current state of security. Formally, “it is considered”
that cloud technologies provide the required level of
security. The main security threats in the cloud are: data
theft, data loss, account hacking, gaps in interfaces and
Application Programming Interface (API), DDos
attacks, insider actions, the possibility of penetration by
hackers, as well as downtime due to the fault of the
provider [25].

Thus, there is a need to form a CPSS security
approach based on the integration of threats, and the
formation of a dual-contour security concept, which will
ensure the objectivity of assessing not only the current
state of information security of such systems, but also
identify signs of synergy and hybridity of targeted
attacks on such systems.

The goal of the article is to develop the concept
of dual-contour protection of sociocyberphysical
systems, which will allow forming a new approach to
assessing the CPSS information security system, taking
into account its scalability and integration of various
technologies of wireless communication channels.

1. Development of the security concept for
wireless networks based on mobile technologies

To ensure the security of sociocyberphysical
systems and systems based on their infrastructure, it is
necessary to take into account not only the rapid
development of the computing capabilities of mobile
technologies (wireless communication channels) with
their ability to provide information transfer from 1 Tb/s
and above, the growth of service capabilities and
functionality of cloud technologies, but also the
integration of modern threats based on the synthesis of
social engineering mechanisms, cyber threats (with
signs of hybridity and synergy), as well as the ability of
special services to control a significant part of cloud
technology resources. To implement this approach, it is
proposed to divide CPSS into two subsystems of
security and infrastructure — the inner contour, the
cyber-physical system (cyber-physical system, CPS),
which provides the required set of services and
functionality, and the outer contour — the socio-
managerial system (socio-managerial system, SMS)
based on the synthesis of social networks and systems
(messengers) of cloud technologies.

This approach provides a synthesis of internal and
external contours, takes into account efficiency, energy
intensity and relative safety (each contour builds
security on its own mechanisms and principles), on the
one hand. On the other hand, it allows to objectively
assess the threats of each of the contours, taking into
account the computing resources and financial
capabilities of intruders. Fig. 2 presents a block diagram
of the concept of dual-contour security of
sociocyberphysical systems.
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Fig. 2. Block diagram of the concept of dual-contour security of sociocyberphysical systems

To ensure the security of such systems, two
classes of threats must be considered. The first class is
threats and their integration with the methods of social
engineering of the internal infrastructure (internal
security contour). The second class is threats of the
external contour (cloud technologies that provide not
only the management of sociocyberphysical systems
and networks, but also the storage/duplication of the
database).

The works [10, 26] propose methodological
foundations for building security systems, taking into
account the synergy and hybridity of modern targeted
attacks on critical infrastructure objects, which makes it
possible to ensure security in the inner contour.

To ensure the safety of the entire protection
system, it is necessary to take into account the threats of
the internal and external contours:

— internal contour threats considering hybridity
and synergism [26]:

CPSS ISL _\wCPSS ISLC
Whybrid C,I,A,Au,Af Synerg _Wsynerg ﬂ
CPSS ISLI CPSS ISLA
mWsynerg N Wsynerg N (1)

CPSS ISLAu CPSS ISLInv
r]Wsynerg mWs,ynerg )

where ngﬁgrsg'sw synergy of threats on
confidentiality service, ngr',:esr% ISL1_ synergy of threats
on integrity service, ngﬁfr% ISLA _ synergy of threats
on availability service, Wssﬁfr% ISLAU_ synergy of
threats to the authenticity service, ngﬁ(frsg's"'“" -

synergy of threats to involvement service.
— outer contour threats considering hybridity and
synergy [26]:

SCPS ESL

_\wCPSS ESLC
Whybrid C,1,4,Au,Af synerg =W, N

synerg
ST S S A
n\Ns(;r?esrsg ESLAu ﬂngr'?eSr% ESLInv.
where  Wghao B¢ synergy of threats on
confidentiality service, ng,'?esr% BSLI synergy of
threats on integrity service, Wssﬁesr% ESLA _ synergy of
threats on availability service, Wghay 5> — synergy
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CPSS ESLInv
Wsynerg -

of threats to the authenticity service,
synergy of threats to involvement service.

The analysis [10, 25, 26] showed that in the outer
contour the main security services are integrity,
confidentiality and availability, so the services of
authenticity and involvement can be neglected. Then the
threats of the outer contour can be written in the form:

CPSS ESL _\ CPSS ESLC
Whybrid C.1,4, u, 47 synerg = Wsynerg N

CPSS ESLI CPSS ESLA
mWsynerg nWsynerg J

®)

Each element of information resources |, € {1a}
can be described by a vector

=1 A A AL A A ),

where Type; — information asset type, described by a set
of basic values: Typei={Cli, PD;, CDj, TSi, StR;, Publ;,
Contl;, PIi}, where CI; — confidential information, PD; —
payment documents, CD; — loan documents, TS; —
commercial secret, StR; — statistical reports, Publ; —
public information, Contl; — control information, Pl —

personal Information. AC, Al AR, AM A — security
services (A,—C — confidentiality, Ai' — integrity, A,-A -

availability, A™ — authenticity, A™ — involvement);

fi — a metric of the ratio of time and degree of
confidentiality of information for an asset (critical — 1,0;
high — 0,75; medium —0,5; low — 0,25; very low — 0,01).
Then the general (current) level of security of
sociocyberphysical systems based on wireless mobile
technologies is described by the expression [26]:
— for additive convolution

> (1ax5)+

CPSs =
security CPSS ISL i=1
hybrid C,1,4, Au, Af Synerg
4
A (4)
LD DY PV}
\W.CPSS ESL i=
hybrid C,1,4,5ynerg
— for multiplicative convolution
cpss =1-
security
8
—1- (lA‘XﬂI)X (5)
CPSS ISL i-1

Whybrid C,7, 4, Au, 4 synerg

8

x| 1- (14 x4)]
WCPSS ESL i=1
hybrid C,1,4,synerg

In (4), (5) index i refers to the corresponding type of
information asset, and external summation is performed
over all threats of the internal and external contours.

Thus, the proposed concept takes into account the
level of security not only of the CPS, which directly
provides services for the operation of smart and Internet of
things systems, but also of the SMS, which directly
provides the subsystem of the internal security contour.

2. Wireless network security assessment
based on the dual-contour security concept

To determine the current security state of the inner
contour, we use the approach proposed in [9], the main
difference is the expert assessment of the distribution of
threats, taking into account their hybridity and synergy
based on a synergistic threat model. The main stages are
shown in Fig. 3.

To form an expert assessment, we use a modification
of the threat classifier, which is proposed in [8, 9] and
shown in Fig. 4. For the objectivity of expert judgments,
we use the weight coefficients of expert competence (ki),
presented in Tabl. 1.

Table 1 — Expert competence weight coefficient

R Weight

Ne Expert qualification value (ki)

1 International expert in the field of IS, 1,0
CS, Sl

2 | National expert in the field of IS, CS, 0,95
Sl

3 Certified international specialist in 0,9
the field of IS, CS, Sl

4 Full doctorate in the field of IS, CS, 0,9
Sl

5 | Head of security 0,85

6 Phd in the field of IS, CS, SI 0,8

7 Security officer 0,7

8 System administrator 0,6

9 | Security engineer 0,5

10 | Postgraduate student in the specialty 04
in the field of IS, CS, SI

Summary score of i-th threat is determined by the
number of experts according to the expression:

Xizikakk/K’ (6)
k=1

where xx — evaluation of k-th expert for i-th threat
influence; ki — expert competence level; K — number of
experts.

A measure of the consistency of expert
assessments is the dispersion, which is determined by
the expression:

1 & ?
O')%:—Zkk(xk—xi) . (7)
Kk:1

Statistical probability of the received results 1 — o,
will be: [x —A,%+A], where value x distributed

according to the normal law with the center in x; and

dispersion 0)2( Then A is determined by the expression:

A=toZ /N, (8)

where t — Student's t-distribution value for K-1 degrees
of freedom.

To determine the economic costs of preventing an
attack, we use an algorithm based on the cost indicators
of threats. This approach makes it possible to estimate
the economic costs of deliberate protection
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mechanisms, taking into account the ranking of
potential threats and the importance of information
resources to be protected [8]. Both sides of the attack
are determined by the importance (ranking) of attacks
that are economically feasible to carry out.

1-st step. Identification of attacks, the effect of
which exceeds the cost of their implementation;

™o = {Trj I(RP-cP)> o} vTrjeTr,  (10)

where TrcD — set of threats against which it is

economically feasible to build protection; PlD -
estimate of the cost of i-th information resource loss for
the defending side; CiD — protection cost for i-th

Tr = {Tri | (P,A —CiA) > 0} vTr eTr, (9)  information resource for the defense side;
3-th step. Determination of importance coefficients
where TrF? — set of potential threats, the  for attackers. Defined as the share of winnings from the

implementation of which is effective for the attacker;
Tr, — threat for the i-th information resource; P,A -

assessment of the cost of successful implementation of
an attack on i-th resource from the side of the attacker;

C - the cost of attacking the i-th resource from the

side of the attacker.

2-nd step. Determination of the direction of
protection, which provides an effect higher than the
cost of their provision.

total winnings, which can potentially be obtained from the
implementation of the entire complex of attackers™ threats:

A ~A
A__ R"-G

_igﬁzaﬂ

where KiA — rating coefficient (importance) of the

threat realization for i-th information resource;
M — the power of the set of selected potentially
effective threats for the attacking side.

i , VTE eTrid\ M

=‘Tr§“, (11)

Vs

K — number of experts.

Step 1. Formation of classifier metrics

=—ZZM
j i=1 k=1
W ;. — the value of the coefficient metric set by k-th Expert for i-th threat j-th security service; N — number of threats;

—1 L

Step 2. Generation of a digital code of a threat identifier

[ R —

Step 3. Choice of weight coefficients «;, defining conditions for manifestation of i-th threat

[ R —

Step 4. Determining the implementation of each i-th threat taking into account the probability of an attack

WiniJ =ipijzwj
K i3

s I —

c _C |
synerg ZW Q; Wsynerg synerg

M
Z\Nil ail
i=1

Step 5. Determination of the implementation of the occurrence of several threats for the selected service:

ZW

M M
A A Au Au _ Au A Inv__ Inv
Wsynerg zvvl ai Wsynnevrg Zwi ai
i=1 i=1

{}

Wipery = ZN:(WiC Nw Nw W Nw'™ e, +

i=1

Step 6. Determination of the overall threat by security components:

i=1

N
Sl C | A A |
Wsynerg = Z(WI ﬂvvl mWi ﬂvvl ’ mVvinv)ai

i=1

R
Step 7. Determination of a generalized synergistic threat to an information resource:
IS,CS,SI 1S Cs Sl

Wsynerg Wsynerg U Wsynerg UWsynerg

N N
Step 8. Definition of a generalized synergistic threat, taking into account its hybridity:
Whybrid C,],A,Au,lnv mwl ﬂwA mwAu ﬂwlnv

synerg synerg synerg synerg synerg synerg *

Fig. 3. Determining the probability of threats based on the synergistic threat model
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M
Aff _ Aff _ CPSS ISLAff . Inv__ CPSS IS Inv
WCPSS ISLsynerg ZWCPSS s a i WCPSS ISLsynerg ZWCPSS ISLi a i
i=1 i=1

STEP 5. DETERMINATION OF THE TOTAL THREATS TO THE SAFETY COMPONENT
N
IS C CPSS ISL
Wsynerg = Z(WCPSS ISLi m WCPSS ISLi m WCPSS ISLi m WCPSS ISLi ﬂ WCPSS ISLi )al U

i=1

N
C I A') . CPSS ESL
U Z(WCPSS ESLi ﬂ WCPSS ESLi m WCPSS ESLi )ai

i=1

(STEP 6. DETERMINING THE ECONOMIC COST OF ATTACK PREVENTION
Thopssih = {T6 1(R* —C/) > 0} VT eTr = T/ =arg max K?-K}

VT eTr®

Trepss esLa ={Tri I(R*-C )>O} VTR eTr=>Tr™ =arg max KP-K?*

VT eTr®

L determined automatically based on mathematical expressions/

Fig. 4. Modification of the threat classifier

62



ISSN 2522-9052

CyuacHi indopmauiitai cuctemu. 2022. T. 6, Ne 2

4-th step. Determination of coefficients of
importance for defenders. Defined as the share of the
gain from the total amount of the gain, which can
potentially be obtained from the implementation of the
entire complex of protective measures:

D ~D
kp__ A" -G
b T

N

> (R°-cP) (12)
=

vTr eTid,N :‘TrCD‘,

where KJ-D — rating coefficient (importance) of building

defense for j-th information resource.

5-th step. The selection of critical threats based on
the evaluation of the product of the coefficients of
importance, the attacker and the attacker is the
maximum:

T =arg max _KP-K/A. (13)
vTheTi®

Thus, the use of this classifier, as well as the
introduction of economic indicators of the cost of
carrying out an attack and the cost of measures to
counter it, make it possible to obtain an integral
assessment of the security of the system.

To obtain an assessment of the current state of
information security based on the proposed concept of a
two-contour information security system CPSS, let's
assume that "1" will correspond to the maximum level
of security that is provided by the security system as a
whole, and "0" — corresponds to the absence of the
required level of information protection.

To determine the probability of a threat being
realized under the limiting possibilities of defense A
and the limiting possibilities of attack B, we will use the
probability density function of a random variable x —
F(x).

The specified probability is determined by the
difference

F(B) - F(A),

where A — marginal level of protection side capabilities,
B — the limiting level of the attacking side's ability to
implement an attack.

We define the security level as the share of those
resources that are protected from cyberattacks. It is easy
to see that this quantity can be defined as follows:

;(t;ﬂjz
1 2l & dt —

e
o2

A l(t;ﬂjz
—J' el o) gt
o2z

To assess the category of an attacker and
determine his capabilities (computing and financial
resources, economic interest), we use the attacker
model and the method for determining the attacker
category on CPSS applied in the work [9].

S:F(B)—F(A)z.?
e (14)

—00

An analysis of the classification of intruders
allows to form a set {H;}cpssisL, determining the levels
of influence on the CPSS of the internal contour [9]:

—technical channels level (Ho);

— protocol stack physical level TCP/IP(Hy);

— protocol stack link level TCP/IP (H);

— network level protocol stack TCP/IP (H3);

— protocol stack transport level TCP/IP (Has);

— level of harmful impact (Hs);

— embedded device level (Hs);

— protocol stack application-level TCP/IP (H7);
— information security system level (Hs).

In Table 2, the ratio of the categories of the
intruder and the levels of their impact on the internal
loop security system is determined.

Table 2 — The ratio of the categories of the violator
and the levels of their impact

Impact levels
Category,
Ho | Hi |H: | Hs | Hs | Hs | Hs | H7 | Hs

e fojojojofo|o|0]|1]1
g 1 ]1]ofjofoflo|1]|1]1
8 lojojojofo|o|0o]|1]1
¢ |ofojo|lo|o|o]o|1]1
@ 11|11 1|lo]1|o0]1
* |ofojoflojo|o]|1|1]o0O
g 11|11 fjofl1|1]0]oO
@ b1 211 1]1]o
15 T T T A I IO
@ o111 1]1]1
@ 11|11 lof1]1]0]0O
@ 111211 |1]0]1
o111 rlof1]1]0]0O
% |1 lojoflojo|1]1|0]o0O
® l1]ofjofofo|1|0]0]oO

Elements of the set of categories of intruders

Ltijel c {Lcijel } :

LS _ users of CPSS;

LS8 — management of CPSS,

del

Li; —employee of CPSS,
LS8 users “at risk”;

L%e' — operating personnel;
19! technical support staff;

Lﬂe' — persons who are not employees of CPSS,
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Lge' external intruders:
Ll _ cyberterrorists,
LY _ special services,
L' hackers,

L _ cybercriminals,
L competitors,

L% criminality,

L€ _ vandals.

Let's form a set {Hj}cpsses., determining the
levels of influence on the CPSS of the external contour:

—the level of technical channels of cloud
technologies (Ho);

— database management system level (H1);

— service application layer (H>);

— Azure Active Directory Domain Services level
(H3);

—the level of harmful
Development Lifecycle (Hy);

— SQL Databases (Hs);

— information security system level (Hs).

In Table 3, the ratio of the categories of the
intruder and the levels of influence of the external
contour of the protection system is determined.

The weight coefficient of the "danger" of the
attacker is determined by the formula [9]:

N
cps _ 1 CPS
Yics =WZ7ICS i

=

effects on Security

(15)

CcPs ICS | | 4CPS
where YICS i Z(ﬂi Us )X Prj X fmotiv »
CPSS ISL _ 1, CPSS ISL ~yyp/ CPSS ISL ~CPSS ISL
i _WCD ﬂWcash nT J
CPSS ESL _\,,CPSS ESL 1y CPSS ESL ~-CPSS ESL
B :WCP r-chash nT -

weighting coefficients of the intruder capabilities for
CPSS ISL and CPSS ESL (respectively),

WC%PSS ISL (WC%PSS ES") — computing resources of the
intruder (1 — unlimited resources of cyberterrorists,
0,75 — state resources (special services), 0,5 — resources
of cybercriminals, 0,25 — resources of criminality,
competitors, hackers, 0,001 — vandal resources);
TCPSSISL (TCPSSESLY _ time to carry out the threat (1 —the

Table 3 — The ratio of the categories of the violator
and the levels of their impact

impact levels
category

Ho H1 H> Hs3 H; Hs Hs
et olo]o|o0o|o0o]o0]oO
Lt 1|10 o0 ] o0]1
Ll olo] o] o | o] o0]oO
Ll olo] o] o | o] 0] oO
L get 11| 1|11 o0]1
LGl oo o] o0 ] oO0]1
gt 11| 1|10 | 1]1
L el 11| 1|11 |11
L8l 1|11 1] 1] 1|1
L% 1|1 |11 1] 1|1
L3 11|11 |0 |1]1
1o 11 1|1 | 1|11
1! 111|100 | 1]1
L% 1o oo |0 | 1]1
L et 1| oflo|o0o|o0|1]o0

threat is realized daily, 0,75 — the threat is realized
within a week, 0,5 — the threat is realized within a
month, 0,25 — the threat is realized within a year, 0,001

— unlimited time); \W CPSS IsL (WCPSS ESL

cash cash ) — economic

opportunities of attackers (1 — unlimited resources of
cyberterrorists, 0,75 — state resources (special services),
0,5 — resources of cybercriminals, 0,25 — resources of
criminality, competitors, hackers, 0,001 - vandal
resources).

Table 4 shows the initial data of the criteria and
indicators of the expert assessment of its location.

Analysis of tables 24 takes into account that the
attack is determined by a complex criterion that includes
account the cost of conducting and the computational
capabilities available to the attacker. This approach
ensures timely response to computer incidents depending
on the category of intruder and ensures the required level
of security.

Table 4 — Initial data of criteria and indicators of expert evaluation of the weight coefficient of the “danger” of the violator

Weighting indicators
ICS ICS cPS CPS

Category Pi~ e {Bi } Bi" e {ﬁi }

Pri I'motiv

CPSS ISL CPSS ISL CPSS ISL CPSS ESL CPSS ESL CPSS ESL
WCP T Wcash WCP T Wcash

critical 1 1 1 1 1 1 1 1
high 0,75 0,75 0,75 0,75 0,75 0,75 0,75 0,75
median 05 05 05 05 05 05 05 05
low 0,25 0,25 0,25 0,25 0,25 0,25 0,25 0,25
very low 0,001 0,001 0,001 0,001 0,001 0,001 0,001 0,001
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Conclusions

In the context of the rapid growth of computing
resources of wireless networks, their integration with the
technologies of the mobile Internet and the Internet of
Things allows to form an expansion of the range of
services based on smart technologies and wireless
networks. This approach ensures further integration and
formation of sociocyberphysical networks, on the one
hand. On the other hand, the emergence of new targeted
attacks on the rapidly developing areas of the IT industry.
In addition, the emergence of a quantum computer
significantly increases the capabilities of cyber-intruders
and cyber-terrorists. Under such conditions, the proposed

approach to the formation of the security system of
sociocyberphysical systems based on the two-contour
Security Concept provides an objective assessment of the
current state of the CPSS security level.

The paper proposes a scheme of a unified classifier,
taking into account the synergetic model of threats and
economic costs to ensure the required level of security,
including the construction of a security system consisting
of two subsystems — the CPS protection system (internal
security contour) and the SMS protection system
(external security contour). This approach not only takes
into account targeted attacks on individual elements of the
CPSS, but also ensures the objectivity of the obtained
results of assessing the security level.
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Po3po0ka KoHuenuii JBOKOHTYPHOI'0 3aXUCTY cOLioKiOepi3uUHUX cucTeM
C. C. loracii, C. B. Minescokuid, b. I1. Tomamescekuii, H. 1. Bopomait

AHorauisi. BypxnuBuii po3BuTOK MOOUIBHEX iHTepHeT-TexHonoriii LTE (Long-Term Evolution) He TiIbKH 3yMOBHB
MOJANBIINI PO3BUTOK KiOep(hi3WIHUX CHCTEM, IO TPYHTYIOThCS Ha CHHTE31 TEXHOJOTIH KIaCHYHUX KOMITIOTCPHHUX CHUCTEM Ta
texHonoriid Ta LTE, a Takox KOMIUIEKCYBaHHI 3 TEXHOJIOTISIMH iHTepHET-pedeii. BHacmigok doro mosiBa comiokidepdizmaanx
CHCTEM BH3HAYa€ MOJANIBIIMI PO3BUTOK HA OCHOBI TaHOTrO KoMIUIeKCyBaHHS. CTBOpeHHS meSh-, CEeHCOPHHX MEpex JO3BOJISE
TaKOXX PO3BUBATH CMApTTEXHOJOTII, 1 CHCTEeMH, 3acHOBaHI Ha iX KoHIJIoMepamii. Po3BHTOK Ta CTBOpEHHS KBaHTOBOTO
KOMIT'IoTepa 3 OJHOTO OOKY JO3BOJIUTH 3pOOUTH TEXHIUYHHI IPOPUB y OOUHCIIOBAIBHUX pecypcax, BAKOPHCTOBYBATH IITYYHUH
iHTENeKT, a 3 iHmoro OOKy MOXKe HPH3BECTH 10 “Xaocy” y 3abe3neueHHI Oe3NeKkd CydacHHX TEeXHOJIOTiIH Ta cucteM. Tak Ha
mizgcrasi anroputmiB kBaHToBo1 kpunrtorpadii llopa Ta I'poBepa MoKyTh OyTH 371aMaHi CUMETPHYHI KPHIITOCUCTEMH Ha OCHOBI
AITOPUTMIB TpaIuLiiHOI KpunTorpadii, a TAKOK HECUMETPHYHI KPUITOCUCTEMH, BKIIIOYAaIOYH CUCTEMHU Ha OCHOBI KpunTorpadii
Ha eJINTHYHUX KpUBUX. Y pOOOTI MPOMOHYETHCS BHKOPUCTOBYBATH HOBHU MiAXiJ OO MOOYIOBH CHCTEM O€3MEKH Ha OCHOBI
Konmenmii BHyTpIiITHBOTO Ta 30BHIITHHOTO KOHTYPIB Oe3MeKH. Y IbOMY pO3TIISAAIOTECS KOHTYpH Oe3neKkn Oe3nepepBHUX GizHec-
nporeciB. Takwii miaxin 3abe3neuye 00'€KTHBHY OIIHKY IOTOYHOTO CTaHy O€3MEKH COIIOKIOepCHCTEMH 3araioM.

KawouvoBi caoBa: nBokontypHa Konmemuis Oe3neKkH; MOCTKBAaHTOBHH Mepiof; KBAHTOBUI KOMIT'IOTEp; CHHEPTi3M;
ribpuanicTh KibepaTaxk.

Pa3paboTka KOHUeNUMHU IBYXKOHTYPHOM 3alIMThI COUMOKHOeppU3MIeCKUX CHCTEM
C. C. loracuii, C. B. Munesckutii, b. I1. Tomamesckuii, H. U. Bopomait

Annortanusa. bypHoe pasButne MoOwnbHBIX wuHTepHeT-TexHONornii LTE (Long-Term Evolution) He TONBKO
IPEIOIIPEICITUIIO AANIbHEH Iiee pa3BUTHE KHOep(U3MUECKUX CHUCTEM, KOTOpPhIE OCHOBAaHbI Ha CHHTE3€ TEXHOJIOTHH KIIACCHYECKHX
KOMITBIOTEPHBIX CUCTEM U TexHosorui u LTE, a Taxke KOMIJIEKCUPOBAaHUU € TEXHOJOIMAMHU UHTEpHET-Bellel. B cneacteun yero
MOSIBIIEHHE COIMO-KHOEPPU3NIECKUX CHCTEM MpEIONpeseseT AalbHelIee pa3BUTHE Ha OCHOBE JAHHOTO KOMIUIEKCHPOBAHMSI.
Coznanne mesh-, CEHCOPHBIX CeTell MO3BOIAET TaK K€ Pa3BUBATh M CMAPT-TEXHOJIOTWH, M CHCTEMBI, OCHOBAHHBIE Ha WX
KOHIJIOMepanuy. Pa3BuThe M co3aHMe KBAaHTOBOTO KOMIIBIOTEpA C OFHOHM CTOPOHBI NO3BOJNUT CHENATh TEXHWYECKUH NPOPHIB B
BBIYHCIIUTENIBHBIX pecypcax, HCHONIb30BaTh HWCKYCCTBEHHBIH WHTEIIEKT, a C JPYroil CTOPOHBI MOXKET INPUBECTH K “Xaocy” B
obecrieyeHNN OE301aCHOCTH COBPEMEHHBIX TEXHOJNOTHMI M chcTeM. Tak Ha OCHOBaHWM airOPUTMOB KBaHTOBOH Kpumnrorpaduu
ITopa u I'poBepa MOTyT OBITH B3IIOMaHBI CHMMETPHYHBIE KPHIITOCHCTEMbI Ha OCHOBE QJITOPUTMOB TPaUIIMOHHON KpUITOrpaduy, a
TaKKe HECUMMETPHYHBIC KPUITOCUCTEMBI, BKJIIOYAsi M CHCTEMbl Ha OCHOBE KpUNTOrpadMy Ha SJUIMITHYECKUX KPHUBBIX. B pabore
TpesIaraeTcsl HCIONIb30BaTh HOBBIN MO/IX0/] K TOCTPOCHHUIO CHCTEM 0e30MmacHOCTH Ha OCHOBe KOHIIENIMN BHYTPEHHETO U BHEIIHETO
KOHTypoB Oe3omacHoCTH. [Ipu 3TOM paccMaTpuBaroTCsi KOHTYPBI 0€30MaCHOCTH HEMPEPHIBHBIX OM3Hec-mporieccoB. Takoil moxxon
obecnieunBaeT OOBEKTHBHYIO OLIEHKY TEKYIIET0 COCTOSHHS O€30IMaCHOCTH COLMO-KHOEPCHCTEMBI B IIEJIOM.

KnaoueBble cioBa: aByxkoHTypHas KoHuenius 6€30mMacHOCTH; MOCTKBAHTOBBIM MEPHO/; KBAaHTOBBIH KOMITBIOTED;
CHHEPTU3M; THOPUAHOCTE KHOepaTak.
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