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MODELING THE PROCESS OF TWO-FACTOR AUTHENTICATION

Abstract. The relevance of research. Authentication is the process of confirming the authenticity of an object or
subject of interaction in an information network by a presented identifier. Usually only one factor is used. However, most
information security incidents occur due to the use of one factor. The easiest way to create an extra layer of security for
accounts is to use two-factor authentication using 2FA programs. In this case, an additional step occurs, which increases
the user authentication time and creates an additional load on the network. Thus, there is a need to create an additional
layer of security for accounts in the “Active Directory” directory service without using an additional component on the
target system and an additional step in the authentication process, thereby making the authentication process itself simpler
and more responsive to the user. The purpose of the article is to develop a model of the two-factor authentication process,
which will allow comparison of different approaches to its implementation. Research progress. The proposed model
consists of three components: a system submodel, a threat submodel, and a security properties submodel. The analysis
performed showed the advantages of using the PERT method for this problem. The simulation of the authentication pro-
cess was carried out using a third-party service for checking the second factor (DUO) and the proposed method. The final
PERT-diagrams are formed. A comparative analysis of these methods in terms of authentication speed was carried out.
Conclusion. The developed model makes it possible to assess the quality of two-factor authentication by the selected
parameter with a sufficient degree of accuracy. In particular, the proposed method showed more preferable results in terms
of authentication speed compared to conventional methods.
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Introduction

Information security tools used by companies in-
clude authentication, identification, authorization, integ-
rity checking. They are designed to protect legitimate us-
ers of the information system from illegal actions of in-
truders.

Authentication is the process of confirming the au-
thenticity of an object or subject of interaction in an in-
formation network by a presented identifier. The main
authentication method is single factor authentication.
However, in a number of studies [1-4] it is noted that
most incidents in the field of information security occur
due to the use of one factor.

Studies have shown that the easiest way to create an
additional layer of security for accounts is to use two-fac-
tor authentication [5-10]. The main types of two-factor
authentication are:

e one-time passwords on paper (printable set of
codes);

e sending a temporary code to an e-mail address;

e sending one-time password via SMS;

e OTP tokens (hardware one-time password gen-
erators);

e 2FA programs (Authenticator class applica-
tions).

A promising view is the use of 2FA programs, since
it is possible to individually adjust the time interval for
generating one-time passwords. For authentication and
authorization of users, as a rule. directory service is used.
A directory service is a network service that identifies all
network resources and makes them available to users.
The directory service centrally stores all the information
required to use and manage these objects, simplifying the
process of finding and managing these resources [11].
Examples of such services are Samba server, FreelPA,
Apache Directory Server, OpenLDAP, 389 Directory
Server, Active Directory.

The Active Directory — directory service, unlike
those listed above, is secure, distributed, segmented and
replicated, which allows for simplified administration,
scalability, support for open standards, and support for
standard name formats [12]. This directory service uses
LDAP [13], Kerberos [14] authentication protocols.
Based on the RFC of these protocols, despite the security
of the protocols themselves, they do not ensure the secu-
rity of the authentication process itself on the part of the
user, they do not support two-factor authentication, since
authentication through these protocols occurs using one
factor.

However, there are solutions to integrate the second
factor into such directory services using third-party com-
ponents on systems where authentication is required. An
example of such solutions are the developments of Duo,
Okta.

The works [15, 16] describe the authentication pro-
cess using a third-party component. It is worth paying at-
tention to the fact that in this approach, there is an addi-
tional step during authentication, which complicates the
process. This increases the user authentication time and
creates an additional load on the network.

Thus, there is a need to create an additional layer of
security for accounts in the Active directory service with-
out using an additional component in the target system
and an additional step in the authentication process,
thereby making the authentication process itself simpler
and more responsive to the user. To solve this problem,
it is necessary to resort to design, the initial stage of
which is the development of a model. The model will al-
low us to study at each stage the effectiveness of the in-
tegration of two-factor authentication into authentication
services with centralized user databases and evaluate the
effectiveness of the work as a whole and at individual
stages.

Therefore, the purpose of this article is to develop
a model of the two-factor authentication process, which
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will allow us to compare different approaches to its im-
plementation.

At the first stage of research, a modeling method
was chosen, at the second stage, a model of a standard
authentication process based on the PERT method was
developed, at the third stage, the proposed method was
modeled.

At the final stage, using the developed model, a
comparative analysis of these methods in terms of au-
thentication speed was carried out.

Main material

1. Choice of modeling method. The security model
should consist of three components [17]:

system sub-model that clearly defines the system
of interest in order to understand how it behaves during
operation, as well as unintentional changes in operating
conditions;

threat sub-model to clearly define the computing
resources of attackers and their ability to access the sys-
tem;

sub-model of security properties, in which prop-
erties must be clearly defined to prevent malicious ac-
tions.

There are many methods and approaches to model-
ing various systems. To model our system, the following
methods were considered.

GERT (Graphical Evaluation and Review Tech-
nique) is an alternative probabilistic method for network
planning. The method is used in the organization of work,
its main principle is that subsequent tasks can begin after
the completion of only a certain number of previous
tasks. However, not all tasks presented on the network
model must be completed to complete the project.

CPM (Critical path method) is a method based on
determining the longest sequence of tasks from the be-
ginning of the project to its completion, taking into ac-
count all the relationships of the project, which is called
the critical path. Tasks that lie on the critical path (critical
tasks) have zero lead time, and if their duration changes,
the timing of the entire project changes. For other tasks,
a possible reserve of time is calculated.

PERT (Program Evaluation and Review Tech-
nique) is a project evaluation and analysis method used
in project management. The method is aimed at analyz-
ing the time required to complete each individual task. It
also determines the minimum time required to complete
the entire project.

In the PERT method, projects are viewed as a net-
work of individual events and activities. Work in them is
any element of the project that takes time to complete,
and which can suspend the start of other work. The
method is based on the idea of determining and control-
ling the probable terms of the critical path of the entire
complex of works (or a probabilistic approach using the
average value of the p-distribution). The PERT method
allows for possible fluctuations in the timing of each op-
eration and analyzes their impact on the completion of
the project as a whole.

Benefits of the PERT method:

e provides a graphical representation of the pro-
ject and its main activities;

¢ allows you to set the duration range for each ac-
tivity;

e makes it possible to obtain information about
the expected completion time of the project, provides an
estimate of the probability of completing the project be-
fore the specified date;

e identifies activities that have slack time and
therefore their delay will not affect the duration of the
project as a whole;

e identifies activities on the critical path that need
close monitoring, as they affect the overall time to com-
plete the project [18].

Using the PERT method, one can analyze the time
required to complete each individual task and determine
the minimum time required to complete the entire project
[19].

Disadvantages of the PERT method:

e human factor, subjective analysis and inaccurate
estimates may affect the timing;

e updating and maintaining the calendar requires
a lot of time and money;

e complexity of management, there is no guaran-
tee that the schedule will remain the same throughout the
project.

The GERT method [20] is an alternative probabilis-
tic method for network planning. The basis of the appli-
cation of the GERT method is the use of alternative net-
works, called GERT networks. These networks can ade-
quately define complex production processes in cases
where it is difficult to clearly define what work and in
what order must be done to achieve the goal of the pro-
ject.

The basis of the application of the GERT method is
the use of alternative networks, called GERT networks in
terms of this method.

They allow you to more adequately set complex
project processes in cases where it is difficult or impos-
sible (for objective reasons) to unambiguously determine
what kind of work and in what sequence should be per-
formed to achieve the intended result (i.e. there is a multi-
variant implementation of the project).

The GERT-based modeling method is based on the
use of weights, and is especially useful in work organiza-
tion cases where subsequent tasks can start after only a
certain number of predecessor tasks have completed. One
of the significant disadvantages of GERT networks is
their high computational complexity [21, 22]. Given that
for the system being developed, the process that needs to
be modeled has a clear sequence, we can give preference
to the PERT method.

2. Modeling the Authentication Process. Let's
simulate the authentication process using a third-party
second factor verification service (DUQ). A general view
of the process in the form of a diagram is presented in
Fig. 1.

The following steps are performed (Fig. 1):

1) user enters login, password, OTP into the user
system (Windows);

2) user system (Windows) sends the user's login
and password to Active Directory for verification;

3) Active Directory returns a response to the user
system (Windows);
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Fig. 1. Standard scheme of the authentication process
using a third-party second factor verification service

4) user system, with a satisfactory response, sends
the user's login and OTP for verification to the second
factor verification service (DUO);

5) second factor check service returns a response
to the user system (Windows);

6) user system (Windows) with a satisfactory re-
sponse grants access to the user.

PERT chart consists of separate typical blocks
(Fig. 2). Each block contains seven sections with such in-
formation about the task [12]:

e in the Master password generator section, the
number or name of the task is displayed;

Early Start Duration Early Finish
Master password generator
Late Start Slack Late Finish

Fig. 2. View of a typical block of PERT charts

e Early Start section displays the earliest start, the
earliest start date for the task;

e Duration section displays the duration of the
task, calculated using the PERT method;

¢ inthe Early Finish section, the earliest finish, the
earliest deadline for completing the task, is displayed;

e in the Late Finish section, the late finish is dis-
played, the latest deadline for completing the task;

e Slack section shows the amount of time left to
complete the task without affecting the end date of the
project;

e in the Late Start section, the late start is dis-
played, the latest start date for the task.

An example of a PERT diagram for the considered
process is shown in Fig. 3.

0 \ 0 0 0 | 02 | 0 02 | 23 ‘ 231
START Windows Active Dirscory
0 ‘ 0 0 0 I 0 I 0 02 l 0 ‘ 231
v
231 ‘ 0z 251 251 ’ 479 | 73 73 | 02 ‘ 75
Windows 2FA Service Windows
231 [ 0 261 251 l 0 I 73 73 ] 0 [ 76
‘
73 ‘ 0 73
FINISH
73 ‘ 0 73

Fig. 3. An example of a PERT diagram of the authentication process
using a third-party second factor verification service

3. Suggested method. Consider the proposed ap-
proach to the authentication process using a third-party
service for checking the second factor. A sequence of
actions is proposed, shown in Fig. 4.

User

—1—>

Windows

=

2

v

¢

3

Active Directory

Service

Fig. 4. Proposed Scheme for the Authentication Process

The proposed method performs the following ac-
tions (Fig. 4):

1) user enters the login, password, OTP into the
user system (Windows)

2) user system (Windows) sends the user's login
and password to Active Directory for verification

3) Active Directory returns a response to the user
system (Windows)

4) user system (Windows) if the answer is satisfac-
tory, the system grants access to the user

Note that the operations

Service —> Active Directory

does not affect the user authentication process.
An example of a PERT chart based on this process
is shown in Fig. 5.
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Fig. 5. Example PERT Diagram for the Proposed Authentication Process Method

4. Case study. To compare services, you need to
test the authentication speed.

The following stand was prepared for testing. Ora-
cle VM VirtualBox was taken as the basis for virtualiza-
tion. For the server part, Windows Server 2019 is used,
as well as Active Directory, a Microsoft directory service
for operating systems of the Windows Server family.

For the client part, Windows 10 is used, an operat-
ing system for personal computers and workstations de-
veloped by Microsoft as part of the Windows NT family.

Test bench host machine: CPU 6-Core Intel Core i7,
2.2 GHz; RAM 16GB 2400Mhz DDR4; SSD 256 GB
RAM; LAN 1GBps; Internet 1GBps.

Test bench virtual machines: Windows Server 2019
(CPU 4 Core; RAM 8GB; Drive 64GB; LAN 1GBps);
Windows 10 (CPU 2 Core; RAM 4GB; Drive 64GB;
LAN 1GBps).

Communication between virtual machines is pro-
vided through a bridge connection with the host machine.
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The difference between the compared systems is that in
the case of DUQ, it is necessary to install an additional
component in the client part, Winlogon is a component
of Microsoft Windows operating systems that is respon-
sible for processing the sequence of safe attention, load-
ing the user profile at logon and, if necessary, locking the
computer when the splash screen is running (another au-
thentication step is required).

The actual retrieval and validation of user creden-
tials is left to other components.

No additional components are needed for the devel-
oped system.

Testing will be done with a base of 1000 users. Be-
fore testing, 1000 accounts were created in Active Direc-
tory, 1000 accounts were created in the DUO system and
1000 TOTP tokens were issued.

The results of authentication testing using the sec-
ond factor verification service are shown in Table 1 and
Fig. 6.

6,50 6,75

7,00 7.25 7,50

Fig. 6. Test results (standard method)

Table 1 — Testing the Standard Method

Time 63 |64 |65 |66 |67 |68 |69
Frequency 55 |83 |64 [80 |76 |83 109
Time 7 71 (72 |73 |74 |75
Frequency |89 |76 |92 |77 |74 |42

The table shows that the minimum time to complete
the login operation with this approach is 6.3 s.

The maximum is 7.5 s., And the average authenti-
cation time is 6.9 s.

The results of authentication testing using the pro-
posed method are given in Table 2.

Authentication testing results using the developed
system:

Table 2 — Testing the proposed method

Time 2,1 2,2 2,3 2,4 25 |26
Frequency 56 96 123 | 118 | 93 100
Time 2,7 2,8 2,9 30 |31
Frequency 91 95 88 95 45
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From the obtained results, it follows that the mini-
mum time to complete the login operation is 2.1 s., the
maximum is 3.1 s., and the average authentication time is
2.6s.

Let's combine the data of tables 1 and 2 on one dia-
gram (Fig. 7, blue color on the left - Table 1, red color on
the right — Table 2).
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25

Fig. 7. Authentication Time Analysis

From the diagram in Fig. 7, it is obvious that the
proposed method in terms of the proposed parameter is

significantly more efficient than the standard one (al-
most 3 times).

Conclusions

The article presents a model of the two-factor
authentication process, which made it possible to
compare different approaches to its implementation. The
proposed model consists of three components: a system
submodel, a threat submodel, and a security properties
submodel.

The analysis performed showed the advantages of
using the PERT method for this problem. The developed
model made it possible to assess the quality of two-factor
authentication by the selected parameter with a sufficient
degree of accuracy.

In particular, the simulation of the authentication
process was carried out using a third-party second factor
verification service (DUQ) and the proposed method.

The final PERT-diagrams are formed. A
comparative analysis of these methods in terms of
authentication speed was carried out.

The proposed method showed more preferable
results in terms of authentication speed compared to
conventional methods.
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MopaenoBanHs npouecy AB0(aKTOPHOI aBTeHTU(ikanii
b. M. Pe3anos, I'. A. Kyuyk

AHoTamifi. AKTyaJbHICTh TOCHIIzKeHHsI. ABTCHTH(]iKaIlis — MpoLec MiATBEPAKEHHS CIPaBX)HOCTI 00'ekTa abo Cy-
0'exta B3aemonii B iHopMarmiiiHiii Mepexi 3a mpea'siBIeHUM ineHTH(iKaTOpoM. 3a3BHYail MpH LBOMY BUKOPHUCTOBYETHCS
O/MH YWHHUK. [IpoTe, 61IbLIICTh IHIUAEHTIB Y cdepi iHpopMaLiiHOT O€3MeKH TPAIISIOTHCS BHACTIAOK BUKOPHCTAHHS OJ-
HOro Qakropy. HailGinpm mpocTUM crmocoOoM CTBOPUTH NOJATKOBHH piBEeHb O€3MEKH A 0OJTIKOBUX 3aMHUCIB € BUKOPHUC-
TaHHA JBO(AKTOPHOT aBTeHTU(DiKaii 3 BukopuctaHHsIM 2FA-niporpam. [Ipu 1poMy BUHUKA€E JONATKOBUU KPOK, SIKAK 30171~
nrye gac aBTeHTU(iKamii KOpUCTyBada, CTBOPIOE HOAATKOBE HAaBaHTa)KEHHS Ha MepeXy. TakuM 4MHOM, BUHHKAae HEOOXin-
HICTh CTBOPHUTH JIOJJATKOBHUH piBEHB O€3MEKH AJIs 0OTIKOBHX 3alUCIB y CIry>k01 kaTanoriB Active directory 6e3 BUKOpHCTaHHS
JIOJJTaATKOBOTO KOMITOHEHTA B IIIBOBIM CHCTEMi 1 0JaTKOBOTO eTamy B mpoleci ayTeHTudikanii, TAM caMUM poOJIsIIu caM
mpornec ayTeHTUGiKaIii OiabII TPOCTUM i JOCTYIHUM JUIsl KOPUCTyBada. MeTOKW CTATTi € po3poOka MoJeNi MpoIecy IBO-
(axTopHOi ayTeHTUDiKaLil, IKa JO3BOJUTH MPOBECTH MOPIBHAHHS Pi3HUX MiAXOMIB U1 Horo peanizanii. Xia A0caigKeHb.
ITponoHOBaHA MOJENb CKIAAAETHCS 3 TPHOX KOMIIOHEHTIB: MIAMOJENb CUCTEMH, MiAMOAETH 3arPO3H Ta MiAMOJENb BIACTH-
BocTeil Oe3mexu. [IpoBeneHuil anaii3 mokasaB mepeBarn BUKOPUCTaHHS Uit naHoro 3aBraHHS metony PERT. IIposeneno
MOJIETIIOBaHHS TPOIlecy ayTeHTH(QIKaIil 3 BUKOPUCTaHHIM CTOPOHHBOTO cepBicy mepeBipku npyroro ¢akropy (DUO) Tta
3anpornonoBaHoro Meroxy. Chopmosano nmincymkoBi PERT-niarpamu. [IpoBeneHo mopiBHsUIBHUH aHANi3 JaHUX METOMIB 32
NIBUAKICTIO aBTeHTH]iKanii. BucHOBOK. Po3polbiieHa MOeNb T03BOJISIE 3 JOCTATHIM CTYNECHEM TOYHOCTI OIIHHUTH SIKiCTh
nBodakTopHOT aBTeHTUIKaIlii 32 BUOpaHUM IapaMeTpoM. 30KpeMa, 3allpOIIOHOBAHNUN METOJ MOKa3aB Kpalli pe3yJs bTaTH 3a
MIBUIKICTIO aBTeHTHU QiKalii MOPIBHAHO 3 3arabHONPUITHITHMHU METOIaMH.

KawuoBi caoBa: arentudikamnis, 2FA-nporpama, monens, metox PERT.

MopeaupoBaHue npouecca IByX()akTOPHOiIi ayTeHTH(PUKaMK
b. M. Pe3anos, I'. A. Kyuyk

AHHOTANMSA. AKTYATBHOCTh HCCIEA0BAHUSA. AYTCHTU(DHUKALUS — TPOLIECC MOATBEPKACHHUS MOATMHHOCTH 00BEKTa
WU CyObeKTa B3aMMOJCHCTBUS B HHPOPMAIMOHHOW CETH O MpeIbIBICHHOMY HAeHTHGHUKaTOpy. OOBIYHO TIPH 3TOM HC-
noJsib3yercs oauH paxtop. OqHaKo, OOIBIIMHCTBO HHIUJACHTOB B cepe HHPOPMAIOHHOM 6€30IaCHOCTH CIIydaloTCs BCIIEI-
CTBHE UCIOJIb30BaHUs 0gHOrO dakropa. Hanbosee mpocTsiM CIIOCOOOM CO3aTh AOMOJHHUTENBHBIH YPOBEHb 0€30MaCHOCTH
JUISl yYETHBIX 3aIHCeil SBISETCS HCIOJIb30BaHUE ABYX(HaKTOPHOH ayTeHTUUKAIMK ¢ ucnonb3oBanueM 2FA -nporpamm. Ilpu
3TOM BO3HHKAET JOIOIHUTENBHBIN IIaT, KOTOPBIH yBEITUYNBAET BpeMs ayTCHTU(UKAINH IT0JIE30BATENs, CO34aeT JOMOIHH-
TEJIBHYIO HAarpy3Ky Ha ceTb. TakuM 00pa3oM, BO3HHKaeT HEOOXOIUMOCTb CO3/1aTh JOMOJHHUTEIBHBIH YPOBEHb O€30MacHOCTH
JUIs YYeTHBIX 3amuceidl B ciayx0e kataimoroB Active directory 6e3 HCIONb30BaHHs JOMOIHUTEIFHOIO KOMIIOHEHTA B LIEIEBOM
CHCTEME U JIOTIOJHUTEIBHOTO dTana B MPOILEcce ayTeHTU(GHKALMK, TEM CaMbIM Jiefiasi caM Ipollecc ayTeHTuuKaunu 6osee
HPOCTHIM M OT3BIBYMBBIM I TTOsIb30BaTeNs. Lleablo cTaThy sBIsSeTCS pa3paboTka MOJIENH Mpolecca AByX(akTopHOii ayTeH-
TU(UKAINY, KOTOPas TO3BOJIHT IPOBECTH CPABHEHUE PA3JIMYHBIX MOJXO0/I0B K €ro peanusanuu. Xoa ucciaenopanmii. [Ipea-
raemMasi MOZIeJIb COCTOUT M3 TPeX KOMIIOHEHTOB: MOAMOJENb CHCTEMBI, MOJMO/ICb YrPO3bl M MOAMOJAEIHN CBOWCTB Ge30MacHo-
cru. IIpoBeJieHHbIN aHaNN3 MOoKa3aj MPEUMYIIECTBA UCIIOIb30BaHU Ul JaHHOH 3amaun Metona PERT. IIpoBeneHo mMonenu-
poBaHHUE TMpolecca ayTeHTU(HUKALUY C HCIOJIb30BAaHIUEM CTOPOHHET0 cepBuca mpoBepku BToporo dakropa (DUO) u mpemio-
skerHoro merona. Cpopmuposans! uroroeie PERT-nnarpammel. [IpoBeneH cpaBHUTEIBHBIH aHAIN3 JaHHBIX METOJIOB TI0 CKO-
poctu ayreHTHbUKauu. BeiBoa. PazpaboranHas Moeb MO3BOJSET C JOCTATOYHOM CTETMIEHBIO TOYHOCTH OLCHHUTH Ka4eCTBO
IBYX(aKTOpHOIl ayTeHTU(HKAIMK 110 BEIOpAaHHOMY TapaMeTpy. B 4acTHOCTH, mpe/IoKeHHBII METO moka3an OoJiee mpej-
HOYTHUTEJbHBIC PE3YJIbTATHI 10 CKOPOCTH ayTEHTU(HUKALNY 10 CPABHEHUIO C OOIIETIPUHATHIMUA METOIaMH.

KawueBsbie ciaoBa: ayreHtudukanus, 2FA-nporpamma, moznens, meroq PERT.
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