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THE SOFTWARE SECURITY DECISION SUPPORT METHOD DEVELOPMENT

Abstract. The actuality of the power to improve the accuracy of the results was determined in order to make a decision
about the process of testing the software security. An analysis of the methods of support for making a decision was carried
out. The necessity and feasibility of improving the accuracy of the results was determined in case of further software
security inconsistencies in the minds of the fuzziness of input and intermediate data. With this method, on the basis of the
mathematical apparatus of fuzzy logic, the method of support for making a decision about the security of software security
has been developed. The main feature of this method is the synthesis of an improved method of generating the initial
vibration in the process of starting a piece of neural string. Within the framework of the model, the next stages of follow-up
are reached. For the mathematical formalization of the process of accepting the decision and designation of the input data,
the model of forming the vector in the input data was developed. Depending on this model for shaping the input data, an
anonymous sign of potential inconsistencies and undeclared possibilities of the PP is valid until the data of PVS-Studio
Analysis Results. To improve the accuracy of the classification of data collected, the method of creating a piece of neural
array has been improved, which is modified by the method of generating a sample, which is being developed. This
generation method includes three equal generations: generation of the initial vibration, generation of the initial butt and
generation of a specific value of the safety characteristic. This made it possible to increase the accuracy of classification
and acceptance of the solution by 1.6 times for positive elements in the selection by 1.2 times for negative elements in the
selection. To confirm the effectiveness of the development of the method of support for the decision on how to ensure
software security, a ROC-analysis was carried out over the course of the above procedures. The results of the experiment
confirmed the hypothesis about the efficiency of the divided method of support to make a decision about the security of PZ

up to 1.2 times equal to the methods, which are based on the position of discriminant and cluster analysis.
Keywords: software security inconsistency; security testing; decision support; fuzzy logic; cyberthreat.

Problem statement and literature analysis

Studies of the scheme for software vulnerability
research and evaluation of the results of mathematical
modeling allow to conclude that the data analyzed in the
system for confirming potential vulnerabilities is
complex [1, 2]. In this case, the summary security
indicator of the software the object under study Fsec, can
be represented as a sequence of the following data:

- vector Fsc=(f1,...,fm) of initial characteristics of
the composition of potential vulnerabilities, and also a
list of vulnerabilities and undeclared capabilities, for a
complete, comprehensive assessment of the security of
the objects under study;

- vector Yspec=(Y1,...,ym) Of individual indicators
representing functions Q=q(f;;i), i=l,...m, of the
corresponding initial characteristics and evaluate the
object under study using m different criteria;

— function X(Yspec), that compares the vector of
individual indicators Yspec=(Y1,...,ym) With a summary
assessment (summary indicator) X=X(Yspec),
characterizing the object under study in terms of
compliance with the stated security requirements.

The assessment is based on the security vector,
which  combines many characteristics of the
composition of potential vulnerabilities, and also a list
of vulnerabilities and undeclared features that show the
degree of compliance of the software with a certain
security criterion and the encoded value of the
compliance control level [3, 4]. Based on the features of
the chosen mathematical apparatus, the solution of the
verification problem must be reduced to solving the
following subtasks:

1. Definition of the initial vector Fec.

2. Calculation of the classification features of the
vector Yspec.

3. Choice of decision-making method X.

The developed method should ensure the
formation of correct output signals in the entire space of
the composition of potential vulnerabilities, and also a
list of vulnerabilities and undeclared capabilities Fec.

1. Scheme of a method to support decision
making on software security

The software security decision support method can
be represented as a combination of three stages: initial
data preparation, intellectual processing, and decision
making. The sequence of stages is shown schematically
in Fig. 1.

At the stage of preparing the initial data, a vector
of software security characteristics is formed, which
includes the TOP 20 composition of potential
vulnerabilities and also a list of vulnerabilities and
undeclared capabilities.

At the stage of intellectual processing, the
previously obtained vector of characteristics of potential
vulnerabilities and also the list of vulnerabilities and
undeclared capabilities is processed using an artificial
neural network. The result of this processing is the
classification vector Yspec, On the basis of which the final
decision is made on the compliance of the software with
security requirements at the third stage.

2. Model for the formation of input data vectors

The initial data for the decision-making method is
a set of characteristics of potential vulnerabilities V1
and also a list of wvulnerabilities and undeclared
capabilities V2:
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Fig. 1. Scheme of a method to support decision making
on software security

Feee =VIUV2. 1)

The TOP 25 CWE lists provide data on the
assessment of the potential danger of software
vulnerabilities that change, and are statistically
evaluated every year by MITER specialists [5]. These
scores are distributed, accompanied by signs of potential
vulnerabilities and undeclared features of programming
languages distributed across classes.

At the same time, it is advisable to take into
account the specifics of the apparatus of neural
networks. In particular, to reduce the probability of
misclassification, the requirement of linear separability
of the input data must be met [6].

Vector Fg. contains a union of all signs of

potential vulnerabilities and undeclared features,
distributed across classes of programming languages.
From the statistical data published in the articles by
PVS-Studio Analysis Results [7], signs of potential
vulnerabilities and undeclared features can be
distinguished. Their list is presented in Table 1.

It should be noted that in Table 1, a limited set of
features is presented. The full set of features is
presented in the MITER reports. The number and
essence of features can be updated over time. Presented
in Table 1 data correspond to the statistics of 2021.

Table 1 — List of signs of potential vulnerabilities and undeclared software features according to PVS-Studio Analysis Results

Ne ID Description

1 V512 Potential error related to filling, copying or comparing memory buffers

2 V557 Potentially possible memory access outside the array

3 V582 Potential error when working with a fixed size container

4 V645 Potential error related to string concatenation

5 | V3106, V6025 |Index out of range

6 V5610 Potentially corrupted data that can be used to execute a malicious script

7 V739 EOF constant is compared to a variable of type 'char' or 'unsigned char'

8 V781 At the beginning, the value of the variable is used as the size or index of the array. And then this value

is compared with 0 or with the size of the array.

9 | V1010, V5009

Use of data obtained from outside without prior verification

10 V1024 Possible use of incorrect data when reading them

11 V5608 Creation of an SQL command from data received from an external source without prior validation

12 V623 Possible error when working with a ternary operator '?:'

13 V723 The function returns a pointer to the internal string buffer of the local object

14 V758 Detection of a link that may become invalid

15 V774 Using a pointer that points to a freed area of memory

16 V1017 Detecting the initialization of an instance of a class 'std::string_view' temporary object or assignment to
an instance of a class 'std::string_view' a temporary object

17 V629 Detection of a potential error in an expression containing a shift operation

18 V683 Detecting a potential error in a loop

19 V1028 Detection of suspicious type casting. The result of a binary operation on 32-bit is converted to a 64-bit type

20 V5305 Detection in the code of data that may be confidential

21 V3125 Detection of a potential bug that could lead to null reference access

Thus, when conducting a static software analysis,
as part of the certification procedure, 20 features can be
used, and the result of the initial data preparation stage
isavector Fg. containing 20 elements

Feec = {V1.V2,...Vp}, Vo ={1,0}, )

where n - number of evaluated security features.

After the vector of security characteristics of the
studied software is formed, it is necessary to evaluate its
compliance with the stated requirements on the basis of
this vector, i.e. determine which security class it belongs to.

The result of evaluating the security characteristics
is the classifier Yspec , that includes two elements (3):
— y; shows the degree of compliance with the

stated requirements;
— Yy, shows the degree of non-compliance with

the stated requirements.
YSpec:{Y1xy2}vyn €{0:1}. ©))

is an j-th prototype (i.e. separate
dimensional random vector

Vector Fgee
implementation) m-
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V1uV2, to be classified by a multilayer perceptron.
Each i-th of the K possible classes of vulnerabilities to
which the given input signal belongs, denote C; Let

yi(j) — i-th output of the network generated in response
to the prototype v;:

yi(j):F,(vj), i=12,...K, )

where F () —a function that determines the mapping

that the neural network learns when passing the input
example to the i-th input.

Therefore, the decision rule R, used to classify
the inputs of the network, after its training should be
based on the value of the vector function:

F:RMy - yeRrX. (5)

In general, about a vector function F( ) it can be
fixed that this is a continuous function minimizing the
empirical risk functional:

1 ’
&= 24~ F )l ©

where dj — expected output for the prototype vj;

|| || — Euclidean norm of a vector; N — total number of
examples presented to the network for training.

As can be seen from 6, the physical meaning of the
minimizing empirical risk functional is reduced to a cost
function. Function vector F( ) strictly depends on the
choice of examples (dj, i), used to train the network.
This means that different values of the pairs (dj, v) will
lead to the construction of various vector functions F().

The purpose of the decision stage is to form the
final decision G based on the classifier obtained at the
previous stage Ygpec -

Based on the main problem solved by the
developed method for supporting decision-making on
software security, the following options are possible:

— Software complies with security requirements;

— Software does not meet security requirements.

It should be noted that neglecting the opinion of an
expert can lead to negative consequences in verification
procedures. Therefore, in cases of a controversial
decision, in order to increase the reliability of the results,
it is necessary to provide for the possibility of expert
intervention. Therefore, the final decision G can take
one of three values:

— 1 - complies with safety requirements;

— 0 - does not comply with safety requirements;

— -1 —disputed decision.

To calculate the final solution G it is necessary
to determine the position of the current solution in the
space of possible solutions, relative to the reference
positive and negative solutions.

Gyr :%/(1— y1)’+(0-y,)%:

e Z%/(O—h)z +(1-y,)%,

U]

where y;,y, — the values of the elements of the

previously calculated compliance classifier for the
analyzed software.

The evaluation of the quality of the obtained
solutions is proposed to be calculated based on the
calculation of the standard deviation (SD) for the sets of
positive and negative solutions.

3. Development of a neural network architecture
for solving the problem of supporting decision
making on software security

After performing one of the important steps -
extraction of security features, which is usually
performed without a teacher, the second important step
is the choice of a reasonably small number of features
that concentrate the most significant information about
the input (classified) data. Despite the fact that an
artificial neural network can independently carry out
classification, it is recommended to supplement it with a
training scheme with a teacher to improve performance.

It is also recommended that the artificial neural
network be able to scale as new security features or sets
of security requirements are added. All vector elements
Fsec Mmust be normalized with respect to the range of

possible values of the chosen neuron model. On Fig. 2 a
model of an artificial neural network is presented that
corresponds to the general scheme of the method for
supporting decision making on software security.

Multilayer perceptron

Input layer

Hidden layer

Result layer

Fig. 2. Artificial neural network model

To solve the problem, one hidden layer of neurons
is enough [8]. To build the final model of an artificial
neural network, it is necessary to determine the number
of neurons in the hidden layer, i.e. calculate its power.

To estimate the number of neurons in the hidden
layers of homogeneous neural networks, you can use the
formula for estimating the required number of synaptic
weights Ly (in a multilayer network with sigmoidal
transfer functions) [9]:
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mN N
—< <m|—+1|(m+n+1)+m, (8
1+log, N b (m j( ) ®

Where n — Pa3MEpHOCTL BXOJHOI'O BEKTOPA, m —
dimension of the input vector; N — number of training
sample elements.

Having estimated the required number of weights,
we can calculate the number of neurons in the hidden
layers. For a neural network with one hidden layer, the
calculation is carried out according [10]*

Ly

L= :
n+m

©)

The dependence of the number of neurons in the
hidden layers of the network on the number of weight
connections is shown in Fig. 3.
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Fig. 3. Dependence of the number of neurons in the hidden
layers of the network on the number of weight connections

It should be noted that the number of neurons in an
artificial neural network should not be less than the
number of classes, and since the exact number of classes
may not be known in advance, the number of neurons is
set with a certain margin. "Superfluous™ neurons, whose
weights will change chaotically during the learning
process, can be removed at the end of this process.

4. Improvement of the artificial neural network
training method

The conducted studies have shown that one of the
most common and proven methods for training neural
networks is the method of back propagation of an error.
[11]. It is based on calculating the difference between
the existing weight of the neural network and the
necessary one to obtain the required result on a
predetermined set of input signals, which is called
training. The backpropagation method is aimed at
minimizing the difference between the actual and
expected network outputs by changing the weights of
synapses.

The main requirement for applying the
backpropagation method is the generation of such a set
of pairs (v,, Yyp) input and output signals, training an

artificial neural network on which will correctly solve
the verification problem. At the same time, it is
necessary that the artificial neural network has the
properties of learning and generalization, and does not
go in cycles around training examples.

In general, an artificial neural network training
algorithm consists of the following steps:

1. The weights of the artificial neural network are
assigned averaged initial values.

2. A training pair is selected (v,, y,) from the

training set. Vector Fg. is fed to the input of the

artificial neural network.

3. The result of the work of an artificial neural
network is calculated.

4. The difference between the expected G and
real network output.

5. Artificial neural network weights are adjusted
to minimize the error.

The most important stage of training is the stage of
forming a training data sample. The correctness of the
formed training sample directly affects not only the
efficiency of the neural network, but also its key
features such as the ability to generalize and
learnability.

To optimize the learning process, there are
strategies such as determining support vectors and
identifying principal components. However, existing
approaches do not take into account the influence of the
order of examples in the training sample on the final
learning outcome [12].

It should also be noted the need to ensure a
"dense" distribution of values in the training sample in
the zone of the threshold value of the software safety
characteristic to minimize the probability of making an
incorrect decision in the conditions of a slight deviation
of the analyzed characteristic from the safe value.
Practical studies have shown that in order to achieve the
required quality of training, it is sufficient that the size
of the training set N satisfies the following relation:

N=0(W/s), (10)

where W — total number of free parameters (synaptic
weights) of the network, & — allowable classification

error accuracy, O( ) — order of value enclosed in

brackets. In accordance with the ratio (8): Wmin = 37;
Winax = 2758.

Based on relation (10), it is possible to calculate
the dependence of the number of elements in the
training sample on the required accuracy of work. On
Fig. 4 a graph of the dependence of the number of
elements in the training sample on the required accuracy
of work is presented, under conditions: O() =10,
1% < £ <23%, Whin = 37, Wnig=1000 Whax = 2758.

It should be noted that in order to reduce the
number of training examples, it is necessary to choose
the optimal values G and &. As can be seen from the
graphs in Fig. 4, for the above example, with &=9%
results take the maximum value.

Based on the above, it follows that the developed
teaching method should provide:

- the possibility of scaling;

— minimizing a sufficient number of training
examples;

— maximum accuracy in solving the problem of
software security classification.
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Fig. 4. Graphs of the dependence of the number of elements
in the training sample on the required accuracy of work

The most important stage of the artificial neural
network training method is the stage of generating a set
of training examples. The key properties of the artificial
neural network depend on the quality of this set. At the
same time, it is necessary that the set of training
examples correspond to the principles of emphasis and
uniformity in the presentation of safety classes.

This generation method includes three levels of
generation: generation of a training sample, generation
of a training example, and generation of a specific value
of a security characteristic. Lots of teaching examples
M, isasetof pairs V;,Y;.

My ={(Vs.Y1),,(Vi,Yi)}, 1=12,..N, (11)

where V; — source data vector, a Y; — known

beforehand result of the work of an artificial neural
network for V;.

At the level of generating a set of examples, the
general requirements for the training sample are taken
into account. First of all, determining its scope, ensuring
that all levels of control are equally represented, and
also controlling the equal presentation of positive and
negative examples. The generation of the value of a
particular training example is determined by the
function F(), whose arguments are: the maximum value
of the characteristic, the number of the generated
characteristic, the level of control, and a variable
indicating the positiveness of the example.

The output of the example generation is a vector,
the first four elements of which indicate the level of
security control, the last element is the required result,
and the remaining elements are the values of the
software characteristics. The Fgen(Si,Cnt) function is
responsible for generating the characteristic values. The
function is formed on the basis of the binomial
distribution law, which allows you to focus the attention
of the artificial neural network on the region of the
transition value of the characteristic:

Fgen (Vi) = F>(YSpeC gVi) =

. . (12)
Vi]~k k. n—k ; .

=Zk:30n p“q", Vie{0;1}.

In addition, the feasibility of generating the correct

value of the characteristic is determined using the

accounting matrix - M, which signals the level of

security control. If the value of the matrix element is 1,

then the characteristic must be generated correctly, and
the value O indicates that the value of this characteristic
is not taken into account for this control level and this
characteristic can be neglected in this example.

The matrix taking into account the characteristics
is compiled in accordance with the requirements of
regulatory documents. This example is based on the
requirements of a non-profit organization MITRE
Corporation. To test the effectiveness and feasibility of
using the improved method for generating training
examples, experimental studies were carried out using
the principles of uniform distribution of training
examples over the entire set of options, and also
focusing on the improved method. The number of
training examples in the sample was taken equal to 4000.

The result of the generation is a matrix of training
examples Mx containing N training examples and N
results. The matrix determines the values of the two
resulting neurons for each training example. As a result,
two sets containing 4000 training examples were
obtained. The results of comparative studies of the
improved generation method are presented in Table 2.

Table 2 — Comparative studies of an improved method
for generating a set of training examples

MxGen | Gen_teach
Number of elements 4000 4000
Positive
Number of correct decisions 640 991
% correct decisions 64 99,1
Negative
Number of correct decisions 3240 3987
% correct decisions 81,8 99,8

As can be seen from the values of the experimental
results, the accuracy of classification and decision making
increased by 1.6 times for positive elements in the sample
and by 1.2 times for negative elements in the sample.

5. Investigation of the effectiveness of the
decision support method for software security

To study the effectiveness of the proposed method
for supporting decision making on software security,
software was developed using the built-in libraries of the
Phyton programming language [13]. This software made
it possible to simulate the processes of functioning of an
artificial neural network with training on relevant
examples. A number of test values were generated. 1000
sets of security indicators with a predetermined result, as
well as 500 - not corresponding. The values of this set
were fed to the input of the trained artificial neural
network, and the result obtained was compared with the
known one. According to the results of the experiment,
the results obtained were more than 96% consistent with
the expected. The results of the experiment are presented
in the form of graphs of ROC-curves of the distribution
of the obtained results by solutions [14] in Fig. 5. To
conduct a comparative analysis of the developed method,
classifiers based on discriminant and cluster analysis are
taken as reference solutions. Fig. 6 shows graphs of the
ROC distribution curves of the results obtained using
discriminant (Fig. 6, a) and cluster (Fig. 6, b) analysis.
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Fig. 6. Graphs of ROC-curves of distribution of the obtained
results using discriminant (a) and cluster (b) analysis

The analysis of the classification ROC curve based
on the fuzzy cluster classifier (Fig. 6, b) was performed
only for two classes, since the procedure for
constructing an ROC curve for a larger number is
difficult. The results of the analysis of the quality of the

functioning of the fuzzy cluster classifier confirmed the
hypothesis about the effectiveness of the developed
method for supporting decision-making on software
security up to 1.2 times.

Conclusions

1. A method has been developed to support
decision-making on software security. A distinctive
feature of the method is the synthesis of an improved
method for generating a training sample in the process
of training an artificial neural network. This made it
possible to increase the efficiency of the software
security decision support method up to 1.2 times.

2. In the course of the study, a model for the
formation of input data vectors was developed. In
accordance with this model, for the formation of input
data, a set of signs of potential vulnerabilities and
undeclared software capabilities is formed in
accordance with the data PVS-Studio Analysis Results.

3. It was proposed to take a multilayer perceptron
as a basis for the design of the neural network
architecture for solving the problem of supporting
decision-making about software security.

4. Artificial neural network training method that is
different the way of generating the learning sample has
been improved. This generation method included three
levels of generation: generation of a training sample,
generation of a training example, and generation of a
specific value of a security characteristic. This made it
possible to increase the accuracy of classification and
decision making by 1.6 times for positive elements in
the sample and by 1.2 times for negative elements in the
sample.

5. Using ROC-analysis procedures, the
effectiveness of the method for supporting decision-
making on software security was carried out. The results
of the experiment confirmed the hypothesis about the
effectiveness of the developed method for supporting
decision-making on software security up to 1.2 times
compared to methods based on the provisions of
discriminant and cluster analysis.
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Po3podka MeTony miATPUMMKHU NPUIHATTS pilleHHs NPo §e3leKy NPOrpaMHOro 3ade3neyeHHs
Wkan Jlings, H. M. MipouraiyeHko

AHoTauis. Bu3HaueHO aKTyalpHICTh MUTAHHS MiJBHIIEHHS TOYHOCTI pe3yJbTaTiB MPUHHATTS PIMICHHS IOIO0 HPOLECy
TECTyBaHHS O€3MeKH IMporpaMHOro 3adesmedeHHs. [IpoBemeHO aHami3 METOIB MIATPUMKH NPHUHATTA pilleHHS. BusHaueHo
HEOOXIAHICTh 1 MOXIIMBICTH MiABUINEHHS TOYHOCTI PE3YNbTATiB NPUHHATTS PIMICHHA OpPH OOCHIIKEHHI BPa3JIMBOCTEH
MIPOTPaMHOTO 3a0e3MeUeHHs B yMOBaX HEUITKOCTI BXIAHUX 1 MPOMDKHHX JaHUX. 3 LI€I0 METOI HAa OCHOBI MaTeMaTHYHOTO
amapary HEYiTKOi JIOTiKH pO3pOOJIEHO METOA MiATPUMKH NPUHHATTA pilleHHS Tpo Oe3meKy MpOrpaMHOro 3a0e3lmedeHHs.
BinMiHHOIO OCOOIHBICTIO JAaHOTO METOY € CHHTE3 YJOCKOHAICHOTO CIIoco0y reHepallil HaB4ajabHOI BUOIPKH Y IPOIeC HaBYaHHS
TYyYHOi HEWpOHHOI Mepexi. B paMkax MozemoBaHHS BHKOHAHI HACTYNHI eTamu JAOCHiIKeHHS. [ MaTeMaTHYHOL
(opmarizanii nporecy NpUHHATTS PIilIeHHs Ta BU3HAYCHHS BXITHUX JaHUX PO3pOOIEHO MOJeNnb GOpMyBaHHS BEKTOPIB BXITHUX
naHuX. BigmosinHo 10 maHoi Moaemi uis GopMyBaHHS BXiTHUX JaHUX (OPMY€EThCs 0314 03HAK MOTCHI[MHUX BPa3IMBOCTEH Ta
HezekiIapoBaHux MoxiuBocted [13 BiamoBimHo 10 manux PVS-Studio Analysis Results. [lns migBuImeHHS TOYHOCTI
knacugikarii 00po0IOBaHIX JaHUX YAOCKOHAJICHO METOJ HAaBUAHHS INTYYHOI HEHPOHHOI MEpEeXi, O BiAPi3HAETHCA CIOCOOOM
reHeparii BUOipKky, 10 HaB4YaeThcs. [laHuil cmoci® reHepamnii BKIIOYMB TPH PiBHI TeHEpalii: TeHepalis HaBYaIbHOI BHOIPKH,
TeHepallisi HaBYAIGHOTO NPHKJIALy 1 TeHepalis KOHKPETHOTO 3HAYCHHS XapaKTePHCTHKH Oe3neku. Lle Mo3BONMIO IMigBHIUTH
TOYHICTh Kiacuikawii Ta IpUHHATTS pimeHHs y 1,6 pa3u il TO3UTHBHUX eNIeMEeHTIB y BHOipui Ta y 1,2 pasu Juisi HEraTUBHUX
eneMeHTIB y BuOipui. [ miaTBep/pKeHHs e(peKTHBHOCTI pO3pOOKH METOMYy MiATPUMKH HPUHHSATTS DIillleHHS 00 Oe3nekn
nmporpaMHoro 3abesnedeHHs mnpoBefeHo ROC-aHami3 3 BHKOHAHHSAM BIANIOBIAHUX Mpoleayp. Pe3ympTaté excriepuMeHTy
MATBEPIWIIM TiMOTe3y PO e(pEeKTUBHICTH PO3pOOIEHOr0 METOLY MiATPUMKH NMPHUHHATTA pimeHHs npo 6esnexy I13 mo 1,2 pasn
MTOPIBHIHO 3 METOIaMH, B OCHOBI IKHX BUKOPHUCTOBYIOTHCS TIOJIOKEHHS TUCKPUMIHAHTHOTO Ta KJIACTEPHOTO aHaJi3y.

KnaouoBi caoBa: Bpa3dnmuBicTh MporpamMHOro 3a0e3NedeHHs; TeCTyBaHHs Oe3IeKH; MiATPUMKA NPHHHATTS pIllleHHS;
HeYiTKa JIoTiKa; Kibep3arposa.

Pa3paboTka MeTo1a MOAIEP:KKH MPUHSTHUS PelieHus1 0 0e30NMACHOCTH MPOrPAMMHOI0 o0ecneyeHust
Uxan JIuusH, H. H. Mupormsanyenko

AnHoTanmmus. OmnpeneneHa akTyaJbHOCTh BONPOCA MOBBIMICHUS] TOYHOCTH PE3yJIbTaTOB MPUHATHS PEIICHHs mpolecca
TECTUPOBaHUSI 0E30IaCHOCTH MPOrpaMMHOro obecredyeHus. [IpoBelneH aHain3 METOAOB MOAAEPKKH TPHHSTUS PEIICHHUS.
OrmnpenenieHbl HEOOXOAUMOCTh W BO3MOYKHOCTB IOBBIIICHHUS TOYHOCTH PE3YJbTATOB NMPHHATHS PEIICHHS HPH HCCIEIOBAHUH
YS3BUMOCTEH TPOrpaMMHOTO OOECTICUSHUSI B YCIOBHUSIX HEYETKOCTH BXOJHBIX M NMPOMEKYTOUHBIX NaHHBIX. C 3TOH Ienbio Ha
OCHOBE MAaTEMaTHYECKOro afmapaTa HEYeTKOH JIOTHMKU pa3pabdoTaH METO[ MOAJEPKKH MPUHATHS pelieHHs O 0e30macHOCTH
mporpaMMHOro odecriedeHus. OTIMIUTENTHHONH OCOOCHHOCTBIO IAHHOTO METOJa SBISIETCS CHHTE3 YCOBEpPIICHCTBOBAHHOTO
crioco0a reHepanuu o0ydaronei BHIOOPKH B Hpoliecc o0ydeHHs UCKYyCCTBEHHOW HEHpOHHOH ceTH. B pamkax MoaennpoBaHHs
BBITIOJTHEHBI CIIEAYIOIIME dTamlbl HccienoBaHus. Jias MateMaTtHyeckod (GopManu3aly Mpolecca NPUHATHS PELIeHHS WU
OMpEe/eNIeHNs] BXOJHBIX JTaHHBIX pa3paboTaHa MoJenb (OPMHPOBAHUS BEKTOPOB BXOIHBIX JAHHBIX. B COOTBETCTBHMHU C AaHHOM
Mozenbio uisi GOpMUPOBAaHMS BXOAHBIX JAHHBIX (OPMHPYETCS MHOKECTBO TNPHU3HAKOB IOTEHIMAIBHBIX YSI3BUMOCTEH U
HeJeKIapupyeMsIx Bo3MoxHocTell [10 B cootBercTBHuM ¢ maHHBIME PVS-Studio Analysis Results. [I1 MOBBIICHUSI TOYHOCTH
KinaccHUKauy  00pabaThiBAGMbIX JaHHBIX YCOBEPIICHCTBOBaH METOX OOYy4eHHs HCKYCCTBEHHOI HeilpoHHO#l cetH,
OTJIMYAIOIIHICS CIIOCOOOM reHepanuy obydJaromieiicss BBIOOpKH. JlaHHBII crIOcO0 reHepalny BKIIOYMI TPU YPOBHS I'€HEpalUH:
reHepauus oOydvaromieil BbIOOpKH, reHepanus ydeOHOro NpuMepa M TeHepalHs KOHKPETHOTO 3HA4YEHHS XapaKTepHUCTHKU
0e301acHOCTH. DTO MO3BOJMIIO MOBBICHTH TOYHOCTh KIACCH(HKANU M MPUHATHSA pEImIeHus B 1,6 pa3 Uil MOJIOKHUTETBHBIX
JJIEMEHTOB B BbIOOpKe M B 1,2 pa3a ais OTPHUIATENBHBIX JJIEMEHTOB B BbIOOpKe. Jlist moarBepkaeHHs 3(dexTHBHOCTH
pa3paboTKH MeToja MOICPKKH TPUHIATHS PEHIeHHs 0e30MacHOCTH MpOorpaMMHOro obecreueHust mposeneH ROC-anamus ¢
BBINIOJTHEHHEM COOTBETCTBYIOIMX TpOLEAyp. Pe3ynbTaThl SKClepUMEHTa MOATBEPAWIM TUMNOTe3y 00 3(hQeKTHBHOCTH
pa3paboTaHHOTO MeTo/a MOIEPKKU HPHHATHS perieHns o 6e3onacuoctu 110 B 1,2 pa3a mo cpaBHEHHIO C METOAaMH, B OCHOBE
KOTOPBIX HCIIOJIb3YIOTCS ITOJOKSHUSI AUCKPIMUHAHTHOTO U KJIACTEPHOTO aHAIN3a.

KiaoueBble ciI0OBa: ysI3BUMOCTb HPOrPaMMHOIO OOECHEUEHHMS; TECTUPOBaHUE 0E30MaCHOCTH; MONCPIKKA MPUHATUS
PpelIeHUs; HeueTKas JIOTHKa; KHoepyrposa.
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