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Abstract. The threat to information security for the air navigation service providers represents a potential violation of
information security of the information infrastructure elements in the air traffic management system such as communications,
navigation and surveillance equipment, and the information and telecommunication systems. Typically, a threat results from
the presence of vulnerable components in the protection of information technology as part of air navigation service providers’
activity. Most of the approaches and techniques of international aviation organizations and best-practices of air navigation
service providers are focused on developing risk methods and models regarding aviation safety. A well-known problem with
aviation safety risk assessment is that it does not take into account the information and cyber security threats. The subject of
the article is exploration of methods and models for risk assessment of air navigation service providers. The purpose is the
development of model of functional hazard assessment and set of information security requirements for air navigation service
providers. The proposed model of functional hazard assessment differs from the known by detailing of information security
sphere. The software model of functional hazard assessment was developed via MATLAB Fuzzy Logic Toolbox. Practical
significance is that the obtained results allow air navigation service providers to make better decisions regarding management
systems maturity improvement.
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threats.

Introduction

The first thing that needs to be said is that the
activities of the air navigation service provider (ANSP)
are organized using information and telecommunication
systems (ITS) for the realization of operation activity —
core processes.

Awareness of the problem of air traffic management
(ATM) infrastructure security risk management has led
ANSP to define risk management strategies for aviation
safety, ATM security (including cyber and information
security), occupational safety, etc.

Prevention of aviation accidents and incidents
related to operational activities in the provision of air
navigation services is a desirable result of ANSP
activities.

The term “aviation safety (safety)” is generally
understood to mean the state in which risks associated
with aviation activities, related to, or in direct support of
the operation of aircraft, are reduced and controlled to
an acceptable level [1].

While the term “ATM security” is defined the
safeguarding of the ATM system (functional system)
from security threats and wvulnerabilities; and the
contribution of the ATM system to civil aviation

security, national security and defence, and law
enforcement [2].
Nowadays, the requirements for safety risk

assessment are set at the state level [3-5] and include:

- risk assessment of changes in ATM system
(functional system);

- assessment of existing risks in the ATM system
based on the results of monitoring and analysis;

- risk assessment performed on the basis of post
safety related occurrences and (or) on the results of
investigation thereof.

In addition to this ANSP must establish risk
assessment procedure regarding ATM  security
(including information security).

It should be noted that research has tended to focus
on Safety risk assessment rather than ATM Security risk
assessment. Without a doubt, taking into account
current trends in the field of ANSP digital
transformation, the problem of information and cyber
security risk assessment (as a part of ATM Security) is
actual and poorly research.

This article considers the field of safety and ATM
security risk assessment as the main subject of its study.

By and large, ATM system infrastructure
protection is described as a set:
ATM g, = {InfSEC, PhSEC, HrSECY (1)

where InfSEC —information security — the application
of security measures to protect information and data
processed, stored or transmitted in ITS and
communication, navigation and surveillance (CNS)
equipment against loss of integrity, confidentiality and
availability, whether accidental or intentional, and to
prevent loss of integrity or availability of the systems
themselves; PhSEC — physical security — the part of
security concerned with physical measures designed to
safeguard people and prevent unauthorized access to
CNS equipment, facilities, material and documents [2];
HrSEC — personnel security — the part of security
concerned with procedures designed to assess whether
an individual can, taking into account his loyalty,
trustworthiness and reliability, be authorized to have
initial and continued access to classified information
and controlled areas without constituting an
unacceptable risk to security.

Analysis of the literature [6, 7] showed that there
are global vision for the problem of cybersecurity in
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aviation industry, however, there aren’t any practical
examples regarding the impact of information and cyber
security threats on aviation safety.

Aviation safety risk assessment procedure is
regulated by the relevant requirements and international
standards. ANSP usually uses a number of techniques
and methods recommended by International Civil
Aviation Organization (ICAO) [1] and The European
Organization for the Safety of Air Navigation
(EUROCONTROL) [8] for risk assessment and
mitigation.

Nevertheless, these methods haven’t been adopted
to assess ATM security risks. One of the most
complicated task during risk assessment is to identify
information security threats and hazard in ATM system.
It happens due to a limitation of research and statistic
data.

The work [12] shows us the research of
information space and information flows of ANSP. The
proposed functional model [12] is necessity for
information threats identification and safety hazard
assessment procedure.

The purpose of the article is the development of
a functional hazard assessment model regarding
information security as a part of ATM security risk
management method which can be implemented by
ANSP.

As a result, it provides ANSP an opportunity to
increase the effectiveness of risk management to ensure
information security and cyber security at the levels of
the organization and information system.

Risk management is a key component of safety
and ATM security management and includes aviation
safety hazard identification, risk assessment, risk
mitigation and risk acceptance.

The proposed model of functional hazard
assessment regarding information security

The ICAO Manual [1] highlights the importance of
distinguishing between hazards (the potential to cause
harm) and risk (the likelihood of that harm being
realized during a specified amount of risk exposure).

The risk assessment is connected with studies and
identification of possible hazards associated with
operation of ATM system.

The risk assessment is based on the evaluation of
the criteria is described as a set:

SC, ={Sevir4z,Procc-Toly ()

where Sev,, — the severity of a hazard; Pryqc- — the

probability (frequency) of its occurrence; Tol, -

tolerability of its effects.

The aim of functional hazard assessment is the
identification of: a list of hazards (HAZ) and causes
(CAU); effects on the operational activities of ANSP
(Ef); severity of potential hazards.

The first stage of functional hazard assessment for
the ANSP is to identify the causes of their occurrence in
the ATM system.

ATM system information infrastructure consists of
elements and it is described as a set:

ATMinf = {A TCSys,]TS,VCS,SUR,COM} R 3)

where ATCSys — Automated Air Traffic Control
Systems; ITS — Information and Telecommunication
Systems; VCS — Voice Communication Systems;
SUR — Surveillance Systems; COM — Communication
Systems.

The block diagram of the relationship between
information security risk assessment and aviation safety
is presented in Fig. 1.

A comparative analysis of ICAO and
EUROCONTROL severity classes names [1, 9] is given
in Table 1.

ATM system information infrastructure of ANSP

ATM security

Aviation safety
Information security

Information security
threat

Risk assessment Aviation safety

ik assessment

Risk evaluation

ISO/MIEC 27005:2018

Risk wreatm ent

Risk acceptance

Establi shment of safety

Risk moritoring :
requirements

Fig. 1. Structural diagram of the relationship
between information security and safety

Table I —Comparative analysis of severity classes names

Severity classes names Number

ICAO [1] EUROCONTROL [9] | of classes
Catastrophic Accident 1
Hazardous Serious Incident 2
Major Major Incident 3
Minor Significant Incident 4
Negligible No Safety Effect 5

The list of identified typical causes of hazards,
hazards and effects associated with information security
threats is presented in tabl. 2 — 4.

Assessment of the severity class of the identified
hazards (HAZ) was performed using classification
schemes in ATM system [9-11]. This assessment was
made by experts in a formalized view in accordance
with the scheme [1, 5].

Table 2 — The list of identified causes of hazard

ATMinf Causes of hazard

elements 1D Description

ATEC Sys | Cauldl | Radar data pre-processing
subsystems failure

Cazul2 | Radar data processing (RDP)

subsystems failure

coM Cauld | Aeronautical ground
telecommunication facilities failure
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Table 4 — The list of identified effects

ATMinf Causes of hazard
elements 1D Description
ATC Bys | Caubd | Flight data processing (FDP)
servers failure
Cauls | Failure of aeronautical fixed
telecommunication network
(AFTN) channels
Caulé | Online Data Interchange (OLDI)
server failure
ATC Svs | Cauld7 | Local Area Network (LAN) failure
ITS
ATC Sys | Caul8 | Data recording and playback server
failure
Cauld | External time reference system
failure
Caulll | Equipment failure of one of the two
workplaces
Caull | Voice communication systems
Vis failure
SUR Caul? | Surveillance systems failure
COM Cauld | Communication equipment failure
ITs Cauld | AFTN equipment failure
Caul® | Reducing the capacity of AFTN
channels
ATC Sys | Caulé | Safety Nets (SNET) servers failure
Caul? | Equipment  failure of  two
workplaces

Table 3 — The list of identified hazards

Exnement Hazard
ATMinf e
ID Description

ATC Sys | HAZO1 | Complete loss of surveillance

TS systems data

SUR

ATC Sys | HAZOZ2 | Partial loss of surveillance systems

ITS data

SUR

ATC Sys | HAZD3 | Partial loss of flight data

ITS

ATC Svs | HAZ04 | OLDI unavailability

ITS

ATC Sys | HAZO5 | SNET  and  Monitoring  Aids
(MONA) unavailability

ATC Sys | HAZQG | Complete or partial loss of
recording and playback data

ATC Sys | HAZO7 | Complete loss of Air Traffic
Control System (ATCS) data in the
workplace

Vs HAZOB | Complete / partial loss of “air-

ITS ground” communication for more

CoM than 5 minutes

ATC Svs | HAZ08 | Loss of automatic coord. functions.

ITS HAZ10 | Loss of automatic updating function
of System Flight Plans (SFPLs) and
airspace use restrictions.

ATEC Zys | HAZ11 | Unavailability information from
external time reference system

ITS HAZ12 | Loss of automatic radar and

ATC Svs planned data correlation

ATC Svs | HAZ13 | Complete loss of ATCS data

ATC Sys | HAZ14 | Loss of the function of automatic

ITS updating of flight plans, airspace
use restrictions, NOTAM

ID Description

Ef01 | Serious inability to ensure safety

Ef02 | Surveillance data unavailability on ATCS
workplaces

Ef03 | Significant workload on air traffic controllers

Ef04 | Significant reduction of air traffic service (ATS)
sectors capacity

Efs . L
Separation minima infringement

Ef0g | Partial surveillance data unavailability on ATCS
workplaces

Ef07 | Significant workload on air traffic controllers in
certain sectors

Ef0E | Significant reduction of certain air traffic service
sectors capacity

Ef0% | Workload on air traffic controllers

Ef10 | Restrictions on the provision of planning
information required for ATS

Ef11 | Unavailability to modify airspace use restrictions
and availability of ATS routes

Ef12 | Planning information irrelevance

Ef13 | Partial loss of flight data

Ef14 | Aeronautical Information  Service (AIS)
information unavailability

Ef15 | Lack of automatic modification of airspace use
restrictions and availability of ATS routes

Ef1e | No warnings of SNET

Ef17 | Impossibility to identify aircraft via surveillance
systems

Ef1E | Lack of correlated radar and planning data

Ef1g | Lack of recording and playback data

Ef20 | Desynchronization of external time reference
system data

Ef21 | Disappearance of data at the air traffic controllers
workplace

Ef22 | ATS sectors capacity reduction

Ef23 | Significant reduction of defined air traffic service
sectors capacity

Ef24 | Significant separation minima infringement

Analytic hierarchy process [13-15] was applied for
quality and quantity hazard functional assessment.

Table 5 and Fig. 2, 3 demonstrate the generalized
results of the functional assessment of the severity
classes of the identified hazards that are associated with
information security threats. EUROCONTROL [8,9]
and ICAO [1] safety risk classification schemes were
applied.

According to the results of the analysis of
identified hazards (Fig. 2) we can conclude that four
hazards have a second class of severity — a serious
incident, two hazards have a third class of severity — a
major incident, six hazards — a fourth class (significant
incident) and two hazards no safety effect.

Serious incidents are [9]:

- large reduction in separation (e.g., a separation of
less than half the separation minima), without crew or
ATC fully controlling the situation or able to recover
from the situation;

- one or more aircraft deviating from their intended
clearance, so that abrupt manoeuvre is required to avoid
collision with another aircraft or with terrain (or when
an avoidance action would be appropriate).
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Table 5 — Functional hazard assessment results

The software model of functional hazard
assessment regarding information security

In order to rectify the problem of automation and
visualization the process of safety risks assessment
regarding information security threats, a software
(program model) was developed via MATLAB Fuzzy
Logic Toolbox [16, 17]. ICAO method for safety risk
assessment was taken as a basis [1] and this method was
improved in order to take into account the impact of
information security threats on the ANSP activities.

The following parameters were taken into account
when assessing the safety risk (acceptability) based on
the use of a fuzzy network:

A, — measure of the causes of the hazard regarding
information security threats;

SAF P —hazard severity;

SAF P —hazard probability;

ISSA

HaIzIa)lrd Severity Probability ol?jzfcetti)\’fe
HAZD]1 Class 2 — Improbable Hazard can
EAZnE | Serious Incident happen once
HAZ11 / Hazardous in 3 years
HAZL2
HAZD2 | Class 3 — Major Remote Hazard can
HAZ13 | Incident/ Major happen once
in 6 months
HAZQ3 Class 4 - Occasional Hazard can
HAZDE Significant occur once
HA7n7 | Incident / Minor every 10 days
HAZQG
HAZ1OQ
HAZ14
HAZN4 Class 5 - No Frequent
HATng | Safety Effect /
Negligible
“nformation AT
infrastructure

|
|
|
1 elements
|
|
|
|

Severity class

Fig. 2. Hierarchical model of qualitative functional risk assessment

7
6
5
4
3
2
1
4]
Accident Serious Incident Major Incident  Significant Incident Mo Safety Effect
HClass 1 Class 2 B Class 3 B Class 4 BKnac5
Fig. 3. Distribution of identified hazards by severity classes
Table 6 shows the qualitative and quantitative SAF R = (4, + SAF P + SAF S)/3 @)

indicators of the above parameters.

A fuzzy network (Takagi-Sugeno-Kanga model)
with an appropriate structure and the necessary set of
parameters has been developed for the software model for
safety risk assessment associated with (Fig. 4) [18-20].

Risk _tolerability — the value of safety risk,
calculated as follows:

The input data (SAF R) is a given scale of risk
acceptability, which consists of three levels according to
the safety risk assessment ICAO method [1]
(acceptable, tolerable, intolerable). The graphical
interface of the program for viewing the rules is presented
in Fig. 5.
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Table 6 — Qualitative and quantitative indicators

HAZ14 the risk tolerability is set as tolerable. Tolerable
risk can be tolerated based on the safety risk mitigation.

The appearance of the output surfaces of the fuzzy
set rules is shown in Fig. 6.

Here we solve several problems simultaneously.
The above visualization can provide information
security experts information regarding risk acceptability
at the level of ANSP.

Quantitative safety risk assessment associated with
information security threats was performed using
mathematical expression (4), Fuzzy Logic software and
fuzzy inference rules. Based on the assessment results, a
hierarchical model for safety risks was built (Fig.7).
According to ICAO scale [1] for hazards HAZ01 —

Symbol | Qualitative representation Quantitatiye ; e : :
representation It may require management decision (information
A Very low 4, = 0.2 security requirements) to accept the risk.
Low 4, =04
Average A, = 0.8
ngh .‘1;‘1 =0, D -
Very High Ay=1 : ~
SAF % Negligible FSAF 5 =10.2 ”
Minor S4F 5=10.4 o
Major SAF S =108 [~ —— " - \
Hazardous SAF 5 =08 e e
Catastrophic S4F 5=1 - =
S4F F Extremely improbable S5AF P =101 = C— |
Improbable SAF P =04 — \ = =
Remote SAF P =10.¢ = \
Occasional SAF P = 0.t Fig. 4. The general structure
Frequent SAFFP=1 of a fuzzy safety risk assessment network

- o
I v |

Fig. 6. Fuzzy set rule output surface viewer

0,5238 05181 0,5181 0,5233 05272 05272 0,5181

Acceptable

Tolerable

Fig. 7. Hierarchical model of safety risk assessment
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The proposed set of information security

Information security requirements (ISR) must be
established in order to get acceptable safety risk

requirements for air navigation
service providers

tolerability.
A list of such ISR is offered (Table 7).

Table 7 — The list of proposed ISR

ID

Description

SR04

ANSP must introduce an information security
risk management process within the ANSP risk
management system.

ISR02

ANSP must implement a risk-oriented approach
and security measures in accordance with
ISO/IEC 27001 (Annex A) and ISO / IEC 27002.

I5R03

ANSP must define all critical business processes
as a minimum scope of information security
management system (ISMS). ANSP has the right
to expand the scope of ISMS.

I5R04

ANSP must form a security management division
for ISMS implementation and operation or
delegate to existing ANSP management division.
ANSP must develop regulations on this
management division. The regulation should
include a clear tasks, functions and responsibilities
for information security risk management.

I5R05

ANSP must develop and implement an
information security policy (ISP).

ISP should include following:

1) information security goals;

2) the scope of information security policy;

3) principles, rules and requirements of
information security in the ANSP departments
and divisions;

4)  definition of functions (roles)
responsibilities for information security.

and

I5R0E

ANSP must support the information security
policy and review it at least once a year.

ISRO7

ANSP must approve the information security
policy and communicate its content to all
personnel and, if necessary, to third parties.

ISR0B

ANSP must develop and approve an information
security development strategy.

ID

Description

[5R09

ANSP must develop and approve a business
continuity plan and contingency plan. These plan
takes into account the continuity of information
security measures as part of the ANSP business
continuity management process.

IS5R10

ANSP must appoint a Chief Information Security
Officer (CISO). CISO provides:

1) strategic management for information security
at the level of ANSP;

2) determination of directions
development of information security;
3) compliance of information security measures
with the business processes of ANSP;

4) control over the implementation of information
security measures in ANSP departments.

for the

[5R11

ANSP must familiarize employees with the
information security policy of the ANSP when hiring.

I5R12

ANSP must familiarize employees with internal
documents establishing information security
requirements.

I5R13

ANSP must implement information security
awareness / training program for employees

I5R14

ANSP must introduce measures to control access
to information infrastructure facilities.

I5R15

ANSP must develop and implement a policy for
the use of cryptographic tools to protect information.

I5R16

ANSP must define a standard reference time
source and ensure that operating systems are
synchronized with it.

I5R17

ANSP must develop and implement information
security measures regarding wireless data
transmission networks.

I5R1B

ANSP must ensure the placement of servers and
equipment providing the ANSP services in the
demilitarized zone of ANSP information
infrastructure.

I5R1%

ANSP must develop and approve internal
documents that establish requirements for
information security, maintenance, operation of
CNS equipment

ISR20

ANSP must develop and approve a document on
the use of email.

Taking into account the implemented ISR, the
functional hazard assessment is shown in Fig. 8.

Information
infrastructure

Risk tolerability

Acceptable

\\\\Vr///<

Tolerable

Fig. 8. Hierarchical model of safety risk assessment with implemented ISR
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These techniques have potential to solve
contemporary problems in safety risk assessment
regarding information security. Considering the results
obtained from studies evaluating fourteen hazards, it can
be concluded that the risk tolerability for ten hazards
has become acceptable.

Overall, our results demonstrate a strong effect of
ISR. Nevertheless, for HAZ01, HAZ08, HAZ11, HAZ12
risk tolerability is still tolerable. This aspect of the
research suggested that ANSP must monitor these
hazards and causes.

Conclusions

The article indicates that the problem of risk
assessment regarding information security is actual at
the level of ANSP. As far as we know, no previous
research has investigated the influence information
security threats on safety. This remains an open problem
in this area.

The number of typical safety hazards is possible to
identify using the proposed model of functional hazard
assessment.

It becomes possible to establish severity classes
according to the EUROCONTROL and ICAO scales for
all identified hazards.

A qualitative and quantitative hazard assessment,
risk tolerability, information security requirements has
been carried out.

On this basis, we conclude that the most critical
identified hazards for safety are:

HAZ01 — complete loss of surveillance systems
data;

HAZ08 — complete / partial loss of “air-ground”
communication for more than 5 minutes;

HAZ11 — unavailability information from external
time reference system;

HAZ12 — loss of automatic radar and planned data
correlation.

The software model for safety risk assessment has
been developed on MATLAB Fuzzy Logic Toolbox.
The model allows obtaining values (quantitative and
qualitative) on the acceptability of safety risks in the
event of information security threats.

A set of rules for fuzzy inference was formulated
and it covers all possible combinations of input
variables and contains 125 rules for safety risk
assessment.

Additionally, this model is appropriate for safety
risk assessment regarding changes in ATM system of
ANSP.

The implementation of these risk assessment
models allows ANSP to make organizational and
technical decisions. Furthermore, the implementation
will allow ANSP to:

- increase the level of information security
maturity of ANSP operating divisions;

- increase the level of maturity of ATM security
system;

- identify of information infrastructure elements
vulnerabilities;

- identify of potential safety hazards, their causes
and effects;

- organize and protect of ANSP information
infrastructure from various types of information and
cyber security threats;

- reduce the likelihood of information and cyber
threats, conditions or circumstances that can cause an
aircraft accident or incident;

- eliminate of incidents and unacceptable risks.

Regardless, future research could continue to
develop web-application (online toolkit) for information
risk assessment of ANSP.
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Mopeas GpyHKIiOHATBHOI OHIHKH He0e3NeK B CHCTeMI opranisamnii MoOBIiTPSIHOT 0 pyxy
1010 peaJiizauii 3arpo3 ingopmaniiinoi 6e3nexu
B. I. Yepanm

AHoTanisi. 3arpo3a iHpopmaniiHiil 6e3meni I MOCTavYaJbHUKIB MOCIYT 3 aepOHaBirauiiHOro oOCIyroByBaHHS
IpeJCcTaBlIsg€e NMOTCHLINHHE NOpylIeHHs iHpopManiiiHoi Oe3neku eneMeHTIB iHGopMaLiiiHOI IHPPACTPYKTYpH B CHCTEMI
oprasizamii MOBITPSHOI'O pPyXy, TaKMX sK oOJagHaHHS 3B'I3KYy, HaBiramii Ta CIIOCTEPEKEHHs, a TaKoX iH(opmaniiHO-
TEJIEeKOMYHIKaliHHUX cUcTeM. SIK ImpaBmio, 3arpo3a BUHMKA€ BHACIIJOK IPHCYTHOCTI BPa3JIMBUX KOMIIOHEHTIB y 3aXHCTI
iHpOpMALIiHUX TEXHOJNOTi# SK YaCTHHU [iSUIBHOCTI IIOCTadaJbHUKIB MOCIYT 3 aepoHaBIramiiHOro oOCIyroBYBaHHS.
Binporicte miaxoiB Ta METONIB MIKHAPOAHUX aBiallifHUX OpraHi3aliii Ta HalKpalluX IPaKTHK [TOCTaYaJbHUKIB MOCIYT 3
aepoHaBiraiifHOro OOCIYrOBYBaHHS 30CEpE/KCHI Ha po3poOIll METOHMIB Ta Mojeneld pPH3HKY II0oJ0 Oe3IEeKH IONbOTIB.
3aranpHOBiOMa mpoOieMa OLIHKM PHU3UKIB O€3NeKH MONbOTIB IOJAra€ B TOMY, LIO BOHAa HE BPaxoBYE 3arpo3u
iHpopmaniitHoi Ta kibep Oesmeku. IlpeameTrom cCTaTTi € JMOCHIKEHHS METOMIB Ta MOAENEH Ul OIIHKM PHU3HKIB
[IOCTaYaJIbHUKIB IOCJIYr 3 aepoHaBiraniHoro o6ciayropyBaHHs. MeTow € po3poOka Moneni (GyHKLIIOHATbHOI OLIHKH
HeOesmek Ta Habopy BUMOT iH(opManiiiHoi 6e3mekn Julsd NocTavyaabHUKIB MOCIYT 3 a€pPOHABIralitHOro 00CIyroByBaHH:.
3anpornoHoBaHa MoJeNb (YHKIIOHAJIBHOI OI[IHKM HeOe3MeK BiIPI3HAETHCA BiA BIAOMOI JeTami3aliclo HamnpsMmy
inpopmaniiinoi Oe3nexu. IIporpamHa Mmozens QyHKUiOHaNbHOI OWiIHKKM HeOe3mek Oyna po3poOiieHa 3a JOMOMOTOO
MATLAB Fuzzy Logic Toolbox. IlpakTuyHe 3HA4YeHHSI IIOJsIra€ B TOMY, LIO OTPHUMAaHi pe3yiabTaTH J03BOJSIOTH
[I0CTayaJIbHUKAM HOCIYT 3 aepOHaBiraliifHoro o0CIyroByBaHHs NpUiMaTH Kpallli PillIeHHs 1010 BAOCKOHAJIEHHS 3pLJIOCTi
CHCTEM YIPaBIIiHHSL.

Kar4dosi cioBa: mposaiiziep HalaHHA HOCIYr 3 aepOHABIrallifHOro OOCIyroByBaHHs; OOCIYTrOBYBaHHS IIOBITPSIHOIO
PYXY; pU3HK; Oe3reKa; opraHisalis HOBITPSHOrO pyxy; iHhopMaLiiiHa 6e3neka; 3arposu.

Mopeas (pyHKIHOHAIBHOW OIIEHKH ONMACHOCTEH B CHCTeMe OPraHu3alii BO3TYIIHOT0 ABMKEHHUST
OTHOCHTEJILHO peajiu3alui YyIpo3 MHH(PpOPMALUOHHON 0e30IacHOCTH

B. 1. Yepnsim

AHHoTanus. Yrposa nH)OPMALMOHHONW 0€30I1aCHOCTH JUIsl OCTABIIMKOB a9POHABUTALIMOHHOTO O0CITY)KUBaHUS
Mpe/CTaBIsIeT CO0OM MOTEHIWAlbHOE HapylleHne WH()OPMAIMOHHONH Oe30HacHOCTH JJIEMEHTOB HH(OpPMAIlMOHHOM
UH(PACTPYKTYphl B CHCTEME OpraHM3allid BO3AYLIHOIO JBMXXCHHS, TAKMX KaK 0OOpYyAOBaHME CBA3M, HaBUIallUd U
HaOJI0/IeH)s, a TaKXkKe HHQOPMALIMOHHbIE U TEICKOMMYHUKAIIMOHHbIE clcTeMbl. OOBIYHO Yrpo3a BO3HUKACT U3-3a HAIMYHS
YS3BUMBIX ~ KOMIIOHGHTOB  3aIlUThl  MH(QOPMAIMOHHBIX TEXHOJIOTMIl B  paMKax JEATEIbHOCTH  I1OCTaBIIMKOB
a3POHABUTalIMOHHOT'0 00CIY)KUBaHUA. BOJIBIIMHCTBO ITOIX010B U METOA0B MEXKIYHAPOAHON aBHALIMOHHBIX OpraHU3aLMi U
[ePeIoBOI MPAKTUKU ITOCTABLIMKOB a3POHABUTALMIOHHOI'O0 OOCIY)XMBAaHHA COCPEIOTOYCHBI Ha pa3paboTKe METONOB U
MOJIeJIeH pUCKa B OTHOLIEHHM 0€30IacHOCTH HoseTOB. M3BecTHas npobiemMa OLEHKH PUCKOB Ul 0€30MaCHOCTH II0JIETOB
3aKJII0YaeTCs B TOM, YTO OHAa HE NMPUHMMAaeT BO BHUMaHUE Yrpo3bl MHGOpPMAnMOHHOW U kubep GesomacHoctH. [Ipeamer
CTaThbU — MCCIIEIOBAaHUE METOJOB U MOJIeJIeii OIIEHKH PHCKOB IIOCTABIIMKOB a3pOHABUIallMOHHOro oOcnyxuBanus. leabio
sBIsieTcss paspaboTka Mojenu (YHKUMOHAJIBHOH OLIEHKM omacHoctedd M Habopa TpeOoBaHMi K MH(OpPMalMOHHOMN
6e30IaCHOCTH ISl IIOCTaBLUIMKOB a3POHABUIALIMOHHOTO 00cinyxuBaHus. IIpeiaraemast Mozens GyHKIIMOHAIBHON OLCHKH
OIACHOCTEHl OTJINYAeTCs OT MW3BECTHBIX JeTalu3alell HampaBieHUs MHGOpManuoHHOW Oe3onmacHoctu. IIporpammuas
MoJenb (YHKUHMOHAJIBHOH OLECHKHM omnacHocTel Oblna paspaboraHa ¢ nomombio MATLAB Fuzzy Logic Toolbox.
IIpakTHueckoe 3HAYeHHe 3aKIIOYaeTCs B TOM, 4YTO IIOJYYEHHbIE pE3yIbTaTbhl IIO3BOJSIOT  [TOCTABIIMKAM
a3POHABUTallMOHHOTO OOCIYKHBAaHUS NPUHUMATh Oojiee 0OOCHOBAHHBIE PEIIEHHS OTHOCHTEIBHO IOBBILICHUS 3PENIOCTH
CHCTEM YIPaBIICHHUS.

Kamw4ueBble cjoBa: npOBaﬁz[ep TNPEAOCTaBJICHUS YCIYr II0 a’pOHAaBUTALIMOHHOMY OGCJTyX(I/IBaHI/HO; O6CJ'IY)KI/IB3.HI/IG
BO3QYLIHOI'O ABHKCHUS; PUCK; 6G3OHaCHOCTB; Oopranuzanys BO3AYIIHOTI'O ABHXKCHUS ] I/IH(l)OpMaLII/IOHHaH 0€e30I1aCHOCT b; YI'pO3bI.

127



