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TESTING PROCESS FOR PENETRATION INTO COMPUTER SYSTEMS
MATHEMATICAL MODEL MODIFICATION

Abstract. Testing process for penetration into computer systems mathematical model was developed in the article. The
proposed model differs from the known by computer systems specialized information platforms security testing capabilities,
which made it possible to estimate the penetration test algorithm execution time falling within a given interval probability. The
proposed testing process for penetration into computer systems mathematical model was further developed (modified).
Modified model distinctive feature is the Erlang distribution as the main one in the state transition processes mathematical
formalization. This made it possible on the one hand to unify the mathematical model and present the testing process at a
higher level of the testing hierarchy, on the other hand to simplify it 1.7 times. A security testing mathematical model was
developed in order to estimate the simulation results accuracy, based on the known GERT-networks simplification and
modification approach. Testing algorithms execution time value mathematical expectation values are obtained and estimated.
Comparative modeling results investigations have shown the study values comparability for all three approaches of security
testing process mathematical formalization. This confirmed the hypothesis that it is advisable to use a unified mathematical

formalization approach, which was implemented in a penetration testing process modified mathematical model.
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Introduction

Ensuring the security of computer systems used in
conditions of increased intensity of cyberattacks is
associated with the need to conduct test control of the
software security level. This process is carried out
through appropriate methodologies, methods and testing
tools. These practical implementations are based on
different models for identifying vulnerabilities. Analysis
of the literature has shown that at present there are
various approaches to mathematical formalization and
modeling of software security testing processes. These
models are presented in works [1-9, 13-15].

Thus, in [1], a model for identifying vulnerabilities
is proposed. The authors of the article based the model
on the logic of microprogram machines. This
development, along with the advantages (efficiency,
permissible accuracy and reliability), has obvious
disadvantages caused by the choice of the main
technology for solving the problem: low adaptability of
models to real changes in the behavior of systems;
significant complication of implementation algorithms
in the event of a possible insignificant change in the
behavior of at least one site (agent).

The works [9, 10] present individual test stages
(including security) mathematical models. In them,
mathematical formalization approaches (GERT-networks,
probabilistic approaches) are reasonably chosen, taking
into account possible risks and errors. However, the lack
of argumentation when choosing a method for specifying
the probabilistic distribution to describe individual stages
(GERT-networks), as  well as  unreasonable
simplifications and limitations (probabilistic approaches),
reduce the simulation results accuracy. A number of
works [6, 10] present not only cybersecurity systems
mathematical and implemented simulation models. On
the one hand, this significantly increases the the proposed
mathematical models’ practical application
argumentation level. However, on the other hand, the

shortcomings associated with restrictions on their use in
these works could not be eliminated.

Recently, penetration testing services have become
increasingly popular in the IT-industry. A number of
popular articles [1, 2] set out in some detail the possible
approaches and steps that accompany these services.
However, these works vast majority consider this
cybersecurity assessment type from a view practical
point, based on the expertise in various computer and
information infrastructures experience. This, in turn,
leads to spectrum and increased run time either

unreasonable  expansion, without ensuring the
appropriate  assessment  quality, or  possible
vulnerabilities and  security risks insufficient

consideration. The mathematical models’ development
and research governing penetration testing procedures
can optimize these processes (increase their efficiency
and IT-infrastructures security).

Summing up the analysis, we can conclude that it
is relevant to testing process for penetration into
computer systems mathematical model modification.

GERT-network analysis

In the work [14] the GERT-network interpreting
the generalized penetration test algorithm is shown in
Fig. 1.

Fig. 1. GERT-network interpreting the generalized
testing algorithm diagram
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In this figure, state 1 can be described as initial. The
transition from state 1 to state 2 is initiated by developed
tests for objects such as sites, web applications, mobile
tools and their applications and characterizes the
collecting information about system and system hardware
components process. State 2 corresponds to the
"Information Gathering Step Passed" status.

The transition from state 1 to state 3 is initialized
for "SCADA and IoT" objects that have a number of
features for collecting information about security test
objects (for example, mandatory port scanning). State 3
is interpreted by the status "Information collection stage
passed" of tests for "SCADA and IoT" objects.

Transition 1-1 is interpreted by insufficient
information collected about the system under test and
return for additional collection and necessary
information evaluation. Transition 2-4 should formalize
the authentication procedures for web applications,
mobile tools and their applications users. At the same
time, the fate is necessary that recently these content
software developers are increasingly focusing on
biometric authentication mechanisms. Transition 3-4 is
similar to transition 2-4, but describes the biometric
authentication procedures for "SCADA and IoT"
objects. Transition 3-5 describes the evaluating process
the passwords reliability in "password" authentication
systems. States 4 and 5 are interpreted by the
“Authentication Step Passed” status. The transition from
state 4 to state 6 formalizes the testing process the
network stability sessions and the network equipment
security. State 6 is the final procedural state
characterizing the computer system security. Transition
6-8 formalizes the final part — the received information
log creation. Transition 6-1 can characterize a return to
the initial state in unsatisfactory test evaluation cases,
the need to conduct additional penetration tests, change
customer requirements or make changes to the system
configuration during testing, etc. Transitioning from
state 5 to state 7 formalizes the data warehouses and
their access security rules (including tests for the
administrator privileges and compliance with security
policy rules adequacy) assessment processes.

As with transition 6-8, transition 7-8 formalizes
the final part — received information log creation, and
transition 7-1 returns to the initial state with fixing
results and providing recommendations for improving
the individual component computer systems or the test
object as a whole security.

We will modify the presented model.

The developed mathematical model modification
is carried out in order to formalize a higher hierarchy
level, in which it is possible to generalize a testing
processes number (for example, initialization,
information collection, authentication) for various
computer and software tools (web applications, mobile
tools and their applications, "SCADA and IoT" objects),
combining these processes in one state.

Using these assumptions, we present the GERT-
network modified scheme in the Fig.2. form. The
computer system penetration test process modified
GERT-model corresponding branches characteristics are
shown in Table 1.
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Fig. 2. Modified GERT-network scheme interpreting
a generalized testing algorithm

Table 1 — Modified GERT-model branch characteristics

No. | Branch Wtf‘ggc Probability ?ﬁﬁnmgerﬁﬁngjffn
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In this case, the algorithms and testing procedures
for penetration into computer systems execution time
equivalent W-function is:

WiaWosWss + WipWoaWas

Wg(s) = =
L= (Wia W33y + WiaWauWyy )

1
_ P& (P2P38284 + @1P4Eats) W

- J S (Pz‘]z&z + 919383 )’

We will conduct GERT-model studies (Fig. 2).
Penetration testing algorithms implementation time
probability distribution density curves graphs at
different values pl—p4 for conditions given in the

work [14], are illustrated in Fig. 3, a (Graph 1: pl=
=05, p2=0.6,p3=p4=09, O =0,=0;=0,=0.5,
05 =0.55, k=3; Graph 2: pl=0.5,p2=06,; p3=
=09, p4=05 (0 =050,=07,0;=04=05=;
=0.55, k=3). Penetration testing algorithms imple-
mentation probability distribution function graphs for
conditions given in the work [14] are given in Fig. 3, b.
The values Wpg(s) for the same conditions

obtained as a testing process for penetration into
computer systems mathematical modeling result, as well
as a generalized model are presented in Table 2.

Using the mathematical package MathCad, we find
the random test time ¢ mathematical expectation. For
condition 1 in accordance with scheme 1, this value is
equal to ¢ = 7 c.u. In accordance with scheme 2 (Fig. 2)

under condition 1, this value is approximately equal to
t ~ 6 c.u. For condition 2 in accordance with scheme 1,

this value is equal to ¢ = 7 c.u.
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Fig. 3. Penetration testing algorithms implementation time
probability distribution density graphs obtained
using a modified GERT-model

Table 2 — Values Wi(S) obtained as a testing process for
penetration into computer systems mathematical
simulation result for diagrams of Fig. 1, 2

WiS) WiS) WiS) WiS)
(condition 1) | (condition 2)| (condition 1) | (condition 2)
No. for the for the for the modi- | for the modi-
scheme scheme fied scheme | fied scheme
Fig. 1. Fig. 1. Fig. 2. Fig. 2.
1 0.914 1.338 0.684 0.559
2 1.249 1.89 0.963 0.808
3 1.52 2.36 1.383 1.197
4 1.762 2.83 2.035 1.823
5 2.028 3.428 3.071 2.861
6 2.369 4.318 4.775 4.639
7 2.846 5.789 7.675 7.761
8 3.559 8.504 12.809 13.25
9 4.71 14.332 22.287 22.281
10 6.766 30.171 40.503 34.105

In accordance with scheme2 (Fig.2) under
condition 1, this value is approximately equal to
t=6c.u.

As can be seen from the above results, the
difference between the random test time ¢ mathematical
expectation values obtained in the first GERT-model
and the generalized model is insignificant. And this
despite some differences in the values Wy (s) for the
examples given.

It should be noted that the author intentionally did
not change values p;, and (;, thereby studying the
models in the "worst" conditions. If we change the

values p; and (@; as recommended by expert
practitioners, we can get values Wy(s) close to the
original. This confirms the Erlang distribution

feasibility hypothesis as the main one in the state
transition processes mathematical formalization.

We will test the possibility of such a security
testing process mathematical formalization simplified
approach.

Testing process for penetration into computer
systems modified mathematical model
comparative studies

For the testing computer systems for penetration
process mathematical formalization proposed approach
comparative study, as well as testing the GERT-network
simplified modification possibility hypothesis as a

reference, we will use the algorithm for simplifying
GERT-networks described in [3]. To solve this problem,
we will modify the presented in Fig. 1 GERT-networks
according to this algorithm, and thus formalize a
mathematical model higher hierarchy level.

As shown in [3], the modification algorithm
primarily depends on the GERT-network serial and
parallel arcs converting methods, as well as first-order
branches and loops connecting the node output and
input.

Series arches. If the GERT-network series-
connected arcs have W -functions W, and W,, then

their equivalent W -function W, is: Wgy, =WW,.

x> X2
denoting through Rey; and Rey, real, and through

Moving to characteristic functions and

Imy; and Imy, — first and second arcs characteristic

functions imaginary parts, respectively, we get:

%1 =Rey; +ilmy; and y, =Rey, +ilmy,. The

equivalent arc X, has a characteristic function:
XE1p =Rey Reyy —Imy; Imy, + @

+i(Rey; Imy, +Imy; Rey, ).

Parallel arches. For GERT-network with selection
probabilities parallel arcs respectively p; and p,, we
have: Wiy = piWy + poWs .

The equivalent arc Xpg;, in this case has a

characteristic function:
Xgip =piRey;+pyReyp + 3)

A first-order arc and loop connecting the node
output and input. If W = pjM; is a first-order loop
connecting the node output and input W -function and
having a selection probability p;, and W, = p,M, isa
node output arc W -function and having a selection
probability p,, then the equivalent this fragment W -
function is:

Weia =Wy /(1-W). 4)

The arc Wgy, selection probability ppj, is

PE12 =WEI2 (0): %—Pl) if the number of node

output arcs is more than one. Going to characteristic
functions, we get:

XE12 =Dy %
X(Rem - p1Reyy Reyy — ppImy; ImX2)+
(1-pi Reyy )2 +pi (Rey, )2 6)

+iP2 (Ime (1= py Rey; )+ p Imy, Isz)
(1-py Rey )2 +pi (Imy, )2

Using the branch transmittance concepts described
in [9] as a product

Ly =Xy =py J58),
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where pj — the branch execution probability, fz; © -

the arc characteristic function [2], we present the
GERT-network modified branches characteristics in
Table 3.

Simple mathematical actions made it possible to
distinguish equivalent W, ;,; -functions, where i is the

state number. Let us present them in Table 4.

Table 4 — Modified branches characteristics

Table 3 —Characteristics of the modified branches
No. Branch Characteristic function
No. Branch Characteristic function 1 12 5 5
— (1,2) W :(Plil) +2pLEE, +(pi&2)
1 (1.2) g =(1-gin™ a2 1- g
2 2.3) £y =(1-Qit) 2 2 | @3 Wea3 = P&y + P3&s
3 24) g3 =(1-05i)™ 3 24) Wyra=Was
4 3,5 =
4 3.5 &y =(—0yit)y (3.5) Wy3s = PaSe + Ps&7
5 4,5) W c= +
5 4,5) Es=(1-0s it)*ks 4.5 = P36 + P5&7
k 6 (371) Wq3’1 = W6,1
6 3,1 =(1=-0:it)™"s
CD =0 -051) 7 @D Wit =1,
7 (4.1) &y =(1-0ity s

Based on the above rules, we will find equivalent
new branches 17, -functions.

Then we formalize the proposed in Fig. 1 GERT-
scheme, adapting the input data and Erlang distribution
measures to a new generalized structure:

WqE(s)zl_(
q

((P2&3 + P3Es ) (Pale + P5E7) + Pats (P3Es + P5Er))

X

2 (g2 2
ququ23Wq35 + ququ24Wq45 B P (E.:l + 2&1&:2 + E.>2 )
Wa12Wg23W 431 +Wq12Wq24Wq4l)

X

1-qi&g

1- (((plE.:l )2 + 217125.;1@2 + (Pliz )2 )/(1 - 418 ))(42§8)((P2§3 + P34 )+ P4&s )

= (6)

(27 (& 28182 +23))((pas + ps8a) (paBs + psEo ) + pats (s + psE1)

(1_QIE.:8)_((171E.:1 )2 +2P12§1§2 +(P1§2 )2)612§8 ((P2<§3 +P3§4)+P4§5)

We will conduct studies of the GERT-model
presented as expression 6.

Penetration test algorithms implementation time
probability distribution density curves graphs at
different values pl-p5, g¢l, g2, are illustrated in

Fig. 4. In this case, curve 1 illustrates the test algorithms
random implementation time behavior for the modified
scheme of Fig. 2 case and the equivalent W-function
represented by the expression 1.

Curve 2 illustrates the penetration test algorithms
implementation time synthesized using model 6
probability distribution density results.

Distribution density Distribution density
03 T T T T 0.3 T T T T

t(cu)
a b

Fig. 4. Penetration test algorithms implementation
time obtained using the modified GERT-model
for conditions 1 (a) and 2 (b) probability
distribution density graphs

t(c.u)

Penetration test algorithms implementation time
for similar conditions probability distribution function
diagrams are given in Fig. 5.

Distribution function

Distribution function 1
1 T T T

o2 ./ =

t(cu) t(c.u)
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Fig. 5. Penetration test algorithms implementation time
obtained using the modified GERT-model for conditions 1 (a)
and 2 (b) probability distribution function graphs

The wvalues WyE () for the same conditions

obtained as a testing processes for penetration into
computer systems mathematical simulation result are
presented in Table 5.

As we can see from the graphs for both conditions,
the test algorithms run time mathematical expectation is
close to the value ¢ = 6 c.u.

It is easy to note that the GERT-network
transformation using simplified rules requires certain
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time and computational costs, which amount depends on
the GERT-network complexity and equivalent
transformations number.

Table 5 — Values W,(S) obtained as a testing process
for penetration into computer systems
mathematical simulation result

No. (cor?(/iqiet(iiil 1) (cor?(/iqiet(iiil 2)
1 2.197 1.819
2 2.547 2.02
3 2.879 2213
4 3.206 2412
5 3.55 2.634
6 3.945 2.898
7 4.435 3.232
8 5.086 3.679
9 6.01 4313
10 7.415 5.298

In the above example of such transformations, it
was necessary to make 5 for 12 initial characteristics.

This represents 41% of the initial operations
number.

Therefore, it can be argued that the implementing a
unified mathematical model complexity under given
conditions is less than 40%. This result confirms the
hypothesis that it is advisable to use a testing process for
penetration  into  computer systems  modified
mathematical model.

Conclusions

The article indicates that penetration testing
services are increasingly popular in the IT-industry. At
the same time, the scientific papers vast majority
consider this cybersecurity assessment type from a
practical view point, based on the expertise in various
computer and information infrastructures experience.
The theoretically reasonable conditions and limitations

reduces the work effectiveness absence is carried out
and can lead to an increase in testing errors.

To eliminate this contradiction, in article was
developed a generalized testing algorithm, as well as a
set of testing process for penetration into computer
systems mathematical models. At the same time, the
GERT-network modeling approach was taken as the
basis for mathematical formalization. This made it
possible to simplify the penetration testing scheme, take
into account possible changes in procedures (including
the new procedures and services addition) to evaluate
the probability-time characteristics and the it’s scale
possibility with an increase in the volume and tasks
complexity being solved.

Testing process for penetration into computer
systems mathematical model was developed in the
article. The proposed model differs from the known by
computer systems specialized information platforms
security testing capabilities, which made it possible to
estimate the penetration test algorithm execution time
falling within a given interval probability.

The proposed testing process for penetration into
computer systems mathematical model was further
developed (modified). Modified model distinctive
feature is the Erlang distribution as the main one in the
state transition processes mathematical formalization.
This made it possible on the one hand to unify the
mathematical model and present the testing process at a
higher level of the testing hierarchy, on the other hand
to simplify it 1.7 times.

A security testing mathematical model was
developed in order to estimate the simulation results
accuracy, based on the known GERT-networks
simplification and modification approach.

Testing  algorithms execution time value
mathematical expectation values are obtained and
estimated. Comparative modeling results investigations
have shown the study values comparability for all three
approaches of security testing process mathematical
formalization. This confirmed the hypothesis that it is
advisable to use a unified mathematical formalization
approach, which was implemented in a penetration
testing process modified mathematical model.
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Moandikanis MaTeMaTHYHOI MO/IeJIi MPoLeCy TeCTYBAHHSI HA NPOHMKHEHHsI B KOMII'IOTEPHI CHCTEeMH
C.T. CemeHo, Ilao Beiinin

AHoTanisi. Po3pobieHo MareMaTH4yHy MOZEINb NPOLECY TECTYBaHHA HAa NIPOHHKHEHHS B KOMIT'IOTEPHI CHCTEMH, IO
BIZIPI3HAETHCA BiJl BIIOMHX YpaxyBaHHSIM MOXJIMBOCTEH TeCTyBaHHS Oe3IeKH Creliani3oBaHux iH(opMmamiiHux miatdopm
KOMII''OTEPHHUX CHCTEM, IO IO03BOJMJIO OLIHUTH HMOBIDHICTh NONaJaHHSA 4acy BHKOHAHHSA AJTOPUTMY TECTYBaHHS Ha
NPOHMKHEHHS B 3alaHUi iHTepBai. 3ampoNOHOBaHA MaTEMAaTHYHA MOJENb IIPOLIECY TECTyBaHHA Ha NPOHUKHEHHS B
KOMII''OTEpHI CHUCTEMH OTpUMaja HOJAJIBIIMKA pPO3BUTOK (MoaudikoBaHa). BinmiHHOIO ocoOnuBicTIO JaHOI Moneni €
BHUKOPHCTaHHS po3noaity Epnanra B SKOCTi OCHOBHOI'O IIpU MaTeMaTH4YHOI (opmaitizarii nporeciB nepexoy 3i CTaHy B CTaH.
Ile nosBonmio 3 oxHOro 6OKy yHihiKyBaTH MaTeMaTHYHY MOJEJb i YIBUTHU IIPOLIEC TECTyBaHHS Ha OinblI BUCOKOMY piBHI
iepapxii TecTyBaHHs, 3 iHIIOro OOKY cnpocTHTH ii B 1,7 pa3u. s OMIHKM TOYHOCTI pe3yJbTaTiB MOJEIIOBAaHHS, Ha OCHOBI
BigoMoro migxony cmpomeHHs ta moaudikanii GERT-mepex, po3pobieHo MareMaTHdHY MOJAENb TECTYyBaHHsS O€3NeKu.
OrpuMaHO 1 OLIHEHI 3HAYEHHS MATEeMaTHYHOrO O4YiKyBAaHHS BEIMYMHM 4Yacy BHKOHAHHS aJrOPUTMIB TECTYBaHHS.
IMopiBHsUIBHI JOCIIKEHHS Pe3yJIbTaTiB MOJIEIIOBAHHS [10KA3aJlH MOPIBHAHHICTh 3HAYEHb JOCII)KyBaHUX BEIMYMH IS BCIX
TPbOX MiJAXOAIB MareMaTH4HOi (hopMaiizauii mpouecy tecryBaHHA Oesneku. Lle miaTBepamio rimore3y Hpo JOLUIBHICTH
BUKOPUCTaHHS YHi(iKOBaHOro migxomy MaTeMaTHuyHoi Qopmanizawuii, SKMH OTpUMaB peadizauilo B MoaudikoBaHOI
MaTeMaTH4HOI MOJIENIi IPOLECy TECTYBaHHs Ha IIPOHUKHEHHS.

Kao4oBi coBa: KOMI'IOTEpHA CUCTEMa; IIPOrpaMHe 3a0e3MeUCHHS; TeCTyBaHH; MaTeMaTUIHa MOJEIb.

Moaudukanust MaTeMaTHYeCKOii MOIe/IN MpoLecca TECTHPOBAHNSI HA MPOHUKHOBEHNE B KOMIIBIOTEPHbIE CHCTEMBI
C.T. Cemenos, I{ao Beiinun

AnnoTtanus. Pa3paborana MaTeMaTHdecKast MOZAEIb MPOIIEcca TECTUPOBAHNS Ha IIPOHUKHOBEHHE B KOMIIBIOTEPHBIE
CHUCTEMBI, OTJIMYAIOIIAsCs OT HW3BECTHBIX YYETOM BO3MOXKHOCTEH TECTHPOBaHUsS 0€30IaCHOCTH CIEeIUATH3UpPOBAHHBIX
WH(OPMAIMOHHBIX IUIATGOPM KOMITBIOTEPHBIX CHCTEM, YTO IIO3BOJIWJIO OLEHHTh BEPOSITHOCTH IIONAJaHUs BpPEMEHU
BBINOJIHEHUS! aJITOPUTMa TECTHPOBAHMS Ha NIPOHWKHOBEHHE B 3aJlaHHBIN MHTepBai. [IpeuioxkeHHas MaTeMaTHIecKas MOJIeNb
mporecca TECTHPOBaHMS HAa IPOHMKHOBEHHE B KOMIIBIOTEPHBIE CHCTEMBl IIONy4YWia JanbHeiliee pa3BHTHE
(MomudummpoBana). OTINYUTENEHOH 0COOCHHOCTHIO JaHHON MOJENH SIBISETCS MCIIOIb30BAaHHUE paclpeleseHusi Dpianra B
KauecTBE OCHOBHOI'O IIPU MaTeMaTH4eCKOi (opMain3anuy mpoueccoB Nepexosa 13 COCTOSHUS B COCTOSHUE. DTO MO3BOIMIO
C OIHOW CTOPOHBI YHH(UIMPOBATH MAaTEMAaTHYECKYI0O MOJIENb M MPEACTaBHThH IPOLECC TECTUPOBAHHS Ha 0Oojee BHICOKOM
YPOBHE HepapXWy TECTUPOBAaHUS, C JAPYrOil CTOPOHBI YNpocTHTh ee B 1,7 pa3za. [l OLEHKM TOYHOCTH pe3yJbTaTOB
MOJICTIMPOBAHMSI, HA OCHOBE W3BECTHOrO Moxaxoza ymnpouieHus n moxudukaunn GERT-cerel, paspaboraHa MaTeMaTH4ecKas
MOJIeTb TecTHpoBaHusl Oe3omacHOcTH. [lomydeHbl W OLEHEHB! 3HAUYCHHS MAaTEMAaTHUECKOro O)KHUAAHHS BEIHYWHBl BPEMEHU
BEIITOJIHEHUSI aJITOPUTMOB  TecTHpoBaHUs. CpaBHHTENBHBIE HCCIEIOBAaHHE pPE3YJIbTaTOB MOJCIHPOBAHMS — ITOKa3alu
COITOCTAaBHMOCTh 3HAYCHUH HCCIEIYeMbIX BEJIMYMH JJIsl BCEX TPeX IOAXOJO0B MaTeMaTHYeCKoW (hopManm3alud Iporecca
TECTHUPOBAaHUsL O€30MACHOCTH. OTO IOATBEPAMIO THUIIOTE3y O Iel1ecO00pPa3HOCTH HCIONb30BAHUS YHU(DHIUPOBAHHOTO
MOJX0Jja MaTeMaTH4ecKoi (opMann3alyy, IONYYHBIIETO0 PeaIn3alfio B MOAW(GHUINPOBAHHOW MaTeMaTHYECKOH MoJenn
Mporecca TECTUPOBAHS Ha IPOHUKHOBEHUE.
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