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RESEARCH AND PROTOTYPING METHODS OF STEGANOGRAPHY
USING MOSAIC

Abstract. The paper considers the possibility of using a mosaic composed of many miniature images to hide the fact of
text information transmission. The results of the study of optimal mosaic construction when using steganographic methods
of hiding information are presented. The use of the proposed algorithms implies the use of cryptographically secure
pseudorandom number generator with dynamically changing parameters for concealing information. The generators are
used to determine the location of information bits in a certain mini-images, as well as in a specific pixels and color
channels. Using the proposed algorithm, no more than twenty-five percent of the color channels are changed, provided that
one bit per color is used. This paper is supplemented with illustrations and examples of how the algorithm works.
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Introduction

Every day IT increases influence in all of the sides
of our life. Even in Art it becomes more and more
popular and helps to create new masterpieces. One of
the examples is a painting but how it can help to create a
picture? There is a new trend that became popular last
years — a photographic mosaic. It is a compilation of
small photos grouped together in a way, that they look
like a certain big picture. You can see the example of a
photographic mosaic bellow on the Fig. 1.

Fig. 1. A photographic mosaic made
from different small pictures

To implement this concept, a certain set of images
of the same size is used and a mosaic of existing images
is formed on the basis of the original image. There are
many different principles and parameters that provide
effective comparison, and choose the most appropriate
variant from all possible by comparing it with the
original [1].

It is necessary to understand that it is impossible to
achieve a hundred percent match, though it is not
required. One of the main ideas of the mosaic is that the
viewer is aware that any large composition consists of
many small parts and each of them is a complete work.

It should also be noted that the issue of user data
security and confidentiality is more pressing than ever.

In recent years, many ways of intercepting transmitted
information have been created. This is due to the fact
that the information is in the least secure state at the
very moment of transmission from one hand to another,
which greatly simplifies the work for malicious users.

There are various ways of combating unauthorized
access to information, but steganography (the implicit
transfer of information) is particularly notable. It allows
you to hide the fact of data transfer, so that other users
will not even know that the information was
successfully transmitted. However, in order to
implement this approach, it is necessary that the sender
and the receiver have previously accepted arrangements.
For example, when hiding information in an image, it is
necessary that all participants have the original image or
know how the used algorithm of steganorgaphy works.

The obvious problem with this method is the
possibility of information leakage about the method of
hiding data, which will instantly compromise all the
messages transmitted in this way. Steganography is also
easily recognized by simple comparison algorithms,
which can negate the whole point of hiding information
in another object. In such a case, you can additionally
secure the transmitted information using encryption
algorithms, or create an algorithm that allows you to use
the transmitted object not only as a container for
information, but also as an encryption tool. Thus, even
if the fact of transfer is known, the information cannot
be read by a third party.

This paper considers various methods for
comparing a set of pixels, analysis and algorithm for
hiding information in a mosaic, as well as a description
of the requirements for a pseudo-random sequence
generator.

Image analysis

All of the raster type digital images and displays
consist of small dots. Typically, they have particular
structure — RGB [1]. It stands for Red, Green and Blue. A
set of RGB colors forms one point that is called a “pixel”
and image is made of rows and columns of pixels. Then
pixels are placed a matrix with a size n by m (Fig. 2).
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Fig. 2. Pixel structure of a RAW(uncompressed) digital raster
image where n is column number and m is row number

The combination of these colors can give us
majority of existing color that can be recognized by
human’s eye. The only difference is the number of bits
that are used to store the value of each color. The bigger
amount of values leads to a wider color range we get. It
is also called a “color depth”, which is easily shown on
smooth gradient transitions. Commonly, there are 8 bits
for each color so it gives us the following result:

8b-3=24b=16777216 (1)

Based on this structure there are many different
types of image analysis but here would be described
only easy and effective ones. It is important due to
service requirements. It should be efficient and fast
enough so user won’t have to wait a lot of time until the
output image is done. Using mosaic in stenography
gives us big advantage of not sending the original image
to the receiver. Since the database contains all of the
images used in the mosaic it can be easily compared with
originals. The original image is divided into patches,
which can hold from 1 pixel to several hundreds or even
thousands, in the end each patch will be replaced by the
most suitable image from the database. Choosing how
many pixels a patch will hold directly affects the quality
and size of the mosaic (Fig. 3).

Fig. 3. Original image and mosaics with different patch size

Next step is to choose the most appropriate images
for the database in order to replace created patches. The
most accurate is a pixel-by-pixel comparison, but it takes
too much time, moreover, it is almost impossible to find
the perfect picture for the required patch, so it is
necessary to calculate the overall picture characteristic.

All images from the database are processed and the
required metadata for each of them is calculated,
allowing comparison by properties that we need. Then,
the same metadata is calculated for each patch of the
original image. For each patch a certain number of best
images is selected, after which the patch and these
images are further split into 4 parts, each of which as a
result receives its own metadata and another comparison
is made. The results select the most suitable image from
the available ones. There are several criteria for
comparing the similarity of images: Saturation; Contrast;
Average values of color channels; Boundaries of color
transitions (Edges).

Perhaps the main way to compare pixels similarity
is measuring mean values of the color channels and
calculating the difference, the rest help to improve the

accuracy of the final selection. For example, partial
coincidence of borders of transitions of colors allows to
achieve selection not only on color, but also on various
lines, figures and the original image (Fig. 4).

Fig. 4. Grey scale image
and applied edge detection filter image [1]

One of the main ideas of using stenography in
combination with image mosaics is that there is no need
to convey the original image. All original images are
stored in the application database.

As a source of images, you can use any set of small
pictures of the same shape. The easiest to use are square
images with the side equal to 2" pixels.

This size allows you to quickly make calculations
on changing the size of the image without the need for
additional cropping of the photo.

Steganography

Steganographic system is an association of
methods and algorithms used for creation of the hidden
channel for information transfer [2]. In other words,
steganography refers to the process of information
transfer, which hides the very fact of transfer.

The majority of experts in the field of
steganography, describe three groups of methods with
different approaches to the implementation of the
implicit information transfer. These are the following
methods [3-7]: usage of special properties of computer
data formats; usage of less important audio and visual
information; linguistic steganography.

Methods based on the use of special properties of
computer formats are divided into groups [8]: computer
data formats reserved for field expansion; special
formatting text files; hiding in unused places of CD-disk;
removing the identifying header file. All researchers pay
great attention to the methods of using redundancy of
audio and visual information. At the same time, audio
steganography methods include [9]: LSB (Least
Significant Bit); even coding; phase coding; spread
spectrum method. In a general case, the following scheme
represents steganographic system work (Fig. 5).
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Fig. 5. Steganographic system work scheme
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It contains the following eclements: Human
perception — actions or algorithms that source data
which has minor influence on human perception (ability
to see or hear) in order to make the message existence
almost invisible; Precoder — changes the message to a
suitable for encoder form; Encoder — encodes the
message into container; Aftack channel — data transfer
channel; Message selector — selects the data where the
message could be stored; Message detector — detects if
the message it is hidden inside data; Message decoder —
decodes the message from data.

Depending on container we need to know which
data we can modify so a user will not recognize any
changes. Then we can modify message if encoder
requires different format of data. After it, encoder
inserts message into the container in a way that it
became invisible for a user.

Data that contains hidden message can be damaged
by channel noise or other reasons so it might be
necessary to use noise-resistant coding algorithm.

When encoding is completed the container with
hidden message goes to untrusted channel. We assume
that anyone can see our container there. After receiver
gets the container, message selector retrieves the data
where the message could be stored. Then message
detector analyses if this data has a hidden message and
id so decoder convert it to original message.

Like most objects that were created from real-
world information, photographs are not of ideal quality,
there are always all kinds of noises and artifacts, so they
are widely used in steganography for the implicit
transmission of information. However, in order to
record information in an image, it is necessary to change
it, which, if implemented incorrectly, can be visible
even to an average user. In order to avoid this situation,
it is necessary to understand what effect on the final
image will have a change of a certain bit in the color
channel (Fig. 6).

7 6 5 4 3 2 1 0

wam

Fig. 6. Impact of changes in bits on the final image

Therefore, changing a lower bit has almost no
effect on the final result, and vice versa, changing a
higher bit can have a significant effect on the final
image. On this basis, it can be concluded that the safest
bit is the lowest bit, but if more information needs to be
packed, the next highest bit can be used.

Encoding

One of the key features of the steganography
algorithm is how and in what sequence it places
information in the container. Thus, when information is
written sequentially to the lower bits of pixels in a row,
the information can be easily read as soon as the user
realizes that the picture is different from the original.

For reliable data protection, a distributed recording
of information across all pixels with a normal
distribution of random values is the best option (Fig. 7).

This approach helps to minimize the risks of encrypted
information disclosure. You can also use the following
method to ensure better information privacy [10].

5

Fig. 7. Example of a distributed recording
with normal distribution probability

When converting a message to a bit sequence, the
number of zeros and units is compared. If the number of
units is greater than the number of zeros, the message is
inverted (Fig. 8). Then a pseudorandom bit sequence is
generated. The bits of the original container data
sequence are selected based on the indexes of the PRBS
elements whose value is equal to zero. The message bit
values are written to the container bits using the XOR
logical operation as shown below (Fig. 9).

Original
message [ 10 1[0 o [1 1 1 o]1]

Resulted
Message‘o‘l‘o‘l‘l 0‘0‘0‘1‘0‘

Fig. 8. Example of message changing

Mess ‘0‘1‘0‘1‘1‘0‘0‘0‘1‘0‘

1

PReS Jof1fofofrfol1]r]o]o]

Fig. 9. Encoding algorithm example

This way, in the worst-case scenario, the number
of modified bits will not exceed twenty-five percent of
the bits used for encoding.

However, a random sequence of sufficient length
and stability must be generated to allocate the bits.

Pseudorandom number generator

Generators of true random numbers are usually
based on natural processes, such as pickups in the
transmission channel, so that they can produce a crypto-
resistant sequence of any length, but they cannot
reproduce the same sequence a second time.

The most common types of PRBS generators are
shift register-based and congruent generators. The
congruent generators are based on numerical sequences,
in which each member depends on one or more previous
ones. Generators based on shift registers are based on
the generating polynomial. These generators are not
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crypto-resistant enough, because they are easy enough
to hack, but have a big advantage in simplicity and
speed of operation.

Successful use of a generator directly depends on
its crypto resistance, so it is critical for a reliable
generator. Improved generators are perfectly suited for
this task. The main features of these generators are the
use of dynamically changing parameters. Depending on
the type of generator it can be parameters a and ¢ for the
congruent generator(2) and generating polynomials for
the generator based on the shift registers:

X, =(aX, +c)modm . ()

In addition to using dynamic parameters to improve
the cryptographic stability of the output sequence, there
are a modification of the algorithm of generating PRBS,
which consists in using the operation XOR over the
generated sequences of a certain length, obtained from
two registers with different digit capacity. The used
registers change their parameters at least every 2N - 1 bit,
where N is the product of the two registers' digit capacity.

Conclusion

In the paper we investigate the possibility of using
steganography in combination with a mosaic of
miniature images for covert information transfer. The
crucial parameters of the images that most affect the
selection of the most suitable image for a certain area of
the original drawing have been described. It was pointed
out that the main criterion is the average value of the
color channel. The algorithm of division of the original
image into patches and the system of rounds of selection
of the most suitable pictures to replace the selected area
were also described, and examples were given.

The described approach allows to achieve a
reliable result and also has flexibility that allows to

easily add various criteria for evaluation of the image,
as well as choose in which round it will be applied.

In such a way, it is possible to perform resource-
intensive operations on the most promising variants of
pictures only. The basic principles of steganography for
understanding the significance of the next steps were
presented, and the variant of hiding information in a
mosaic was suggested and described. This method
allows to achieve no more than 25 percent of lower bit
changes, which is about 3.125 percent of all
information, provided that the lower bits are fully filled
with information. In the real situation, when encoding a
message is used a significantly smaller number of bits,
which in turn dramatically reduces the percentage of
changes in the mosaic data, and visual detection of the
transfer is almost impossible.

Also, the principle of uniform pseudo-random
distribution of information bits throughout the mosaic
makes it almost impossible to use brute-force attack to
evaluate the hidden message. The concept of using the
PRBS generator was described, as well as security
problems that arise when using simple implementations
of generators that do not have sufficient crypto
resistance. To generate and restore a pseudo-random
sequence, it was proposed to use an improved generator
with dynamic parameters [2]. It has significant
resistance to known crypto attacks, which allows its use
in modern cryptosystems. As a result, the proposed
system allows you to secretly transfer information
inside the mosaic, and has sufficient protection to
protect information from unauthorized reading in case
of detection of the transfer of information.

The presented steganographic algorithm can be
easily adapted to work with usual raster images, sound
files and other types of data which could be presented as
an array of numerical values.
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JlocaimxeHHs1 Ta MPOTOTHNMPYBAHHS METOMIB cTeraHorpagii 3 BAKOPHCTaHHAM MO3aiKH
B. 4. IleBnes, 1O. B.BoiikoB

Anotanisi. IlpeaveroM BUBYEHHS B CTAaTTi € MOMJIMBICTh BUKOPHCTaHHS MO3aiKH B CYKYIHOCTI 31 cTeraHorpaiyHuMU
JICOPUTMAaMH JUIsL TIPUXOBAHOI Hepejadi MoBiIOMIEHHs. 3 KOXHUM jaHeM [T 30inbliye BIUIMB Ha BCi CTOPOHM HAILIOTO JKUTTS.
HagiTp B MUCTEIITBI BiH CTa€ Bce OUIBLI MOIYNISPHUM 1 JIOIIOMara€e CTBOPIOBAaTH HOBI I1e/IeBpH. 3'IBUBCSI HOBUI HAIIPSIMOK, 110 CTAJI0
TOITYJIIPHUM B OCTaHHI pokH - hororpadiuna Mo3aika. Ile 30ipka ManeHbkux Qororpadiid, 3rpyrnoBaHuX Tak, 1100 BOHU BUITIAIAIN
SK SIKach BeJMKa KapTuHa. MotmBamis. B ocranHi pokm Oyno crBopeHO Oe3iid crocoOiB IepexoruieHHs iHopmarii, 1o
nepenaerbes. Lle nos'3ano 3 TUM, 10 iHOpMalis B MOMEHT Iepeziadi 3 OJHUX PYK B 1HILI 3HAXOQUTHCS B HAMEHII Oe3MeYHOMY
CTaHi, 10 3HAYHO CIIponIye poOOTy A 3M0BMUCHHKIB. CreraHorpadist 103BosiE IPUXOBATH (BakT Hepeadi JaHuX, Tak IO iHII
KOPHUCTYBaul HaBiThb HE 3HATHMYTb, 110 iH(popMawis Oyia ycmimHo nepepana. OnHak A1 peastizauii Takoro migxoxy HeoOXilHo,
mo0 BINPaBHUK 1 OfiepKyBad IONEPEIHHO Mall JOMOBJICHOCTI, TaKi SIK HAasBHICTb y 000X yYaCHUKIB OJJHAKOBOI OpPHIiHAJIBGHOL
KapTHHKHA. O4YeBUITHOIO TPOOJIEMOIO IILOT0 METOJY € MOXIIMBICTH BUTOKY 1H(OpMALl 1po crioci® npuxoByBaHHS JaHHX. MeToio
L[Or'0 JIOCHI/UKEHHS € OTPUMAaHHsS aJrOpUTMY IIPUXOBYBaHHs IIOBIJOMIIGHHsS BCepelMHI Mo3aiku, 110 3abesnedye MiHIMAJIbHY
BUJIMMICTh, HaAIMHWIA 3aXUCT JAHUX HABITh y TOMY BHUIIAJKY, SKIIO 300pa)KeHHs MO3aiKé 1 alrOpUTM BiJOMi 3JIOBMUCHHKY i B
TMIepIy Yepry He MoTpedye BiANPaBKU OpUTiHAIBHOTO 300paxkeHHs. PesyabraTn. OnucaHuii miaxif 103BONSE JOOUTHCS SIKICHOTO
PE3yJIBTaTy, a TAKOXK Ma€ 3HAYHY 'HYUKICTb, 110 JIO3BOJISIE JIETKO JJOJaBaTH Pi3HI KpUTEPIi OLIHKK 300pa’keHHs, a TAKOXK BUOUPATH B
SIKOMY payHZli BOHO Oyje 3aCTOCOBYBAaTHCS. TaknM YMHOM MOXKHa BHKOHYBATH PECYpPCOMICTKI omepauil TUTBKM HaJ HalOLIbII
MEePCIeKTUBHUMH BapiaHTaMU KapTHHOK. 3aIllpOIIOHOBAHI aJITOPUTMHU MaroOTh HA yBa3i BUKOPHCTaHHs Kpurrorpadiuno-6e3neynoro
reHeparopa IICeBIOBHUIIAIKOBUX YHCEIl 3 IMHAMIYHO 3MIHHUMH ITapaMeTpaMH JUlsl IPUXOBYBaHH iHpopmauii. I'eHepaTopu ncesio-
BUIIAJIKOBOI IOCIIIOBHOCTI BUKOPHCTOBYIOTbCS Ul BU3HAYEHHS Miclsi po3TallyBaHHS iH(opmaniiiHux OiTiB B I€BHHX MiHi-
300pa)KEHHSX, 4 TAKOXK B OKPEMHX HIKCEeJISX 1 KOJMPHUX KaHanax. [Ipu BUKOPUCTaHHI 3aIIPOIIOHOBAHOIO aJrOPUTMY 3MiHIOETHCS HE
Oinpllle JBajlATH I'ITU BIJICOTKIB KOJIPHMX KaHAiB 3a yYMOBH, IO BHKODHCTOBYETBCA OIMH OIT Ha Koimip. BHCHOBKH.
3anporoHoBaHa CHCTEMa JI03BOJISIE IIPUXOBAHO NepeiaBaTH 1HPOPMALLito B MO34illi, @ TAKOX BOJIOJIE JOCTAaTHBOIO 3aXHILCHICTIO IS
3axucry iH(popMallil BiJi HECAHKI[IOHOBAaHOI'O YUTAHHS B BHIIAJKU BUsBIEHH: (axTy nepenadi inpopmauii. ¥ MoeaHaHHI 3 JaHUM
ITIXOI0M MOXKHA BUKOPHCTOBYBaTU JIOJATKOBO OYIIb-SIKMH alroputM IMQpyBaHHs Ul 3a0e3neueHHs 1ie OlIbIIO] 3aXHILEeHOCTI
nanux. [IpencraBneHuit anropurM KOIyBaHHS 1 IPHXOBYBAHHS JIAHMX MOXKHA JIETKO aJanTyBaTH A poOOTH 3i 3BHMYAHHMMU
pacTpoBUMU 300paKeHHIMHU, 3BYKOBUMH (paiiiaMy Ta IHIIMMHU TUIIAMU JIaHUX, SIKi IPEICTaBIIeH] Y BUIJIS MACUBY 3HAUCHb.

Kar4dosi ciaoBa: Mmo3aika; creraHorpadisi; reHepaTop I1CEeBI0-BUIIAIKOBOI ITOCIIIOBHOCTI; MiKCENb; KaHAT KOJIbOPY;
iHdopmawiiinuii 6iT.

HccenenoBanue 1 NpOTOTHIHPOBAHME METOOB CTEraHOrpaduu ¢ HCIOJIb30BAHMEM MO3ANKH
B. 41 IleBHes, 10O. B. BoiikoB

AnHoTtanusa. [lpeqveroM M3ydeHHs B CTaThe SIBIAETCS BO3MOXKHOCTH HCIIONB30BAHUS MO3aMKH B COBOKYIHOCTH CO
cTeraHorpaMuecKUMH aarOpuTMaMH Uil CKPBITHOH mnepenaun cooOmienus. C kaxapiM aHeM [T yBennuuBaer BIUsSHUE Ha Bce
CTOpOHBI Halleil >ku3HU. Jlaxke B MCKYCCTBE OH CTaHOBUTCS Bce OoJiee MOMYJISPHBIM M IIOMOraeT CO3[aBaTh HOBBIC IIEIIEBPHIL.
IMosiBUIOCH HOBOE HAIIPABIIEHKE, CTaBLIEE IIOMY/IAPHBIM B IIOCIEAHUE TOAbI - hoTorpaduueckas Mo3anuka. IT0 COOPHUK MaJeHbKHUX
¢ororpadui, CrpyrmnupoBaHHbBIX TaK, YTOObI OHU BBIIVIAZIEIN KaK Hekas Oonbiuast kapruHa. Morusanus. B nocnennue roapl Obu10
CO3JIaHO MHOXKECTBO CIIOCOOOB IepexBara NepeaBaeMoil HHpopMalMu. ITO CBA3aHO C TEM, YTO MH(POpPMALs B MOMEHT Ieperiaunt
U3 OIHOM pyK B JApyrHe HaxXOIUTCS B HauMeHee O€30IIaCHOM COCTOSHHUHM, 4YTO 3HAYMTEIBHO YIPOLIAeT paboTry Ui
370yMBILUICHHUKOB. CreraHorpaus mo3BOJISeT CKPBITh (aKT Iepefiadd JaHHBIX, TaK YTO JAPYTHE MOJIb30BaTeIN Jake He OymyT
3HaTh, yTO MH(pOpMarMs OblIa ycrnewHo nepegana. OHaKo I pealn3alliii TaKoro Moaxona HeoOX0aUMO, YTOObI OTIPABUTENb U
OJTy4aTeNb MPEeBapUTEIbHO MMENH JIOrOBOPEHHOCTH, TaKHE KaK HAIWMYHME Yy OOOMX YYaCTHHKOB OJMHAKOBOW OPUIMHAJIBHOM
KapTUHKH. O4eBHIHON NPOOIEMON € 3THUM METOIOM SBJISETCS BO3MOXKHOCTD YT€UKH MH(OPMALKMU O CHOCO0E COKPBITUS JAHHBIX.
Henbro 3TOro MCCIeOBaHUS SBISICTCA IIONYYCHHE AITOPUTMA CKPBITHS COOOLICHMS BHYTPH MO3AaUKH, OOECIICUMBAIOLICTO
MHHHUMAJIbHYIO BUIMIMOCTb, HAJIGXHYIO 3allUTY JaHHBIX JaXe B TOM Cllydae, eclli M300pa’keHHEe MO3aMKH M aJIrOPUTM HW3BECTHBI
3JI0YMBILIVICHHUKY M B IIEPBYIO O4Yepellb He TPeOYIOIEro OTIpaBKu UCXOAHOro 300pakeHus. Pesyabrarel. OnucaHHbIA M101X0A
MO3BOJIAET JIOOMTHCS Ka4eCTBEHHOI'O Pe3yJbTaTa, a Talke o0iazaer TMOKOCTBIO, YTO IO3BOJISET JIETKO J0OABISTH Pas3INYHbIC
KPUTEPUH OLIEHKH U300pakeHHs, a TAKKE BHIOMPATh B KAKOM payH[ie OHO OyleT NPUMEHSThC. TakiuM 00pa3oM MOXKHO BBITIOJHSATD
pecypcoéMKHe oOnepalMd TOIbKO HaJl HauOosnee IIePCHEKTUBHBIMHM BapHaHTAaMH KapTHHOK. [IpeyiaraeMble airopuTMel
MOJIPa3yMEBAIOT  HCIIOJIB30BAHUE KPUNTOrpadUuecKu-0e301acHOr0 TeHepaTopa IICEBJIOCIYJalHBIX YHCEN C JAUHAMHYECKH
M3MEHSOIMMUCS [TapaMeTPaMHU [Tl COKPBITHA HHpopMaLiy. [ eHepaTopsl IICeBI0-CIIyqaifHOM HOCIEN0BATEIbHOCTH HCIIONB3YOTCS
JUISL ONPEJENICHUs] MECTOIOJIOKEHNSI NH(POPMALMOHHBIX OMTOB B ONPENENEHHBIX MHHU-U300PAKEHHSX, a TAKKe B OTAEIBHBIX
ITMKCEJISX U LIBETOBBIX KaHanaxX. [Ipy HCIONB30BaHUM NPEUIOKEHHOr0 AJITOPUTMA U3MEHSETCs He Ooiee JIBaALaTH IIATH IIPOLICHTOB
L[BETOBBIX KAHAJIOB IIPU YCIOBMH, YTO UCIHOJB3YEeTCs OJIMH OWT Ha 1BeT. BoiBoabl. IIpeuiorkeHHas cucreMa IO3BOJISET CKPBITHO
nepeaBath MHGOPMALMIO B MO3aMKe, a TakKe 00JajaeT JOCTaTOYHOW 3aIlMIICHHOCTBIO I 3allUThl MHPOpMALMU OT
HECaHKI[MOHUPOBAHHOI'O YTEHHUS B Cllydau oOHapykeHus (axTa neperadn nHpopManuu. B couerannu ¢ JaHHBIM HOIXO0M MOXKHO
HCHOJIBb30BATh JOHOJIHUTENILHO KaKOH-THO0 anropurM mmmdpoBaHus s obecriedeHust emé Oonbluel 3alMINEHHOCTH JAHHBIX.
IpencraBneHHsIi alIrOpUTM KOJUPOBAHKS U CKPBITHS JAHHBIX MOMKHO JIETKO aJallTUPOBATh I pabOThl ¢ OOBIYHBIMU PACTPOBBIMU
n300paKeHUAMY, 3BYKOBBIMH (haiilaMyl M IpyrMHU THITAaMH JIAHHBIX, KOTOpPBIE TIPE/ICTaBIICHB! B BUJIE MACCHBA 3HAYCHHUIL.

KawueBpie cJjoBa: MoO3auKa; cCTeraHorpa(us; reHepaTop IICEBIOCIyJaiiHON I10C/IEJ0BAaTENbHOCTH; ITHKCEINb;
LIBETOBOH KaHaJ; MHQOPMALMOHHbIH OUT.
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