Advanced Information Systems. 2020. Vol. 4, No. 2

ISSN 2522-9052

UDC 004.9

Ye. Meleshko, O. Drieiev, H. Drieieva

doi: 10.20998/2522-9052.2020.2.05

Central Ukrainian National Technical University, Kropyvnytskyi, Ukraine

METHOD OF IDENTIFICATION BOT PROFILES BASED
ON NEURAL NETWORKS IN RECOMMENDATION SYSTEMS

Abstract. The subject matter of the article is the process of increased the information security of recommendation
systems. The goal of this work is to develop a method of identification bot profiles in recommendation systems. In this
work, the basic models of information attacks by the profile-injection method on recommendation systems were
researched, the method of identification bot profiles in recommendation systems using the multilayer feedforward
neural network was developed and the experiments to test the quality of its work were conducted. The developed
method is to identify bot profiles that attempt to change item ratings in a recommendation system in order to increase
the occurrence frequency of target items in recommendation lists to all authentic users, or to certain segments of
authentic users. When removing bot profiles' data from the database of the recommendation system before generating
recommendation lists, the accuracy of the system and the correctness of recommendations are significantly increased,
and authentic users get protection from information attacks. Random, Average and Popular attacks were used to model
the attacks on a recommendation system. To identify bots, their ratings for system items were analyzed. The
experiments have shown that the neural network that analyzes only the numbers of different ratings in a profile, detects
bot profiles with high accuracy, that use Random attack regardless of the number of target items for each bot. At the
same time, the developed neural network can detect bots that use Average or Popular attacks only when they have
several target items. Also, the results of the experiments show that type I errors, when the system identifies authentic
users as bots, is very rarely appear in the developed method. To improve the accuracy of the neural network, there can
add to analysis also other data of user profiles, such as the timestamp of each rating and as segments of items, which
was rated.
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Introduction

Recommendation systems that use feedback from
users, such as ratings, views, comments, etc., to create
recommendations are vulnerable to information attacks
aimed at changing ratings of certain items [1, 2].

The main type of information attacks on
recommendation systems is profile-injection attacks
[1-9], which are to create a network of bots to perform
concerted actions to change the ratings of target items.

In this work, a bot should be understood as a
program that automatically performs actions that mimic
user activity of a recommendation system and performs
target actions in parallel, in order to change ratings of
target objects and/or to collect statistics about authentic
users.

Bots should very accurately simulate actions of
authentic users of a recommendation system, otherwise,
they will be detected by the system, and their actions
will be neutralized. However, they will never have all
statistic data of authentic users without access to a
website at the administrator level, so they will not be
able to perfectly simulate the actions of authentic users.
Therefore, creators of such bots should seek the
compromise between the obscurity of bots and the
information amount that must be collected for an attack.
Attackers can collect information to attack in two ways:

1. Parsing HTML-text of open data on a website to
get user activity statistics (such as global average rating,
the occurrence frequency of different ratings, average
ratings of target items, lists of popular items in target
user segments, etc.).

2. Performing Probe attack [1], which consists of
creating bot profiles with characteristics of users from

target segments and collecting statistics about
preferences of such users based on recommendation
lists generated by a system for these bot profiles. These
methods can be used individually or together.

At the same time, a robust recommendation system
should work so that attackers' actions are so ineffective
that their results will not give incentives to continue
attacks and authentic users will continue to receive
relevant undistorted recommendations.

To protect recommendation systems from profile
injection attacks, can use the following steps:

1. Models of possible information attacks on a
specific recommendation system are created.

2. Methods of identification bot profiles on the
basis of created information attack models are being
developed. Typically, these methods are based on
data classification and clustering methods and allow
divide all profiles into two groups: authentic users
and bots.

3. The detected bot profiles are not taken into
account in the formation of recommendation lists, their
data (ratings, actions, etc.) are removed from the
database of a recommendation system.

The purpose of this work is to develop a method of
identifying bot profiles in recommendation systems to
prevent information attacks of item ratings' change. The
developed method is to identify the bot profiles that try
to change the ratings of items in the system so that to
change the appearing probability of target items in
recommendation lists.

Removing detected bot profiles from a
recommendation system database before calculating
recommendations will greatly increase its robustness to
information attacks.
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1. Models of information attacks
on recommendation systems

An information attack on a recommendation
system based on the profile injection method - is a
concerted effort by a bot network to put certain ratings
to some items in order to change their frequency of
appearance in recommendation lists for all or a specific
segment of users.

Attack on recommendation
consists of two steps:

1. Creating profiles of bots. Attacks that require
fewer bot profiles will be more simpler to attackers.

2. Filling in the bot profiles with ratings. To do
this, attackers need to collect some statistics from a
system. The more knowledge attackers have about the
distribution of ratings in a system, the more realistic bot
profiles they will create.

The bot profile model is shown in Fig. 1.
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Fig. 1. Model of bot profile

As can be seen from the figure, a bot profile
contains the following types of ratings:

— ratings of the set /;,, to simulate the actions of
real users, attackers try to choose values of these ratings
as closely as possible to true ratings for the target user
group, which they want to influence;

— ratings of the set /., for target items, this is
usually maximum ratings (or close to maximum) if an

The input layer

Number of ratings R,

Number of ratings R,

Number of ratings R,

attacker aims to raise the rating of target items, or
minimum ratings (or close to minimum) if the goal is to
lower the rating of target items.

In this work, we have modeled attacks on object
rating increase.

The most common models of attacks on
recommendation systems are the following — Random
attack,

Average attack and Popular attack [1-9]. Let's look
at these models of attacks in more detail.

Random attack. In bot profiles, the set /;,, will
be filled with random ratings for items selected at
random. Ratings are generated close to the global
average in a system. The target item will be rated a
maximum rating 7,.. To perform such an attack, one
only needs to know the global average rating in a
recommendation system.

Average attack. The set [, filled with random
items that get ratings close to their individual average
values of ratings in a system. For this attack, an
attacker needs to collect data about the average values
of all or some ratings in a system. This attack is more
inconspicuous than Random attack, bot profiles will be
very similar to a large number of user authentic
profiles.

Popular attack. The set ;. filled with popular
items that get ratings that are equal to their average
ratings in a system. Such strategy will lead to positive
correlations between bot profiles and authentic profiles.
Therefore, bot profiles will be extremely difficult to
detect.

These attack models were used to model the data
for bot profiles in this work.

2. The method of identification bot profiles
in recommendation systems

To identify bot profiles, the multilayer feedforward
neural network was developed (Fig. 2).

The output
layer

The probability that
a profile is authentic

The probability that
a profile is bot

Fig. 2. General architecture of the artificial neural network for identifying bots

As the input data for the artificial neural network
were selected the number of each different ratings in a

user profile. At the output, the neural network gives
probabilities that the profile belongs to an authentic
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user or bot. For the experiments, the data of authentic
users was taken from MovieLens Datasets [10], and
the data of bots was generated based on discussed
above models of information attacks on
recommendation systems.

The TensorFlow library [11] and the Python
programming language were used to implement the
neural network.

It was experimentally found that the balance
between accuracy and complexity of the neural
network can be achieved with the following
parameters, which are shown in table 1.

Table I — Parameters of the developed neural network

La- Number of | Number of inputs Activa-
Type tion
yer neurons on each neuron .
function
1 Input 100 10 Sigmoid
2 |Hidden 100 100 Sigmoid
3 Hidden 100 100 Sigmoid
4 | Output 2 100 Softmax

Because in MovieLens Datasets there are ten
variants of different ratings from 0.5 to 5, then there
should be 10 inputs in the neural network for this case.
It was decided to create 2 hidden layers in the neural
network.

The sigmoid activation function was used in the

and showing the probabilities that the profile is
authentic or bot.

The Adam algorithm [12] was used to train the
neural network, it is a modification of the stochastic
gradient descent algorithm, which has been widely
used in systems with deep learning.

Adam algorithm differs from the classic gradient
descent in that it calculates individual adaptive speeds
of descent for different neural network weights.

3. The experiment to test the efficiency
of the developed method

The series of experiments were conducted, the
results of which are given in Table 2. The designations
used in Table 2:

RA — Random attack,

AA — Average attack,

PA — Popular attack.

For each considered attack model, one training
data set and eight testing data set were created. Each
data sets contained 3000 users. In training data sets,
half of profiles were bots. In testing data set, bots were
between 5% and 30% of profiles.

Also, data sets for testing with different numbers
of targets for bots — with 1 and 10 target items were
created.

The identical neural networks, one for each
considered attack model, were created, each of which
was trained on the corresponding training data set and
tested on the corresponding testing data set.

input layer and hidden layers. The output layer In the table 2 shows the results of the
consists of 2 neurons with softmax activation function  experiments.
Table 2 — Test results of the developed method
g E Number of rl;lf‘;‘:;'s“zir Type E /:)srrors, Type IJA)errors, Preﬁ}:mn, ReocA)all, F s;())re,
.g 5 boo/ts, each bot,
e ° grand | RA | AA| PA|RA | AA| PA|RA|AA | PA|RA|AA| PA|RA| AA | PA
1 5 1 0.001]0.002{0.002]0.023{0.049(0.047/0.95 10.12 |0.25 |0.52 {0.006(0.006|0.67 [0.013]0.013
2 10 1 0.0006/0.001 {0.0006/0.036{0.099]0.099/0.98 10.25 {0.33 |0.63 |0.003{0.003]0.77 {0.006|0.006
3 20 1 0.002]0.001{0.002]0.080{0.199(0.197/0.98 10.28 |0.14 |0.59 {0.003|0.001|0.74 {0.006]|0.003
4 30 1 0.0006/0.002(0.002|0.116{0.297]0.296|0.99 0.25 {0.30 |0.61 |0.002{0.003]|0.75 {0.004|0.006
Mean values:|0.001/0.001(0.001{0.063]0.161/0.159]0.97 [0.22 ]0.25 (0.58 [0.003{0.003{0.73 ]0.007(0.007
5 5 10 0.002]0.001{0.0010.001{0.024|0.009{0.96 10.93 {0.97 [0.98 |0.50 [0.81 |0.97 [0.65 |0.88
6 10 10 0.001]0.001{0.002]|0.002{0.045|0.014|0.98 10.98 {0.96 [0.97 |0.55 [0.85 |0.98 [0.70 [0.90
7 20 10 0.001]0.001{0.001|0.005{0.047|0.013{0.99 10.99 {0.99 [0.97 |0.76 [0.93 |0.98 |0.86 [0.96
8 30 10 0.001]0.001{0.002|0.005{0.024|0.006{0.99 10.99 {0.99 [0.98 |0.92 [0.97 |0.98 [0.95 [0.98
Mean values:|0.001/0.001(0.001/0.003{0.035]0.010 |0.98 [0.97 10.97 [0.97 10.68 [0.89 [0.97 [0.79 [0.93

The following metrics to evaluate the quality of the
neural network work were selected:

1. Type I errors — "false alarm" when an authentic
user is identified as a bot.

2. Type II errors — "missed goal", when a bot is
identified as an authentic user.

3. Precision — the measure that characterizes how
many positive predictions of the neural network are
correct. It was calculated by the formula:

()

Precision= s
tp+ fp
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where tp — positive predictions from the neural network,
which turned out to be correct;

fp — positive predictions of the neural network,
which turned out to be wrong.

4. Recall (also known as Sensitivity) — the
measure that characterizes the ability of the neural
network to generate correct positive predictions. It was
calculated by the formula:

ip
p+fn’

recall =

)

where tp — positive predictions from the neural network,
which turned out to be correct;

fn — negative predictions from the neural network,
which turned out to be incorrect.

5. F-score — is the harmonic mean of the precision
and recall. It was calculated by the formula:

tprecision - recall

F=2. (3)

tprecision+recall

As the experiments showed, the developed neural

network can quite accurately identify bots, which use

Random attack, regardless of the number of their targets,
with an average precision of 0.97.

But it does have significant problems identify bots
that use Average and Popular attacks.

The neural network can only identify such bots if
they have several goals.

Also, the results of the experiments show that type I
errors (when the system identifies authentic users as bots)
is very rarely appear in the developed method.

Conclusions

The method of identification bot profiles in
recommendation systems based on the multilayer
feedforward neural network was developed. The
experiments have been testing the efficiency of the
developed method.

The results of the experiment showed that the
easiest task is to identify bots which implement Random
attack, they can be detected even if bots have one target
item. It is much more difficult task to detect Average and
Popular attacks.

With such types of attacks, the developed method
can only detect bots that have several target items.

To improve the accuracy of the neural network,
there can add to analysis also other data of user profiles,
such as the timestamp of each rating and as segments
(clusters) of items, which was rated.
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Merton inenTudikanii npodinis 6oriB
HA OCHOBI HEHPOHHHMX MepeK y PeKOMEeHAAIiiHNX cHCcTeMax
€. B. Meneuiko, O. M. Jlpees, I'. M. [IpeeBa

AnoTtanisi. O6’ekToM oCiipKeHHS 1i€i poOOTH € mpoliec ImiABUIICHHs iH(opMaIiiiHOT Oe3neKn peKoMeHaai HHIX
cucreM. Metoro pobotu € po3pobka meroay ineHTHikamii akayHTiB OOTIB y peKOMeHIaliiiHii cucreMi. Y miil poboTi
Oys10 pO3TIISTHYTO OCHOBHI Mojeusi iHpopmauiiHUX aTak iH’ekuiero npodiyiiB Ha peKOMEHIALilHI CHCTEMH, PO3pOOICHO
MeTo] ineHTH(diKamil npodinaiB O0TIB y peKoMeHJaliiHUX CHCTEMax 3a JOIOMOrol OararomapoBoi HEHPOHHOI Mepexi
IPAMOr0 MOIIMPEHHS Ta MPOBEJICHI eKCIIEPUMEHTH Ul NepeBipKu sKocTi Horo podoru. Po3pobnenuit Meron moissrae y
BUABJIEHI mpodiniB OOTIB, AKi HaMararTbcsi 3MIHMTH pPEHTHHrH 00’€KTiB Yy pPEKOMEHJALilHii cucremi 3 MeETOo
I IBUIIEHHS MTOTPAIUISIHHS LIJILOBUX 00’ €KTIB IO CIIMCKIB PEKOMEHAALIH yCiM aBTEHTHYHHM KOpPHCTyBadaM, abo MEBHUM
CerMeHTaM aBTCHTHYHMX KOPUCTYBadiB. BuirydeHHs BUsABIEHUX mpodisiB O0TiB 3 6a3u JaHUX PEeKOMEHIALIHHOI CHCTEMHU
nepen o0YHMCICHHSIM PEKOMEHJAIiil 3HaYHO MiJBUIIYE TOYHICTH II pOOOTH Ta JOCTOBIPHICTh PEKOMEHJAIH, a TaKOX
3axMIlae KOPUCTYBAyiB CUCTEMH BiJ iHopMauiiiHux aTtak. {Js1 MOJEIJIIOBAaHHSA aTaKd Ha PEKOMEHAAaLiiHy cucreMy Oyio
BHUKODHCTAHO BUIIAJKOBY, CEPEIHIO Ta NOMyIspHY aTaku. s po3mi3HaBaHHs OOTIB aHai3yBajMcs OLIHKH, SKI BOHHU
BUCTABIISUIN 00’ €KTaM cucTeMU. SIK mokasaiu IpoBe/ieHI eKCIIEPUMEHTH, HEHPOHHA MepeKa, 110 aHaJi3ye JINIIe KUIbKICTh
PI3HUX OLIHOK Yy mpodini, 3 BHCOKOI TOYHICTIO BHABIsAE€ npodini OOTIiB, AKi BUKOPUCTOBYIOTH BHUIIAJKOBY aTaKy
HE3aJIS)KHO BiJ] KUIBKOCTI HiIJILOBHX 00’€KTIB y KOXHOTO OoTy. B Toli ke wac po3poOieHa HeilpoHHa Mepeka MOoXKe
BUABJIAITU OOTIB, 110 BUKOPUCTOBYIOTh CEPEAHIO Ta HMOMYISAPHY aTaky, TUIBKM TOXi, KOJIM BOHM MalOTh JAEKiNbKa LiJICH.
Takox 3 pe3yabTaTiB €KCIEPHUMEHTIB BUJHO, 110 Y PO3pPOOICHOMY METOl JOCHTh PiJJKO BUHHKAIOTh MOMHJIKH IEPLIOrO
poay — KOJIM cucTeMa ileHTH(iKye 3BUUYaHHUX KOpPHUCTYBauiB sK OOTiB. [l MiJBHMIIEHHS TOYHOCTI pOOOTH HEHPOHHOI
Mepexi, MOXKHa BPaxOBYBaTH # iHIII mapameTpH NpodisliB KOPUCTYBayiB, 30KpeMa, 4ac BUCTABICHHS KOXHOI OIiHKH, a
TaKOX Te, 10 SIKUX CETMEHTIB BiJHOCATHCS OLiHEHi y Mpodisi 00’ eKTH.

Kar4dosi croBa: pexoMenzauiiini cucremy; iHpopMalliiiHi ataky; iHpopmaniiiHa 6e3nieka; [HTepHeT-00TH; HEHPOHHI
Mepexi; KilacTepHu3alis JaHuX.

Meron upenTudnkannn npoduJeii 60ToB
HA OCHOBE HEHPOHHBIX CeTell B PeKOMEHAATeIbHBIX CHCTEMAaX

E. B. Meneuxo, A. H. Jlpees, A. H. [IpeeBa

AHHoTanusi. OOBEKTOM HCCIEIOBaHUs JaHHOI paboThl sBISETCA IPOLECC IOBBILICHUA HHPOPMAIMOHHON
6e30IaCHOCTH PeKOMEeHAATeIbHbIX cucTeM. llenbto paboThl sBiseTcs pa3paboTka MeTOAa HMICHTHU(MKAIMKM aKKayHTOB
60TOB B PEKOMEHIATENbHOH cucreme. B naHHOI pabore ObLIM PaccMOTpPEHbl OCHOBHBIE MOAENIHM MH(OPMALMOHHBIX aTak
UHBEKIMeH mnpoduineil Ha peKoMeHJaTelbHble CHCTeMbl, pa3paboTaH MeroJ uaeHTHu(duKauuum npoduieid 00ToB B
PEKOMEHIATENbHBIX CUCTEMaxX C IIOMOIIBI0 MHOTOCIOHMHONW HEHPOHHOH CeTH NpPSIMOro PaclIpOCTPAHEHHUS U HPOBEICHBI
9KCIIEPUMEHTBI JUIsl IPOBEPKU KadyecTBa ero paboTsl. Pa3paboraHHbIi METOA 3aKiI04acTcs B BhISABICHUU npoduieit 60ToB,
KOTOpbIE€ MbITAIOTCS W3MEHHUTb PEHTHHI'M OOBEKTOB B PEKOMEHJIATEIBHOH CHUCTEME C IIeJIbI0 IIOBBIMICHUS I0NAaJaHUSL
LIEJICBBIX OOBEKTOB B CIIMCKH PEKOMEHJALMH BCEM ayTEHTUYHBIM IOJIB30BATENAM WIIM ONPEAEICHHBIM CErMeHTaM
ayTeHTHYHBIX II0JIb30BaTeliei. V3bsATue BbIsABIEHHBIX npodmieil 00ToB U3 0a3bl JaHHBIX PEKOMEHIATEIBHOH CHCTEMBI
nepesl BBIYUCICHUEM PEKOMEHJALUIl 3HAYUTENIbHO MOBBIIIAET TOYHOCTh €€ padoThl M JOCTOBEPHOCTh PEKOMEHJIALMH, a
TaKXKe 3aIIMIIACT [10JIb30BaTEICH CHCTEMbl OT MHPOPMAIIMOHHBIX aTak. [l MOIENIUPOBaHUS aTaKU HA PEKOMEH/ATEIbHYIO
cucreMy ObLUIO MCHONB30BAHO CIYYaiHY0, CPEJIHIOO U IOINYISAPHYIO aTaku. J[ist pacrio3HaBaHus 60TOB aHAJIU3HPOBAINCH
OLIEHKH, KOTOpBIC OHM BBICTABJISUIM O00BEKTaM cHCTeMbl. Kak Ioka3anu NnpoBeieHHbIE HKCICPUMEHTHI, HEHPOHHAs CETb,
KOTOpasi aHaJIU3UPYET TOJIBKO KOJMYECTBO PA3JIUYHBIX OLIEHOK B MpoduiIe H0Ib30BaTeNs, C BBICOKOH TOUYHOCTBIO BBIABIISIET
poduiu 60TOB, KOTOPbIE UCIIOIB3YIOT CIy4alHYIO aTaKy He3aBUCHMO OT KOJIMYECTBA 1IeJIEBbIX 00BEKTOB Y KaXKI0ro 6ora.
B T0 xe Bpems pa3paboTaHa HEHpOHHas CeTb MOXET OOHApyXHBAaTh OOTOB, MCIOJIB3YIOLIMX CPEIHION W IOMYJISAPHYIO
aTaKy, TOJIBKO TOr[a, KOTrJa OHM HMEIOT HECKOJbKO mesled. Taike MO pe3yiabTaraM 3KCHEPUMEHTOB BHJIHO, 4YTO B
pa3pabOTaHHOM METO/Ie OY€Hb PEJKO BO3HUKAIOT OMMOKH HEPBOro poja — KOrja CUCTeMa UACHTUQHUUUPYET OOBIUHBIX
nonb30BaTesnei kak 60ToB. [y MOBBILICHUS] TOYHOCTH PaOOThl HEHPOHHOM CeTH, MOJKHO YYUTBIBATh U JAPYTUE MAPAMETPBI
npoduieil monp3oBarenei, B YaCTHOCTH, BPeMsI BHICTABICHUH KaXJIOH OLCHKH, a TAKXKe TO, K KAKUM CerMEHTaM OTHOCATCS
OLICHEHHbIE B NIPOQHIEe 0OBEKTHI.

KawoueBble cJioBa: PEKOMEHAATEIIBHBIE CUCTEMBI; I/IHq)OpMaLII/IOHHBIe aTaKu, I/IHq)OpMaLII/IOHHaH 6630HaCHOCTL;
I/IHTepHe’T -6OTI>I; HeﬁpOHHBIe CEeTH; KJIacTepu3alus JaHHbIX.
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