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DEVELOPMENT OF FIELD SIGNAL CENTERS
BASED ON THE MODERN TELECOMMUNICATION TECHNOLOGIES

Abstract. Nowadays, one of the main directions of the military management system development is the improvment and
wide automation of field communication networks of the military authorities. Therefore, states continue to advance their
tactical networks to counter these emerging threats, enable new forms of maneuver and maintain integration with military
Information Technology services available stateside-all while taking advantage of rapid innovation from the commercial IT
industry. Moreover, when analyzing electromagnetic compatibility of radio-electronic means, it is important to know the
factors affecting on modules interaction in network. Radio-electronic means is the ability to work without any disturbance
under the influence of coincident electromagnetic interferences, without interfering with the radio-electronic means used by
the others radio-electronic sets. In this paper, the role of modern telecommunication technologies in development of field
signal centers has been shown, and a military field signal center have been proposed to set up in the form of modules.
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Introduction

Development of the military management system
is one of the most important challenges facing each
state in ensuring the defense capacity. Nowadays, one
of the main directions of the military management
system development is the improvment and wide
automation of field communication networks of the
military authorities. Therefore, states continue to
advance their tactical networks to counter these
emerging threats, enable new forms of maneuver and
maintain integration with military IT services available
stateside-all while taking advantage of rapid
innovation from the commercial IT industry. Specific
to network modernization, communicating securely
with command-and-control and other units within the
increasingly =~ communications-reliant  battlefront
landscape is critical to ensure the success of the
mission and the safety of warfighters. However, as the
battlefield evolves and missions require units to be
mobile and support myriad tactical capabilities (Wi-Fi,
LTE [Long Term Evolution, a standard for high-speed
wireless communication for mobile devices and data
terminals], etc.), critical communications
infrastructures are becoming more difficult to establish
and maintain [1].

The progress of information technology requires
from communications centers certain work on timely,
accurate and confidential exchange of all types of
information, further enhancing the effectiveness of its
activities, as well as replacement of communication
centers elements by means of modern requirements or
re-processing  electromagnetic  compatibility and
reconstruction of communication centers during
modernization.

One of the most important problems in the
deployment and operation of military-purpose field
communication centers is the reconciliation of
electromagnetic compatibility of modern radio-
electronic means with existing old radio-electronic
means. Radio-electronic means is the ability to work
without any disturbance under the influence of

coincident electromagnetic interferences, without
interfering with the radio-electronic means used by the
others radio-electronic means. As can be seen from
this, the new radio electronic devices that have been
commissioned should be positioned at the
communication centers so that they do not create
excessive barriers to their work with other high-
frequency electromagnetic fields. Radio-electronic
units of military-purpose communication centers are
composed of three main elements: radio transmitters,
radio receivers and antenna-feeder devices. Radio
transmitters generate, modulate and enhance high
frequency currents. The radio receiver’s devices
determine the electrical signals, strengthen the
selection and strengthen it. Antenna-feeder devices, in
turn, select electromagnetic dance in radio range
assigned to it and transmit it to the spatial area by
converting it into appropriate electrical currents. Each
of these elements affects the electromagnetic
compatibility separately.

When analyzing electromagnetic compatibility of
radio-electronic means, it is important to know the
factors affecting their interaction. First of all, there is a
need for information on the characteristics of the radio
transmitting device, such as radio obstacle or a source
of useful signal. The radio frequency level of the radio
receiver output depends significantly on the
characteristics of the radio-transmitting device (such as
the type and strength of the transmitter transmitted in
the reception zone). The level of radio barriers on the
radio receiver's output is substantially dependent on
the directional properties of the antenna systems, the
source of radio obstacle and the receptor, their
compatibility in a specific area and the compression of
the amplitude [2, 3].

Thus, every radio electronic facility operated at
the military-generated field communication
intersections has many parameters and indicators that
affect its electromagnetic compatibility. It is also
important to ensure that normal operation of several
different radio electronic facilities in one station
remains a serious and crucial issue.
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Additionally, innovations in the cloud, "internet
of things," sensors, robotic and autonomous systems,
analytics, artificial intelligence and deep learning are
driving tactical network developers to consider
deploying warfighting systems that are highly reliant
on high-performance computing and storage. Yet, in
the face of potentially degraded communications, those
resources may only be available if deployed all the
way out to the individual warfighter or small teams
conducting operations in austere and hostile
environments, such as forward operating bases or
combat vehicles-locations known as the tactical
network's edge [4].

In this paper, the role of modern
telecommunication technologies in development of
field signal centers has been shown, and a military
field signal center have been proposed to set up in the
form of modules.

Modern telecommunication technologies
and field signal centers

Taking into account the achievements of modern
digital technologies, the implementation of the process
of integration of communication and automated
management systems into a single information and
telecommunication system is one of the important
issues. This single system contains information,
telecommunications and organizational measures.

When we talk about military information and
telecommunication systems, they must be understood
as the organizational and technical integrity of
communications, automation forces and tools that
provide information exchange with the use of
information and network technologies. In this case, the
information section can include database, information
itself, mathematical software, technical means and
linguistic maintenance.

The telecommunications part involves the the
communication system and network technologies that
determine the architecture, type, and operating rules of
communication networks. Organizational measures
can include legal, regulatory mechanisms that provide
effective functioning of  information and
telecommunication systems [5].

One of the main direction of development of
perspective  information and telecommunication
systems is the improvement of the field
communication and management system, which is an
integral part of the overall management system. There
are some shortcomings of the currently operating field
communication system which are make difficulties to
integrate them into the single system and it is
necessary to revise these issues. These are - a number
of old modification of communication facilities in
communications divisions and sections, the fact that
some of the communication equipments are analogue
and others are digital, modern technologies.

Additionally, it should be noted that, since the
modern communications facilities used in the field
communications networks themselves have different
indicators and different tactical requirements, issues of
electromagnetic compatibility remain unresolved.

The abovementioned problems in many cases,
creates difficulties in fulfillment of electromagnetic
compatibility issues for all radioelectronic means,
vitality of communication networks, intelligence
protection, convenient use of communication and
automated manegment sistem tools, broadband
maneuvers with communication channels, as well as
communication security, timely and precise data
transmission. The military communication system
should ensure that the authorities have the opportunity
to communicate by required channels and means at the
scheduled time. Signal centers are the basis of the
communications system, therefor it is required to
undertake a number of measures to address the
aforementioned issues [4].

It is also important to take into consideration the
requirements of the modern forms and methods of
predicting  operations, the organization and
implementation of combat operations, and the
requirements of modern era in the management of
troops and the weapons. In addition, operational and
technical requirements to the prospective field signal
centers, the capabilities of modern communication
facilities, the organizational and technical structure of
the signal centers and the technical supply of its
elements should be specified. Besides, this system
should also provide the transmission of various data
and the provision of integrated communication
channels for the full satisfaction of the information
needs of the troops [6]. It should be noted that it is
advisable to set perspective field signal senters in the
form of unified digital communication facilities,
complexes and newest telecommunication
technologies, as well as accessible automated systems
for everyone.

The apparatus - software tools, which is being
implemented on the basis of technologies of
integration of channels, communication, encryption
and management, will allow to create new structure-
based signal centers. These tools, in turn, will create
conditions for the groundbreaking review of the
structure of the signal centers, the rejection of their
centralized construction and the creation of modern
structured field signal centers, taking into account the
development tendencies of the control stations [7].

As the main option for their further development
and improvement it is possible to set up a military
field signal center in the form of modules, In this case,
the field signal center can be presented as a set of
coordinated components. This, in turn, can make it
easier for customers to use the types of
communications they provide, as well as improve
intelligence protection, survival and flexibility of
signal centers. It is also reasonable to implement the
principle of hybrid switching (switching of channels
and packages) in perspective digital signal centers [5].

These field communication nets can include radio
relay, cable (fiber-optic) communications, transmitters,
switch equipment and radio communication facilities
that allow authorities to access the network when they
are in motion. An important objective in the design of
field signal center is often to minimize equipment cost,
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complexity and power consumption whilst also
minimizing the bandwidth occupied by the signal
and/or transmission time. (Bandwidth is a measure of
how rapidly the information bearing part of a signal
can change and is therefore an important parameter for
field signal centers design [8].

It is important to pay special attention to the
automated management systems during the
construction of the proposed field signal centers.
Automated control systems in this case are designed to
provide the management of planning, organization and
quality control of communications channels, ensuring
security of communications and data protection,
ensuring a unified automated management system
interconnection with communication systems of
troops, and collection of information about the
situation [9].

The modern military field
communication networks

During the creation of modern military-purpose
field communication networks, the following must be
implemented:

- increasing network capabilities and overall
communication capabilities by applying integrated
switch devices and broadband digital channels;

- wide automation of communications
management and communication processes with the
use of high-efficiency computing techniques;

- integration of encryption, switching, signal
transformation functions into one device by switching
to the modular design of communication means;

- provision the establishment of communication
equipment on a new element base;

- the application of fiber optical means, which
allows to increase the level of agility and and the
reliability of signal centers;

- increase the level of utilization of
communication means, reduction of their service life;

- automation of repair and maintenance process to
achieve more reliable communication;

- provision of direct access by separate means by
the operator;

- application of communication means with
higher interference and intelligence protection.

The installation of signal centers on a modular
basis can provide not only communication
interconnection, but also the integrity of the
communication system's external interference, the
higher level of vital in the conditions of the barriers,
the agility, the unification of their organizational-
technical structure. The development and improvement
of the field signal centers implies the establishment of
a single telecommunications network, which are based
organization of digital networking technologies,
modern digital channels, automation of switching
process, distribution of channel resources and access to
broadband access to the network, supporting and
integrating all types of power supply with their own
resources.

Modern information and telecommunication
technologies, as well as hardware and software which

were developed on their basis, allow for all types of
information processing and communication issues to
be carried out directly at the workplaces. A new class
of modular, tactical data centers is becoming available
for tactical and expeditionary programs, capable of
hosting cloud and storage, artificial intelligence and
analytics applications. Using ultra-small form-factor

modules for computer, storage and networking
functions that reduce size, weight and power
requirements, these systems can be deployed

dismounted, at forward operating bases, in command
posts, and on ground vehicles and aircraft-supporting a
diverse array of use cases in disconnected, intermittent
and limited environments. The widespread expansion
of the nomenclature of telecommunication services to
users requires from field signal centers multicast
communication networks [1].

In front of mentioned multilevel communication
networks stnading a difficult task to reconcile the
transmission of different information across a single
network infrastructure. At that time, its features are
also subject to serious requirements.

First, the minimum network capability for each
type of traffic should be ensured. Because, the multi-
threaded networks need to be set up for each traffic
type, the transmission speed agreed upon with each
intermediate network device. Transmission of a traffic
type should not negatively affect others. Each
attachment (video, data base, etc.) running on the
network must be separately provided with a specific
agreed network of that network.

Second, minimal possible downtime for
multimedia traffic should be provided. The use of long
information packets for data transmission is more
efficient. Thus, the execution of these operations may
reduce the useless use of the network. However,
transmission of voice or video traffic may become a
problem.

Documents sharing networks can be created at
the expense of the properties (topologies) of the
respective local computing networks, which have
access to the field communication networks for the
exchange of information with the top headquarters,
interacting and controlling entities of the subordinate
units. This organization can provide an informational-
computing system with distributed functions, which
optimally assists in the solution of exchange tasks with
all types of information. The application of multi-
contour local computing networks in signal centers and
in their elements can be used to reduce the number of
communications devices, as well as to raise the
operational-tactical and technical characteristics of the
field communications networks.

Conclusion

Thus, in this paper, the role of modern
telecommunication technologies in development of field
signal centers has been shown, and a military field
signal center have been proposed to set up in the form
of modules. Modern perspective telecommunication
technologies and their integration capabilities create
high-speed digital networks in a vast space. These
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networks can, in turn, provide transmission of all types
of information and a range of additional communication
services which are specific to the military. The field
signal centers always must be ready to launch at the
right time and be ready to expand the communication

system. Therefore, it is necessary to take into
consideration the conditions provided for the solution of
the issues of the application of new technologies and
techniques in the development and improvement of the
field signal centers.
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P0o3BHTOK MOJTEOBHX BY3JIiB 3B'SI3Ky HAa OCHOBi CyJaCHHX TeJICKOMYHIKALIiHAX TeXHOJIOTii
P. P. ImanoB, A. A. Baiipamos

AHoTanisi. B nanuii yac oHUM 3 TOJIOBHMX HANpPSAMKIB PO3BUTKY BIHCHKOBOI CHCTEMH YNPaBIIiHHS € MOJIMIIEHHS 1
MOBCIOJIHA aBTOMATH3allisl YNpPaBJIiHHSA BIMCHKOBHX IIONBOBHX MEpEXk 3BI3Ky. TOMY INPOIOBXKEHHS PO3BUTKY iX TaKTUYHHX
Mepex 3anobirac BHHUKHEHHIO 3arpo3, CTBOPIOE HOBI (OpMHM MaHEBpPY 1 IHTerpauito 3 BiCBKOBUMM CEpBICHUMHU
iH}opManiifiHUMK TEXHOJIOTisAMY, SKI TTOB'I3aHI 3 MIBUJIKO PO3BUBAIOThCS 1HHOBaliAMU B KoMmepuiiHiil IT ingyctpii. binsm Toro,
IIPY aHAJI31 eJIEeKTPOMArHITHOI CyMICHOCTI Pa/lioeNIeKTPOHHUX 3ac00iB 3B'SI3KY Ba)KJIMBO BpaxoByBaTH (haKkTOpH, IO BIUIMBAIOTH
Ha B3a€EMOJIII0 MOIYNIB B Mepexi. PanioeneKTpoHHI npucTpoi MOXKYTh NparoBatd 6e3 Oy[b-sKOro MOPYIIEHHS IIiJ BIUIMBOM
€JIEKTPOMAarHiTHOI iHTep(depeHIii, He BIUIMBAIOYM Ha iHII 3acO0M B palioeleKTPOHHOI yCTaHOBLI. Y HaHii CTaTTi BiI3Ha4YeHa
POJIb Cy4acHHMX TEJIEKOMYHIKaLlifHUX TEXHOJIOrIH y PO3BUTKY IOJIBOBHX BY3JiB 3B'SI3KY, 3allpOIIOHOBAaHMI METOJ MOAYJIBHOIO
1100y10BY BiliCBKOBHX TIOJIOBHUX BY3JIiB 3B'I3KY.

KawuoBi ciroBa: By301 3BI3Ky; MEpexKy CHCTEMa YIIPaBIiHHS; Iepeada JaHuX; MOIYJIb.

Pa3BuTHe M0JIEBBIX Y3JI0B CBSI3M HA OCHOBE COBPEMEHHBIX TeJIeKOMMYHHKAIIMOHHBIX TEXHOJIOT Wil
P. P. ImanoB, A. A. baiipamos

AHHoTanus. B HacTos1ee BpeMsl OHUM U3 IVIaBHBIX HalpaBJICHUN Pa3BUTHUs BOCHHON CHCTEMbI YIPaBJICHUS SIBJIACTCS
yIy4llleHHE U [I0BCEMECTHAs aBTOMAaTH3allsl YIIPaBJICHHUs BOCHHBIX MOJNEBbIX ceTel cBsi3u. [loaToMy nponomkeHue pa3BUTUS UX
TaKTHYECKHX CeTeil IpenoTBpamiaeT BO3HHKHOBEHHE yIrpo3, CO3JaeT HOBbIE ()OPMBI MaHEBpa M HHTETPALMIO C BOSHHBIMHU
CEpBUCHBIMA HMH(OPMALMOHHBIMH TEXHOJOTHSMH, KOTOpBIE CBS3aHBI C OBICTPO pA3BUBAIOIIMMHUCS HMHHOBALMSAMH B
xomMmepueckoil UT-unnycrpuu. bonee Toro, nmpu aHanuse 31€KTPOMAarHUTHOH COBMECTHMMOCTH PaJHO3JIEKTPOHHBIX CPEICTB
CBSI3M Ba)KHO YYUTHIBATH (DaKTOPHI, BO3JEHCTBYIONINE HA B3aUMOICHCTBHE MOAYJEH B CETH. PaanolieKTpoHHBIE yCTpOWCTBa
MOryr paborare 0e3 BCSKOrO HApYIICHWs IIOJ BIMSHHUEM DJIEKTPOMAarHUTHOW MHTep(EepeHIH, He OKa3bIBas BO3JICHCTBHS Ha
JIpyrue CpelcTBa B paJiMOIEKTPOHHON YCTaHOBKe. B naHHOMN craThe OTMEUeHa posib COBPEMEHHBIX TEJIEKOMMYHUKALMOHHBIX
TEXHOJIOT'MH B pa3BUTHUU IOJIEBBIX Y3JIOB CBSI3H, IIPEIUIOKEH METOJ MOLYJIBHOIO IIOCTPOEHHS BOCHHBIX II0JIEBBIX Y3JI0B CBS3H.

KaoueBble ca0Ba: y3el CBI3M; CETh CHCTEMa YIIPABIICHUS,; liepeadya TaHHBIX; MOIYIIb.
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