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SYNTHESIS OF REVERSE
TWO-BIT DUAL-OPERATED STRICTLY STRAIGHT
CRYPTOGRAPHIC CODING ON THE BASIS OF ANOTHER OPERATION

Abstract. Based on the analysis of a group of two-bit two-operand operations of strict stable cryptographic coding, the
relations between direct and inverse operations are established and formalized and their correctness is proved. Applying the
technology of combining single-operand strict rigorous cryptographic coding into two-operand operations and using
established interconnections, we propose a method of synthesis of inverse operations for known direct operations. This
method provides the construction of the inverse operation by converting the second operand of two-bit two-operand
operations of strict stable cryptographic coding. The article examines the entire sequence of mathematical transformations
that provides the synthesis of a formalized operation model, suitable for practical application in crypto primitives, by
constructing models of the relationships between operations and the synthesis of a reverse operation model. The
synthesized operations are implemented both at the software and hardware levels and provide the ease of achieving the

effect of strictly stable cryptographic coding.

Keywords: cryptographic coding; decoding; inverse operations; cryptocurrencies; permutations; encryption reliability;
strict stable cryptographic coding; operation synthesis; second operand.

Introduction

Formulation of the problem. Nowadays,
information security has become one of the most
important areas for the successful development of any
society. Information resources, as cybercrime is on the
rise, require the development of new and ongoing
improvements to existing remedies [1]. First of all, it
concerns cryptographic protection of information.
Recent trends in the development of cryptology, among
many promising trends, are the synthesis of new
cryptocurrency operations [2].

It is worth saying that the ways of building new
cryptocurrency operations for streaming and block
encryption remain poorly studied.

For example, maximizing the uncertainty of
encryption results can be obtained through crypto
conversion operations that meet the criteria of strict,
stable cryptographic encoding [3].

Analysis of recent research and publications.
For the first time, the criterion of strict stable coding for
evaluating the quality of elementary functions and
operations from which the cryptocurrency algorithms
are built is proposed in work [4].

Works [5, 6] are devoted to the construction of
single-operand strict stable coding operations. However,
the main disadvantage of these operations is the limited
range of tasks where they can be applied, compared to
two-operand operations [7].

Works [8, 9] are devoted to one of the approaches
of constructing new two-operand permutation
operations. This approach provided the construction of
operations suitable for practical application.

In works [10, 11] the construction of two-bit two-
operand operations of strict stable cryptographic coding
and inverse operations was carried out.

The combination of inverse transformation with
direct implementation of the method of increasing the

stability and reliability of streaming encryption provides
a fairly high uncertainty of the results of
cryptocurrencies, regardless of the quality of the
sequencing sequences. However, the widespread use of
the obtained two-bit two-operand operations of strict
stable cryptographic coding is limited by the complexity
of constructing the model of inverted transformation
and the practical implementation of the cryptosystem as
a whole.

The purpose of the work is to establish
relationships and to develop a method of synthesis of
inverted two-bit two-operand operations of strict
stable cryptographic coding on the basis of
conversion of the second operand for use in stream
and block ciphers.

Basic material

The group of two-bit two-operand operations of
strict  stable  cryptographic  encoding includes
24 operations of cryptocurrency, which are given in
table 1 [10].

These operations are grouped in Table 1 so that the
operation in the first column corresponds to the
operation inverted from the second column and vice
versa, the operation from the second column
corresponds to the operation inverted from the first
column, that is, each row presents two inverse
operations.

To achieve this, we will try to find relationships
between direct and inverse cryptocurrency operations.

Let it be a direct operation Olk , and then it will be 05

an inverse operation.

To find a relationship, we present a direct and
inverted crypto conversion operation in the expanded
view [11], which shows the relationship between single-
operand cryptocurrencies of the first operand,
depending on the value of the second operand.
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Table 1 — Group of two-bit two-operand operations of strict stable cryptographic coding
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Cryptocurrency Operation
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where x — is the value of the first operand, and k — the
value of the second operand.

and 05 differ in order of

placement of a single-operand operation of the first
operand. The order of placement of a single-operand
processing operation of the first operand is determined
by the value of the second operand (condition of
execution). Therefore, in order to construct a reverse
operation, it is sufficient to change the conditions of its
execution in a direct operation. You can establish
relationships between operations based on the model of
converting the value of the second operand of the direct
operation into the value of the second operand of the
inverse operation.

With this in mind, let's establish a relationship
between the values of the second operands based on the
construction of a discrete transformation model. To do
this, we use the value of the second operand of the
direct operation as input, and as the output of the value
of the second operand of the inverse operation as a

Operations Olk

construct a truth table. It is Table 2.

Table 2 — The truth table of the discrete automatic

transformer Olk in Oé‘

The second operand of the The second operand of the
direct operation inverse operation
ky ky ky ks
0 0 0 0
0 1 0 1
1 0 1 0
1 1 1 1

Minimizing this truth table, we obtain a discrete
model of the automaton for constructing the second
operand of the inverse operation:

k=ki, ky=hk Dk,.

This model makes it possible to construct a reverse
operation 05 on the basis of a direct operation Olk
analogy, we

examine the relationship between

operations Oé‘T and 0§ .
Let’s take a direct operation Oé‘T , then the
operation 0§ will be reversed. In the expanded view,

the operations Oé‘T and 0§ will look like this:

ot {xl (k k) @xy - (k1®kz)} { }
. k
1

x (k@ ky) © xy - (ky © ky)
{xl } if ky=0; {xz J if ky=0;
X, @1 k=0 x @1 k=1

B {xz(-Bl} if k=1 {xl(ﬁl} if k=1

X1 kz :0, Xy kz :1,
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xl(-Dl ’ k2=0; Xy ’ kz :1,

where x — is the value of the first operand, & — is the
value of the second operand.

The difference between these operations is the
location of a single-operand operation of the first
operand, which is determined by the value of the second
operand, that is, its condition of execution.

According to the above mentioned, in order to
construct a reverse operation, it is sufficient to change
the conditions of its execution in a direct operation,
that is, the relationships between operations can be
established on the basis of the model of converting the
value of the second operand of the direct operation
into the value of the second operand of the reverse
operation.

We establish the relationship between the values of
the second operands by constructing a discrete
transformation model by using the value of the second
operand of the direct operation as input, and the value of
the second operand of the inverse operation as the result
of the implementation of the model of discrete
transformation.

Let's construct the truth table of the discrete model

of the automaton for Oé‘T and 0§ (Table 3):

Table 3 — The truth table of the discrete automatic
transformer Of and oé‘

The second operand The second operand
of the direct operation of the inverse operation
ky ky ky ks
0 0 0 0
0 1 1 0
1 0 0 1
1 1 1 1

By minimizing this truth table, we obtain a discrete
model of the automaton for constructing the second
operand of the inverse operation:

ki=ky, ky=k.

The machine model for constructing the second
operand of the inverse operation makes it possible to

construct the inverse operation 0§ on the basis of a

direct operation Oé‘T .
As stated earlier, let's examine the relationship

between operations Of{ and Oé‘T .
In this case, Of{ is a direct operation, and the
operation Oé‘T will be reversed. In the expanded view

the operations Of{ Oé‘T and have the following form:

T i k=05 k=0
7X2®1
_ 2 k=0 k=1
k x1~k2®x2~k2 kl 7X1®1
%= e | el ’
R T },[fklzl;k2:0
L X2
@1
2 },ifkﬁl; by =1
L*1
[x if by =0;
7X2®1 ’ k2=0;
[x, ®1] if ky =0
Ok_ XI'E2®X2'k2 @ k1®k2 _ 7.X'1 ’ k2=1;
nhon k| |kek| |[ne1] ifk=1
7X2 ’ k2=0;
[x, ik =1;
| ®1] k=1,

where x — is the value of the first operand, k — is the
value of the second operand.
Similar to the previous operations, let us examine

the relationships between operations Of{ and Oé‘T and
construct a truth table for the discrete model of the

automaton for Of{ and Oé‘T (Table 4):

Table 4 — The truth table of the discrete automatic
transformer Off and Oé‘

The second operand The second operand
of the direct operation of the inverse operation
ky k, ki ks
0 0 1 0
0 1 0 1
1 0 0 0
1 1 1 1

By minimizing this truth table, we obtain a discrete
model of the automaton for constructing the second
operand of the inverse operation:

=k ®ky, ky=ks.
The discrete model makes it possible to construct a
reverse operation Oé‘T based on a direct operation Of{

By analogy, the relationships between all the two-
bit two-operand operations of the rigorous robust
cryptographic encryption operations investigated were
found. Formalized relationships between direct and
inverse operations allow us to construct a method of
synthesizing inverted two-bit two-operand operations of
rigorously stable cryptographic coding on the basis of
second operand transformation.

A synthesis of the inverse operation is considered
in work [11] taking into account the possibility of using
the same gamma sequences in the direct and inverse
channels of encryption. The inverse operation of strictly
stable cryptographic coding, as well as the direct
operation, are simply implemented at both hardware and
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software levels. Since the synthesis of direct and inverse
operations revealed that there is a recurrence of
operations, there is a need to use the second operand
transform to improve the quality of cryptographic
coding. The obtained interconnections created the
theoretical basis for the construction of a method of
synthesis of inverted two-bit two-operand operations of
strict stable cryptographic coding on the basis of the
second operand transformation.

Let us formalize and prove the correctness of the
application of detected interconnections for the
construction of inverted two-bit two-operand operations
of strict stable cryptographic coding by transformation
of the second operand. If

ko [k ®x -k k2
O] = —
xl-k1®x2-k1 k2
is an encoding operation, and

Xk ®x; -k @
Xk ®x; -k

k @k,
k @k,

W:@:{

is a decoding operation, then 01k can be applied as 01d ,

provided kl* =k, kzz kg ®ky. Because these
operations are specified by models:
of [1 510 gl ).
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Thus, using the transformation of the second
operand, we obtain:
of =
k*=0; k*=0; k =0; ky =0;
x2®1} ik 2 x2®1} if ky 2
:|lfk1*:0;k;:1; },ifk1=0;kz=1;
L*2 _
. fk*lk*o_ixz ‘fklkl_
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xl(-Dl e Iyl 7
% % 7X2<‘D1 .
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which was to prove.

By analogy, inverse operations were built for the
whole group of two-bit two-operand operations of strict
stable cryptographic coding.

The results of this study are shown in Table 5.

Table 5 — Results of synthesis of operations based on established relationships

Model of the machine of
Direct Inverted construction of the
cryptocurrency operation cryptocurrency operation second operand of the
inverse operation
1 2 3
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End of table 5
1 2 3
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This table identifies defined subgroups of Conclusi
transactions that have the same interconnections, which onclusions
simplifies  cryptographic ~ information  security Thus, in the course of the study, the relationships
algorithms. between all two-bit two-operand operations of the group

The above sequence of establishing relationships
and mathematical transformations can be considered as
a developed method of synthesis of inverted two-bit
two-operand operations of strict stable cryptographic
coding on the basis of transformation of the second
operand. The use of inverted two-bit two-operand
operation of strict stable cryptographic coding on the
basis of transformation of the second operand in the
method of increase of stability and reliability of stream
encryption will provide creation of new qualitative
opportunities for developers of stream ciphers.

of operations of strict stable cryptographic coding were
established. The relationship between direct and reverse
operations was applied to the construction of reverse
operations. The method of synthesis of inverted two-bit
two-operand operations of strict stable cryptographic
coding on the basis of transformation of the second
operand is developed.

Operations subgroups and their interconnections
are identified, which simplifies the construction of
cryptographic security algorithms by reducing both
software and hardware complexity.
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CuHTe3 00epHEHHUX IBOXPO3PSIHHUX ABOXONECPAHIHUX Onepauii
CTPOroro CTifKkoro KpunTorpagivHoro KOAYBaHHS HA OCHOBI MEPETBOPEHHS APYIOro onepanaa

B. M. Pynuunpkuii, P. 1. Bepnubaes, P. B. Bpeyc, H. B. Jlaga, M. O. ITycroBirt

AnoTanisi. Ha ocHOBI aHai3y rpynu JBOXpO3pSAIHUX ABOXOIEPAHIHHMX ONEpaliii CTpororo CTiiikoro KpunrorpagiqHoro
KOZYBaHHS BCTAHOBJCHO 1 (hOPMali30BAHO B3A€MO3B’SI3KM MDK MpPAMUMU 1 OOCpHEHMMHM OIepauisiMu Ta JOBEICHO IX
KOPEKTHICTb. 3aCTOCYBaBIIM TEXHOJIOTIIO IIO€IHAHHS OJHOONECPAHIHMX OIepaliil crpororo crilikoro kpunrorpadiuHoro
KOZlyBaHHS B IBOXOIEPaH/IHI onepanii i BAKOPUCTABIIN BCTAHOBJIECHI B3a€MO3B’SI3KHU, 3aIIPOIIOHOBAHO METO]] CHHTE3y 0OCpHEHHX
omepanii Juit BitoMux npamux onepauii. Jaxuil meron 3abesneuye 1moOynoBy oOepHEHOI omeparii ILUIIXOM IEPeTBOPEHHS
JIPYroro orepaxja JBOXPO3PSIHOI ABOXONEPAHHOI Olepaliif CTPOroro CTiikoro KpunrorpadidHoro KoxyBaHHsA. Y CTaTTi Ha
NpHKIagax No0yJoBH MoOJesel B3aeMO3B’A3KIB MiJK OIEpallisiMU Ta CHHTE30M MOJIel 00epHEHOI onepalti po3risIaeTses Bes
MOC/IIZIOBHICT MaTEeMaTUYHUX II€PETBOPEHb, siKa 3abesneuye cuHTE3 (HOpMai3oBaHOi MOJedi omeparii, NnpuuaTHoi s
MPaKTUYHOTO 3aCTOCYBAHHA B KpUNTONpUMiTHBaX. CHHTE30BaHI omepalii peasi3yloTbCsl SIK Ha IPOrpaMHOMY, TaK i Ha
ariapaTHOMY PiBHSX, Ta 3a0€31e4yr0Th IIPOCTOTY JOCATHEHHS e()eKTy CTPOroro CTiHkoro KpunrorpadiqyHoro KogyBaHHs.

Kaw4dosi caoBa: xpunrorpadiuHe KOZyBaHHs; JEKOLyBaHHS; OOCpHEHI omepalii; KpHIITONEPETBOPECHHS;
MepEeCTaHOBKY; HaAilHICTb IM(PYBaHHA; CTPOre CTilike KpunrorpadiuHe KoQyBaHHs; CHHTE3 Olepalliil; Apyruii onepau.

CuHTe3 00paTHBIX ABYXPa3PAIHBIX ABYXOICPAHIHBIX ONepanuii
CTPOroro yCTOM4MBOro KpunTorpaguiecKkoro KOAMPOBaHNs HA OCHOBE MPeo0pa30BaHus BTOPOro ONepaHia

B. H. Pynuunkuid, P. I1I. Bepapi6aes, P. B. bpeyc, H. B. Jlana, M. A. ITycrosur

AnHoTanusi. Ha ocHoBe aHanmu3a TpymnIbl JABYXpaspsiIHBIX JBYXOIEPaHIHBIX OIEpaluil CTPOroro ycTOHYMBOrO
KpUNTOrpahuueckoro KOAMPOBAHHS YCTAHOBIICHO U ()OPMAJIN30BaHbl B3AUMOCBSI3U MKy IIPSMBIMH ¥ OOPAaTHBIMHU OIIEPALIUAMU
U JI0Ka3aHa UX KOPPEKTHOCTb. I[IpUMEHMB TEXHOJIOTMIO OOBEAMHEHUsI OIHOONEPAHAHBIX ONEPALMil CTPOroro yCTOHYMBOIO
KPUNTOrpahi4ecKoro KOAUPOBAHUSA B JIBYXOIEPAHJHbIE ONEPALMU U UCIIOIb30BaB YCTaHOBJICHHBIC B3aUMOCBSI3U, IPEIOKEHO
METOJl CHHTE3a 0OpaTHBIX ONepaluii JUI U3BECTHBIX NPSIMbIX onepaiuil. JlaHHbIH Meron obecriednBaeT NOCTPOeHHE 00paTHOMN
olepanyy IyreM IpeoOpa3oBaHUs BTOPOrO ONEpaH[a ABYXPa3psIHON [BYXONEPaHIHOH ONepaluy CTPOroro yCTOHYMBOIO
KpUNTOrpaueckoro KOAMpOBaHUA. B crarke Ha mnpuMepax IIOCTPOSHUS MOJENEH B3aMMOCBS3€H MEXIy OIepauusMH U
CHHTE30M MOJIENIK 00pAaTHOM olepalii pacCMaTPUBAETCs BC MOCIIEA0BATEILHOCTh MATEMaTHUECKHUX 1IPpeo0pa3oBaHmil, KOTopas
obecrieunBaeT CuUHTE3 (OPMAIM3OBAHHOM MOJENHM  ONEPALMM, MPUTOMHOM JUIi IIPaKTMYECKOro IPHMEHEHUs B
KpunronpuMuTyBax. CHHTE3aTOpHbIE OIEpaldd PealM3yIOTCS KaK Ha IPOrpaMMHOM, TaK M Ha allapaTHOM YPOBHSX, U
00ecreunBaoT MPOCTOTY AOCTHXEHUsI A(Q(eKTa CTPOroro yCTOHUMBOro KpUITOrpaguueckoro KOAMpOoBaHUs.

KamwueBblie cjoBa: KpI/Il'ITOT'paCI)I/I‘IeCKOC KOIMPOBAHUEC,; NCKOAUPOBAHUEC, 06paTHBI€ orepanunu; KpHnTonpeo6pa303aHHe;
NEePECTaHOBKU; HA/ICI)KHOCTh HII/I(l)pOBaHI/IH; CTpOoroe ycTOﬁ‘-IHBOG KpI/IHTOFpa(i)I/IquKOG KOAUPOBAHUE, CUHTE3 onepaunﬁ; BTOpOI71
OIICPaH.
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