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INFORMATION SECURITY INVESTMENT MODEL:
RESOURCE REPRESENTATION AND ORGANIZATIONAL TRAINING

Abstract. Information technology (IT) protection is a key economic concern for organizations. While research in the field
of investment in IT security is growing rapidly, they lack the theoretical basis for combining economic and technological
phenomena and research directions. The proposed theoretical model is based on the use of the theory of organizational
behavior and resource representation. The combined application of these theories allows, within the framework of one model,
to present the organizational effects of training that arise when developing the protection of organizational resources using
countermeasures of IT security. Identified approaches to the study of investments in information security, which boil down to
the following: microeconomic approaches based on game theory, financial analysis based on return on investment (ROI), net
present value (NPV) and internal rate of return (IRR), and management approaches based on decision theory, risk
management and organization theory. The combination of various theories and approaches leads to the formation of a
multi-theoretical model, which allows you to combine the methods of these research areas within the framework of a
comprehensive model based on the resource representation and the theory of organizational learning. The difficulties of
developing a theoretical model for investment in information security are indicated, namely: the diversity of the nature of
countermeasures, covering strategic and operational issues, taking into account legal, technical and organizational aspects;
the intended purpose of investments in information security (risk reduction, not profit); the complementarity of the prospects
for the operational and strategic periods. Various points of view on investment problems are presented, namely, resource
representation and representation in the framework of the theory of organizational learning. The proposed approach allowed
us to build an integrated model of investment in information security. Answers to questions arising from the analysis of the
integrated model of investment in information security can not only determine future research, but also have managerial
consequences that will help firms make informed investment decisions in the field of information security.
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investment model.

Introduction

The protection of information technology (IT)
today will remain a key task for organizations that need
to protect their IT systems, data, intellectual property and
business processes from attacks, misuse or technical
failures [1-5]. IT threats can lead, for example, to
disruption of production and service processes, as well as
data theft, which in turn leads to economic damage,
including loss of productivity and income, loss of
reputation [6]. Many security incidents are related to
cybercrime, which can be considered as a growing
industry [7]. Industries respond to emerging information
security threats with high investments in IT security. The
IT security landscape is permeated not only with
technological, but also with financial problems. Given
budgetary constraints, the key economic issue for
organizations is the question of which of their assets
(processes, systems, etc.) needs which level of protection,
which security countermeasures (for example, firewalls,
intrusion detection systems, security training or security
policies) provide this protection and how much you need
to spend on such countermeasures [8, 9].

A wide range of approaches from various
disciplines, including microeconomics [10, 11], finance
[12], risk management [13] and organization theory [14],
has been proposed to analyze the economic problems of
IT security. An analysis of these approaches allows us to
formulate three research questions:

1. Why and how can one use a multi-theoretical
perspective based on a “resource view” and a “theory of

organizational learning” to structure and guide research
in the field of investment in information security?

2. To what extent has literature contributed to key
issues of investment in information security?

3. What gaps in research into investment in
information security have yet to be addressed?

The approach based on generally accepted “views
based on resources” and “theory of organizational
learning” is based on the desire to provide both static and
dynamic (temporary) protection of organization
resources at the company level. Adopting only one
theory inevitably leads to ignoring a static or dynamic
perspective. Using a multi-theoretical approach allows us
to propose a new theoretical model of investment in
information security.

Literature review on investment in information
security. The effectiveness and cost-effectiveness of
investments in information security has long been an
important research topic [15]. Currently, there are three
interdisciplinary areas of research related to investments
in information security: (1) microeconomic approaches
based on game theory (for example, [10, 16]); (2)
financial analysis based on return on investment (ROI),
net present value (NPV) and internal rate of return (IRR)
(for example, [12, 17, 18]); and (3) management
approaches based on decision theory (for example, [19]),
risk management (for example, [13,17]) and
organization theory (for example, [14,20]). The
combination of various theories and approaches leads to
the formation of a multi-theoretical model, which allows
to use the methods of these areas of research into a
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comprehensive model based on the resource
representation and the theory of organizational learning.

The development of a theoretical model for
investment in information security is a difficult task
because:

(1) the nature of countermeasures is diverse,
encompassing strategic and operational issues, taking
into account legal, technical and organizational aspects;

(2) investments in information security are not
intended to generate profit, but to reduce risk, that is,
they are successful if “nothing happened” and, therefore,
potential results (benefits or losses) are often intangible
[15]. Examples of intangible results are the benefits of
regulatory compliance and public trust. Investing in
information security processes or products does not
provide direct returns, but can have a positive impact on
an organization’s effectiveness if it reduces potential
risks [22];

(3) The complementarity of ex-ante and ex-post
perspectives should be taken into account. First,
approaches that use the ex-ante perspective are aimed at
providing decision support by assessing the costs and
benefits of possible investments [22]. Secondly,
approaches that use the ex-post perspective reflect
investments made in the past and evaluate whether the
budget allocation of the company was effective and
efficient [22].

The first two of these problems can be solved based
on a resource-based view, because (a) a variety of assets,
such as systems, data or processes that need to be
protected, can be modeled as resources and (b) both
tangible and intangible resources, such as firewalls and
security knowledge, can be explicitly considered [21].
The theory of organizational learning is particularly
suitable for solving the third problem, since it takes into
account the ability of the company to study and integrate
time and dynamic feedback cycles.

In general, both the resource-based view and the
theory of organizational learning, which are recognized
theories in the IS literature [15, 23], provide an
appropriate theoretical basis for researching investments
in information security.

Multi-theoretical view on investment
in information security

The literature on investments in information
security can be evaluated from two points of view: from
the point of view of the resource representation and the
theory of organizational learning. These two points of
view complement each other:

(1) A resource-based view is inherently static and
focuses on the possession of resources and capabilities
[24-25]. This means that it does not take into account the
dynamics and time effects. In contrast, organizational
learning theory takes into account effects such as
learning progress achieved as a result of past mistakes of
the organization over time, which ensures that the
organization converts “information into wvaluable
knowledge, which, in turn, increases its ability to
long-term adaptation” [26]. Thus, it allows the
organization to respond to dynamically changing
environments.

(2) The resource-based view, as proposed in [27],
enters into force and covers the main factors (see Fig. 1)
that must be taken into account when making investment
decisions [21], for example, the macroeconomic,
competitive and target environment of the company. The
advantage of a resource-based presentation is that it
theorizes the various components of the firm, its
environment and relationships with each other, and
unlike the organizational theory of learning, does not
focus on the organization and its components in detail.

Point of view ""resource analysis"

The origins of resource-based representations, one
of the most influential theories in the history of control
theory [28], can be traced back to [29-32]. The key
proposal is that the company should acquire and control
valuable, rare, unique and irreplaceable resources and
opportunities to achieve a sustainable competitive
advantage [25, 33-35].

According to [33], the firm’s resources include
“all assets, opportunities, organizational processes,
attributes of the firm, information, knowledge, etc.,
controlled by the firm, which allow the firm to develop
and implement strategies that improve its efficiency and
effectiveness.

According to [21], investments in information
security are a subtype of (general) investments in IT, and
therefore a resource-based view is suitable for generating
investments in information security for three reasons:

(1) Non-security IT resources or assets (IT systems,
data, processes, etc.) that need to be protected, and IT
security resources that provide protection, can be
modeled as resources, covering both tangible resources,
such as firewalls, and intangible resources, including
knowledge of security [21].

(2) A resource-based view was used in the IS
literature to structure investments in information
security. For example, [36] uses a resource-based view to
evaluate hypotheses regarding organization size, security
breaches, and discusses the relationship of
resource-based views to security investments. The
central elements of a resource-based approach can also
be found in [37].

(3) The resource-based presentation has already
served as the theoretical basis for literature reviews in the
field of IS, such as the “Model of Business Value in the
Field of Information Technology” [37]. We will focus on
a resource-based presentation that has been adapted to
the investment context of information security [21], as
shown in Fig. 1 and described in table 1.

In Fig. 1, the relationship between constructs means
"can improve." Impacts M;, C; and C, describe external
factors that affect the investment decisions of the
information security of the organization. Country
characteristics, such as level of development or
government regulations, affect the firm's investment
decisions in the field of information security, which is
reflected as a result of the impact of M,.
Competitiveness, regulation, technological changes and
other industry-specific factors (C;) and trading partners
such as buyers and suppliers (C,) influence the firm’s
decision to invest in information security.
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Fig. 1. Resource-oriented presentation of investments in information security

Table I — Definitions and examples of model designs

Design

Definition and examples

1. Target company

Resources:

- IT resources:

- technological

- human

- security
Additional organizational
resources

Hardware and software, for example, common technologies and technological solutions for
the entire enterprise, procurement, sales, etc. [27]

Technical and managerial IT skills, such as training, experience, knowledge, judgment,
intelligence and relationships [33]

Resources protecting other resources, such as a firewall, intrusion detection system, antivirus
software, biometric scanning authentication. Organizational and physical resources that
complement IT, such as policies, rules, organizational structure and culture [27], as well as
workers, offices and equipment

Processes:
- business process
- security process

A specific streamlining of work activities and clearly defined inputs and outputs [46], for
example, order collection, PC assembly, distribution [27]
Processes that help ensure the confidentiality, integrity and accessibility of a firm [47]

Performance:

Business process performance
Security process performance
Organization performance

The operational efficiency of certain business processes [27], for example, customer
satisfaction [48], turnover [49], gross margin and quality [45] Operational efficiency of
security processes. For example, no registration (FTE), false match rate (FMR) in a biometric
authentication system (OECD 2004). The overall effectiveness of the company, including
productivity, efficiency, profitability, market value, competitive advantage, etc. [27]

2. Competitive environment

Industry characteristics
Partner Resources and Business
Processes

Factors that influence the use of IT in the main company to create value for the business, for
example, competitiveness, regulation, technological changes [27]

IT and non-IT resources and business processes of trading partners such as buyers and
suppliers [27]

3. Macro environment

Country characteristics

Macro factors forming IT applications and creating value for IT businesses, for example,
level of development, basic infrastructure and culture [27]
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Impacts from F; to Fj reflect the impact of
investments in various IT security resources within a
specialized firm. F1 refers to the impact of IT security
technology resources on non-security technology
resources, such as investments in a firewall to protect
non-security IT resources, such as data (eg, [11, 38, 39]).
Since a significant number of security incidents are
caused by humans and not by technical failures or by
intruders [40], F, considers the impact of IT security
human resources on non-security technological IT
resources. For example, security workshops and
trainings focus on data protection. The impact of F3, is
related to the impact of IT security human resources on
IT security technology resources (for example, seminars
on the use of intrusion detection systems affect IDS) with
F3p, on the contrary (for example, systems that control
file transfer, warn employees and therefore train them
awareness).

The influence of F, is associated with the influence
of IT resources on additional organizational resources,
such as the creation of a company, access to which can be
protected by authentication systems [41]. Investing in IT
security resources and additional organizational
resources can improve business processes or launch new
ones (Fs impact). The influence of F¢ refers to the fact
that information security processes are designed to
protect business processes and their main resources [42,
43]. Security processes are subtypes of business
processes because “a security process is doomed to fail if
it does not protect the business process” [44]. Security y
process efficiency is measured using safety process
performance (influence F;). The performance of the
security process affects the performance of the business
process, which is the result of the relationship of the
business process to the security process and is
conceptualized as an Fg impact. The process of creating
value for the IT business, including resources, processes,
business performance and security, directly affects the
organization’s productivity (Fy impact). Impact F refers
to the “direct relationship between IT and the overall
performance of a firm, bypassing the impact of IT on
business processes” [45].

Point of View
“Theory of Organizational Learning”

In the context of growing globalization and
accelerating the dynamics of the competitive
environment, organizations need to constantly improve
their products and processes in order to create and

maintain competitive advantages [50]. The current
interest in organizational learning among scientists and
practitioners reflects this new competitive field [51].

According to [52], training is defined as “detection
and correction of errors, and error as any feature of
knowledge or knowledge that makes the action
ineffective”, and “detection and correction of error
produces training, and the absence of one or both
prevents learning”. In addition, complex and poorly
structured problems tend to be more ambiguous and are
associated with a higher error rate, which makes it
difficult to implement effective plans and actions [52].
Because investments in information security are complex
issues, they will benefit from the perspective of
Organizational Learning Theory, in particular because it
describes how the effectiveness of solutions can be
improved over time, taking into account past experience
in feedback loops. In addition, the theory of
organizational learning provides a dynamic view that can
be used to continuously analyze the impact of
investments on the level of security [15, 53-54].
Conceptually, the influences that influence decisions
about investments in information security can be
modeled as control variables, investments in IT security
resources can be modeled as action strategies that lead to
consequences such as increased security.

We use the Theory of Organizational Learning
proposed [55] in the context of investments in information
security (see Fig. 2 and Table 2). Organizational learning
is defined as a change in the organization’s knowledge
because a firm gains experience over time (see [56, 57]).
The model of Organizational learning includes three
interrelated constructs: control variables, action strategies,
and consequences. According to the original model [55],
relationships are defined as “influencing” (arrows in
Fig. 2).

Control variables (construction C;) are the goals
that the company seeks. As organizations bring their
actions in line with their goals [55], regulatory variables
influence investment decisions in the field of information
security (impact ;). For example, one of the goals may
be compliance with state and industry regulations, such
as the state law on the protection of information in
information and telecommunication systems [58].

Action strategies (construct C,) are “sequences of
movements” [55] designed to achieve specific goals as
measured by regulatory variables. In our case, action
strategies are investments in IT security resources, such
as implementing a firewall or intrusion detection system.

Cl Cc2 C3
. . ! . . 12
Governing Variables > Action Strategies > Consequences
I3
14 Single Loop
Double Loop

Fig. 2. The relationship of the elements of the organizational learning theory
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Table 2 —Model of constructions and impacts in the theory of organizational learning (see Fig. 2)

IN  |Construct / influence Definition

Example

C, |Control variables [55]

The goals that the company seeks to achieve

State and industry regulations, the preference off
the company for risks

C, |Action strategies

satisfactory level [55]

Sequences used by actors in specific situations|Investments in workshops, firewalls, encryption or|
to maintain regulatory variables at a

access control methods

on consequences effectiveness [55]

I,  |[Impact of action strategies/Actions have implications for organizational

Investments in safety seminars lead to fewer|
unintended safety incidents caused by employees
[59]

C; |Consequences

Consequences of strategies, perceived or un-
intended, productive or counterproductive [55]or increase service availability

Reduce security incidents on the internal network]

I;  |Single-loop training

'When new action strategies are used within the|lf investing in workshops will reduce unintended sa+
same control variables. There is a change in
action, but not in control variables [55]

fety incidents, the firm will learn lessons from effici-
ency and consider future investments in such trainings

Double-loop training cycle{Ask questions and change control variables
according to the consequences [65]

The organization adapts its investment strategy to
changing environmental factors, such as investing
in an advanced encryption system, to counter the
increasing attacks of hackers

Strategies for action affect the consequences
(impact I)). An example is investment in security
workshops, which are expected to reduce the number of
security incidents caused by employees [60].

The implications (construct C;) include all the
results associated with investments in information
security, whether they are intentional or unintentional,
productive or counterproductive [55]. The consequences
may correspond to regulatory variables if the firm has
chosen an appropriate action strategy. Exemplary
consequences are a decrease in the number of security
incidents or an increase in the availability of services.

Impacts 3 (I;) and 4 (I;) are additional training
opportunities that reflect how well the firm is trying to
evaluate its investment decisions in the field of
information security.

“Impact I3” refers to one-cycle training, which
includes adjustments consistent with the “existing set of
rules and norms” [61], that is, it is not associated with
changes in control variables [62]. For example,
single-loop training occurs if the consequence of an
action strategy is to reduce the number of security
incidents, and the firm evaluates a positive result to make
sure that the action strategy selected is the best without
changing control variables.

The influence of I, refers to the learning process,
which takes place in a double circuit and includes
modifications of “fundamental rules and norms that
underlie actions and behavior” [61, 63]. In the case of the
investment scenario of information security, such
training occurs if the consequences of investment
decisions do not meet the objectives and prompt the
company to overestimate the regulatory variables and
invest differently. While single-loop learning is a
common model of action, dual-loop learning provides
“feedback and more effective decision making” [52].
Nevertheless, “the overwhelming number of training
processes implemented in the organization is one cycle,
since it is designed to identify and correct errors so that
the work is completed and the action remains within the
framework of the stated recommendations” [64].

Please note that constructions C; to C; with
exposures I; and I, imply a time sequence, while

exposures I3 and I describe two possibilities of a firm’s
assessment and training processes aimed at correcting
their potential mistakes and making more effective and
efficient decisions in the future.

Integrated Information Security
Investment Model

We integrate the resource-based view, as shown in
Fig. 1, and the theory of organizational learning, as
shown in Fig. 2, into a multi-theoretical model (see Fig.
3), which retains the advantages of both initial theories:
the integrated model takes into account the re-evaluation
of investments in information security by dynamically
including feedback from a single and double training
cycle to adjust the corresponding action strategies. In
addition, the integrated model creates company-specific
components, such as business processes and security
resources, which makes it compatible with an established
set of research on resource-based presentation.

We combine the initial theories as follows: country
features, industry characteristics and resources of trading
partners, as well as business processes affect firms when
making investment decisions in the field of information
security; therefore, these factors are classified as
regulatory variables. Control variables have an impact
(impact 1 in Fig. 3) on investment decisions in IT security
resources that are consistent with action strategies. For
example, state regulations of a specific country require
certain investments to undergo a safety audit [67].
Investments in technological or human information
security resources are associated with action strategies.
This means, in particular, that investments in training,
education, or raising security awareness are part of action
strategies as they relate to IT security human resources.

Investments in IT security resources have an impact
on the consequences reflected in Impact 2. Implications
include the impact of investments on non-security
resources, security —processes, security —process
performance, and overall organization performance.
Impacts from 3 to 6 within the consequences are taken
from a resource-based view. Please note that the
“Business process” design in the “Consequences” refers
to the business processes of the target company, while
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the “Resources and business processes of the trading
partner” design in “Control variables” refers to the
business process of trading partners, which affect
investment decisions in IT security of the main company
and, therefore, are part of the Control Variables.

Single- and double-loop training cycles (effects 7
and 8) are taken from the theory of organizational
learning; they represent feedback loops on the

consequences for control variables and action strategies.

Definitions and examples of impacts presented in
Fig. 3 are presented in table 3. The synthesis of
knowledge about investments in information security
was based on a new theoretical model of investments in
information security (see Fig. 3). This model is based on
the integral application of resource-based presentation
and organizational learning theory.

Governing Action Strategies Consequences
Variables [T Business Value
Non-security Resources
IT Security Resources Complementary
Country Or}gamzatlonal
Characterisyics esources
Technological Non-security IT
Resources
Industry 1
Characteristics _ _
: Human Business Process
Trading Partner Business Process Performance
Resources & 4
Business 3 T T
Processes 5 Security Pr
Security Process ecurity Process
Performance
o
Organizational
Performance
i 7
8 Single Loop
Double Loop
Fig. 3. Integrated model of investment in information security
Table 3 — Impacts in the integrated model of investment in information security (see Fig. 3)
No. Influence Definition Example

1 [The influence of control
variables on action
strategies

Country characteristics, industry characteristics,
trading partner resources and business processes
affect the investment decisions of the company in the|
field of information security [21, 27].

SOX requires companies to invest in additional IT
security resources to undergo a security audit [67].

2 [Impact of action strategies
on consequences

[21,27].

Investing in IT security resources (technological or
human) impacts non-security IT resources, additionallas biometric authentication systems, affect non-security
organizational resources, processes and productivity |[IT resources, such as data and equipment, as they prevent

Investments in an IT security technology resource, such

unauthorized access to company premises.

3 The impact of security
processes on business

processes company [21, 42, 43].

Business processes are constantly threatened and
must work continuously to ensure the success of the |affects the business process, because if the authentication

Biometric authentication is a security process that directly

system fails, work processes are violated [21].

4 Impact of the security

of the security process

The effectiveness of the security process is expressedThe number of true / false or positive / negative
process on the performance |by the performance of the security process.

authentication attempts measures the effectiveness of the
authentication system.

S Impact of security process Security process performance affects business The low number of false rejections of the authentication
performance on business process performance. system provides a continuous workflow.
process performance

6 The impact of IT business
value on organizational
performance

All resources, processes and productivity directly
affect the overall performance of the company [27]. |increases when the organization’s workflow is rarely

The effectiveness and productivity of an organization

interrupted and quickly restored.

7 Single-loop training: the

action strategies

When new action strategies are used to serve the
impact of consequences on [same control variables. There is a change in action,
but not in control variables [55]. (watch the tab. 2)

If investing in workshops will reduce unintended safety in-
cidents, the firm will learn lessons from efficiency and con-
sider future investments in such trainings (watch the tab. 2).

3 Double loop Learning:

Ask questions and modify control variables
Impact on Control Variablesfaccording to the consequences [66]. (see table 2)

The organization adapts its investment strategy to
changing environmental factors, such as investments in
an advanced encryption system, to withstand the
increasing attacks of hackers (watch the table 2).
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The answer to the questions posed by the study and
the elimination of the gaps associated with this has not only
academic significance, but also managerial consequences.

representation based on resources and the theory of
organizational learning.
Answers to questions arising from the analysis of

presented, based on two well-established IS theories: a

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

21.

22.
23.

24.
25.

26.
27.

28.

29.
30.
31.
32.
33.
34.

35.
36.

the integrated model of investment in information
security can not only guide future research, but also
have managerial consequences that will help firms make
investment decisions in the field of information security.

Conclusion

A model of investment in information security is
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Mopeus inBecTHuiii B indpopmaniiiny 0esnexy: pecypcHe NoJaHHA Ta OpraHizaniiiHe HaBYaHHs
0. B. Minos, M. 0. Koctsik, C. B. Minescekuii, X. H. P3aeB

AnoTtanis. 3axucr inpopmaniitaux TexHonorii (IT) € KITI0UO0BOI0 €KOHOMIYHOIO IPOOIEMOIO IS OpraHizanii. Y Tol 4ac
SIK JIOCHiDKeHHs B obuyiacti iHBecTHniii B IT-0e3mexy MBHIKO POCTYTh, Y HHUX BIJICYTHI TEOPETHYHI OCHOBH ISl 00'cTHAHHS
€KOHOMIYHHMX 1 TEXHOJIOT1YHHUX SIBUIL 1 HATIPAMKIB JOCHIiIKeHb. [IporoHOBaHa TEOpeTHYHA MOJIEIb 3aCHOBAHA HA BUKOPUCTAHHI
Teopii opraHizauiiiHol MOBEeHKY 1 pecypcHOro yssieHHs. CHilbHE 3aCTOCYBaHHS LIMX TEOpill I03BOJIsIE B paMKax OJHi€l Moze
NPEJICTABUTH OpraHizauiiiHi eeKTH HaBYaHHS, 10 BUHUKAIOTH IIPH PO3POOLI 3aXUCTy OpraHi3allifHuX PecypciB 3a JOIOMOIO
KoHTp3axoiB IT-6e3nexn. Bu3naueHo migxoau 10 BUBYEHHS iHBECTHIIIH B iHpopMalliiiHy Oe31eKy, sIKi 3BOAATHCS JI0 HACTYITHUX :
MIKpOEKOHOMIYHI ITi/IXOAM, 3aCHOBaHi Ha Teopii irop, QiHaHCOBMH aHai3, 3acHOBaHWH Ha npuOyrkosocti iHBectuuii (ROI),
yucroi npuseneHoi Baprocti (NPV) i BHyrpimHboi HopMi npuOyrky (IRR), 1 ympaBmiHCBKI miaxonm , 3aCHOBaHI Ha Teopil
NPUHHATTA pillleHb, YIPABIiHHA pPU3MKaMH Ta Teopil opranizawii. OO'enHaHHA pI3HMX Teopil I MiAXOHIB HPH3BOAUTH O
(dopMyBaHHS MYJIBTHTCOPETHYHOI MOJENI, sKa J03BOJISAE 00'€HATH METOAM 3a3HAUYCHUX HANPSMKIB JIOCTIPKEHb B paMKax
KOMIUIEKCHOI MOJIell, 3aCHOBaHy Ha PECYpCHOMY IIOJIaHHI Ta Teopii oprasisaliiiHoro HapyaHHs. Bka3aHi ckiagHOCTI po3poOku
TEOPETUYHOI MOzIeNi 11t iHBecTHLIiH B iHpopMawiiiHy Oe3reky, a came: pi3HOMaHITHICTh IPHPOJH KOHTP3aXO/iB, 1110 OXOILTIOOTh
CTpaTeriyHi Ta omnepauiiiHi NUTaHHA 3 ypaxyBaHHAM IPABOBUX, TEXHIYHMX 1 OpraHi3allifHUX acIEKTiB; LiJbOBE MPU3HAYCHHS
iHBecTHLIN B iH(opMaliiiHy Oe3nexy (3HW)KEHHs PU3MKY, a HE OTPUMaHHS HPHUOYTKY); B3a€MOIONOBHIOBAHICTh MEPCIEKTUB
OIEePaTHBHOIO i cTpareriuHoro nepioxis. IpesicrasieHi pi3Hi TOUKK 30py Ha MPOOIEMH IHBECTHLIIH, a caMe PecypCHE YABIICHHS 1
YABJICHHS B paMKax Teopii opraHizamiifHoro HapuyaHHS. IIpornoHOBaHMI MiAXiJ 1O3BOJMB MOOYIYBAaTH IHTEIPAJIbHY MOJENb
iHBecTHLIH B iH(MopMaliliHy Oe3neky. BinnoBini Ha muTaHHS, IO BHUIUIMBAIOTH 3 aHANI3y IHTErpaJlbHOI MOJENI iHBECTHIIH B
iH}opmaniiiHy O6e3reKy MOXKyTh He TUIBKM BU3HAUaTH MaiOyTHI IOCII/PKEHHS, a H MaTH YIpaBIIiHCBKI HACIIIKH, SKi JOIOMOXYTb
¢bipmam npuiiMaTi 0OrpyHTOBAHI iIHBECTULIHHI pilieHHs B o6aacTi iHpopMauiitHoi Ge3nexu.

Karw4dosi caoBa: indopmariiiHa Oe3nexa, iHBECTHLII; pecypCHE YABIICHHS; OpraHizalliifHa Teopis HaBYaHHS,
IHTerpanbHa MOJIeNTb IHBECTHIIIH.

Mopneab nHBecTHINI B HHGOPMAaMOHHYIO 0€30IIaCHOCTh: PeCypCHOe NPeACTaB/IeHHEe U OPraHU3aAlHOHHOe 00y4YeHHne
A. B. Muio, M. 10O. Kocrsik, C. B. Munesckuii, X. H. P3aeB

AnHOTanmmusa. 3amura uHpOpMAaMOHHBIX TexHonorumid (WT) sBusercss KIOYeBOW 3KOHOMHUYECKOW MpPOOIEeMOH Uit
opranusanuil. B To Bpems kak uccienoBaHus B obnactu mHBecTHUMH B MT-0e30macHOCTb ObICTPO PacTyT, Y HUX OTCYTCTBYIOT
TEOPETUYECKUE OCHOBBI I OOBEIMHEHUs SKOHOMHYECKMX M TEXHOJOTMYECKUX SIBICHMH W HAIpaBICHUH MCCIEIOBAHUM.
Ipemnaraemass Teopernyeckas MOZENb OCHOBAHA HA HCIHOJB30BAHMM TEOPHH OPraHM3ALMOHHOIO MOBEICHHUS M PECYPCHOrO
npezcrapieHus. COBMECTHOE NPUMEHEHHE STUX TEOpUH IO3BOJSET B paMKaX OAHOW MOZIENM NpPE/ICTaBUTh OPraHU3AlMOHHbIC
3(¢exTsl 00yueHHs, BO3HUKAIOIIME IPU pa3pabOTKe 3alliUThl OPraHM3ALOHHBIX PECYpPCOB C IOMOIIBIO KOHTPMEp
WT-6e30macHocry. OmnpeneneHbl MOAX0Abl K U3YYEHUI0 MHBECTULMI B MH(OPMALMOHHYIO O€30I1aCHOCTb, KOTOpbIE CBOISTCS K
CIEYIOIMM: MUKPO3KOHOMHYECKHE ITOAXO/bI, OCHOBAHHBIC HA TEOPHU MIp, (PUHAHCOBBIM aHAIW3, OCHOBAHHBIM HAa JIOXOIHOCTH
unBecruiuii (ROI), uncroii npusenennoit croumocru (NPV) u BHyTpenneit Hopme npubbuin (IRR), u ynpasnenueckue noaxozsl,
OCHOBAHHBIC Ha TEOPUM NMPHUHATUS PELICHUH, YIIPaBIeHNH PUCKAMH M TeopuH opraHu3amuy. OObeJUHEHHe Pa3IMYHbIX TEOPUH U
MOJIXO/IOB NPUBOAUT K (POPMUPOBAHUIO MYJIBTH-TEOPETUUECKON MOJIEIH, KOTOpasl HO3BONSAET OOBEAMHUTH METOAB! YKAa3aHHBIX
HAIpaBJICHUI HCCIENOBAaHMA B paMKaX KOMIUIGKCHOM MOJENH, OCHOBAaHHYIO Ha PECYpCHOM IIPEJCTaBICHHH U TEOpUH
OpraHM3aLMOHHOr0 00ydeHHs. YKa3aHbl CIOXKHOCTH Pa3padOTKU TEOPETHYECKOW MOJENH Ul MHBECTHIMI B MH(OPMALMOHHYIO
6€301MacHOCTb, @ UMEHHO: Pa3HOOOpa3Ke IPUPO/IbI KOHTPMEP, OXBATBIBAIOLINX CTPATEr NUECKUE U ONEPALIOHHBIE BOIPOCHI C yUETOM
IIPaBOBBIX, TEXHUYECKUX U OPraHM3aLMOHHBIX ACIEKTOB; LIEJIEBOE HAa3HAUYCHHE MHBECTHIMH B MH(OPMALMOHHYIO Oe30MacHOCTb
(cHIKeHHE pHCKa, a HE MOIydeHUEe NPUOBLIN); B3aUMOAOIOIHAEMOCTh [IEPCIIEKTUB OIEPATHBHOIO U CTPATErHYeCKOro HepHO/I0B.
INpencraBneHs! pa3iuyHble TOYKU 3pEHUS Ha NPOOJIEMbl MHBECTHIMH, a HMEHHO PECYpCHOE INPEACTABICHHE M MNPE/CTaBICHUE B
paMKax TEOPUH OPraHU3aLMOHHOro 00yueHus. [IpearaeMslii OAX0 MO3BONMI IOCTPOUTH MHTETPAIbHYIO MOJIEIIb HHBECTULII B
nHpOpPMALOHHYI0 Oe3omacHocTb. OTBETHI HAa BONpPOCHI, BBITEKAIONIME W3 AHAIN3a HMHTEIPAIbHOM MOJENM WMHBECTULMH B
MH(POPMALOHHYO 0e30I1aCHOCTb MOT'YT HE TOJIBKO ONpPEENATh OyIyIue UCCIeI0BaHNs, HO M UMETh YIIPaBIICHUECKUE IIOCIEICTBH,
KOTOpbIE OMOTr'yT (pUpMaM NMPHUHUMATh 0OOCHOBaHHbIE MHBECTHIMOHHbIE PEIlIeHUs B 00s1acTH MH(OpMAMOHHON 6€3011acHOCTH.

Kaw4ueBnle ciaoBa: I/IHq)OpMaLII/IOHHaH 6630H3CHOCTB; HWHBECTHULIMU; PECYPCHOC IPEACTABJICHUC; OpraHuU3allMOHHAsA
TeOpus 06yquH5{; HHTCTpaIbHas MOACIIb WHBECTHIIMH.
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