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THE IMPLEMENTATION OF STRICT STABLE CRYPTOGRAPHIC
CODING OPERATIONS

Abstract. According to the results of the study, it was established that the implementation of strict, stable cryptographic
coding operations at the hardware and software levels does not cause difficulties, and in its simplicity and speed of
implementation meets the requirements for implementation in stream encryption systems. Installed features and differences
in various embodiments. In the hardware implementation, permutations will be performed between the bits to be processed,
and in the software implementation, between the bits of the bytes of the same name that are processed. Regardless of the
implementation option, according to the results of the operation, exactly half of the bits that took part in the conversion will
be inverted, which ensures the maximum uncertainty of the encryption results.
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Introduction

The global information networks’ development
and the implementation of computer and
telecommunication technologies’ achievements caused
the creation of a single information space which is
characterized both positive and negative consequences.
Among the disadvantages of the single information
space should be noted international cybercrimes and
cyberwars.

The information protection in computer systems
and networks requires a set of scientific as well as
scientific and technical research implementation which
should ensure the creation of a holistic system of
organizational measures and application of specific
information protection methods and means [1].

Cryptographic methods occupy a special place
among the methods of information protection, because
they, unlike other methods, rely only on the information
properties itself and almost don’t depend on the
technologies of producing the information and
telecommunication systems. The computer technology
widespread use and the increase of the information
volume cause a steady increase of interest in
cryptography [2].

In order to guarantee a high degree of information
security and to compensate the increased
cybercriminals’ opportunities through the development
of computer technic and information technology, it is
necessary to solve complex scientific and technical
tasks on development and improvement of cryptography
means constantly [3]. Based on this, the tasks of
developing the cryptographic algorithms for information

protection that provide maximum cryptographic
stability have always been and will be relevant.
Literature review. The construction of

cryptographic algorithms based on the operations of
cryptographic information encoding (OCIE) use should
be noted among the development directions of computer
cryptography [4]. The synthesis of OCIE is based on the
use of logical functions, the combination of which
provides the substitution tables’ simulation [5, 6]. One
of the options to use these operations is their random

generation based on the pseudorandom sequence [4].
One of the cryptographic algorithms’ characteristics is
the avalanche effect. The essence of the avalanche
effect is in changing a small number of bits of the
crucial sequence or input information that leads to a
significant (avalanche) change in the number of bits of
encrypted information [7]. The use of avalanche
criterion and strict avalanche criterion (SAC) [8, 9] was
proposed for quantifying the avalanche effect. The
cryptographic algorithm satisfies the strict avalanche
criterion, if in changing one bit of the input sequence,
each bit of the output sequence changes with the
probability of one half [9].

The conducted researches have shown that SAC
does not allow to assess the suitability of the elementary
function for implementation of OCIE, as well as to
make it possible to evaluate the results of the
implementation of the operations themselves [10]. The
use of another criterion is proposed to evaluate the
OCIE. The criterion of strict stable coding (SSC) is
satisfied by the cryptographic algorithm or OCIE, if
each bit of the output sequence changes relative to the
input information with the probability of one half,
regardless of the crucial sequence and the input
information [11]. It has been established that only a
small part of the OCIE corresponds to the SSC, and
there are only four of them among the two-bit
operations [12]. However, the research of the OCIE
practical implementation has not received enough
attention today.

The aim of the article is to investigate the
implementation possibility of the operations of strict
stable cryptographic coding at the hardware and
software levels for their application in the systems of
stream ciphering.

Exposition of basic material

We will restrict ourselves by the two-bit operations
in holding the research of the OCIE implementation
possibility, which meet the requirements of the SSC in
the systems of stream ciphering.

A set of two-bit OCIE for SSC includes four
operations [12], namely:
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where x,x, €{0,1} — the bits’ value of the input

information.

The data application of one-operand two-bit
operations in streaming ciphering systems is realized on
the basis of a random sample due to the use of a
pseudorandom (subdued) sequence. As there are only
four such operations, two bits are enough to ensure the
choice of any of the operations. It should be mentioned
that any selected operation is guaranteed to invert one of
two bits of information, at the same time, F, invert the
first and second bits respectively, and F3 and F; with the
probability of 0.5 invert the third or the fourth bits
depending on the value of the input information [11]. A
functional scheme of the device of selection and
implementation the OCIE that meet the requirements of
the SSC in the systems of stream ciphering is shown in
Fig. 1.
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Fig. 1. A functional scheme of the device of selection and
implementation the OCIE that meet the requirements
of the SSC in the systems of stream ciphering

The functional scheme of the device, which was
shown in Fig. 1, is described by the system of equations:
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where x,x, €{0,1} — the bits’ value of the input
information, 7y;,y, €{0,1} — the bits’ value of the

subdued sequence.

The system of equations (1) could be regarded as a
two-operand two-bit operation where the bits of
encrypted input information are the first operand, and
the bits of the subdued sequence are the second operand.

The practical application of the OCIE, which meet
requirements of the SSC in the hardware

implementation of the system of stream ciphering, does
not cause complications, as it can be seen from the
Fig. 1, which implements the operation model (1).

Let's consider the software implementation of the
OCIE which are being researched. Nowadays, the vast
majority of microcontrollers, microprocessors and
processors of computer systems implement operations
of informational bits processing in processing of at least
a byte of information. This refinement makes the
operation’s (1) implementation cumbersome at the
software level, and as a consequence, it is not fast
enough and inefficient for stream ciphering.

In order to obtain the efficient use possibility of
the OCIE that meet the requirements of the SSC in case
of software implementation, it is to be constructed a
two-operand operation of cryptographic transformation
based on the model (1), similar to the operations of the
modulo-2 addition operations with precision to the
permutations, obtained in [13, 14]. To simplify the
construction, let's represent this operation as a modulo-2
combination of the bits’ permutation operations of the
first operand and subduing the permutation results.
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Considering the bits of a subduing as bits of the
second argument, we will construct a simplified

operation OF" without considering the bits’ inversions.
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Let’s construct a two-operand operation for signal

processing of inversion ok
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Based on the modulo-2 addition, we will combine
the models (2) and (3) and obtain a two-operand
operation that implements the model (1):
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The received two-operand operation’s
implementation simplicity at the hardware level is not in
doubt. Let's evaluate the effectiveness of its
implementation at the software level, taking into

account that instead of two-bit operands, we will use
two-byte operands. If

X = AX005 X115 X1 25X 35 X1 45X1.55 X1 65%1.7 5

Xy =4{X0.05%2.15%225 %23 %245 %2.5:%2.65X2.7 } 5
7 =4,10,1,0,0,0,1}; v, ={0,1,0,0,1,0,0, 1},

then in accordance with the model of operation (4) we
will obtain:

V1 =4%2.05X2.1,%1 25 X2.35X1 45 X1 55 %1 65 X2.7} 5
V2 =X 05X 152251 35 %2.45 %25 %265 %17} -

As it can be seen from the transformation results in
the software implementation of operation (4), the bits’
permutation will be made not between the neighboring
bits but between the same name bytes’ bits (words,
double words, etc.), herewith, exactly a half of the bits
of processed information will be inverted. It can be
argued that the software implementation of two-bit
OCIE that meet the requirements of the SSC based on
the model (4) is not complicated, and, in its simplicity
and implementation speed, meets the requirements for
the implementation into the stream ciphering systems.

Conclusion

On the basis of the conducted research, it can be
argued that the implementation of operations of strict
stable cryptographic coding at the hardware and
software levels is not complicated, but, in its simplicity
and implementation speed, meets the requirements for
the introduction into the stream ciphering systems. It
should be mentioned that in the hardware
implementation, the permutations will be performed
between the bits that are being processed, and in the
software implementation - between the same name
bytes’ bits, which are being processed. However,
despite this, according to the results of the operation
execution, exactly a half of the bits that participated in
the conversion will be inverted, and this fact provides
the maximal uncertainty of the encryption results.
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Peanizanisa onepaniii crpororo criiikoro kpunrorpagiiHoro KoxyBaHHsi
B. M. Pymuunekuid, 1. P. Omnipepkuit, O. I'. Mensauk, M. O. ITycrosiT

AHoTtamisg. 3a pesynbraraMu JIOCHI/UKCHHS BCTaHOBJIGHO, IO peaii3allis onepauiii crpororo criiikoro
KpUNTOorpa(iyHoro KOAyBaHHs Ha anapaTHOMY Ta IPOrPAMHOMY PiBHSAX HE BHMKJIMKAE CKIAIHOCTI, a IO CBOIM IPOCTOTI Ta
IIBHAKOCTI peaizallii BiANOBigae BUMOraM JUisl BIIPOBAPKSHHS B TIOTOKOBI cHCTeMH MMdpyBaHHs. BecraHoBieHo ocoOiMBOCTI Ta
BIZIMIHHOCTI NpH pi3HMX BapiaHTax peami3auii. [Ipn anaparniifi peamizauii HepecTaHOBKM IUIsl OTPUMAaHHS pe3yibTary OynyTh
MPOBOIMUTHCS MiX OiTamH, IO 0OOpoONAIOTBCA, a B NpOrpaMHiil peamizauii — MiX OZHOWMEHHMMH OitTamu OaiTiB, IO
00pobistoThes. HesanexHo BiJ BapiaHTy peaiti3amii, 3a pe3yJbTaTaMi BUKOHAHHS oreparii Oyze iHBepTOBaHO PiBHO MOJIOBUHY
6ir, siKi Opanu ydacTb y IepeTBOPEHHI, 110 3a0e3neuye MaKCUMallbHy HeBU3HAUEHICTh PE3YJIbTaTiB MN(PYBaHHS.

Karw4dosi ciaoBa: 3axucr iHpopmauii; kpunrorpadidauii anroput™; onepauii kpunrorpadiqHOro KoxyBaHHs; CTpore
CTiliKe KOyBaHHSI.

Peanusanus onepaumii crpororo ycToif4nBoro Kpunrorpagpuueckoro KOAMpoBaHus
B. H. Pynuunxuii, Y. P. Onmupcekuii, O. I'. Menshuk, M. A. IlycroBur

ITo pesynbTaTaM HMCCIEIOBAHHS YCTAHOBJIEHO, YTO Peajli3allis Onepaluil CTPOroro yCTOHYMBOIO KPUITOIpPa(puuecKkoro
KOAMPOBAaHUs Ha aIllapaTHOM M IPOrpaMMHOM YPOBHSAX HE BBI3bIBAET CII0XKHOCTH, a II0 CBOECH IPOCTOTE U CKOPOCTH Pean3aliin
COOTBETCTBYET TPEOOBaHUSIM ULl BHEAPCHUS B [IOTOYHbIE CUCTEMBbI MIN(POBaHUA. Y CTAaHOBIICHBI OCOOCHHOCTH M OTJIMYUSA I1PU
Pa3IMYHBIX BapHaHTax peanuzauuu. [Ipy anmapaTHOH peanu3alMM IEPECTAHOBKM JUIS IIONY4EHHS pe3yinpTata OymyT
MPOBOJIUTBCS MEXIy 00pabaTbiBaeMbIMU OUTaMM, a B HPOrPAaMMHOM pealu3aliu - MEXAY OJHOMMEHHBIMH OMTaMu OalToB,
KoTOpble OOpalareiBatorcs. HesaBuCHMO OT BapuaHTa pealu3alldd, [0 pPe3ylbTaTaM BbBINOJIHEHHS Olepauud  Oyner
MHBEPTUPOBAHO POBHO IIOJIOBHHY OHT, KOTOpbIE NPUHUMAIM y4acTHE B IPe0Opa3OBAHMHU, YTO OOECIIEUUBAET MAKCHMAJBHYIO
HEOINpEJIeIEHHOCT PE3yJIbTaTOB IH(pPOBAHUS.

KamoueBble cJoBa: 3ammra I/IHq)OpMaI_II/II/I; KpI/IHTOFpa(l)I/ILICCKI/Iﬁ aJIropur™M; onepanuu KpI/IHTOFpa(bI/I‘-IeCKOFO
KOAUPOBAHUs; CTPOroc ycTOﬁ‘-IHBOG KOAUPOBAHUEC.
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