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USE OF A METHOD OF PASCAL OF CALCULATION
OF CHECKSUMS IN NOISEPROOF CODING

Abstract. The subject matter of the article is opportunity use of a method of Pascal for finding of remainders of divi-
sion of large numbers when using CRC. The goal is to analyze a possibility of use of a method of Pascal for definition of
remainders of division in the CRC systems. Tasks: to analyze a possibility of use of CRC for noise-immune coding in dif-
ferent channels, to show a possibility of application of a method of Pascal for an image of noise-immune coding with use of
checksums. The used methods are analytical method, methods of modal arithmetic’s. The received such results. The
technique of calculation of Checksum of the message which are used for the control of integrity and restoration distorted
the message is developed. Conclusions. Use of a method of Pascal for definition of remainders of division allows acceler-
ating considerably process of search of various options the message, which will be restored. Realization of the offered
method allows creating parallel structures, which give the chance to solve a problem of recovery of the message on the

scale of real time.
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Receipt. Statement of a problem

With development of mobile data transmission
networks, emergence of the smart equipment and de-
vices of the Internet of things the number of crimes in
the information sphere considerably increased [1]. In-
crease in losses and orientation of incidents in the
sphere of information security on the state resources
forced legislators to develop and accept strategy to pro-
tection of a cyberspace of Ukraine [2]. Usually re-
searchers of information security allocate a triad of
properties of a system in terms of its security. In work
[3] it is developed mathematical model of information
security in which attention is evenly paid to each of
components of a triad of information security.

It should be noted that in the majority of a research
allocate only a component confidentiality, without pay-
ing attention to components integrity and availability.
Sean Kanuk, the national officer of investigation con-
cerning cyber security in National council of investiga-
tion in ODNR, emphasized recently that violation of
integrity (data, processes, infrastructure, the software) is
the largest threat in a cyberspace [4].

Proceeding from all aforesaid, the problem of in-
tegrity has to be considered as it is very important. The
integrity has to be provided, but not be controlled. Us-
ing simple control of integrity, the error of signatures of
messages can provide the message to a full deviation
that will increase data processing time from IoT de-
vices.

This delay can be rather critical for some systems
(the life support system, the system of brakes of the
car).

Presently in communication channel a large num-
ber of various noise-immune codes which significantly
differ from each other, not only computing weight but
also a possibility of correction of noises is used. In the
majority of hardware devices for control and ensuring
integrity checksums are used.

The purpose of the offered work: to analyse a pos-
sibility of use of a method of Pascal for definition of
remainders of division in the CRC systems.

1. Review of references

At assessment of energy efficiency of use to the
manager of noise-imunne coding in different
communication channels biased to consider a set of
factors different in the nature. It is necessary to
understand driving force as a factor of any process
(phenomenon) or a condition which affects on this or
that process (phenomenon) [5].

Cyclic redundancy check (CRC) is the error detec-
tion code which is the most often used on the digital
networks and storage devices for detection of random
changes in the raw data. The data units entering these
systems attached a short check number, on the basis of
the rest from polynomial division of their contents. On
extraction calculation repeats, and, eventually check
numbers do not correspond, measures for mitigation of
consequences can be taken against damage of data.
CRCs can be used for error correction [6].

CRCs so are called because check (data validation)
value is duplication (it develops the message, without
adding information), and the algorithm is based on cy-
clic codes. CRCs are popular because they are simple to
implement in the binary hardware easy to analyze
mathematically, and especially good in detection of the
widespread errors caused by noise in transmission
channels. As the check number has fixed length, func-
tion which generates it is sometimes used in quality a
hash function.

CRC was invented by W. Wesley Peterson in
1961; the 32-bit CRC function used in Ethernet and
many other standards is work of several researchers and
was published in 1975.

CRCs are based on the theory of cyclic error cor-
recting codes. Use of systematic cyclic codes which
code messages by adding of a check number of fixed
length for the purpose of error trapping in communica-
tion networks, at first was offered to W. Wesley Peter-
son in 1961 [7]. Cyclic codes not only are simple to
implement, but also to have advantage of subcirculation
especially well for detection of burst errors: the con-
tinuous sequences of garbage characters of data in mes-
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sages. It is important because burst errors are the gen-
eral transmission errors in many transmission channels,
including magnetic and optical devices of storage. Usu-
ally n-bit CRC belonged to a data unit of arbitrary
length, will find any only error burst not longer, than n
of bit and a part of all longer error bursts which it will
find, (1 —2™).

The specification of the CRC code demands defi-
nition of a so-called polynomial of the generator. This
polynomial becomes a divider in polynomial long divi-
sion which takes the message as a dividend and in
which it is discarded private, and the rest becomes re-
sult. The important protest consists that polynomial co-
efficients are calculated according to arithmetic of a
final field, thus, addition operation can always be car-
ried out a digit-by-digit parallel (is not present any, bear
between digits).

In practice all most often used CRCs use the Ga-
lois field of two elements, GF (2). These two elements
are usually called 0 and 1, conveniently corresponding
to architecture of a computer.

CRC call n-bit CRC when its value of check is n in
bits long. For this n of several CRCs are possible, eve-
ryone with a different polynomial. Such polynomial has
the highest degree of n that means that it has n 1 condi-
tions. In other words, the polynomial has n 1 length; its
coding demands n 1 bit. Pay attention that the majority
of polynomial specifications or discards MSB or LSB as
it always 1 year. CRC and the connected polynomial
usually have the name of the CRC-n-XXX form as in
the table given below.

The simplest system of detection of errors, parity
bit, is actually 1-bit CRC: it uses a polynomial of gen-
erator X 1 (two conditions) and has name CRC-1.

CRCs are specially intended for protection against
the general types of errors on transmission channels
where they can provide fast and reasonable ensuring
integrity of the transferred messages. However they are
not suitable for protection against intended change of
data.

First, as there is no authentication, the hacker can
edit the message and repeatedly calculate CRC without
the found replacement. When it is saved together with
data, CRCs and cryptographic hash functions by do not
protect from intended data modification. Any applica-
tion which demands protection against such attacks
should use mechanisms of cryptographic authentication,
such as message authentication codes or sign-code sig-
natures (which are usually based on cryptographic hash
functions).

Secondly, unlike cryptographic hash functions,
CRC is easily reversible function which does it im-
proper for use in sign-code signatures [8].

Thirdly, CRC is linear function with property it

crc(x@y@z) = crc(x)@crc(y)@crc(z)

as a result, even if CRC is ciphered with the stream ci-
pher which uses XOR as its union operation (or the
mode of the block cipher which effectively turns it into
the stream cipher, such as OFB or CFB), both the mes-
sage and the connected CRC can be managed without
the knowledge of encrypting key; it was one of the

known shortcomings of design of the protocol [6] of
Wire equivalent private life (WEP).

CRC codes are used in different protocols for defi-
nition of errors, for example CRC-1 most hardware;
also known as parity bit, CRC-4-ITU used in ITU-T
G.704, CRC-5-ITU used in ITU-T G.704, CRC-5-USB
- USB token packets, CRC-6-CDMA2000-A mobile
networks.

2. Research problems

Main purposes of the paper to prove a possibility
of application of a method of Pascal for calculation of
checksum at noise-immune coding.

For achievement of a goal the following tasks were
solved:

— to analyze a possibility of application of CRC for
noise-immune coding in various communication chan-
nels;

—to show a possibility of application of a method
of Pascal for the offered method in [9] a method of
noise-immunecoding,

3. Use of checksums in noise-immunecoding

As it was already noted earlier, because of low-
quality physical communication channels and influence
of hindrances, in information that it is transferred can be
brought distortion. On the reception party it is very dif-
ficult, and at times at all it is impossible to recognize the
transferred message. Qualitatively to transfer informa-
tion experts use such methods as transfer of the message
several times or coding the message with adding to a
large number of service information. This leads to the
fact that the amount of information transmitted is sev-
eral times greater than the information part, and the
communication channel is engaged for a longer time.

Optimization of process of data transmission can
be reached for use of checksums. The method of check-
sums is based on addition control bit to three informa-
tion bits, determination of Checksum and information
transfer with two to addition bytes of test information
(is-a bit of parity or CRC 1).

This method assumes the possibility of detecting
and restoring distorted bits of information by re-sorting
distorted blocks of 4 bits.

Then we find remainders of division on number
11, 13, 14, 15 and created four sequences of CRC-4.
The choices of these numbers are not accidental.

They are mutually simple, that is having no com-
mon divisors. Also choosing these numbers, we choose
a fairly large range of uniquely determined numbers.
Transfer to decimal numbers I = 1..16 remains are ap-
plied in top the category the last symbol? Findings of
the sum of finding of remainders of division on 11.13,
14.15 are applied 12 Sim - it was preferred from the
massif by transfer to decimal number of finding of re-
mainders of division on 11.13, 14.15:

11x13x14x15=30030.
On host in the presence of twisting at the first
check (check of bit of parity) it is possible to carry out

the second inspection (to allocate only information part
and, to find remainders of division on 11.13, 14.15 and
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to compare to checksum). So the system is checked for
existence of collisions. Thus, we will be able to localize
a mistake and also in most cases to restore the message.
For simplification of the procedure of receiving
remainders of division and acceleration of the devel-
oped method of noise-immune coding by means of
checksums it is necessary to use the Pascal method.

4. Use of a method of Pascal concerning
receiving a remainder of division

The criterion of divisibility [10, 11] was created by
the French mathematician B. Pascal. By means of this
method it is possible to receive a remainder of division
[12]. Let's formulate the following statement:

Let

a=a,...apa ,
where a — is number which remainder of division on d

should be found, g¢;,i=1,...n — number figures in a
system with a basis, then

az(z;l:l(”ixai)?rmdd)modd, (1)

where 1, =r,_; xm 2 modd,i>1, =1.

In the offered method of noise-immune coding [9]
the number is presented by means of a binary numeral
system. For an example we will find a remainder of

division 42,,=101010, on 3,, that’s a=101010,
m=2,d=3.
Let's calculate 7 :
r =1 — by definition;

m» =;zi><m=1><2=2m0d3;
I"3 =r2><m=2><2=4=1m0d3;

ry =ryxm=1x2=2mod3.

As r, =r5, 15 =13, that is the sequence began to

repeat.
Itlooks 1,2,1,2,1,2,1, ....
Now, it agrees (1), we will find the rest:

a=( ot xa; mod3 o=
(r] X047 x14+13x0+14 x14+75 X0+ 7 Xl)rmd3 =
(3><r2)mod3=0mod3.

It is obvious that r; for any d will begin to repeat at
most through d-1 steps. This fact allows to count only
once in advance to a constant and to work with them
that in turn does possible creation hardware and pro-
gram realization of a method.

4.1 Determination of Checksum. Let's consider
an algorithm of noise-immune coding which is based on

search of options [13]. Let a=ajs,...apa; — be the
message with a size multiple 3, ¢;,i=1,...3n — its fig-
ure in binary records. Let's consider it as a set of 3-bit
groups. For each of them we will calculate its sum be-

hind module 2 and we write down the received result in
the message after the current group. That is we will re-

ceive a modified the message d=ay,, ...a,a; , where
a; = (a;,1 +a;,5 +a;,3)mod2 for i=1,5,9,...,4n-3.

It will allow to reveal one mistake in each of the
fours. Now we will consider @ as Binary number and
we will find its remainder of division on 11, 13, 14, 15.
The choice of the specified numbers is caused by the
size of Checksum which under existing conditions has
the size which is equal two bytes. Further it is given r;
remainders of division for numbers 11, 13, 14, 15 (re-
spectively):

7,3,6,1,...;
1,9,5,10,7,1, ...;

—

1,2,4,8,5,10, 9
1,2,4,8,3, 6,12
1,2,4,8,2
1,2,4,8, 1

Let a’ the received message. Let's check whether
there are mistakes at each of the fours, having used the
checksum of each of them, that is we will find all such
of the sequence 1,5,9,...,4n—3, that

a; * (al-+1 +al-+2 +al-+3)mod2 .

Let them m . It is possible to obtain compliance to
checksum, to invert one bits in each of the fours. For
finding of the initial message, we use full search. In
total 4" variants [14]. It is obvious that, for check of
each option it is necessary to spend time for excess op-
erations. We use the Pascal method. For this purpose we
will calculate the remains for ¢ without invert. Now,
changing one bit of the four, we can update the received
remains. Thus the fours are not distorted are analyzed
only once.

Let's review an example.

Let a=111011110, (gaps 3 byte groups are allo-
cated). Let's calculate for each of groups checksum. For
example for the last (l +1+ 0)mod2 .

Thus a=111101101100, (gaps 4 byte groups are

allocated).
Let's find remainders of division on 11, 13, 14, 15:

a=111101101100, = 3948;
a=10mod11;a =9mod13;
a=0mod14;a =3modl15;
Let the received message
a'=111001101100,.

Let's calculate control to the sum for each of the
fours and we check with received. Thus, we reveal there
are mistakes at the 3rd four (at the account on the right).
Let's find remainders of division a':

ad =3692; a =7modll; @ =0mod13;

a =10mod14; a= 2mod15;

Possible options of the four that it is accepted with
a mistake: 0110; 1010; 1100; 1111. Because only one
four is distorted, rather separately to consider remain-
ders of division of the distorted and not distorted part of
the message. For not distorted part of the message for
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various modules, they will equal 9 mod11, 4 mod13, 10
mod14, 3mod15.

For the distorted parts there are following options:

— first variant — 7 modl1; 2mod13; 10 mod14; 6
modl15;

—second variant — 8 mod11; 12mod13; 12 mod14;
10 mod15;

— third variant — 3 modl1; 4modl13; 6 modl4;
12 mod15;

— fourth variant — 1 mod11; 5mod13; 4 modl14;
0 modl15;

We calculate the remains for all message and we
compare them to the received checksum:

— first variant — (9+7) mod11 = 5 mod 11 — does
not coincide;

— second variant — (9+8) mod11= 6 mod11- does
not coincide;

— third variant — (9+3) mod11= 1 mod11- does not
coincide;

—fourth variant — (9+1)modll= 10modl11;
(4+5)mod13=9mod13; (10+4)modl14= 0 modl14; (3+0)
mod15=3 mod15- all remains coincided - the solution is
found.

When using a method of Pascal there is no need of
division of numbers into value of modules. Let's make
the table of correspondences of size of the rest from
number of bit (tabl. 1).

Table 1 — Compliance of size of the rest from number to bit

Let's consider the first option of the distorted four -
0110.

By use of Pascal method (1) define the remains
from division:

(6+1)mod 11 =7mod 11;
(5+10)mod 13 =2 mod 13;
(2 +8) mod 14 = 10 mod 14;
(2+4)mod 15 =6 mod 15.

What corresponds to the remains which the sums
of numbers 1024 and 512 received from division on 11,
13, 14.15 respectively. It is similarly possible to receive
all other remains for all options of the distorted four. In
case of distortion more than one four as it is told above,
it is necessary to reconsider 2m variants.

As during calculation of the rest we consider the
sum, it is possible to count only its part. Thus we can
separately find influence of each figure of number on its
remainder of division that allows creating parallel reali-
zation.

For example, everyone process can transfer the
part and a position of the first figure of her in all number
that allows to find its influence on a remainder of divi-
sion of numbers. Having collected all results, we can
receive the rest.

Conclusions

Use of a method of Pascal for definition of re-
mainders of division allows to accelerate considerably

9 10 11 12 process of search of various options the message which
11 3 6 1 2 will be restored. Realization of the offered method al-
13 9 5 10 7 lows to create parallel structures which give the chance
14 4 8 2 4 to solve a problem of recovery of the message on the
15 1 2 4 8 scale of real time.
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Bukopucranns meroay Ilackans pis1 nigpaxyHKy KOHTPOJbLHHUX CYM
Y 3aBalOCTIHKOMY KOTYBaHHi

B. 4. IleBHeB, M. B. Ilypanos, I'. A. 3emnsanko, B. C. Xapuenko

AnoTtanis. IIpeamMeTom BHBYEHHS B CTATTI € MOMJIMBICTh BUKOPHUCTAaHHS MeTORy [lackais uist 3HaXODKEHHS 3aJTUIIKIB
BiJ{ JiIeHHs BeMKKUX 4rcen npu BukopucranHi CRC. MeTolo € npoaHaiizyBaTH MOXJIUBICTh BUKOpUCTaHHS MeTony [lackas
JUIs BU3HAYEHHs 3aJIMIIKIB Bif AineHHs y cucremax CRC. 3aBmanmsi: npoananizyBatu MoxuBicTh Bukopucranus CRC s
3aBaJIOCTIHKOr0 KOJyBaHHS y pi3HUX KaHajax 3B 53Ky, [TOKa3aTH MOXIIMBICTh 3aCTOCyBaHHs MeToxny [lackais st criocoOy 3aBa-
JIOCTIHKOTO KOIYBaHHS 3 BUKOPHCTaHHSIM KOHTPOJIBHUX CyM. BHKOPHCTOBYBaHMMH METOHAMH €: aHAUTITHYHUH METOM, METOIH
MozanbHOI apudmernku. OTpumani Taki pe3yabTaTi. Po3pobieHa MeToIMKa MiipaxyHKy KOHTPOJILHOI CyMH TTOBIZIOMIICHHS, AKi
BHUKOPUCTOBYIOTBCS JUIsI KOHTPOJIIO HiJTICHOCTI Ta BiJTHOBJICHHS CIIOTBOPEHOrO HOBiToOMIICHHS. BicHOBKH. Bukopucranus mMeTo-
ny [Tackanst u1st BU3HaUSHHS 3aJIMIIKIB Bi AUIEHHS JO3BOJISIE 3HAYHO NPHCKOPHUTH IpoLiec epedopy pi3HUX BapiaHTIB MOBIIOM-
JIeHHsI sike OyJe BiJTHOBJIeHO. Peaizaltis 3alipOrloHOBaHOTO0 METO/Y A03BOJISIE CTBOPHUTH IapaleNbHi CTPYKTYPH, SIKI JalOTh MOX-
JIMBICTh BUPIILINTH 331a4uy BiJTHOBIICHHS IIOBIIOMJICHHS B MaclITall peasbHOro vacy.

KawuyoBi cioBa:3aBanocriiike kogyBanus; meroxn [lackais; minmicHICTB; TiJICHHS 32 MOIyJeM; KOHTPOJIBHI CyMH; 3a-
JIMIIKY BiJ MiJI€HHS.

Hcnosabn30BaHue MeTOAa MACKAJA IJIA MOACYETA KOHTPOJIBHBIX CYyMM
B HOMCXOyCTOﬁ‘IHBOM KOAUPOBAHUHU

B. 4. IleBnes, M. B. Ilypanos, I'. A. 3emisnko, B. C. Xapuenko

AHHoTanus. IlpeameroM u3yueHus B CTaThe SABISAETCS BO3MOXHOCTh UCIONB30BaHus MeTona Ilackans ui Haxoxzae-
HUSI OCTaTKOB OT JeneHus Oonpimx gucen npu ucnons3oBaHud CRC. Ileasio sSBIsieTCS MPOaHAU3MPOBATH BO3MOXKHOCTh HC-
none3oBanus Meroza Iackans s onpenenenus octatkos ot AeneHus B cucremax CRC. 3agaum: mpoaHanM3upoBaTh BO3MOXK-
HOCTh ucnonb3oBaHuss CRC i noMexoycToH4MBOro KOAMPOBAHMS B PA3IMUYHBIX KaHajlaX CBs3H, [I0KA3aTh BO3MOXHOCTb HC-
nonp3oBaHmsl Merona [lackams s criocoba MoMeXOoyCTOHYMBOIO KOJUPOBAHUS C HCIIOIB30BAaHUEM KOHTPOJIBHBIX cymMM. Mc-
MOJIE3YEMBIMH METOaMH SBIISIOTCS: aHAJIWTHISCKHH METOJ, METOIbl MOoJaibHOH apudmeruku. [lomydeHs! ciemyromue pe-
3yJabTaThl. Pa3paboraHa MeTOIMKa I0JCUYETa KOHTPOJIBHOH CyMMBbI COOOIIEHNUS, KOTOPbIE HCIIOIb3YIOTCS Il KOHTPOIIS 1Ieo-
CTHOCTH ¥ BOCCTAHOBIICHUS HCKa)KEHHOro coobmenus. BeiBoapl. Mcnons3oBanne merona [ackans i onpeneneHus oCTaTKOB
OT JIeJIEHMS IO3BOJISIET 3HAYUTENIBHO YCKOPUTH IIpoliecc repebopa pasiMyHbIX BApUAHTOB BOCCTAHABIMBAEMOI'O COOOILCHUS.
Peanusanus npeuiokeHHOro METO/IA TTO3BOIISIET CO3/1aTh MapasIeIbHBIE CTPYKTYPBI, KOTOPBIE TAIOT BO3MOKHOCTh PELINT 3a/1a-
4y BOCCTAHOBJICHHS COOOIIICHUSI B PealbHOM BPEMEHHU.

Kaw4ueBnle ciaoBa: HOMGXOYCTOIZ‘-IPIBOG KOAUPOBAHUE; METOI Hacxanﬂ; HCJIOCTHOCTh, ACJICHUE II0 MOAYJIIO; KOH-
TPOJIbHBIC CYMMBI; OCTaTKU OT ACJICHUSI.
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