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THE POSSIBILITY OF CREATING AN AUTOMATED CONTROL SYSTEM
OF THE VARIOUS MILITARY GROUPS

Abstract. From the experience of war and armed conflicts that have taken place in recent times, it seems that the
exchange of information in all the fields of warfare is very important in the military confrontation, which are conducted
traditionally and basically using new methods of struggle. Given importance of this factor, leading states have increased
their efforts to create a network command and control system of combat operations by utilizing new information
technologies. Nowadays, automation of the command and control systems is an effective way of carrying out of military
operations (combat operations), covering the Armed Forces command and control system from the operators of the arms
systems to the top command. In this paper there have been analyzed the possibilities for data processing and its
management of the Armed Forces and Weapons in the Automated Control System (ACS). To create conditions for
coordinated actions between types of Army, the possibility of transform their response zones into a coordinated
battlefield has been disclosed. During the decision-making process, it has been shown that the process of data
collection, analysis and distribution is the most effective technological tool for modeling of operation.
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Introduction

The modern combined arms operations (battle) is
characterized by high dynamism of combat conditions,
maneuverability of troops, large spatial coverage, lack
of precise contact line and high degree of
independence of troops. The key to achieving goals is
the ability to have superiority on control the enemy,
intelligence, destructive fire, communication, radio-
electronic fighting and navigational systems [1].
Increasing the efficiency of these is directly dependent
on resolving the contradictions between the high
maneuverability of troops with low maneuverability of
the command and control points in the combat field
and the weakness on enemy's striking fire and the
effects of radio electronic suppression. The solution of
this issue is possible by the creation and
implementation of automated command and control
systems in the armed forces using modern information
technologies.

From the experience of war and armed conflicts
that have taken place in recent times, it seems that the
exchange of information in all the fields of warfare is
very important in the military confrontation, which are
conducted traditionally and using new methods of
struggle. Given the importance of this factor, leading
states have increased their efforts to create a network
command and control system of combat operations by
utilizing new information technologies.

Nowadays, automation of the command and
control systems is an effective way of carrying out of
military operations (combat operations), covering the
Armed Forces command and control system from the
operators of the arms systems to the top command.

The main purpose of the automation of command
and control system is to increase the efficiency of the
use of potential capabilities of the troops and combat
means of destructions. The automated management

system carries out information technology for
performing certain functions consisting of staff and its
automation tools.

One of the ways to increase the effectiveness of
the use of troops and means of destructions is to
predict the outcome and consequences of military
operations by using mathematical modeling. The
purpose of the application of modeling technologies is
simultaneously reduce material and financial costs by
increasing the effectiveness of the use of military
forces and combat means of destructions [2].

Changes in the structure and logistic support of
the Armed Forces, changes of the management in
peacetime and wartime, and changes in the forms and
methods of using various military units in the military
operations encourage the improvement of operational-
tactical calculation methods, the creation of
specialized mathematics and software for military
purposes.

However, it can be concluded that practical
implementation of these concepts is possible with the
utilization of new information technologies and
maximum automation of the management system in
the process of command and control the troops and
combat means of destructions. Implementation of these
provisions will be achieved through complex
automation of troops command and control processes
and establishment of a highly automated, stationary,

mobile battle command-control system, which
operates in real time as close as it possible does.
Approach to the creation
of an automated management system
The maximum automation, operative and

justification of the headquarters, which ensures the
level of effectiveness of the tasks of headquarters,
should organize the basis for the creation of the
automated control system of armies and combat means
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of destructions. This is possible through extensive
automation of main processes of the command and
control systems at all levels in the automated
command and control system of troops.

The analysis of the work carried out in the field
of automation of command and control systems and
application of information technologies in decision-
making practice shows that the up-to-date
investigations covered mainly automation questions
for the management of separate functional systems. At
the same time, it is evident from research and practice
that the effectiveness of command and control is
reduced when automation is not associated with the
objectives and tasks of the combined troops operation
[battle] [3].

Therefore, the systematic approach to automation
should be focused on the command and control theory.

The functional activities of officials should be
taken into consideration and mathematical models
should be used during the process of the automation of
headquarters work practice and the application of new
information technologies.

At this time, the design of the automation system
should define its:

system principles,
subsystems;

locations of information resources;

principles and protocols of exchange;

requirements for type of assurance and interface
requirements.

Analysis of military command and control
technologies and application of information
technologies allows selecting a number of priority
areas during work on automation of troops and
weapons management systems.

The first, in the face of modern armed conflicts,
the sides which has quickly explore information about
the composition, position and nature of the opposite
grouping and had transmit this, in accordance with the
circumstances, makes the decision, conducts planning
and achieves the advantage over the enemy by
implementing its intentions.

The advantage of information allows the
achievement of the objectives set out in the case of less
labor and combat means of destructions than the
enemy one.

This can be achieved primarily by the creation of
a unified information command and control system for
automation  of management, communications,
intelligence and automation of the radio-electronic
systems and on that basis their automated management
of troops from the destructive weapon level to the
strategic headquarters.

Secondly, there are always changes in the means
and methods of the armed struggle, but modern and
perspective operations are of a general character. It
appears from the experience of modern war and armed
conflicts, the concept of air-to-surface operations.
Therefore, automation is based on general operations.
Establishing an automated command and control

structure, functions and

system for troops and combat means of destructions an
integrated approach to integrating the functional
subsystem of forces and types of troops into a single
managed system based on common principles and
rules. Its main components should be the automated
sub-systems of land forces, air force and air defense
armies, intelligence, communications, radio-electronic
warfare, technical and logistics [4].

Third, the increasing complexity of the military
operations management processes of different types of
troops requires increasing the intellectual level of the
automation tools. It is extremely difficult to make a
decision on the conditions that arise from
systematization of the information flow, even if the
process of collecting, processing and reflection of
incoming information is automated.

The application of electronic computing
techniques in automation equipment complexes creates
conditions for increasing the quality of information
processing and efficient management of its issues.
Where there is no effective intellectual approach, this
is simply a simple reference-information system with
the ability to solve individual computing issues.

Therefore, it is necessary to include a complex
of multifunctional mathematical models that reflect
the real conditions of combat operations, taking into
account the functioning of the troops of the
automation equipment complexes to be developed in
the future [5].

According to military experts from the leading
states, mathematical models allow to unite the various
types of information flows in the military
administration in a single system and to create a base
for better introduce to commander about combat
condition.

Modeling the development of the different
options can provide effective support for decision-
making. This approach provides for the application of
a mathematical modeling complex for immediate
control of the troops (combat vehicles) during the
execution of combat missions, taking into account the
fact that the simulation of combat activities is often
faster than real.

In this case, information about specific
operational and combat conditions can be used to
select targeted managerial activities that enable the
modeling of various development variants of combat
activities and the achievement of their goals.

Based on the priorities mentioned, the following
approach can be used to establish an automated
command and control system for troops and combat
means of destructions:

- The ACS structure should incorporate all
officials, including communication, intelligence,
combat means of destructions and radio-electronic
control systems into a single information management
network;

- ACS to be built on the principle of modules
should be able to develop flexibly and continuously
based on a single information management network;
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- Integrated standards and formats should be used
here, full compliance should be ensured, including
software and hardware used and unauthorized access
to information;

- The basis of the ACS should be provided with a
vertical and horizontal link that provides an effective,
realistic function, prompt access to information
verified by any officials should be ensured;

-  The decision-making support system
implemented in the ACS, the planning of the
deployment of troops and combat means of destruction
should be based on complex multifunctional
mathematical models and modern  Custom
Mathematics and Software (CMS). At this time, the
following model groups should be included in the
CMS:

- a model of systems and combat means of
military appointment, which also reflects the
properties of weapons and combat technology;

- models of troops that describe the activities of
different military units, their strengths and types of
troops, due to their authority;

- communication systems
systems of troops and its groups;

- assessment models of the methods of the troops'
use;

- models of combat activities reflecting physical
and geographical features and infrastructure elements;

- models of daily operations processes and
facilities of troops.

Practical implementation of the views mentioned
above allows to create the centralized network-based
and regional-type ACS network distribution that
ensures command and control of troops and combat
means of destructions from central command point.
The modular installation of the system is conditioned
by the compatibility of information processes
conducted at all levels of headquarters (commanding
officials) at this time. Technical basis of the modules
that provide functionality of the officials should be
made up of universal automated work places combined
in the local computing network of the command and
control points [6].

The size and number of management tasks, as
well as the number of modules in the automation
sector, military officials and troops management
system depending on the location of the event is
determined as a function by the specific control group.

and management

The application
of automation systems

The basis for the logical-information combination
of computing means for data compilation should be a
general CMS based on the module principle.

It should ensure that the efficient work of the
military officials in the daily activities on the
preparation and combat operations of the troops.

New information technologies, expert systems,
collective work with artificial intelligence in its
development systems and military geo-information

systems should be create, as well as a complex of
mathematical models capable of providing
management solutions. Therefore, one of the important
directions of the establishment of ACS for troops and
combat means of destructions is the development of
the CMS.

The military units should provide the following
when establishing ACS:

- Adaptation of the structure, composition and
interaction of system elements to the conditions of the
troops;

- High durability in the conditions of active fire
and radio-electronic impact of the enemy;

- comprehensive substantiation of the decisions
made, automation of operational-tactical calculations,
preparation of graphical documents with the execution
of tasks, and prompt delivery of battle commands and
signals.

Implementation of these requirements is possible
in the ACS, which is based on the distribution of data
in local computing networks. The composition and
functionality of the ACS elements allows it to adapt to
real conditions without organizational and technical
changes. Therefore, the system must have a modular
structure, and the supply of each module with
automation means must conform to the level of the
management system [7].

It should be noted that their practical realization
is impossible without the development of a unified
territorial communications system. This perspective
envisages the establishment of a  unified
telecommunication network based on information
technology and the use of channels and automation
tools for modern digital communications. For this
matter, development of perspective network protocols
able to perform dynamic addressing and modular
networks ~ management  tasks is  required.
Communications systems on tactical level should be
develop on the way of multifunctional data-
management system of the system development, built
on the base of integrating management functions of
troops, combat means of destruction, intelligence and
means of radio-electronics struggle.

This system should be coordinated with the ACS
operational level and distributed in the field of warfare
and composed of appropriate automation tools and
management modules integrated into a single system
of mobile communication systems.

The complex of automation means should be
created in accordance with the principles of
unification, modulation, architecture, and adaptation.
At this time, installation of module based on principles
of the systems network must ensure the complex of
activities of the management system of the units and
the automation of the signals and command of battle
management control.

The basis of the ACS should be a set of
automation tools equipped with software and hardware
at all levels of commanding position, from the unit
commander to the staff.
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Interconnection between all complexes of
automation means, automated workplace, mobile and
stationary command and control points, also movable
automation means of commanders at tactical level,
performs by navigation-communication terminals.

The software of the automation toolkit must be
authenticated, and the level of subordination should be
determined by its regulation. This allows the
automation tool complex of any management level to
be adapted to the organizational structure changes of
the troops. In addition, the principle of integrated
software for the complexes of automation means
should be applied (the same software package is
installed in the automated workplace of each official).
Access to information and assignments should be
achieved by adjusting the protection of system's
settings against unauthorized access [8].

In the ACS, the information circulation should be
carried out in real time and transmitted in the form of a
graphical, text, table and video description, which is
optimal for perception. This allows the unit
commander to be fully informed about his units
activities in the battlefield.

Directions of use of information technologies
in the processes of the troops management

The proposed approach allows all military
officials to obtain any information that is related to
them and to use them in the interest of maximizing the
combat capabilities of subordinate divisions and units.
At this time, every part of the system is becoming a
supplier of information, as well as to be demanding.
However, if these conditions are met, the system may
operate without interruption by the opposite effect of
the enemy's information activity.

Practical implementation of the establishment of
ACS of troops and combat means of destruction into
the work practice of the military administration,
automation systems and troops management processes
is impossible without the creation of a System of
Information Technology Introduction. The capabilities
of information technology and automation tools should
be fully explored by officials to ensure more effective
functioning of the system.

From the analysis and experience in the field of
automation toolkit in automation sphere and CMS has
shown that there are a number of problems with the
development and implementation of multifunctional
mathematical models, algorithms and specific software
packages.

The solution to these problems is only possible
through professional research. At this point, special
attention should be given to the modeling of operations
and combat activities.

Here, there is a need to resolve the scale of large
tasks to determine the scope from the development of
the mathematical and imitation models of the armed
struggle and the developing directions of the CMS
development  programs, to  their  practical
implementation [9].

It is therefore more appropriate to solve the
following tasks:

- the creation of a multifunctional mathematical
model complex of different levels of operation and
combat activities and simulation of the bilateral
imitation of armed struggle;

- creation CMS of the automation tool system and
their next development, its scientific-methodical,
methodological and technological compatibility;

- development of the calculation and information
programs of the combat operations and planning tasks
for the destructive strikes and ACS basic information
provision;

- formation of scientific-methodical apparatus for
system design of software packages of local computing
network on the basis of modern information
technologies.

These operations provide a scientific approach to
mathematical programming, research and modeling of
combat activities, as well as mathematical maintenance
of ACS automation tools.

Overall, special attention must be paid to the
issue of establishing an ACS database in the troops
and combat means of destruction based on unified and
standardized software with technical and information
support.

Conclusion

So, the approach to the proposed ACS allows the
systematic development of a complex of automation
tools aimed to accomplish a specific management tasks
and the needs of the functional groups and military
commanding officials in a single system.

So that:

1. The use of mathematical modeling methods in
the creation of an automated management system
enhances the effective use of different groups of troops
in the combined arms operations.

2. The development of special software creates
conditions for units and troops to carry out their
military tasks according to prediction of the course and
result of the operation and depending on situation by
supporting decision-make process to use troops.

3. The modular construction of the automation
tool complex in the Automated Control System
ensures compliance with the information and
management processes carried out in the command and
control department.
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O BO3MOKHOCTH CO3IaHMSI
aBTOMaTH3HPOBaHHbIX CUCTEM ynpan.nemm pas.mmnux BOUHCKHUX ‘IaCTeﬁ

T. H. Muxkaunos, A. A. Baiipamos

AHHoTanus. 3 onbiTa BOHH M BOOPY)KCHHBIX KOH(JIMKTOB, MMEBIINX MECTO B HOCIEAHEE BPEMs, NPEJICTABIACTCS,
4yro OOMeH uHpopmaiueidl Bo Bcex cdepax BOCHHBIX [EHCTBUH OYeHb BaKCGH B BOCHHOM IIPOTHUBOCTOSHHMH, KOTOpPOE
TPaJMLUOHHO U B OCHOBHOM IPOBOJAUTCS C HCIOJIb30BAHHEM HOBBIX METOJO0B OOpbOBI. YUUTBIBAs Ba)KHOCTh 3TOro (hakropa,
BEJlyIlIE I'OCYAapCTBa aKTUBU3UPOBAIN CBOM YCHJIMS IO CO3JAaHMIO CETEBOH CHCTEMBI YIpaBleHHs OOCBBIMM JIEHCTBHAMHU C
UCHOJIb30BAHUEM HOBBIX WH(OPMALMOHHBIX TEXHOJIOrWi. B HacTosiiee Bpemsl aBTOMAaTW3alMsi CHUCTEM KOMAH/OBAHUSA U
yIpaBiieHus sSBIsieTcs 3G GEKTUBHBIM COCOOOM IIPOBEACHNUS BOCHHBIX JeHCTBUIT (OOEBBIX JIGHCTBHIA), OXBATHIBAIOMINX CUCTEMY
YIIpaBJICHHS BOOPYKEHHBIMU CHJIAMH OT OIIEPAaTOPOB CHCTEM BOOPY)KEHHsI 110 BBICIIET0 KOMaH0BaHUA. B naHHOM craThe ObLIH
[POAHAIM3UPOBAHBI BO3MOKHOCTH 00pabOTKU IaHHBIX M YIPaBJICHUE BOOPY)KCHHBIMH CHJIAMU U OPYXHEM C HCIIOIb30BaHUEM
ACY. Jlng co3naHMs YCIOBUH Ul COIVIACOBAHHBIX NEHCTBHII MeXIy pa3lIMYHBIMH IIOJpa3[eiIeHUsIMH Oblla pacKpbITa
BO3MOJKHOCTB IIPEBPALICHUS X 30H PEarnpoBaHus B CKOOPAMHUPOBAHHOE IoJie OUTBBI. B mponecce npuuATHA perueHus ObL1o
MOKa3aHo, YTO Npolecc cOopa, aHaIW3a M PAaCpOCTPaHEHUs JAHHBIX sBisieTcsl Haubosnee 3(QEeKTHBHBIM TEXHONIOIMYECKUM
HMHCTPYMEHTOM JUISl MOJISIIUPOBAHUSI PaOOTBI.

Kaw4ueBnle cJioBa: apMusi; CpeACTBa OIHEBOI'O IIOPAXXCHUS; AaBTOMATU3HMPOBAaHHAS CHUCTEMa YIIPABJICHUS,
CrieuaJIbHOE IIPOrpaMMHOC 06€CH6‘~IGHI/IC; BOCHHBIN KOHq)J'lI/IKT; aBTOMaTI/I?,I/IpOBaHHBIﬁ KOMIUICKC.

IIpo MoKIMBiCTH CTBOpEHHS
aBTOMATH30BAaHHUX CHCTEM YNPABJIiHHA Pi3HUX BiliCbKOBHX YaCTHH

T. H. Mikainos, A. A. Baiipamos

AHoTanis. 3 10CBixy BOEH 1 30pOHHIX KOH(DIIIKTIB, [0 MaJId MiCLle OCTAaHHIM 4acoM, 3[a€ThCsl, 110 0OMIH iH(popMaliero
B ycix ctepax BIHCbKOBHX Jill AyXe BajJIMBUH y BifICbKOBOMY IIPOTHCTOSIHHI, SIK€ TPAJHULIIHO i B OCHOBHOMY IPOBOAUTHCS 3
BUKOPHUCTaHHSIM HOBHX METOHIB 00poThOM. 3 Oriisiy Ha BaXKIMBICTh LIbOIO YMHHHUKA, NPOBIJHI JICP)KaBU aKTUBI3YBaIM CBOI
3YCHIIIA 31 CTBOPEHHS MEPEXEBOI CUCTEMH YNPABIiHHS OOHOBUMM AiSMU 3 BUKOPUCTAHHAM HOBHMX 1H(OpMaliHHUX TEXHOJOT1H.
B nanumit wac aBroMaru3allis CHCTEM KOMAaH/IyBAaHHS 1 YIpPaBIiHHSA € €(EeKTHBHMM CIOCOOOM IPOBEICHHS BIHCHKOBUX Aiit
(OoitoBHUX Jiif), IO OXOIUIIOIOTH CHUCTEMY YIpaBIiHHA 30pOHHMMH CHJIaMH BiJl OIEpaTopiB CHUCTEM O30pOEHHS O BHIOTO
KOMaH/lyBaHHs. Y JaHiii craTTi OyaM npoaHanizoBaHi MOXIMBOCTI 00pOOKHM JaHUX i ynpaBiiHHA 30pOHHUME cHiIaMU 1 30pO€to 3
BukopucranHsiM ACY. Jlns cTBOPEHHsS YMOB ULl y3TOJDKCHHUX i MK pI3HUMH mHigposainamu Oyna po3KpHTa MOMJIMBICTBH
MIEPETBOPEHHS X 30H pearyBaHHS B CKOOPJIMHOBAHE Ioje OUTBHU. Y Ipoleci NPUHHATTA pillleHHs O0yJ0 MOKa3aHo, 10 MpoLec
300pY, aHaJli3y Ta NOLIMPEHHS JAHUX € HalO1IbI e(h)eKTUBHUM TEXHOJIOIIYHUM IHCTPYMEHTOM JUIS MOJICIIFOBAHHS POOOTH.

KawuoBi ciooBa: apmis; 3aco0M BOTHEBOIO YpakKeHHS; aBTOMATH30BaHA CHCTEMa YIPABIIHHS; CIeNialbHe
IporpamHe 3a0e3neyeHHsT; BIICbKOBHH KOH(MIIIKT; aBTOMAaTH30BaHUI KOMILIEKC.
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