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CONCEPTUAL ANALYSIS OF IRIS RECOGNITION SYSTEMS

Abstract. Biometric is a reliable measurable physical feature as passwords. A biometric framework automatically
provides evidence of an individual's identity based on the individual's unique features. Iris recognition is one of the
physiological ways used to identify a person in the group and is one of the accurate biometric systems. This paper
deals briefly about the surveys those done before about Iris recognition system and its benefits and uses in information
technology and security fields. The use of low-cost equipment can help to make iris recognition other standards in
security contexts, as the requirements for a secure identification are walking. As human Iris gives a phenomenal
design for identification. In recent year, the acquisition, rehabilitation, quality assessment, compression of the image,
divisions, noise reduction, normalization, removal of features, iris code match, large-size data base searching,
applications, evaluation, performance in different conditions, and multi biometrics have been developing irises
recognition in several active fields of research. This research gives at the background of iris recognition and literature

of methods in various fields.
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Introduction

Biotechnology is now a topic of research because
of its high reliability and its ability to identify human
beings. Biometric applications identify a person based
on his behavior or physical characteristics. Physical
characteristics include fingerprints, palm printing, hand
geometry and iris patterns, or behavioral characteristics
(such as typing patterns and handwritten signatures)
which contain unique information about an individual.
This type of ID technology is better than password, PIN,
or anything else. Biometric technology can be used and
applied for verification and reliable identification such
as access control for sensitive and restricted areas,
controlling passengers in airports and terminals, access
to warehouses, access to server rooms and data center
room [1], passing between borders and many other
purposes. Until now, most of the iris has concentrated
on entire and clean iris photos. The image’s quality
should influence the recognition or authentication of the
iris. Fewer authentications of iris systems considered
from a distance, the moving images those captured
under very low light and of poor quality of iris taken
from the camera definitely destroy or affects the
performance of iris authentication or identification [2].

Literature review. Before the iris was recognized,
the iris is locating by using landmark features. These
characteristics and the specific state of the iris include
imagery, separation and extraction. Limitation of the iris
is a critical advance in iris acknowledgment in light of
the fact that, whenever done inappropriately, resultant
clamor (e.g., eyelashes, reflections, understudies, and
eyelids) in the picture may lead to poor execution. The
concept of use of iris patterns to identify an individual
was suggested by the Frank Burch, ophthalmologist in
1939 [3]. In 1985, the concept of no two irises are
similar was proposed by both Drs. Aran Safir and
Leonard Flom, ophthalmologists. In 1987, and both Drs.
Aran Safir and Leonard Flom were awarded the iris
identification concept patent. Dr. Flom had approached
Dr. John Daugman to make an iris identification of
human algorithm. In 1994, the Defense Nuclear Agency

started testing and providing a prototype unit, completed
by 1995 , due to combined efforts, Dr. Daugman, and
Drs. Flom Safir. In 1994, Dr. Daugman obtained a
patent for his automated algorithms for iris recognition
[4]. The first products commercially released in 1995.
The broad patent covering the principle of iris
recognition ended in 2005, providing marketing
opportunities for other companies those have made their
own iris recognition algorithms. The patent developed
and implemented by Dr. Daugman on the
implementation of IrisCodes ® recognition did not
expire until 2011 [5].

1. Biometric Technology

Biometrics are the automated wusing, for
determinate identification or verification of the
physiological or behavioral characteristics. Various
aspects of this definition need to be developed. Every
biometric identifier scan is divided into two groups:

1) physiological;

2) behavior.

Biometrics are depending on measuring the
distinctive physiological and behavioral properties of
biometrics. The physiological biometrics, based on
direct measured parts of the human body, are considered
physical-scan, face-scan, iris-scan, man-scan, and retina
skirting. Signing and voice scanning are considered as
behavioral biometrics, based on measures and data
derived from an activity and therefore indirectly
measuring human body characteristics. For behavioral
biometry, the element of time is essential, and the
characteristics measured are related, with a beginning
and end, to actions such as spoken or signed words.
Physiological/compatible classification is a useful way
to view biometrics, since certain performance and
privacy factors often differ among two types of
biometrics. However, the distinction between conduct
and physiology is what artificial. Behavioral biometrics
is partly based on physiology, for example the shape or
skill of the hands and fingers in the signature- scan of
vocal cords in a vocal-scan. The way the user presents a
finger or looks at a camera, for example, is likewise
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influenced by physiological biometric technology.

The biometric system is working by following
below steps :

a) catching an example of exceptional element;

b) changing the example utilizing couple of
numerical models into biometric format;

c) this biometric arrangement will give an
institutionalized, effective, and significantly isolating
depiction of highlight;

d) examination with different layouts to decide
personality.

Depending on the element used, a decent biometric
is described ; completely unique, so that there is no
possibility for a pair of persons of similar characteristics
— so that over time the feature remains fluid and is
adequately acquired — to provide the user with adequacy
and prevent dispersion of the feature.

2. The Human Iris

Iris is the eye's pigmented area. This is a muscly
circular diaphragm, which separates the two eye
regions. It stretches across the eyeball from the ciliary
muscle before the lens. The light enters the eye, which
is called a pupil, through a small circular opening in the
middle. The iris checks the light that enters the eye
when the eyes are tightened or relaxed, and thus the
pupil contracts or dilates. Fig. 1, describes Eye external
part containing Iris.

Irig

Lens

Fig. 1. Human Iris

During the elementary lifetime the particular
pattern in the iris region is established and stromal
pigmentation is carried out in a few years. There are no
genetic factors to the incidental process of forming the
unicular patterns of the iris. A pigment of the iris and
the color of the eye is the only feature which relies on
ancestral genes. As a result, the two eyes of an
individual are autonomously independent. In addition,
the same twins gain non-German iris patterns.

3. Iris Recognition

Iris Recognition also known as is a biometric
automatic way for the using of the iris of human floral
patterns for identifying and verifying humans. There are
demands for Iris recognition in various areas like access
controlling as well as security of the border, etc. is
increasing regularly because of iniquity features such as
rounds, ridges, furrows, complex patterns, freckles. It
therefore presents an enormous level of randomness.
The iris recognition's key advantage, in addition, of the

iris recognition speed during matching and its extreme
resistance to false matches is the constancy of the iris as,
protected, an internal but externally visible eye organ [6, 7].

3.1 Iris Recognition System Modules

In Iris recognition system, the image of Iris will be
passed and checked through (6) main steps which are
illustrated below :

1. Acquisition of images: This phase takes an
iris picture. By using cameras and sensors to capture
sequences of the images of iris from the subject. An
illumination, position and physical capture system are
used for an image acquisition [8]. Factors affecting the
image quality are number of pixels on the iris, lighting
and occlusion. For the acquisition of images most of
the iris systems require the cooperation of stern of the
user. In order to increase flexibility Ketchantang
proposed a method for obtaining the entire photo
sequence during the enrollment, and selecting the most
feasible pictures. Strong identity management supports
registration [9, 10].

2. Pre-processing: Is the second module of Iris
recognition, Preprocessing consists of a series of eyelid
like pupil detection, iris liveness detection, the detection
of iris boundary, and removal and normalization
detection. The recognition of iris vitality distinguishes
from photographing a live picture, glass eye or other
object and video playback. Unlawfully forged and used
may be the biometric characteristics. Several methods
are used for locating the portions of iris and the pupil
from the eye picture: Hough transformation, integral
differential operator, gradient-based edge detection.
Parabolic arcs are using to detect the eyes and delete the
outlines of the upper and lower eyelids. The extracted
area of iris must be mapped to a standardized form.
Methods of iris location are based on spring strength,
morphological operators, gradient, probability and
moments. Zhaofeng had developed a method for iris
location; it is depended on Hooke's law and on iteration
regime of the spring force-driven. The center and radius
of pupils and iris is determined by their composition of
forces from all points [11]. Mira and Mayer applied
morphological operators to achieve iris limits. The
inward limit is distinguished by applying edge, picture
opening, and closing operators. The external limit is
recognized by applying edge, closing, and opening
operators. The iris restriction strategy by Guodong Guo
depends on force slope and surface distinction. The
intensity gradient use integro differential operator. The
Kullback-Leibler divergence is using to count the
distance between two probability distributions got from
the outer and inner areas. Moment-based texture
segmentation algorithm proposed by L.A. Alexandre,
where second order geometric moments of the image as
texture features is used. The clustering algorithms such
as K-means, self-organizing maps and fuzzy were using
for segmenting the image to produce as output the
clusters-labeled images [12—14].

3. Segmentation: The segmentation module
determines pupil and limb borders and identifies the
regions in which the eyelid and eyelid interrupt the
outlines of the limb boundary (Fig. 2). Iris segmentation
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is a critical component of any iris detection system,
because the imprecision with the location of the iris can
seriously damage the system's fitness.

Iris edge detection
Pupiledge

Fig. 2. Segmentation

4.  Normalization: The normalization module
uses a rubber sheet model for transforming the iris
textures from Cartesian towards polar coordinates
whenever the segmentation module has determined the
boundary of the iris. The process is often called iris
removal and results in a rectangular entity that is used
for further processing. The three advantages of
normalization are:

« It represents changing in pupil size because of
external illumination changes that might affect the size of
an iris.

« It is consistent that the irises of different
individuals are mapped in common picture domains
despite variations in pupil’s size across subjects.

« Enable iris registration through a simple
translation operation during the matching stage, which
can account for rotations in the plane eye and head.

A binary mask is associated with each unwrapped
iris which divides iris pixels (labeled "1") and pixels
corresponding to pixels identified during segmentation

(labeled  with  "0"). Following normalization,
photometric transformations improve the texture of the
unwrapped iris.

5.  Extraction of function (encoding): noise
removal from iris image is included in this phase with

iris code generation. While the unwrapped iris can be
used for a direct comparison with two irises (for
example, by means of a correlation filter), most systems
use a feature extraction routine in order to encode the
texture of the iris. Encoding algorithms usually perform
a cross- resolution analysis of the iris by using wavelet
filters. 2D Gabor wavelet is used for the extraction of
the local phasor information on the texture of Iris in a
common encoding mechanism. The mechanism then
codes each phazor response with two pieces, which
leads to an IrisCode.

6.  Classification and matching: By comparing the
features of two iris images, the corresponding module
generates a match score. The hamming distance, is a
technique used for comparing two iris Codes which is the
number of corresponding bits that differ between both two
Iris Codes. The binary mask in the standardization module
ensures that only bits matching valid iris pixels are
compared. Before the Hamming distance is calculated by
registration procedure, both iris codes must be aligned.
While in most cases a simple translation procedure may be
sufficient, more sophisticated schemes can accommodate
the elastic change in texture of iris. Researchers have also
developed other types of encoding and matching systems
based on discrete cosine transformations, ordinary features,
and scale - invariant transformations [11].

Stages of Iris recognition are showed on Fig. 3.

Iris recognition diagram are showed on Fig. 4.
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Fig. 3. Stages of Iris recognition
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Fig. 4. Iris recognition diagram
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4. Iris Recognition Methods

The number of methods used to recognize iris is
included in this section and is defined below [15]:

4.1 Zero Crossing Representation Method: It
presents iris characteristics based on the null crossing
transformation at varies resolution levels. The
algorithm is invariant in translation, turn and size. In
the images, a number of 1D signals are created based
on the dyadic wavelet transformation and zero crossing
images. The virtual circles are tamponed as circular
from the center. The collected information is
standardized and generates the same number of points
and a zero-crossing representation from any virtual
circle. The benefit of this feature is the reduction in the
amount of calculation, as the amount of null crossing
is below data.

4.2 Phase Base Method: This method is
depending on the phase information and recognizes iris
patterns. Information about the phase of the contrast of
lighting and images is independent. Images of eye with
an image focus evaluation were captured in real time
with iris radius of 80 - 130 pixels. The search results
greatly limit the search for the pupil, they cannot be
presumed to be concentrated. The center of pupils is
very often nasal and lower than the center of the iris. It
can have a radius of between and 0.8 iris. All three
parameters that define a pupil circle should therefore
be calculated separately from the iris parameters. The
pupil's and iris limits were found with the operator of
Integra differential.

4.3 Iris Authentication based On Continuous
Dynamic Programming: The iris is authenticated by
cinematic characteristics, speed. Beginning with the
extraction of pupils, the highest summit is indicated in
your histogram, which provides the thresholds with
lower eye intensity values. The concept of the
comparison of shape characteristics part wise is used
for continuous dynamic programming.

4.4 Approach Based On Intensity Variations:
As features are registered, the sharp variations in iris
patterns. In the iris location stage, image projections in
horizontal and vertical direction are used to measure
the center coordinates of the student. The exact circles
of iris and pupil parameters calculated by using the
edge of canny detector and the Hough transformer.
Gabor filter is built for the acquisition of the spatial
domain frequency band. The Gaussian functions are
moduled by circular sinusoidal functions. Gaussian
function.

4.5 Texture-Analysis Based Method: Using a
silicon-intensified target camera, high-quality images
were recorded together with a standard image recorder
and 512x480 pixels in resolution. The limit and pupil
have circular contours that are extended up and down
with parabola arcs to the upper and bottom eyes. By
voting the edge points with Hough transformation, the
contour parameter x, y and radius are achieved. The
iris contour is the biggest number of border points. The
Laplacian Gaussian is used to the image in many ways,
with laplacian pyramid construction.

Conclusion

Iris recognition has picked up a more noteworthy
consideration because of its uniqueness, security
throughout many years and the iris fashioning trouble.

This paper introduces the survey about different
present strategies those are proposed by various
creators.

The greater part of the arrangements pursue the 5
essential advances limitation of eye, picture division,
standardization, highlight extraction and coordinating.

The Iris acknowledgment framework is a standout
amongst the best secure strategies for validation.

The iris uniqueness and low likelihood of a
bogus acknowledgment or mistake dismissal all add
to the advantages of utilizing Iris acknowledgment
innovation.
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Konnenryansnnii anaJiis
CHCTEM PO3Mi3HABAHHSA Paligy:KHOI 000JIOHKH 0Ka

Awmin Canix Moxammen, CapaBana banaiii b., XiBa Adxynkapim Masnoyn

AHoTauis. biomerpis - e HaxiliHa BUMiproBaHa (i3u4Ha QYHKIS, SIK naponb. bioMeTpudHa CTPyKTypa aBTOMATHIHO
HaJla€ ieHTUYHICTh OCOOMCTOCTI JIFOIMHU Ha OCHOBI HOr0 yHIKaJIbHUX 0cOOIMBOCTEW. Po3mi3HaBaHHS paiayHOI 000IOHKH -
ouH 3 (i3ionorivHux crocodiB, BUKOPUCTOBYBAHUX JUIS 1IEHTU(IKALIT JIOMHN B TPy, 1 € OJHIEI0 3 TOUHUX 0iOMETPUYHMX
cucreM. Y Ll CTaTTi KOPOTKO PO3IIISANAIOTHCS JOCHIPKEHHS, MIPOBECHI paHillle, 00 CUCTEMH PO3Ii3HABAHHSA PaiTyKHOI
obonoHky, ii mepeBaru i BUKOpUCTaHHI B oOiacrti iHhopmauiiiHux Texnonorii i Oe3mexu. BukopucranHs Hemopororo
o0J1aTHaHHS MOJKE JIOTIOMOT'TH PO3ITi3HaBATH PalaykHy 0OOJIOHKY BiJIITOBIZIHO JI0 1HIIMX CTaHAAPTIB B KOHTEKCTi OE3MeKH, TaK
SK BUMOTH 110 Oe3redHoi ineHTudikauii nocTiiHo 3MiHIOIOThC. Tak, paiiyxHa 00OIOHKA OKa JIIOAUHU Ja€ (PeHOMEHATIbHY
6a3y i inenTudixanii. B ocranHi poku Oynm oTpHMaHi pe3ylbTaTH, SKi CTOCYIOTbCS OTPHUMAaHHS, BiJJHOBJICHHS, OLIHII
SIKOCTi, CTHCHEHHs 300pakeHb, MOy, 3MEHIICHHS LIyMy, HOpMali3alii, BUJQJICHHS O3HAK, MOPIBHAHO KOXY paiayXHOI
00O0IIOHKY, IOIIYKY B 0a3l JaHMX BEJIMKOrO PO3Mipy, HPHKIAJHUM acleKTaM, OLIHII, INPOLYKTUBHOCTI B Pi3HHUX yMOBax i
6araTopa3oBOro BUKOPHCTaHHs 0iOMETpil B aCleKTi PO3BUTKY PO3Mi3HaBaHHS PalyXHHUX OOOJIOHOK B JEKIIBKOX aKTHBHHX
HamnpsiMKax JociimkeHb. CrpasxHii MaTepiall sBiisie cOO0I0 OCHOBY PO3Mi3HABAHHA paiiyHOI OOOJIOHKH 1 OIS Cy4acHHX
METO/IIB B PI3HUX 00JIaCTSIX.

Karw4dosi cioBa: paiinyxHa o0on0HKa JIIOAUHY; OioMeTpis; Oe3neKy; ayreHTHGIKallis; po3Mi3HaBaHHs paiiLyxHOI
00OIIOHKH.

KonnenryanbHblii anaims3
CHCTEM PACIIO3HABAHUSA PALY;KHOI 000JI10YKH IJ1a3a

Awmnn Canmux Moxammen, CapaBana banaiin b., XuBa A6mynkapum Masioyn

AnHoTanusa. buomerpus — 510 HamexHas wu3MepuMas ¢usmdeckas (yHKOWs, Kak IMaponb. buomerpmyeckas
CTPYKTYpa aBTOMATHYECKH NPEJOCTABISCT MICHTHYHOCTh JIMYHOCTH YEIOBEKAa Ha OCHOBE €r0 YHHKAJIBHBIX OCOOCHHOCTEH.
PacrioznaBanue paxy:KHOW 00OJIOUKH — OJMH N3 (PU3HNOIIOTHIECKHX CIIOCOOOB, MCIOIB3YEMBIX ISl MACHTH(UKALIN YelIoBeKa
B TPYIIIE, U SBIISETCS OJHOW M3 TOYHBIX OMOMETPHYECKHX CHCTEM. B 3TOl cTaThe KpaTKO paccMaTpUBAIOTCS UCCIIEIOBAHMS,
MIPOBE/ICHHBIE paHee, KacaTelIbHO CHUCTEMbI PACIIO3HABAHUS PAIy>KHOW OOOJIOYKH, €€ NPEenMYyLIeCTBaX W HCIIOIb30BAHHU B
obyact MH(OPMAIMOHHBIX TEXHOJIOTHMH M Oe3omacHocTH. VIcrmonmp3oBaHWe HEIOPOroro OOOPYIOBAHUS MOXET IOMOYb
pacrno3HaBaTh paay)KHYIO 000JI0UKY B COOTBETCTBUH C JPYTUMH CTAaHIAPTAMH B KOHTEKCTE O€30I1acHOCTH, TaK KaK TpeOOBaHUs
K Oe3omacHol MISHTU(HUKALNH [TOCTOSHHO MeHstoTcs. Tak, pamgyxHas o00JIoOuKa Ii1a3a 4eoBeka JaeT ()eHOMEHANIbHYIO0 0a3y
Uil uAeHTHUKauu. B mocnemHue ropbl ObLIM IOMYYEHBI PE3yNbTaThl, OTHOCSINMECS K IOJMYYEHHIO, BOCCTAHOBIICHUIO,
OLICHKE KauecTBa, CXKATHIO W300paKeHWH, [EJICHUIO, YMEHBIICHUIO IIyMa, HOPMAaJIM3alM{, YIAJICHHIO HPU3HAKOB,
COIOCTABJICHHIO KOZIA PaIy)KHOH O0OJIOYKH, ITOMCKY B 0a3e JaHHBIX OOJBLIOrO pa3Mmepa, NMPUKIAJHBIM aCIeKTaM, OLEHKE,
MIPOU3BOAUTEILHOCTH B Pa3JIMYHBIX YCJIOBHSX W MHOIOKPATHOMY HCIONB30BAaHMIO OHWOMETPHM B aCIIEKTE€ pPa3BUTHS
pacno3HaBaHHsl Pagy)KHBIX 00O0JIOYEK B HECKOIBKMX AaKTHUBHBIX HallpaBJICHHWSIX HcciepoBaHui. Hacrosmmit marepuan
IpeJICTaBiIAeT cOO0 OCHOBY PacHO3HABAHMS PAJlyXHOH 0007I0UKH 1 0030p COBPEMEHHBIX METOJ0B B Pa3JIMYHbIX 00/IaCTsIX.

KnaodyeBble caoBa: panykHas 000JIOYKA YeJIOBEKa; OMOMETpPUS; 0€30MaCHOCTb; ayTeHTH(HKALWS; Paclo3HaBaHUE
PamyKHOI 0DOJIOUKH.
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