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ULTRA WIDEBAND TECHNOLOGIES
IN MOBILE OBJECT MANAGEMENT SYSTEMS

Abstract. The subject of study is the processes of noise immunity ensuring of wireless control channels and mobile
objects communication. The aim of article is to increase the capacity and noise immunity of control and communication
systems under the natural and intentional interference influence. The concept is based on the technology of ultra-wideband
communication that consists in the transmission of low-power coded pulses in a very wide bandwidth without a carrier
wave. The task is to ensure stable and safe operation of mobile objects. Methods used: methods of analytical, simulation,
and temporal position-pulse coding. The following results were obtained. A security concept has been developed for
wireless control channels and mobile objects communication. It is shown that in order to obtain high noise immunity of
control and communication channels and to protect information from interception, it is necessary to apply wireless ultra-
wideband communication technology, which allows providing of large capacity and transmission rate. The possibility of

joint interference-free operation in the same frequency range of both traditional narrow-band communication systems and

systems using ultra-wideband signals is grounded. A technical solution for the design of an ultra-wideband receiving-
transmitting antenna system is proposed. Conclusion. The usage of channels with an ultra-wide bandwidth allows an
almost unlimited increase in the number of control and communication channels of mobile objects. Pre-distribution
between the channels of orthogonal codes implements the process of control and communication without interception of
information and mutual interference. Moreover, the usage of the temporal position-pulse coding method prevents
intersymbol distortions of coding ultrashort pulses. It also reduces the rate of information signals distortion caused by its

multipath propagation that guarantees the safety of managing mobile objects.
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Introduction

Unmanned aerial vehicles (UAV) utilize critical
systems in which incorrectly received information by
the control system can lead to a catastrophe. In addition,
reliability demands of these systems constantly
increasing. In the same time analysis of failures of such
systems showed that the number of accidents and the
associated risks has a strong tendency to increase. The
most dangerous are emergencies caused by information
distortions in control channels that are caused by
external influencing factors. Qualification norms and
onboard durability standards of aviation equipment to
the effects of external affecting factors are detailed in
standard [1].

Analysis of the requirements set out in standard
has shown that are particularly dangerous cases where,
as a source of external impact is a powerful
electromagnetic  field, accompanying lightning
discharge [2-4]. Wide frequency range (0.3 - 30 MHz)
in combination with large amplitude pulsed
electromagnetic fields (15 - 100 kV / m) are the most
dangerous reliability factors of an aircraft. In this way,
noise immunity, reliability and quality of received data
plays a pivotal role in drones control channels.

The analysis of problem
and formulation of the task

Noise resistance of control channel means
maximum level of electromagnetic interference
affecting the control channel at which it saves the
required quality of work [5]. In order to increase noise
immunity we should encode information in the
information channels and management channels. In the

presence of external impact factors, block codes that are
able to correct mistakes have an advantage over binary
codes. However, these codes require double
redundancy, which leads to reduced speed of
information transfer. At the same time, in order to
increase the transmission rate control signals in wireless
channels requires using the widest possible frequency
range. Among all onboard systems of aircraft the most
widespread protocol MIL-STD-1553B (Ministry of
Defense USA), application which is due to a fairly high
level noise immunity of systems. Protocol provides
maximum data transfer rate of 1 Mbps with a spectral
efficiency of 1 bit / Hz. This way, the transmission
duration of one bit coded information is 1 ps. [6, 7]. It
should be noted that a high level of protocol noise
immunity is provided by availability of additional
communication channels. Other UAV control channels
serve as a reserve in case of failure of the main channel.
However, the time needed to switch from the main
channel transfer to secondary one eliminates the
possibility of effectively increasing the noise immunity
by wusing additional control and communication
channels. Thus, known methods of encoding
information in wireless flight control channels devices
do not provide the necessary level of noise immunity.
This situation requires the development of new.

Task solution

In wireless control and communication channels,
transmission medium is a physical path between
transmitter and receiver. The quality of information
transfer is defined by environmental characteristics and
signal characteristics. Major factor imposing restrictions
on transmission, is the environment itself. The main
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source of losses in communication systems, like any
other systems is the attenuation L, which is determined
by the ratio:

L=101g (4nd / \)* ub, 1)

where d — distance, m; A — wavelength, m.

So, with the middle frequency band [8] of the
satellite mobile of 6 GHz, transmitter power signal of
10-30 W and the length of the radio lines 4*10* km., the
attenuation coefficient of free space on the radio line is
10%. At the same time, the average value of the power of
information signals at the input receiver is 10" W, that
provides stability of operation of the communication
channel.

However, when we determine characteristics of
information transfer, the medium itself is not the most
important factor, but the bandwidth of the emitted signal.
The most common and optimal range for wireless
control and communication systems is from 1 to 10 GHz.
[9]. This is due to the fact that at frequencies below
1 GHz there are significant atmospheric interference and
interference from various electronic devices. At the same
time, at frequencies above 10 GHz, signal absorption by
the atmosphere and precipitation is large. Thus, the
frequency range from 1 to 10 GHz is the most suitable
for organizing a control channel for unmanned aerial
vehicles. At the same time, the need to organize high-
speed wireless control and communication channels
requires an increase in the width of the frequency range
of the control channel. On the other hand, there is a
physical limitation of the frequency spectrum. Therefore,
the development of technologies of ultra-wideband
communications that resolve this contradiction 1is
relevant.

The aim of the work is to increase the bandwidth
and noise immunity of control and communication
systems under the action of natural and deliberate
interference.

The achievement of this goal became possible by
using ultra-wideband signals (UWBS), in particular:
ultrashort pulses with durations of the order of units and
fractions of a nanosecond [10, 11].

By definition, L.Yu. Astanin [12] UWBS are signals
whose spectral width commensurate with the center
frequency.

When using broadband transmission, a deliberate
conversion of relatively narrow-band information
signals with an efficiently transmitted spectrum width
Af into a broadband signal with an efficiently
transmitted spectrum width AF while maintaining the
total signal energy E is carried out. In this case, the
spectral density of the energy of the channel signal is
deliberately reduced in AF /At times, which will be
AE |/ AF, and the base of the channel signal will increase
by a factor of AF'/ Af.

The basis of the ultrashort pulse UWBS is the
product of the signal duration and the width of its
spectrum:

B=At - AF~1, )

where Ar — impulse duration, AF — pulse power
spectrum width.

Thus, direct spreading of the frequency spectrum is
the simplest and most convenient method for expanding
the base of a signal. Moreover, the higher the frequency
used, the higher the potential data transfer rate. Thus,
UWBS - technology is to transmit low-power coded
pulses in a very wide frequency band without a carrier
frequency. In this case, it is not a harmonic oscillation
that is emitted, but an ultrashort pulse, the duration of
which lies within 0.2-2.0 nS, and the period of the pulse
sequence is 10—100 nS. Typically, such signals have the
form of idealized Gaussian monocycles, the main part
of the emission spectrum of which is in the frequency
range from 1 to 10 GHz [9]. So use as a coding pulse
monocycle Gauss duration of 2.0 nS. up to 0.1 nS, the
power spectrum bandwidth will be respectively from
500 MHz to 10 GHz. And the spectrum of the signal
will occupy the entire frequency band from 0 to
AF =1/At. For the practical implementation of
UWRBS, powerful impulse keys with a switching front
duration of the order of 10-100 pS are needed
megahertz repetition rate and high stability of the order
of 10 pS. As high-speed switches, drift diodes should be
used with a sharp recovery of the locking properties [13,
14]. The family of electric impulse generators created
on this basis makes it possible to practically implement
UWBS technology. In the UAV control channel,
information is encoded by means of temporal position-
pulse modulation [6]. So the pulse offset relative to the
reference position in the sequence forwards sets the zero
bit, and backward - sets one. The offset time does not
exceed a quarter of the pulse duration, and one
information bit is encoded by a sequence of many
pulses per bit. To separate information communication
channels, the position of each pulse is shifted by a time
proportional to the current value of a certain pseudo-
random sequence. Moreover, the shift time is one to two
orders of magnitude higher than the shift during time
modulation. Each channel is assigned its own spreading
code combination, the elements of which constitute the
orthogonal basis and specify the channel code. In
addition the decoding of the information message is
carried out only if the receiver and transmitter use the
same channel code, which increases the noise immunity
of signals in the wireless control and communication
system of the UAV. The separation of the useful signal
in the background noise is carried out by the correlation
of the received and reference signals. The correlator
performs a convolution of the received signal from the
reference one. It is an ideal detector for determining the
time shifts of received pulses relative to the reference.
So when receiving a unit, the correlation function is +1,
and when receiving 0, it takes the value - 1. In all other
cases, the correlation function is 0. And since the
information bit is represented, for example, by 200
ultrashort pulses, then if the code coincides, they
accumulate in the integrator receiver and the bit will be
detected correctly, even if 99 pulses out of 200 will be
spoiled. The useful signal stands out from the noise
level, significantly exceeding its signal-to-noise ratio. In
this case, the coding of the information bit by a series of
ultrashort pulses eliminates the problem of multipath
propagation of the signal, since the signal arriving with
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a shift in time due to different paths will be rejected as
interfering. At the same time, the use of a series of
ultrashort pulses to encode the information bit makes it
possible to eliminate intersymbol interference. This is
due to the fact that before the passage of the next
ultrashort pulse from the coding series, the energy of the
previous pulse has time to completely dissipate.

In wireless UAV control channels, the key issue is
the reception and transmission of UWBS. Due to the
fact that coded impulse signals are to be transmitted in a
very wide frequency band without a carrier frequency,

transmitting antennas are specific. The technical
characteristics of the most acceptable is the antenna
element [15], which is an antenna with an expanding
slot (Tapered Slot Antenna - TSA).

The shape of the open slit determines the
frequency band, and the energy pattern of the antenna is
characterized by a narrow main beam and almost no
side lobes. The antenna has a complex surface shape,
therefore, to study the characteristics of such an
antenna, a software package for three-dimensional
electrodynamic modeling HFSS was used. A model was

—

the requirements for broadband receiving and created in this package (Fig. 1) [16].
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Fig. 1. TSA — antenna model

The simulation results (Fig. 2) showed sufficient
antenna bandwidth, which showed the feasibility of
using it in ultra-wideband technologies.

However, the preliminary formation of an UWBS
(Gaussian monocycle) that is sent to the antenna system
causes coordination difficulties in a wide frequency
range. This is observable in the form of the reflections
of individual components of UWBS, which distort the
shape of the Gaussian monocycle.

To eliminate these drawbacks, a model (Fig. 3) of a
TSA binary antenna [17, 18] has been proposed. In the
proposed technical solution, the informative mono-pulse
signal is divided in half. One part of the signal is
successively inverted and delayed by a time equal to a
half of the duration of the single pulse. Then, using both
monopoles signals, excite respectively two adjacent TSA
antennas placed on a single dielectric base. The

electromagnetic fields of two unipolar pulses - the main
and inverted - interfere in the equivalent common space
of the aperture of the antennas, creating the
electromagnetic field of the bipolar pulse, which is an
ultra-wideband pulse signal. This eliminates the time
interval between the two parts of the radiated field, which
is typical of a single-pulse TSA antenna. It should also be
noted that the ultra-wideband pulsed antenna is capable
of emitting both an ultrashort unipolar mono-pulse and a
bipolar-pulsed information signal.

Moreover, the proposed technical solution allows to
significantly increasing the range of propagation of pulsed
electromagnetic signals. Thus, compared with the radiation
level of a unipolar pulsed signal, the propagation distance
of a bipolar pulse generated in the aperture of the antenna
increases by 9.5 times, and compared to a monochromatic
signal - by 2.37 times [15].
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Conclusions

The use of UWBS technology in the control and
communication channels of the UAV allows obtaining a
number of advantages that cannot be achieved by
traditional methods. In particular, this relates to
improving the quality indicators of the UAV control
channels. The expansion of the communication channel
bandwidth and the transition to channels with an ultra-
wide bandwidth allows for an almost unlimited increase
in the number of communication channels. By
distributing modulation codes between UAVs in
advance, their control is implemented without
interception of control and mutual interference.

The most important criterion characterizing the
effectiveness of wireless communication systems is the
high potential specific data transfer density. It is defined
as the value of the achievable total data transfer rate per
square meter of the working area and has today the
value of this indicator - about 1 Mbit / s.

The use of short pulses prevents intersymbolic
distortions since the energy of the received pulse
practically always has time to almost completely fade
before the next pulse arrives. It also reduces the level of
distortion of information signals caused by its multipath
propagation.

A characteristic feature inherent in control and
communication systems based on UWBS is the low
probability of detecting both the fact of the temporary
establishment of a communication channel and the
impossibility of intercepting a unmanned aerial vehicles
control channel.

Simultaneous noise-free operation in the same
frequency range of both traditional narrow-band
communication systems and UWBS systems is due to
the fact that the level of the control signal does not
exceed the noise level in the working frequency
range.

At the same time, a reduction in the power and
radiation level of electromagnetic fields makes it
possible to ensure that the requirements of
electromagnetic compatibility are met at all stages of the
development and implementation of UAV control and
communication systems.
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HaammpokocmMyroBi TeXHOJIOrIT B cHcTeMaX ypaBJIiHHA MOOITEHAMH 00’ €KTaMH
O. A. Cepkos, I1. €. IlycrosoiiTos, 1. B. fIkoBenko, b. O. JIazypenko, I'. I. Uypromos, B. B. Tokapes, Banr Hannan

Anoranis. IlpeamMeToM BHUBUCHHS € IPOLECH 3a0€3MEUCHHS 3aBaJOCTIHKOCTI 6E3MPOBOIOBUX KaHAIIB yIPABIIiHHA Ta
3B’513Ky MOOiIbHUX 00’ €kTiB. MeTa — IiIBUIIEHHS NPOITYCKHOI 31aTHOCTI Ta 3aBaJIOCTIMKOCTI CHCTEM YIPaBIIiHHS Ta 3B’S3KY B
YMOBax fii IPUPOAHMX Ta IITYYHUX 3aBaJl. B OCHOBY KOHLENIil IOK/IaeHO TEXHOJOTI0 HAIIHPOKOCMYTOBOTO 3B’ 3Ky, CYTh
SIKOI TOJIATAE B Iepeadi MaJONOTY)KHUX KOJOBAaHMX IMITYJIbCIB B JIy)Ke IIMPOKiH cMy3i 4acToT Oe3 Hecydoi yactoT. 3agaqa —
3a0e3reueHHsl yCTaJIeHol Ta 6e3neyHoi podoTH MOOLTEHUX 00’ €KTiB. BHKOpHCTaHI MeTOIN: METOIM aHAIITHYHOTO, IMITAI[iHHOTO
MOJICIIIOBAaHHS Ta YacOBOTO IMO3HLIIHO-IMITyNbCHOro KoxyBaHHA. OTpuMaHi HacTynHi pe3yJbTaTH. Po3pobiiena koHmemnmis
3abe3neueHHs Oe3neky B 0e3MPOBOJOBHX KaHAJIaX YIPABIIHHS Ta 3B’s3Ky MOOUTEHHX 00 €kTiB. [lokazaHo, 110 JUIsS OTpUMaHHs
BUCOKOI 3aBaJIOCTIMKOCTI KaHAB YNpaBiHHS 1 3B’S3Ky Ta 3axucry iHdopmaiii BiJ| NEPEeXOIUICHHs CIijJi 3aCTOCOBYBAaTH
TEXHOJIOT110 OE3IPOBOIOBOTr0 HAAIIMPOKOCMYTOBOT'0 3B 5I3KY, sIKa J03BOJISIE 3a0€3M1EUNTH BEIHKI 00CSITH Ta IIBHIKOCTI epenadi
iHpopmanii. OOrpyHTOBaHO MOMIIMBICTH CyMicHOI 0e33aBajioBoi poOOTH B OIHOMY YacTOTHOMY Jiiana3oHi SIK TpaguLiitHuX
BY3bKOCMYTOBUX CHCTEM 3B’S3KY, TaK i CUCTEM, SIKi BUKOPHCTOBYIOTb HaJl IIMPOKOCMYIOBI CHUI'HAJIU. 3alpOIIOHOBAHO TEXHIYHE
pILIEHHS 10ZI0 KOHCTPYKILIi HaAIIMPOKOCMYTOBOI NpUiiMalbHO-TIEpe/laBaJIbHOI aHTEHHOI cucTeMu. BucHoBkH. Buxopucranus
KaHaJIiB i3 H/IIIMPOKOIO CMYT'OI0 YacTOT JA€ MOXJIUBICTb IIPAKTHYHO HEOOMEKEHOT 0 301JIbILIEHHS KiJIbKOCTI KaHaJliB yIPaBIiHHS
Ta 3B 513Ky MOOUIBHUX 00’€exTiB. [Tonepenniii po3noain Mi’k KaHaJlaMH OPTOrOHAJIBHHUX KOAIB peaiidye MpOLEC YHPaBIiHHA Ta
3B’s13Ky Oe3 nepexoruieHHs iHpopmarii Ta B3aeMHuX 3aBajl. [IpyaoMy, BUKOPUCTaHHS METOJLY YaCOBOr'0 03U HHO-IMITYIbCHOTO
KOZyBaHHS 3ano0ira€ BUHMKHEHHIO MIKCUMBOJIBHUX CHOTBOPEHb KOIYIOUMX HAJKOPOTKMX iMmyinbciB. Ilpu 1boMy Takox
3HIDKYETBCS PIBEHb CIIOTBOPEHb iH(OpPMAliHHUX CUIHAJIB, SKi BUKIMKaHI HOro 0araTONPOMEHEBMM PO3IOBCIOJUKEHHSM, IO
rapaHTye Oe3IeKy ynpaBiIiHHSI MOOUIBHUMHU 00’ €KTaMu.
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CBepXIIMPOKONOIOCHbIE TEXHOJOTHH B CHCTEMAaX YNPaBJeHHs! MOOHILHBIMHU 00beKTAMHU
A. A. Cepxos, I1. E. Ilycrosoiitos, 1. B. SIkosenko, b. A. Jlaszypenko, I'. M. Uypromos, B. B. Tokapes, Banr Hannan

AnuHoTanus. IIpegMerom u3ydeHus SBISIOTCA NPOLIECCHl 00ECIIEUSHHUsI TOMEX0YCTOMYMBOCTH OECIIPOBOAHBIX KaHaIaX
YIIpaBICHUS U CBSI3H MOOMJIBHBIX 00bekToB. Ileab — MOBbINIEHHE MPOIYCKHON CIIOCOOHOCTH M IIOMEXOYCTOHUMBOCTH CHUCTEM
YIIPaBICHUS M CBA3U IPHU JCHCTBUM €CTECTBEHHBIX M NPEIHAMEPEHHBIX IIOMEX. B OCHOBY KOHIENIMH II00XKEHA TeXHOJIOTHs
CBEPXIIMPOKOIOJIOCHOH CBA3M, KOTOpas 3aK/I0YaeTCs B Nepeaye MaJIOMOLIHBIX KOJUPOBAaHHBIX UMILY/JIbCOB B OYEHb HIMPOKOM
IoJI0Ce 4acToT Oe3 Hecymied 4acToThl. 3agada - oOecredeHHe yCTOHYMBOW M 0e30macHOil paboThl MOOWIBHBIX OOBEKTOB.
Hcnonb3yeMble METOAbI: METO/IbI AaHATUTHYECKOr 0, IMUTalIMOHHOTO MOZIEJIMPOBAHUS U BPEMEHHOI'0 ITO3ULIUOHHO-UMITYJIbCHOIO
koxupoBanus. [lomydensl ciemyronye pe3yiabTaTbl. Paspaborana koHueniums obecreueHus 0e30macHOCTH B OECIIPOBOIHBIX
KaHaJIaX yNPaBJIECHUS U CBA3M MOOWIBbHBIX 00beKTOB. [I0Ka3aHO, YTO IS MOIYyYEHHS BBICOKOH ITOMEXOYCTOHYMBOCTH KaHAJIOB
YIOpaBlIeHHS UM CBSA3M W 3alMThl MHQOpPManMM OT IIepexBaTa CleLyeT IPUMEHSTh TEXHOIOIHI0 OecpoBOIHON
CBEPXIIMPOKOIOJIOCHOH CBSA3HM, KOTOpas MO3BOJSIET OOecreuuTbh Oonpllye OObeMbl M CKOPOCTH Iepeiadn HHGPOpMAIMH.
OO0OCHOBaHa BO3MOJKHOCTb COBMECTHOH O€3110MeXOBOH paboThl B OFHOM YAacCTOTHOM JMANa3oHe KaK TPaJUIMOHHBIX
Y3KOIIOJIIOCHBIX CHCTEM CBSI3U, TaK U CHCTEM, HCIOJIB3YIOIIMX CBEPXIIMPOKOIOIOCHBIE CHI'HAIBL IIpennoxkeHo TexHHuecKoe
pelIeHne 10 KOHCTPYKLUM CBEPXIIMPOKONOJIOCHON IpHUEeMO-NIepeatolield aHTeHHOH cucTembl. BbiBoabl. lcnonb3oBanue
KaHaJIOB CO CBEPXILUHMPOKOH I1OJIOCOIH YacTOT JAaeT BO3MOMKHOCTH NPAKTHYECKM HEOIPAHMYCHHOrO YBEIMYEHUs YMCIIa KaHAJIOB
YIpaBlIeHUS U CBsI3M MOOMIBHBIX 00bekToB. I[IpenBapurenbHOE pacipeliesieHHe MeXIy KaHalaMH OpPTOTOHAJIBHBIX KOZIOB
peanusyeT IpoLecc yNpaBleHHS M CBA3M Oe3 nepexBara MH(GOpPMAaLMM M B3aUMHBIX HoMex. [IpuueMm, IpuMeHeHHe MeTona
BPEMEHHOTO0  IHO3MIMOHHO-UMITYJIbCHOIO  KOIMPOBAHHUA HPEJOTBPAIACT MEXKCHMBOJBHBIE HCKaKCHHS  KOAMPYIOIIUX
CBEPXKOPOTKUX MMITY/IbCOB. [Ipu 3TOM TaKke CHMWXKAeTCs YPOBEHb MCKa)XKCHHH MH(OPMAIIMOHHBIX CHI'HAJIOB, BBI3BAHHBIX €r0O
MHOT'OJIy4E€BBIM PACIIPOCTPaHEHUEM, YTO FAPAHTHPYET OE30MAaCHOCTb YIPABICHUSI MOOHIBHBIMU O0BEKTAMH.
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