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THE ANALYSIS OF MEDICAL EXPERT SYSTEMS’ USE RISKS

Abstract. In the following paper the characteristics of medical information computer systems are presented. There were
separated out medical expert systems as having significant features. Actual medical expert systems are considered as critical
ones, especially sensitive to the occurrence of risks and risk situations. In general, there are common approaches to risk
analysis in the development and operation of software. In this work, the classification of risks in accordance with selected
methodologies associated with information support, or automation of the diagnostic process is presented. The abovementioned
systems are complex software and computer combinations. When creating such complexes, a large number of risks arise,
which in turn can cause abnormal situations that, first of all, can lead to serious consequences. Therefore, the identification and
qualification of risks in advance, according to existing risk classifications, can prevent such extraordinary situations. To create
such risk-qualifying systems, certain databases have been developed that are founded on studies conducted by a large number
of people. In turn, we need to use the work of a large number of specialists to create the necessary knowledge base. Among the
chosen risks classification systems, the MSF systemizing was selected for the following study. In order to realize the
comparative characteristics of the known MES, the method of inconstant (variant) networks was used based on the selected
classification. According to this method, each system was evaluated. Based on the analysis of several methodologies, it has
been determined that the use of the MSF methodology is most appropriate when it comes to medical expert systems. The most
significant risks that arise during the operation of such systems are identified. When analyzing each risk, the probability of its
occurrence is determined and the consequences of its implementation are taken into account. In the abovementioned MES we
have taken into account the risks associated with the operation, interface and user qualification. The selected classification has
a large number of risk categories that are relevant to the various stages of the product life cycle, and it makes it possible to
identify, classify and deal with the risks arising from the operation of the MES.
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according to MSF.

Introduction

Medical expert systems (MES) can be categorized
as critical software systems and therefore have many
features that require consideration of the risks involved
in their development and operation. The main feature of
MES is that refusal or extra-ordinary functioning of
such systems can cause a significant damage to health
and endanger the life of the patient. Taking into account
such essential features, MES during the work with them
require considerable attention. Actually not all existing
methods and approaches used to reveal, identify, and
analyze risks are fully suitable for critical-purpose
systems, and therefore for medical expert systems.
Anyway, to effectively compare the methods of risk
analysis, it is necessary to involve a wide range of
sources related to the development and use of software,
namely, expert systems in medicine.

In order to carry out an analysis of operational risks
with regard to MES, it is necessary to determine the
requirements for their characteristics and assess the
impact of possible damage from their violation. As a
result of this analysis, it is necessary to create a plan for
measuring and tracking risks in the life cycle of the MES,
especially in the phase of operation. The main objective
of risk management is the detection, identification and
control of situations and factors that lead to negative
consequences. It should be noted that the most significant
aftereffects are precisely the MES exploitation risks,

since they are directly related to the possible harm to
human health. Therefore, it is necessary to carry out the
analysis of risks under various conditions, differing in
their sources and the reasons of the risks threat
appearance, the probability degree of their emergence
from a large number of possible, in the severity of the
consequences. In conducting the analysis and risk
management, it is necessary first of all to identify the
most characteristic ones (for the certain type of software)
that is the object of the study, in our case it is the MES.
Thus, the problem of qualitative and quantitative analysis
of the MES operation risks is relevant, because it will
enable the functioning of this type of software systems
without failures and extraordinary situations.

The article is devoted to the problem of carrying
out qualitative analysis of operational risks, which will
allow us to choose a method of risks classification. The
result is a list of software exploitation risks that need to
be identified, analyzed and evaluated in a timely manner
when using MES in medical practice.

The purpose of the paper is to analyze existing
risk classifications and to select the one that will be used
to detect, identify and eliminate risks arising from the
operation of the MES.

The problem formulation

To effectively solve this problem we need: to define
the concept, to consider the purpose and classification
of the MES; to examine the methodologies for the
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classification of software operation
risks; to characterize the MES
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operation risks; to analyze the existing
types of software use risks and choose

their classification, which most of all Settings ﬁi?ii?;ﬁ;ﬁ::;ﬁ Hardware facilitics
correspond exactly to the risks of the
MES exploiting.
Medical information computer Algorithms and software Formal facilities or
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and classification

It should be noted that the important kind of
medical information systems are medical computer
systems (MCS). [4]. The use of software in medical
practice allows us to create effective means for
providing the automated getting all the necessary
information of the person's health, its processing in real
time and management of the patient's condition [2].

MCS intended for information support or
automation of the diagnostic process. They are actually
complex computer software combinations.

MCS can and should be classified according to their
functionality and purpose. Expert systems belong to a
class of artificial intelligence complexes that contain a
knowledge base with a set of heuristic algorithms. The
most important areas of the consulting and diagnostic
systems use are urgent and life-threatening conditions
characterized by time shortage, limited possibilities of
examination and counseling, and often by low clinical
symptoms with a high level of threat to the patient's life
and rapid rate of the process’ development [6].

The experience of consulting and diagnostic
systems’ use demonstrates a significant improvement in
the quality of diagnosis, which not only reduces
unjustified losses, but also allows to specialists more
efficient use of health care resources, to regulate the
volume of necessary research and, finally, to increase
qualification level of the doctor, for which such a system
undoubtedly serves also as an educational one [5].

Among computer expert systems, the medical
expert systems (MES) occupy a prominent place. The
main purpose of MES is to establish a diagnosis.
Diagnosis is a process of phased information entry into
the “doctor-patient” system, the purpose of which is to
create the most adequate model of the patient's body
state [1]. In cases of difficult diagnostic solutions,
medical expert systems give physicians the opportunity
to automatically check their own diagnostic
assumptions, or to consult a computer for advice.

In the narrow sense the medical information system
is a complex combination of technical and mathematical
support that is intended directly for the collection and
analysis of medical and biological information, as well as
for the delivery of results in a user-friendly form. Thus,
the following definition can be allotted: the medical
information system is a software and hardware complex
that prepares and provides the processes of collecting,
storing and handling information in medicine and
healthcare branch (Fig. 1) [2].

Anyway, medical computer systems are an
important kind of medical information systems. The use
of software in medical practice allows us to create

Fig. 1. The internal structure of the medical computer system

effective tools for automated collection of information
about the person's body condition, its real time
processing and patient's health status management.

The main purpose of medical computer systems is
the information support or automation of the diagnostic
process. They represent compound software-computer
complexes. The peculiarity of mentioned complexes is
the formation of databases founded on the large number
of people observation; and the creation of a knowledge
database requires the highly skilled professionals’
participation. And it should be specialists in a particular
medical field.

The main risk of medical expert systems is a
situation that can lead to the recognition of a healthy
person ill or, even worse, a sick person as a healthy one.
To avoid this, especially in systems designed to automate
the diagnostic process, statistic indicators such as:
sensitivity (true positive proportion) and specificity (true
negative proportion) were specially calculated. In this
regard, medical computer systems must undergo
thorough and lengthy testing to analyze all possible risks.

Medical computer systems can be classified
according to their functional capabilities and their
purpose as well (Fig. 2) [3].

Medical computer systems
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For realization of functional

Special and morphological researches

For monitoring
Multifunctional

Control system by a curative
process

Complex
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Fig. 2. The MCS classification
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Medical expert systems

The key point of the entire diagnostic-medical
process is to establish a diagnosis. Complex processes
of comprehension and comparison of a large factors
number of factors by the doctor are the basis of
traditional diagnostic technology. To establish the
diagnosis, one should make a general patient survey,
clinical and biochemical tests, then compare all the data
with the standards of the selected MES and note the
risks that may interfere with the diagnosis of the patient.
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Diagnosis is a process of phased information
processing in the “doctor-patient” system, the purpose of
which is to create the most adequate model of the patient's
body state. The diagnostic process can be divided into four
related phases: collecting information about the patient's
health condition (symptoms’ detection); the most
significant features selection; conducting analyzes;
comparison with the illnesses’ symptoms [1].

Expert systems belong to a class of artificial
intelligence systems that contain a knowledge base with
a set of heuristic algorithms. The most important areas
of consulting and diagnostic systems’ application are
urgent and life-threatening conditions characterized by
time deficiencies, limited possibilities of examination
and counseling and, often, by low clinical symptoms
with a high level of threat to the sick person's life and
the rapid pace of the process’ development at the same
time. The experience of using medical advisory and
diagnostic systems proves a significant increase in the
quality of diagnosis, which not only reduces the losses,
but also allows to more effectively apply the resources
of health care, regulate the volume of necessary
research, and finally, to increase the level of illnesses’
diagnostics by doctors [4].

Among the diagnostic types of MES most well-
known systems are: “Home Doctor” [5], “Chronos
Expert” [5], DIOGEN SYSTEM [6], System for the
diagnosis of urgent conditions in children DIN [6].

MES “Home Doctor”(in Ukrainian “Domashniy
Likar”) is a simple medical expert system. It is intended
only for the initial determination of the disease nature,
when it is not yet possible to consult a specialist. At the
earliest possible opportunity, one should consult a
doctor, regardless of the diagnosis posed by the system.

The hypothesis window is always in working
order, that is, after each response, the system changes its
assumption about your illness. The results should be
taken into account only after answering all the
suggested questions.

Substantiation of risks classification choice
associated with the MES operation

In the MES, considered in this paper, the risks
relating to the functioning, interface and qualifications of
the user, that is, the physician who works with the system
should be taken into account. Paying a certain attention to
the risks it is necessary to choose the classification of
well-known methodologies for their estimation. The used
classification is based on: MSF; studies by Shafer D.,
Fatrell R., Shafer L.; Barry Boehm’s methodology. In the
work carried out by Shafer D., Fatrell R., Shafer L. [7],
the risks of software projects are proposed to be divided
into twelve categories, each of which contains factors,
risks and criteria for their evaluation. The list of
categories is as follows:

- tasks and goals factors;

- factors related to the organization management;

- customer related factors;

- factors of budget/payments;

- schedule related factors;

- contain of the project;

- factors which effect the project’s completing;

- factors related to the project’s control;

- factors which effect the project’s development;

- development medium factors;

- factors related to the staff;

factors related to supporting.

Barry Boehm [8, 9] proposed the list containing ten
the most wide-spread risks related to the program project:

- shortage of specialists;

- unrealistic terms and financial means;

- implementation of inappropriate functionality;

- wrong interface development;

- unnecessary optimization,dwelling on details;

- incorrect flow of changes;

- insufficient information about external
components that determine the environment of the
system or involved in its integration;

- deficiencies in the work performed by external
(in relation to the project) resources;

- insufficient productivity of the
system;

- “gaps” in qualifications of specialists in various
branches of knowledge.

The classification of risks within the MSF divides
all sources of risks into four classes that contain the
corresponding elements (Table 1) [10].

received

Tablel — Classification of risks within MSF

People Technologies

Customers Security

End users Development and testing
environment

Sponsors Toolkit

Interested parties Introduction

Staff Conduct

Institution Operating environment

Professional skills Accessibility

Policy External conditions

Morality Legal base

Process Industrial specifications

Goals and tasks Competition

Decision-making Economy conditions

Project characteristics Technologies

Budget, expenses, terms Business conditions

Requirements Safety (security)

Designing Development and testing
environment

Realization (fulfillment) Toolkit

Testing Introduction

In order to compare the classifications, we use the
method of variant(alternative) networks. According to
the method, it is necessary to distinguish the evaluation
criteria and indicate their degree of importance. The
results of the variant networks method are presented in
Table 2. We evaluate the following criteria on a five-
point scale: the number of risks categories (a); the
prevalence of the methodology (b); the versatility (c).
Actually, for each criterion the importance is indicated
in the following way: very important (5); important (4);
rather important (3). In fact, Barry Boehm's risk
classification is not perfect for risks analysis in MES,
since it has the smallest number of categories from the
above classifications.
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Table 2 — The results of the variant(alternative)
networks method

Characteristics 1a5) | 2b(4) | 3b(3) | Total
Classification

MSF 5 5 4 57
By Shafer D., Fatrell

R., Shafer L. 3 3 4 38
By Barry Boehm 2 3 4 34

As a matter of fact, classification by Shafer D.,
Fatrell R., Shafer L. has more risk categories than the
previous one. But in spite of this, it is more appropriate
for risk analysis at the development stage of the MES, but
not during the process of operation. Also, this
classification isn’t widespread. Anyway, after conducting
an assessment of risk classifications using the method of
variant (alternative) networks, it can be concluded that
the classification of MSF risks has a significant basis for
identifying MES risks during the operation phase.
Namely, a large number of risk categories, among which
there are many categories that relate to different stages of
the software product’s life cycle. MSF is also the most
widespread system that allows you to find a lot of
information about the methodology.

Actually, the classification of MSF risks detects
the risks associated with the operation of the MES. The
consequences of risks implementation are also taken

Table 3 — The significant risks in medical expert systems

into account, each risk has a priority: high (1), medium
(2), low (3). Risks according to MSF classification:

- project’s functionality (1) - failure or incorrect
operation of system’s separate functions.

- user’s interface (3) - The interface does not
meet the basic requirements, such as simplicity,
usability and functionality.

- inadequate knowledge base (1) — Insufficient
amount of information about specific illnesses in the
knowledge base, or complete absence of data about the
disease.

- user’s experience (3) — inadequate qualification
or inattention of a specialist who works with a system.

- system’s failure (2) — the possibility of
information loss after the failure of system’s individual
modules or total collapse of the system.

- system support (2) — No developer help if
necessary.

Anyway, based on the classification, MSF detects
the following risks in the MES that were considered
during the study (Table 3). These risks are significant
when it comes to the work of the MES. It is proved that
timely detection of these risks can minimize or
completely prevent the occurrence of emergency cases
in MES operation. This suggests a more effective
diagnosis of diseases, and, consequently, more effective
treatment of patients.

Ne MES }r(:ls:s MES specialization The significant risks in MES by means of MSF
“Chronos Predicting the periods of project’s functionality;
1 Expert” exacerbation and remission in inadequate knowledge base ;
P pathological status system failure; system support;
“Home The initial definition of the disease | PF¥SCt's functionality; user. s interface;
2 " inadequate knowledge base;
Doctor @ nature .
2 system failure; system support;
MES & Help to the physician in identifying | project’s functionality; staff experience;
3 Of differential go a patient's diagnosis with symptoms | inadequate knowledge base;
diagnostics A and disease history system failure; system support;
MES . . . . project’s functionality; inadequate knowledge base;
4 DIOGEN Diagnosis of hereditary diseases system failure; system support;
MES Recognition the child’s current project’s functionality; staff experience;
5 DIN condition during critical status in inadequate knowledge base;
terms of one or more syndromes system failure; system support;

Conclusion

Thus, in the above-mentioned study, a qualitative
analysis of the risks arising during the MES operation was
carried out. For this purpose, first of all the concept of
MES was defined and their main characteristics were also
given, as well as examples of really functioning MES. In
our paper the most common risk analysis methodologies
were selected and reviewed: MSF; by Shafer D., Fatrell
R., Shafer L.; Barry Boechm's methodology.

Thus, as a result of the comparative analysis, the
most appropriate MSF classification was selected. The
performed study showed that on the basis of MSF

classification, risks in the MES are identified and their
priority is determined.

It should be noted, that among the most important
risks of MES exploitation, one can distinguish the
functionality of the project, the experience of the
personnel that uses them, the inadequate completeness of
the knowledge base and also possible failures of the
MES. Actually, it is very important to implement
constant and timely maintenance of the system. This
enables to non-stop replenish the knowledge base, if
necessary. It should also be emphasized that in order to
ensure system’s reliability, it is quite necessary to add the
mechanism of self-education in the MES to its functional.
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AHaJIi3 pH3HKIB eKCIUTyaTanii MeJHYHNX eKCIIEPTHUX CHCTEM
JI. B. Manppikosa, B. A. TlocrepraxkoBa, I. I'. Kpacoscpka, T. C. CumoBry

AHoTamisi. HaBeneHo XapakTepuCTHKY MEIMUYHHUX 1HOOPMAIIHHIX 1 KOMITTOTEpHUX crcTeM. OKpeMo pO3MISIaroThCs
MEMYHI EKCIIEPTHI CHCTEMHU SK CHCTEMH, IO MAalOTh CYTTEBI OCOOJIMBOCTI, SIKi IOB’s3aHi 3 JIarHOCTHKOKO 3aXBOPIOBAHb Ta
M ATPUMKOIO MTPUAHSTTS PIIICHb 100 BCTAHOBJICHHS JIarHO3Y MallieHTy. PO3rIISHYTO aKTyajabHI MEAWYHI €KCIIEPTHI CHCTEMH
SIK CHCTEMH KPUTHYHOTO MTPU3HAYCHHS, OCOOJIMBO YYTJIMBI IO BAHUKHEHHS PU3HKIB 1 PU3UKOBUX CHTYAIliil. 3aBIaHHS — BUSBHTH,
iTeHTU(DIKYBaTH Ta €(EKTHBHO OOPOTHUCH 3 HACIIIKAMH PU3HKIB, SKi MOXXYTh HETaTUBHO BIUIMHYTH HAa NMPHUHATTSA PIillICHb NPU
BCTAaHOBJIEHH] JaiarHo3y. HaBeneHO MOIIMpEHI MiJXOAM J0 aHali3y PU3MKIB IPU PO3poOIi 1 ITij d4ac poOOTH IIPOrpamMHOro
3a0e3neueHnds. HaBeneni kimacugikamii pH3HKIB 3riJHO BigiOpaHux metozonorii. Cepen oOpanHux Kiacudikaiiii 3iHCHEHO
MOPIBHUTPHY XapaKTePUCTUKY KIacH(iKaIllifHUX O3HAK OIpAIfOBaHHSA IMX cuUcTeM. JIJIs TOpIBHSHHS PHU3HMKIB KOXKHOI 3
PO3MISIHYTHX MEMYHHUX EKCIICPTHUX CHCTEM Ta BHIIYYCHHS HACIIAKIB MOXHOOK B METUUHKIX CKCIICPTHUX CHCTEMaX BUKOPHCTAHO
METOJI BapiaHTHUX MepeX. BiAMOBiTHO /10 1IbOro METOJY BUKOHAHO OIIHIOBAHHS KOXKHOI CHCTEMH, III0 HaBeIeHO B cTarTi. Ha
OCHOBI aHaJIi3y METOOJIOTiH PO3POOKH MEANYHIX €KCIIEPTHUX CHCTEM BH3HAYEHO, M0 KIIacHU]IKallilo pU3HKIB 32 METOIOJIOTIE0
MSF nouinbHO BUKOPHUCTOBYBATH CaMe VISl METMYHHUX €KCIEPTHUX CHCTEM.

Karw4dosi cuoBa: kpurnune II3; ananmi3 pusukiB; MeIuuHi eKCHepTHi cucremu; Meroau Kinacudikauii MEC;
Kinacudixaris pusukis mo MSF.

AHAJIN3 PHCKOB IKCILUIYaTAIMH MeTUIIHCKUX IKCIEPTHBIX CHCTEM
JI. B. Mangpuxosa, B. A. ITocrepnakosa, U. I'. Kpacosckas, T. C. CumoBuu

AHHoTauus. [IpuBeneHa XapaKTEpUCTHKA MEIUIMHCKHX HH(OPMAIIMOHHBIX M KOMIIBIOTEPHBIX cHCTeM. OTIEIbHO
paccMaTpUBAKOTCS MEIUIIMHCKUE DKCIIEPTHBIE CUCTEMbI KAK CHCTEMBI, MIMEIOLIME CYIIECTBEHHBIE OCOOEHHOCTH, CBSI3AHHBIE C IarHOCTHUKOM
3a00/ICBaHUI M TTOAJEPKKOW MPUHATHS PEIICHHAM M0 YCTAHOBJICHUIO JUArHo3a TNaldeHTy. PacCMOTpeHBI aKTyajbHBIE MeIUIMHCKUE
JKCIIEPTHBIE CHCTEMbI KaK CHCTEMbI KPHUTHYECKOIO Ha3HAYEHHS, OCOOCHHO UyBCTBHTENIbHBI K BO3HHKHOBEHHIO PHCKOB M PHCKOBBIX
CUTyalli. 3ajaya - BBISIBUTh, WACHTH(HUIMPOBATh W A(PGHEKTHBHO OOPOTHCSA C IMOCIECACTBHSMU PUCKOB, KOTOPbIE MOI'YT HEraTHBHO
MOBJIUSITh HA TIPUHSATHE PEIICHUHM NpU YCTAHOBJIEHHH JHarHo3a. [IpuBeneHbI pacipoCTpaHEHHbIE IMOAXOAbI K aHAIM3y PHCKOB IPH
pa3paboTKe U BO BpeMsi paboThI MpOrpaMMHOro odecrieueHust. [IpruBeaeHHble KITacCH(UKALMH PUCKOB 10 OTOOPAHHBIM METOOJIOTHSIM.
Cpemy 0TOOpaHHBIX KiIacCH(HUKAIMKA TPOBENICHA CPABHUTENBHAS XapaKTCPUCTHKA KIACCH(MHUKAIMOHHBIX MPH3HAKOB OOpPaOOTKU ITHX
cucreM. [list cpaBHEHHST PUCKOB KaXK/IOM M3 PACCMOTPEHHBIX MEIUIIMHCKHUX 3KCIIEPTHBIX CUCTEM U W3BJIEUECHHS TIOC/IEACTBUM OIIMOOK B
MEIULIMHCKHX SKCIIEPTHBIX CUCTEMAX MCIIONIL30BAH METO] BApHAHTHBIX ceTeil. COorlacHO TOMY METOJTY BBIIOJIHEHO OLIEHUBAHKE KAKION
CHCTEMBI, IIPUBEJICHHON B craTthe. Ha OCHOBE aHaM3a METOIOJIOrUil Pa3pabOTKH MEAUIMHCKMX JKCIIEPTHBIX CUCTEM OIPEICIICHO, YTO
KJTACCU(HKALMIO PUCKOB 110 MeTononoriny MSF nenecoodpa3Ho HCIoNE30BaTh NIMEHHO TSI MEAVLIMHCKHIX SKCIIEPTHBIX CHCTEM.

KawueBbie caoBa: xpurndeckoe [10; aHann3 prcKkoB; MEIMIIMHCKUE SKCIEPTHBIE CUCTEMBI; METOBI KIIaCCH()UKAIH
MDOC; knaccudukarms puckos o MSF.




