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THE METHOD OF SELECTING MEASURES TO PROTECT
THE WEB APPLICATION AGAINST ATTACKS

The subject matter of the paper is the process of ensuring the protection of Web applications against attacks aimed at ob-
taining unauthorized access to the functions of the content management system administrator. The goal is to create a meth-
od to select measures to protect the Web application against attacks. The tasks are: to determine a list of common Web ap-
plication security measures, to develop a method of selection the most efficient protective measures within a limited budg-
et. The methods used are: attacks trees analysis, expert assessment method, methods for solving nonlinear integer pro-
gramming problems with Boolean variables. The following results were obtained. The method for selecting Web applica-
tion security measures based on the success rate estimation of a Web application attack has been developed. Inasmuch as
all protective measures differ in cost, effectiveness, and influence on various attack vectors, as a result of the choice an op-
timal set of countermeasures that will provide the maximal reduction level of attack success rate must be determined. That's
why not only changing the parameters of countermeasures, but also changing the parameters of the attack tree can lead to
changing the set of countermeasures. The problem of selecting protection measures is a nonlinear problem of integer pro-
gramming with Boolean variables. Conclusions. The scientific novelty of the results is as follows: the method of selecting
countermeasures by solving the optimization problem, which allows to select the most effective countermeasures in a lim-
ited budget, was improved. The minimization of the attack success rate is used as a target function; the budget of services is
specified as a limitation. However, it is also possible to use a minimization of a budget level as a target function, wherein

the maximum allowable value of the attack success rate is used as a limitation.
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Introduction

Modern web applications provide opportunities for
providing a wide range of services on the Internet. Ow-
ing to the development of content management systems,
it is possible to create websites without writing code
directly. Content management systems can be divided
into classes, depending on the scope of their application.
At the moment, content management systems are also
used to run small and medium businesses in the World
Wide Web. In this regard, the interest of intruders who
can hack the site and, in any way, get a profit has in-
creased in such systems. In the area of Web application
security, there are a number of problems, normally be-
ing forgotten or missed by site owners. Moreover, site
owners often do not understand the consequences of
hacking the site by malicious users.

In general, there are two groups of reasons why
hacking websites are possible. The first group of causes is
associated with defects during creation a Web application
[1]. The second group of causes is related to problems at
the stage of exploitation. Causes from both groups arise
from the low level of knowledge in the field of informa-
tion security of those who develop the system and who
use it. For example, if an attacker was able to bypass the
authorization mechanism on the site and gain access to
the control panel, this is the reason from the first group. If
an attacker gained access to the control panel due to the
usage of a weak password by the system administrator,
then this is a problem from the second group.

Most of the problems from both groups are known
for a long time and methods of protection against them
are also known [2, 3]. Naturally, any method of protec-
tion can’t guarantee one hundred percent effectiveness,
but the usage of protection measures can significantly
increase the site's resistance against malicious attacks
[4, 5]. Insofar as the usage of protection measures is not

ubiquitous and the protection measures have different
efficiency levels, selecting protection measures for a
particular Web application is the actual task.

The goal of the paper is to create a method for se-
lecting the most effective measures for protecting a spe-
cific Web application.

Main results

This paper is based on the work [6], in which fre-
quent attack scenarios of Web applications were visual-
ized as an attack tree, and a method for estimation the
attack success rate was proposed based on the tree. It is
necessary to determine a variety of measures that can be
applied to counter attacks in the attack tree. The attacks
and countermeasures tree is shown in Fig. 1.

As an example, a site that implements the func-
tionality of an online store, created using a content man-
agement system considered. Assume that no counter-
measures from the list below have yet been applied to
the site in question. Such security measures can be ap-
plied to the site (C;):

1. Two-factor authentication usage to gain access
to the control panel. Such a measure will not allow an
attacker to log in to the system using compromised cre-
dentials of administrator.

2. Trainings for staff to improve the level of
knowledge in the field of information security. Often
the online store has several administrators who manage
the processing of orders. Often, site managers do not
know why they shouldn’t set an easy password, why
they shouldn’t store the password, or use untrusted
software on their computers. That is, this measure is
used to reduce the number of hacks for the reasons of
the second group, which was mentioned at the begin-
ning of the paper.

3. Using encrypted HTTPS connections. Statistics
shows that currently less than a half of sites in the net-
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work use an encrypted protocol to transmit traffic [7].
This protection is extremely important, because when
intercepting administrator credentials, password com-
plexity does not matter.

4. Using VPN when working in the admin panel.
This measure also protects traffic from interception.

5. Protection against busting usernames and pass-
words. Unfortunately, almost always the built-in brute
force protection mechanisms are either missing or not
effective. The usage of effective methods of protection
against brute force will save the site even in the case of
using dictionary logins and passwords.

6. Usage of complex passwords and non-standard
logins. If there is no effective brute force protection, the
brute force attack can continue infinitely. Using stan-
dard logins and weak passwords will lead to the fact that
the attacker automatically selects a combination of a

login and password that matches the credentials of one
of the site administrators.

7. Install and configure the firewall. It will allow to
restrict access to vulnerabilities for attackers that may
be present in the source code of the application. The
peculiarity of this protection measure is that its effec-
tiveness depends on the setting, and if it is not config-
ured correctly, such measure may completely obstruct
the correct operation of the site.

Each protection measure is characterized by a cost
and impact factor, which is determined by an expert.
The list of countermeasures and events subject to coun-
termeasures, as well as their impact coefficients and
costs, are shown in Table 1. The cost is given for illus-
tration on the assumption of there is a subject who is
ready to provide services for the implementation of se-
curity measures at a specified cost.
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Fig. 1. Attack tree, augmented by countermeasures

Table I — The list of countermeasures

Countermeasure Events affected Impa_ct Cost

by countermeasure coefficient (cu)

C,; — Two-factor authentication usage AF 0.8 120
C, — Staff training AFSS 0.5 300
C; — HTTPS usage AFSC 0.7 50
C4— VPN usage AFSC 0.8 80
Cs — Protection against brute forcing usernames and passwords | AFB 0.9 60
Cs — Setting complex passwords and non-standard logins AFBL, AFBP 0.6 20
C; — Installing and configuring the firewall AFRDE, ACAIE, ACADE, ACIUE, ABE 0.75 220

The full names of the events are given in Table 2.
The main event is event «A» — a successful attack of a
Web application that managed to gain access to the ad-
ministrator’s functions.

Selection of protection measures being held by
solving an optimization problem. For calculations, a
spreadsheet MS Excel is used, the function of calculat-
ing the attack success rate is implemented in VBA, the
add-in “Solver” is used for solving the optimization

problem [8]. The fragment of the document in which the
success rate is calculated is shown in Fig. 2. The values
used for evaluations, coefficients and costs for calcula-
tions are test values and they intended to demonstrate
how the methods for evaluating the attack success rate
and the selection of security measures for a Web appli-
cation work.

Another sheet of the document contains informa-
tion about countermeasures. The target function is to
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minimize the success rate of an attack; the limitation is  document, reflecting the source data for the selection of
the total amount of services cost. A fragment of the countermeasures, is shown in Fig. 3.

Table 2 — Event names

Abbreviation Full name of the event

A Get access to control panel functions

AF Find out the login and password of the current administrator

AC Create a new administrator account

AB Bypass authorization

AFS Steal login and password

AFB Find login and password using brute force

AFR Find a password using a known hash

ACA Add a new account with privileges directly to the database

ACI Increase standard user privileges

ABV Vulnerabilities to bypass authorization are found

ABE Exploit vulnerabilities to bypass authorization

AFSS Credentials stolen from storage

AFSC Credentials stolen during unencrypted transmission

AFBL The attacker has a dictionary that includes the desired login

AFBP The attacker has a dictionary that includes the desired password

AFRD Retrieve username and password from database

ACAI Usage of appropriate vulnerabilities (for example, SQL injection on insert)
ACAD The credentials for connecting to the database are known

ACIU Usage of appropriate vulnerabilities (for example, SQL injection on update)
AFSSC Credentials stolen from PC

AFSSE Credentials stolen from email or any cloud storage

AFSSN Credentials stolen from non-digital storage

AFRDV Appropriate vulnerabilities have been discovered that allow retrieving username and password from database
AFRDE Exploiting vulnerabilities that allows to retrieve username and password from the database
ACAIV Appropriate vulnerabilities found (for example, SQL injection on insert)
ACAIE Exploit vulnerabilities (for example, SQL injection on insert)

ACADV Appropriate database connection vulnerabilities found

ACADE Exploiting database connectivity vulnerabilities

ACIUV Appropriate vulnerabilities found (for example, SQL injection on update)
ACIUE Exploiting vulnerabilities (for example, SQL injection on update)

Event name ABV |ABE (AFSC |AFBL |AFBP |AFSSC|AFSSE |AFSSN |AFRDV |AFRDE [ACAIV |ACAIE |ACADV |ACADE |ACIUV |ACIUE
P S I N A A AT BN RS RN I N B R The  objective

Detection difficulty 4 3 1 1 1] 1] 1] 1 4 3 4 3 4 3 4 3 function is contained in
cell B7, the total cost of

Coefficient 0.32 . . . .
ﬁfcfe"twl oa services is contained in

Coefficient w, X

Coefficient w; 0.33 cell BS. In the example

coefficient ¢ 030 shown in Fig. 4, the
restriction B8 <= 450 is
used. In the process of
solving an optimization

Attack success rate | 0.512

Fig. 2. Calculation of attack success rate

A [ 8 | ¢ [ o | £ [ ¢ | & [ wu ] problem, the values of
Countermeasure name C, C, [ C, [oN [o [on the B4:H4 cells change,
Cost 120 300 50 80 60 20 220| conditional formatting
Coefficient of reducing 0.8 0.5 0.7 0.8 0.9 0.6 075 is applied to them for
Usage 0 0 0 0 o o 0| greater clarity. The

restriction for these

1Is is that th n
The objective function is to minimize P 0.511721 cells . s that t e.y ca
Cost of services 0 contain an  Integer
value not greater than
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Fig. 3. Initial data for selecting countermeasures
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possible, 1 — a coun-
termeasure is used, 0 —
a countermeasure is
not used. If a coun-
termeasure is used, the
probabilities of the
events affected by this
countermeasure  are
multiplied by the im-
pact coefficient of the
countermeasure.

Fig. 5 shows the
graph of the attack
success rate depend-
ence on budget. In-
deed, the value of the
indicator is minimal,
subject to a limited
budget of 450 conven-
tional units. Frag-
ments of the graph,
going only up, are
dead-end and they are
caused by the fact that
the cost of different
combinations of coun-
termeasures is  the
same, but their total
impact on the success
rate of an attack can
vary greatly.

Of the total set of
possible combinations
of measures, sets were
selected that provide a
greater reduction of
the attack success rate
at the same total cost.
The optimized graph
of attack success rate
dependence on budget
is shown in Fig. 6.

Figure 6 shows
that even a small
budget can signifi-
cantly increase the
security of the site.
For example, with a
budget of 120 conven-
tional units, the attack
success rate is ap-
proximately  0.138,
with a total cost of
services of 440 con-
ventional units, this
value is 0.088. A sig-
nificant increase in the
total cost of services

4 A B | ¢ | o [ E | F | & | H ]
1 |Countermeasure name c, C; Cs C, Cs Cg
| 2 |Cost 120 300 50 80 60 20 230
| 3 |Coefficient of reducing 0.8 0.5 0.7 0.8 0.9 0.6 0.75
|4 |Uusage 1 0 0 1 0 1 1
15|
16|
| # |The objective function is to minimize P I 0.088255!
| 8 |Costof services 440
Fig. 4. The result of the countermeasures selection
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Fig. 6. The optimized graph of the attack success rate dependence on budget

Conclusions

leads to a slight decrease of the attack success rate.
That’s why the customer must determine the feasi- The developed method allows to select the most
bility of purchasing the proposed set of protection effective protection measures for each individual Web

measures.

application.
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A set of countermeasures that provides the greatest  limitation. However, it is also possible to use budget
decrease of attack success rate is selected. minimization as a target function, and to set the maxi-

The minimization of the attack success rate is used mum allowable value of the attack success rate as a
as the target function; the budget of services is used as a  limitation.
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Merton BuGopy 3axonis 3axucty WEB-3acTocynka Bin atak
A. T'. Teupkunii

IIpeamerom nociipKeHHS € npolecH 3ade3nedeHHs 3axucty Web-3actocyHka BiJ| aTak, CIpIMOBaHUX HAa OTPUMAaHHs He-
CaHKLIOHOBAHOI'O 1OCTYITy 10 (DyHKIiH aaMiHICTpaTOpa CUCTEMH YIpPaBIIiHHS KOHTEHTOM. MeToI0 € CTBOPEHHSI METOILy BUOOPY
3axoniB 3axucrty Web-3acTocyHKa BiJ aTtak. 3aBHaHHS: BU3HAYMTH IIEpeNiK HaWOINbII MOMIMPEHHX 3aXOiB 3axucry Web-
3aCTOCYHKa, PO3pOOMTH METOX BHOOPY HaOUIBII eeKTUBHUX 3aXOJiB 3aXHCTY 32 YMOBH oOMexeHoro Oropkery. Bukopucro-
BYBaHMMH METO/IAMH €: aHAJIi3 JICPEB aTak, METOJ| €KCIIEPTHUX OLIHOK, METOM PO3B'I3aHHS HENiHIHHMX 3a/[a4 LIJIOUYKCETbHOrO
IporpamMyBaHHs 3 OyneBUMH 3MiHHMMH. OTpUMaHi HACTYyIHI pe3yabTaTH. Po3pobiieno meTon Bubopy 3axoaiB 3axucry Web-
3aCTOCYHKA, 3aCHOBAHMII Ha METOJi OLIHIOBAaHHSI MOKAa3HHMKA YCIIIIHOCTI aTaku Web-3acrocyHka. OCKiIbKH BCi 3aX01 3aXHCTY
BiZIPI3HSAIOTHCS BapTiCTIO, €EKTUBHICTIO 1 BIUIMBOM Ha Di3Hi BEKTOpa aTak, B pe3yJbTaTi BUOOPY BU3HAYAEThCS HAOip KOHTp3a-
XOJiB, SIKMIl HaZla€ MaKCUMaJIbHE 3HIKSHHS NOKa3HHUKa YCHIIIHOCTI aTtaku. ToMy 710 3MiHM HabOpy KOHTP3aXO/iB IPU3BOIUTH HE
TiNBKY 3MiHA IapaMeTpiB KOHTP3aXOziB, a i 3MiHa NapaMeTpiB JiepeBa aTak. 3aBJlaHHA BUOOpPY 3aXOIiB 3aXHCTy € HEJiHIHHUM
3aBJIaHHSIM LIJIOYKMCEIBHOrO MporpamMmyBaHHs 3 OyneBumu 3MiHHUMH. BucHoBku. HaykoBa HOBH3HA OTPHMAaHHUX Pe3yIbTaTiB
TOJISITa€ B HACTYITHOMY: YIOCKOHAJICHO METOJl BHOOPY KOHTP3aXO/iB HUIAXOM PO3B'I3aHHs ONTHUMIi3aliifHOI 3a/1a4i, 10 JI03BOJIsIE
BUOpaTH HaWOLIBII eEeKTHBHI KOHTP3aXO[u B yMOBaxX oOMexeHOro Owomxery. B AxocTi 1inboBoi (yHKLIT BUKOPUCTOBYETHCS
MiHIMi3allis NOKa3HHUKa YCHIIIHOCTI aTaku, OIO[DKET IOCIYT BKa3YeThCs B IKOCTI 0OMexeHHs. OJlHaK TaKOX MOXIIMBO BUKOPHUC-
TOBYBATH B AKOCTI I[JIbOBOI (DYHKLIT MiHIMi3aLit0 OIO[KETY, a B SIKOCTI OOMEXCHHs BCTAHOBUTH MaKCUMAaJIbHO JIOITYCTHME 3Ha-
YEHHS [OKa3HUKA YCIIIIIHOCTI aTaKH.

KawuoBi cioBa: araka; Gesneka; 3axijg 3axucry; Web-3acTocyHok; MiHiMi3amist BUTpaT.

Merton Bei0opa Mep 3ammThl Web-npuiioskeHust ot aTak
A. T. Tenxwmi

IIpeamerom n3ydeHus SABISIIOTCS NPOLIECCH 0OeciedeH s 3auThl Web-IIpUIIOKEeHHs OT aTaK, HallpaBJICHHBIX Ha IOIyde-
HHME HECAHKIIMOHUPOBAHHOIO JOCTYNA K (QyHKUMAM aJIMHMHHCTPATOpa CUCTEMbI yrnpaBieHus KoHTeHTOM. Lleiblo sBiseTcs co3-
JlaHHE MeToia BbIOopa Mep 3aluTel Web-IpuioxkeHus OoT arak. 3aja4uu: olpeJeluTh IepedeHb Haubosee pacnpocTpaHEeHHbIX
Mep 3amurbl Web-npuioxeHus, pa3paboTars MeTo]| BbiOopa Hanbosee 3p(heKTHBHBIX Mep 3alUThI IIPH YCIOBHU OrPaHUYEHHO-
ro Orokera. Mcrnons3yeMbIMH METOJAMHU SIBIISIOTCS: aHAIM3 JIEPEBBEB aTaK, METOJ AKCIIEPTHBIX OLEHOK, METOIbI PEeIIECHHS
HEJIMHEHHBIX 33/1au LEeJI0YUCIEHHOTO MMPOrpaMMUPOBaHKs ¢ OyneBbIMH IepeMeHHbIMU. [loiydeHsl cieqyromue pe3yabTaThl.
Pa3paboran Meroz BbIOOpa Mep 3aluTel Web-IpHI0KEH s, OCHOBAHHbIH Ha METO/Ie OLIEHMBAHMs I10Ka3aTellsl YCHEIHOCTH aTa-
ku Web-npunoxenust. IIockonbKy Bce Mepbl 3alIUThI OTJIMYAIOTCS CTOMMOCTBIO, ) ()EKTUBHOCTBIO M BIMSHUEM HA Pa3iIMYHbIE
BEKTOpa aTak, B pe3y/bTaTe BbIOOpa onpesessercs Habop KOHTPMED, OKa3bIBAIOLIMIA MaKCUMAaIbHOE CHUKEHHE NOKa3aTells yc-
MENIHOCTH aTaku. [103TOMy K M3MEHEHHI0 Habopa KOHTPMEp NPHUBOAUT HE TOJBKO M3MEHEHHE IapaMeTpOB KOHTPMED, HO U M3-
MEHEHHE NapaMeTPOB JIepeBa aTak. 3ajaua BeIOOpa MEpP 3aIlUThI SBJISIETCS HEJIMHEHHOH 3a7aueil 11eI0YHCIEHHOr0 IPOrpaMMH-
poBaHus ¢ OyaeBbIMH IepeMeHHbIMU. BbiBoABI. HaydHast HOBU3HA MOJIy4eHHBIX PE3YJIbTaTOB COCTOUT B CIEIYIOIIEM: YCOBEp-
IIEHCTBOBAH METOZ BbIOOpA KOHTPMEp ITyTeM pEIIeHUs] ONTUMHU3ALMOHHON 3a/laul, YTO 103BONISAET BbIOpaTh Hanbonee addex-
TUBHBIC KOHTPMEPBI B YCIIOBUSIX O'PAaHHYEHHOr0 OojikeTa. B kauecTBe LieneBoil ()yHKIMU UCTIONB3YeTCsl MUHUMHU3aLKs 10Ka3a-
TeJIsl YCIEIIHOCTH aTaKy, OOKET YCIIYr YKa3bIBaeTcs B KauecTBe orpaHnueHus. OJIHAKO Takke BO3MOXKHO MCIIONb30BaTh B Ka-
4ecTBE 11eJIeBOH (DYHKIIMM MUHUMH3ALMIO OIOJDKETa, a B KAUeCTBE OrPaHUUYCHHS YCTAHOBUTh MAKCHMAJIBHO JIOILYCTHMOE 3Haue-
HME N0Ka3aTells yCIEIHOCTH aTaKu.

KamodeBbie caoBa: araka; 0e30MaCHOCT; Mepa 3alMThl; Web-IpHIoKeHHe; MUHIMH3aLMs 3aTpar.
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