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METHOD OF CODING INFORMATION DISTRIBUTED BY WIRELESS
COMMUNICATION LINES UNDER CONDITIONS OF INTERFERENCE

The subject matter of the paper is the processes of analysis and evaluation of the effectiveness of information coding
methods in wireless systems. The aim is to improve noise immunity of information messages under conditions of powerful
electromagnetic interference, with the help of complex signal-code constructions. The objective is to develop a method for
noise-immune encoding in a wireless information transmission system, providing increase in information transmission rate.
The methods used: Simulation and digital signal coding. The following results have been obtained: A method for encoding
information transmitted via wireless communication lines in presence of interference. For signal coding, it is proposed to
use Gaussian monocycle with time-dependent position-pulse modulation (PPM). It is shown that for organization of
independent channels within a single frequency band, it is practical to use a system of orthogonal codes. Pulses of the
useful information signal accumulated in a receiver correlator provide significantly increase in signal-to-noise ratio,
allowing transmission of information over a wide frequency range well below the noise level. As a result of encoding
information in wireless information transmission systems with the help of ultra-short pulse signals, the effectiveness of the
proposed method is a quantitatively and qualitatively evaluated. Conclusion. Using Pulse Position Modulation coding in
wireless information transmission systems allows transmitting large volumes of information with high transmission rate
and high noise immunity of the communication channel as well as protecting the channel from message interception.
Ability to work with low radiating power and high signal capacity to penetrate various obstacles ensure fulfilment of
electromagnetic compatibility requirements as well as stable communication in conditions of multipath radio wave
propagation. A possibility that powerful electromagnetic disturbances accompanying a lightning discharge may have
catastrophic impact on the information transmission channel is also eliminated.
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lightning discharge; electromagnetic compatibility; electromagnetic interference.

Introduction

Ongoing complication of the tasks to be solved in
critical systems, for example, in control systems of
nuclear power plants or in space rocket complexes,
necessitates increase in quantity and variety of computer
equipment involved.

The requirements to the reliability of such
equipment constantly grow as well. However, an
analysis of failures of such systems [1] shows that the
number of accidents and the risks associated with them
have been steadily increasing recently. This is mainly
due to computer software failures. In 10% of cases,
rocket and space equipment (RSE) failures occur
because of on-board computer software failures [2, 3].
Therefore, software is one of the main sources of errors
that lead to emergencies. Software failures caused by
distortions of information occurring in inter-unit
communication lines exposed to external interference
are among the most dangerous. In particular, a powerful
electromagnetic field accompanying a lightning is an
extremely dangerous source of interference [4]. Such
interference is characteristic for wide frequency range
(0.3-30 MHz) in combination with the large amplitude
of pulsed electromagnetic field (15-100 kV/m). These
are extremely dangerous factors, especially for wire
communication lines.

Problem analysis
and task formulation
Information  coding solves two tasks —

synchronization and noise immunity improvement. Here
noise immunity of an information transmission channel

means the maximum level of -electromagnetic
interference affecting the communication channel, such
that the channel retains the required quality of operation
[5]. Reed-Solomon codes, as a kind of error correction
block codes, have a huge advantage in comparison with
binary codes when external impulse noise is considered.
However, these codes require dual redundancy and
complex modem schemes.

Therefore, the encoding comes at a price of
reduction in the useful information transmission rate. At
the same time, there is a need for increasing transmission
rate between radio system (RS) units in wireless
communication channels and it requires using the widest
possible frequency range. Therefore, the use of Direct
Sequence Spread Spectrum (DSSS) method for widening
the spectrum while modulating and demodulating
information signals makes it possible to increase
interference immunity of a communication channel
substituting one bit of original information with N bits of
a spreading code combination.

Physical limitations of radio frequency resources
enforce stringent requirements as to ensuring
electromagnetic compatibility (EMC) of a system.
Especially important is to solve this problem for limited
and closed spaces, e.g. interior of RSE cases. Thus, to
transmit information between RSE blocks, it is
necessary to use ultrashort pulse signals with ultra-wide
spectrum.

Task solution

An ultrashort pulse is not capable of information
transmission. The transmission is possible only with a
series of such pulses. A method of information encoding
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and transmission being proposed here consists in
generating a sequence of ultrashort pulses, which
provides increasing information transmission rate. Some
reference or basic sequence of pulses is used instead of
a carrier signal. Pulses of the sequence are generated at
strictly defined intervals. Information is encoded with

the temporal shift of a pulse with respect to the
reference signal. So a 0 bit can correspond to a pulse
transmitted earlier than the reference one, while a pulse
coming later than the reference one corresponds to a 1
bit (Fig. 1). This is a kind of time-dependent Pulse
Position Modulation (PPM) [6, 7].
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Fig. 1. PPM Modulation

Such coding sequence is based on a pulse signal
whose shape is shown in Fig. 2 and is specified with
equation (1). With a pulse front duration of 0.5 ns, its
spectral range is 2 GHz:

A(r)=A0~JE~Ait.exp(t2/Af2), 1)

where At is pulse duration; ¢ is time and A4, is pulse
amplitude.

A B

Fig. 2. The shape of an ultrashort pulse

Thus, the implementation of ultra-wideband (UWB)
technology enables significant increase in data transfer
rate up to 400-500 Mbit/s.

Inter-unit conductor communication lines of the
system, e.g. cable lines or twisted pairs do not have
sufficiently broad bands. Wireless links should be used
for such broadband signals. Since the signal spectrum is
broadband, it is necessary to provide for the possibility
of frequency range sharing, i.e. multiple access.

At the same time, using many sources of
broadband electromagnetic radiation in a closed
confined space creates a complex electromagnetic
environment (CEE) inside the object, putting forward
higher requirements to noise immunity of circulating
information. Reducing the radiation level of the
broadband signal transmitters below the noise level
makes it possible to meet the requirements of EMC, and
this leads to improvement of noise immunity.

To separate several information communication
channels, each of them is assigned its own spreading
code combination. This is a pseudo-random sequence,
whose elements constitute an orthogonal basis; this
sequence specifies the channel code. And the
information message is decoded only if the receiver and
the transmitter share the same channel code, which
improves interference immunity of the information
circulating in the system.

Extraction of a useful signal in presence of noise is
performed through correlating received and reference
signals. A correlator performs convolution of the
received signal and the reference signal. The correlator
is an ideal detector for determining time shifts of the
received pulses relative to the reference ones. When a 1
bit is received, the value of correlation function is equal
to + 1, while its value is - 1 on reception of a 0 bit. In all
other cases, the value of the correlation function is 0.
Since a bit of information is represented e.g. with 200
ultrashort pulses and on codes coincidence the bits are
accumulated in the receiver’s integrator, a bit will be
detected correctly even if 99 pulses out of 200 are
corrupt.

A useful signal is extracted from the noise level
and it exceeds the noise significantly: Signal-to-noise
ratio here constitutes 23 dB. It should be noted that
encoding an information bit with a series of ultrashort
pulses eliminates the multipath signal propagation
problem.

This is because any reflected signal received with
an invalid time shift resulted from a different
propagation path is discarded as an interference signal.
At the same time, using a series of ultrashort pulses to
encode an information bit makes it possible to eliminate
inter-symbol interference because the energy of the
preceding pulse completely dissipates before the
following ultrashort pulse from the coding series is
received.

A comparative analysis of noise-proof codes
currently in use is shown in Figure 3. The analysis
revealed that the duration of one information bit is
within 1 to 4 seconds.
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Fig. 3. Dependence of a carrier frequency on the encoding method

One Hertz of a carrier transmits one bit with
Manchester code, two bits — with NRZ code and four
bits — with MLT-3 (Multi Level Transmission-3).

Calculation of external interference impact on
signal transmission and development of methods for
reducing this impact are the main issues solved within
the Theory of Noise Immunity. The most dangerous
external interference affecting noise immunity of
information  circulating in a system is an
electromagnetic field accompanying a lightning
discharge with duration of 0.2 ms [4]. Such field always
destroys an information bit encoded with any of the
currently used noise-immune encoding methods. But
with  PPM  encoding method, an external
electromagnetic field accompanying a lightning bolt
does not cause complete destruction of an information
bit due to its representation, e.g. by 200 ultrashort
pulses. The field can only reduce the signal-to-
interference ratio at the receiver by 20%. In such case,

the signal-to-noise ratio is decreased by 1 dB from 23
dB to 22 dB, and this would not cause an information
signal failure.

Conclusions

Thus, application of PPM coding to information
transfer in a confined space allows interference-free
wireless information exchange in such conditions. This
makes it possible to remove wired inter-block
information communication lines, significantly reducing
the weight of an RSE object. At the same time, due to
the  organization of ultra-wideband  wireless
communication, the information exchange rate between
units of the system increases significantly. The
catastrophic effect on information transfer channels
resulted from powerful electromagnetic fields
accompanying a lightning bolt can be eliminated as
well.
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Merton xoxyBaHHs indopMmauii,
110 PO3MOBCHKYETHCSI 10 0e3MPOBOXOBHM JIiHiAM 3B’ SI3Ky B YMOBaX 3aBajg

O. A. Cepxos, B. C. bpecnagens, M. 0. Tonkagos, B. O. Kpaseus

IIpeameToM BHBYEHHS € NPOLECH AaHANi3y Ta OLIHKH eQEeKTHBHOCTI

METOZIB KOJyBaHHs iHpopMalii B

6e31poBOIOBUX cucTeMax. MeTa — MiJBUILCHHS 3aBaJ0CTIHKOCTI iH(pOpMaLiHHUX MOBIZOMIIEHb B YMOBAxX Jii MOTYXHHX
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€JIEKTPOMArHiTHUX 3aBaJ] LUISIXOM 3aCTOCYBAaHHs CKJIAJJHUX CHI'HAJIbHO-KOJIOBHUX KOHCTPYKLiH. 3aBgaHHs: (HOpMyBaHHS
METO/ly 3aBaJIOCTIMKOro KomyBaHHS y 0e3IpoBOJOBIH cucremi nepenaui iHpopmanii, ska JO3BOJISE MIABUIIUTH 00CAT Ta
MIBUIKICTH Nepenadi iHpopmarii. BukopucToByBaHUMH METOJAMH €: METOAM IMITaIliiHOrO MOJENIOBAaHHA Ta LUPPOBOTO
KOJlyBaHHs curHainis. OTpuMaHi Taki pe3yJbTaTH. 3alIpOIOHOBAHO METOJ KOJyBaHHs iH(popMaLil AKa PO3HMOBCIOKYETHCS
1o Oe3NpoBOAOBUM JiHIAM 3B’S3Ky B yMmoBax 3aBal. OOrpyHTOBaHO BHUKOPHCTaHHA Y SIKOCTI KOJOBOIO CHTHAILY
rayciBCbKOro MOHOLMKIY 13 KOJyBaHHAM iHQopmanii 3a JOMOMOror 4YacoBOi NO3UIIHHO-IMIYJIbCHOT MOIYJISLII.
IMokazano, 1m0 JuIs opraHizalii HE3aJe)KHUX KaHaliB B OAHIH CMy3i 4acTOT [OLiJIbHO BUKOPUCTOBYBATH CHCTEMY
OpPTOroHaJbHUX KoAiB. HakomudeHi y Kopenaropi npuiiMauya iMITyJIbCH KOPHCHOTO iH(OpMAalifiHOro CHrHaly HAalTh
MOXUIUBICTB CYTTEBO I1iIBUILUTHU CIIiBBIHOIIEHHS CUTHAJI / IIyM, 3a0€3IeYyoud [IMM MOXJIHMBICTh nepeaadi inpopmauii y
MIMPOKOMY YacCTOTHOMY Jialla30Hi 3HAYHO HWXKYe DiBHA WIyMy. B pesynbraTi kopyBaHHS iHdopMailii HaJKOPOTKHMH
iMIynbcaMu y O€3NpOBONOBHX CHCTEMax Iepenaui iHdopMalii ImpoBeieHa KUIbKICHA Ta AKiCHAa OLiHKa e()eKTUBHOCTI
3alpONIOHOBAHOr0 Merony. BucHoBkm. Bukopucranas PPM — konyBaHHA y O6e3nmpoBOJOBHX CHUCTEMax Iepenadi
iHpopmamii 1no3Boise 3a0e3leuYnTH BENUKI OOCSITM Ta MIBHAKOCTI mHepenadi iHpopmamii 3 OJHOYACHOI BHCOKOIO
3aBaJI03aXMINEHICTIO KaHaly 3B’S3Ky Ta 3aXHCTOM HOro BiA IepexOIUIeHHS. MOJMJIMBICTh MPAIOBATH 13 MAaJoo
MOTYXXHICTIO BUIIPOMIHIOBAaHHSA T4 BHCOKA IPOHUKJIMBICTH CUTHAJIB Kpi3b OyIb-sfiKi NEPEIIKOAU JIO3BOJIAIOTH BUKOHATH
BHUMOT'H €JIEKTPOMAarHiTHOI CyMiCHOCTI Ta 3a0e3NeunTy CTifKuil 3B’4A30K B yMOBax 0araToONpOMiHEBOr0 PO3NOBCIOJKEHHS
panioxBuiab. Ilpu npoMy ycyBaeTbCs MOXIMBICTH KaracTpodiuHoi i Ha kaHanu mnepefadi iHpopMawii MOTYKHHX
€JIEKTPOMArHiTHHUX 3aBaJl, SKi CIMPOBOMXKYIOTH PO3pPsi OJIMCKAaBKH.

Kawo4dosi caoBa: mymononiOHumii curnam; Oe3npoBoioBa cucreMa nepenadi iHdopmanii; udacoBa MoO3HLiiHO-
IMITyJIbCHA MOJYJIALIS; OPTOrOHAIBHE KOJYBaHHSI; €JIEKTPOMArHiTHA CyMiCHICTb.

Merton koaqupoBaHus HHGOPMAaLMH,
pacnpocTpaHsionieiics o 6ecrnpoBOAHbIM JIMHHUSAM CBSI3H B YCJI0BHSAX NOMeX

A. A. Cepxos, B. C. bpecnagen;, M. }O. Tonkauos, B. A. Kpasent

IIpenqMeTom u3ydeHHs ABJISIOTCS MPOLECCHI aHATHM3a U OLEHKH 3((EKTHBHOCTH METOIOB KOAUPOBAHHUS HH(POPMALIHH B
GecripoBosiHbIX cucteMax. Lleib — MOBBILICHHE TOMEXOYCTOWYNBOCTH MH(OPMAIIMOHHBIX COOOIICHH B YCIOBUSX CHCTBUS
MOIIHBIX 3JIEKTPOMArHUTHBIX [IOMEX IyTeM MNPUMEHEHHs CJIOXHBIX CHIHAJIBHO-KOJOBBIX KOHCTPYKLHWH. 3agava:
bopMHpOBaHHE METOAa IOMEXOYCTOMYMBOIO KOAMPOBaHHS B OECIPOBOMHOH cHcTeMe mepenaun  WH(OpMAIUH,
[O3BOJISIFOIIETO MOBBICUTE 00BEM M CKOPOCTh Mepenadn HHpopMmanuu. MCrnonb3yeMbIMH METOAAMH SIBIISIFOTCS: METOMbI
UMHUTAIMOHHOTO MOJICIIUPOBAHUsS M H(POBOro KOIMPOBAHHUs CUTHANOB. [ToNydeHbI CIeAyolne pe3yabTaThl. [IpeanoxeH
METOJI KOAMPOBaHUS HH(OpPMAIMH, PACIPOCTPAHSIOIICHCS MO0 OECHPOBOAHBIM JIMHHSAMH CBSI3M B YCIIOBHSIX IIOMEX.
OOOCHOBAaHO HCIIOJB30BAaHUE B KayeCTBE KOJOBOTO CHTHAJa I'ayCCOBCKOIO MOHOLMKIA C KOIMPOBaHHEM HH(MOpMAaIUu
[OCPEICTBOM BPEMEHHOW MO3UIMOHHO-UMITYIbCHON MOMyisun. [loka3aHo, 4To JUis OpraHu3aliid He3aBUCHMBIX KaHAJIOB B
OJTHOM MOJIOCE YaCTOT 1IeIeCO00Pa3HO NPUMEHSTH CHCTEMY OPTOrOHAIBHBIX KO0B. HaKoMIeHHBIC B KOPPEIATOPE MPUEMHHKA
HMITYJIBCHI TOJIE3HOr0 HH(OPMAIIHOHHOTO CUTHAJIA IAF0T BO3MOXKHOCTh CYIIECTBEHHO MOBBICUTH COOTHOIICHHUE CHIHAI/IIYM,
obecrieyrBasi BO3MOXXHOCTh Iepeadn HH()OpPMAIMK B LIMPOKOM YaCTOTHOM J[HAIa30HE 3HAYMTEIBHO HHXXE YPOBHS IiymMa. B
pe3yibTare KOAMPOBAHUSI HHPOPMALUKM CBEPXKOPOTKUMH HMITYJIbCHBIMH CHTHAJIAMH B OECIPOBOAHBIX CHCTEMax IMepeiavn
uH(pOpPMAIMU MPOBEJCHAa KOJMYCCTBEHHAsh M KauyeCTBEHHAsl OLEHKAa 3(P(EKTUBHOCTH Mpe/iaraeMoro MeToia. BbIBOABI.
HcnonezoBanne PPM — koaupoBaHus B GECHPOBOJHBIX CHCTEMax Hepeaayr HHPOPMALMH TO3BOJSET 00ECIednTh OOoJIbIIne
00beMbl M CKOPOCTH Mepeqayd MHPOPMALUH TMPH BHICOKOW ITOMEXO3AIIMIICHHOCTH KaHalla CBS3M M 3alUTHl €ro OT
nepexsaTa. Bo3sMOXHOCTb pabOTEI ¢ MAJIOH U3JTy4aeMOi MOIIHOCTBIO M BBEICOKasl IIPOHUKAIONIAs CIIOCOOHOCT CUTHAJIOB Yepe3
pa3iuYHBIC OPEMSATCTBHS IO3BOJSIOT BBINOJHUTH TPEOOBAHMS MO BICKTPOMArHUTHOW COBMECTHMOCTH M OOECICYHTH
YCTOHYMBYIO CBSI3b B YCJIIOBHSIX MHOTOJYYEBOTO PACIPOCTPAHEHHS PaJHOBONH. IIpU 3TOM YCTpaHSETCS BO3MOXHOCTB
KaTacTpOpUUECKOro BO3ACHCTBUS HAa KaHAIBl Mmepefadyd  HHOOPMAMH  MOIIHBIX  OJIEKTPOMATHUTHBIX — [TOMEX,
CONPOBOXKIAIONIMX Pa3psiI MOIHUH.

Knaoudesbple caoBa: mymMonomoOHBI curHai; OecnpoBogHas cuCTeMa meperaud HHGOPMAIMH; BpeMEHHas
MO3UIMOHHO-UMITYJIbCHAsE MOLYJISLUS; OPTOrOHAJIBHOE KOJIMPOBAHUE; JIEKTPOMArHUTHAsE COBMECTHMOCTb.
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