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DATABASE SECURITY:
THREATS AND PREVENTIVE MEASURES

The subject matter of the article is the variety of different threats and vulnerabilities which can occur while developing,
managing and maintaining different databases and database management systems. The goal is to analyze the described
threats and provide the most appropriate solutions. The tasks to be solved are: analyze the variety of different threats and
vulnerabilities and select the most common and problematic ones, propose the most appropriate preventive measures or
solutions for each of items selected. Ensuring database security is very critical for the organizations. As the complexity of
the databases increases, we may tent to have more complex security issues of database.
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Introduction

In recent years, security incidents, including
sensitive data leakage, has been seen more frequently.
Much of this sensitive data is processed and
maintained using the help of database management
systems (DBMS). Considering that, for the different
organizations, their data security is crucial, it is
essential to take different actions and use various
practices in order to protect the data present in the
database. Secure databases are the ones who’s been
ready to take appropriate measures in case of possible
database attacks. There are variety of security models
required to maintain stored data in integrity [1][2].
They may be different in many aspects as they are
targeted on prevention of the different problems in
database security. Also, they can differ because the
definition of database security is not strict, which leads
to many various issues for engineers, who seek for
creation of the secure infrastructure for sensitive data
storage.

Database is a collection of data that is stored
somewhere on the physical machine [3]. Any user,
who is authorized to communicate with database can
perform different read-write on the data stored within.
Databases could not manage themselves, as they are
responsible only for the data storage. Systems, which
are created especially for database management and
maintenance are called database management systems
(DBMS).

DBMS interacts with authorized users, other
applications and database itself to capture and analyze
the data. It is responsible for restructuring the data for
better performance and to lower the storage
consumption.

DBMS can be accessed in parallel way and it
should handle all the requests correctly and without
any issues. Also, it can be responsible for storing
snapshots for the databases using the “backup and
restore” functionality.

Now a day’s the databases are required to store
any type of data needed, because they are much more
efficient in terms of processing speed. Also, the costs
for database maintenance is more than affordable for
any kind of business. Modern databases could handle
the bulk operations with millions of data items in a

second [4]. For example, there is no need to manually
write and calculate the warehouse re-stock report,
because hand held barcode scanners can be used to
write information directly into the database.

When the database is used in offline mode only,
with only one concurrent connection at max, then there
is no need perform any actions to ensure database
security.

But in cases, when the database communicates
with many different concurrent connections and
external applications, the next question arises: “Is data
secured using the database?”. Security in today’s
world is one of the most important and challenging
tasks that people are facing all over the world in any
aspects of their lives.

With passage of time, the databases become
much more complex to maintain.

Without up-to-date documentation, database
engineer will hardly keep up with all places, where the
sensitive data is contained.

Database security is the use of a wide range of
data security controls to protect databases against any
attacks (internal or external), against compromises of
database confidentiality, integrity and availability.

The goal of this article is to perform analysis for
different existing vulnerabilities related to databases
and to propose appropriate counter measures for them.

Database Threats

Modern databases are subjects to breach using
various attack, aimed to receive unauthorized access or
to corrupt the date integrity or availability. Before we
start describing the preventive measures of different
attacks and vulnerabilities, there is necessary to
describe some of the risks related to them, and, if there

are an ability to, provide examples of the
consequences.
Excessive  privileges. = When users (or

applications) are granted database access privileges
that exceed the requirements of their job function,
these privileges may be abused for malicious purpose.
For example, a university administrator whose job
requires only the ability to change student contact
information may take advantage of excessive database
update privileges to change grades. A given database
user ends up with excessive privileges for the simple
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reason that database administrators do not have the
time to define and update granular access privilege
control mechanisms for each user. As a result, all users
or large groups of users are granted generic default
access privileges that far exceed specific job
requirements [5].

Countermeasures. Do not grant access
privileges that far exceed specific job requirements for
the user. Implement good audit trails, so database
administrators could handle with privilege abuses in
timely manner.

Example. According to a survey from security
firm BeyondTrust, which focuses on privilege
management issues, more than 47 percent of the 728
survey participants said users in their organizations
have elevated privileges not necessary for their roles.

Twenty percent reported that more than three-
quarters of their user base run as administrators. In
addition, 33 percent said their organizations had no
policies for privileged password management [5].

Input injections. Input injections is a code
injection technique, used to attack data-driven
applications, in which nefarious database query
statements are inserted into an entry field for execution
(e.g. to dump the database contents to the attacker).

Countermeasures. Validate input data received
from the user. Do not blindly use the input data
provided.

This may be achieved by adding an additional
interpretation level into the application, which will
handle the database query construction.

Use parametrized statements if it’s possible.

Use Data Access Control policies to manage the
database user privileges (e.g. deny any modification
requests for the certain resource).

Example. On October 1, 2012, a hacker group
called "Team GhostShell" published the personal
records of students, faculty, employees, and alumni
from 53 universities including Harvard, Princeton,
Stanford, Cornell, Johns Hopkins, and the University
of Zurich on pastebin.com. The hackers claimed that
they were trying to '"raise awareness towards the
changes made in today’s education", bemoaning
changing education laws in Europe and increases in
tuition in the United States [6]. In October 2015, an
SQL injection attack was used to steal the personal
details of 156,959 customers from British
telecommunications company TalkTalk's servers,
exploiting a vulnerability in a legacy web portal [7].

Malware.  Cybercriminals,  state-sponsored
hackers, and spies use advanced attacks that blend
multiple tactics — such as spear phishing emails and
malware — to penetrate organizations and steal
sensitive data. Unaware that malware has infected their
device; legitimate users become a conduit for these
groups to access your networks and sensitive data.

Countermeasures. Do not install any additional
software without formal verification (antimalware
tools, sandboxes, etc.) or services onto your database
server. Provide an explicit and well-documented
software installation policy for your organization
members.

Weak audit trail. Automated recording of all
sensitive and/or unusual data base transactions should
be the part of the foundation underlying any database
deployment. Weak database audit policy represents a
serious organizational risk on many levels.

Counteremeasures. Configure your DBMS to
generate log for desired security events. Use third-
party network-audit tools.

Backup exposure. Backup database storage
media is often completely unprotected from attack. As
a result, several high-profile security breaches have
involved theft of database backup tapes and hard disks
[8].

Countermeasures. All database backups should
be encrypted. In fact, some vendors have suggested
that future DBMS products may not support the
creation of unencrypted backups.

Encryption of on-line production database
information is often suggested, but performance and
cryptographic key management drawbacks often make
this impractical and are generally acknowledged to be
a poor substitute for granular privilege controls
described above [7].

Weak authentication. Weak authentication
schemes allow attackers to assume the identity of
legitimate database users by stealing or otherwise
obtaining login credentials. An attacker may employ
any number of strategies to obtain credentials.

Countermeasures. Use strong authentication:
two-factor mobile  authentication, certificates,
biometrics. In cases where additional authentication
options are unavailable, enforce strong
username/password  policies (minimum  length,
character diversity, obscurity, etc.).

Example. Millions of accounts associated with
video-sharing site Dailymotion, one of the biggest
video platforms in the world, have been stolen. A
hacker extracted 85.2 million unique email addresses
and usernames from the company’s systems, but about
one-in-five accounts — roughly 18.3 million— had
associated passwords, which were scrambled with the
berypt hashing function, making the passwords
difficult to crack. The hack is believed to have been
carried out on Oct. 20 by a hacker, whose identity isn’t
known, according to LeakedSource, a breach
notification service, which obtained the data [9].

DB vulnerabilities & misconfiguration. It is
common to find vulnerable and un-patched databases
or discover databases that still have default accounts
and configuration parameters. Attackers know how to
exploit these vulnerabilities to launch attacks against
your organization.

Countermeasures. Do not use default
credentials/accounts for the database communication.
Integrate your database server authentication system
with organization’s domain system.

Example. MacKeeper Security Researcher Chris
Vickery contacted DataBreaches.net to report that he
had discovered yet another misconfigured MongoDB
database. This one, 132 GB in size, appeared to
contain voter registration data from 93,424,710
Mexican citizens [10].
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Denial of service. Denial of Service is a general
attack category in which access to network
applications or data is denied to intend to user.

Countermeasures. Harden the TCP/IP stack by
applying the appropriate registry settings to increase
the size of the TCP connection queue, decrease the
connection establishment period, and employ dynamic
backlog mechanisms to ensure that the connection
queue is never exhausted.

Use a network Intrusion Detection System (IDS)
because these can automatically detect and respond to
SYN attacks.

Example. On March 26, 2015, a very well-
coordinated distributed denial of service (DDoS)
attack was waged on GitHub, the heir apparent to the
now-closing Google Code. GitHub characterized this
as the largest DDoS in its history. The Electronic
Frontier Foundation (EEF) and security researchers
Netresec name the Chinese government as the culprits
of the attack, which lasted until March 31, 2015 [12].

Loss of outdated storage devices. Because of
rapid growth of computing power, different storage
devices (hard disk drives, solid state drives and other
data storage hardware) become outdated every 5-7
years and so they are replaced with new ones. Usage of
embedded data destruction tool does not guarantee the
inability to restore the data.

Countermeasures. Always perform  full
recycling of outdated storage devices with respect to
the rules and standards of this process.

Limited security expertise & education. Non-
technical security is also play an important role.
Internal security controls are not keeping pace with
data growth and many organizations are ill-equipped to
deal with a security breach. Often this is due to the
lack of expertise required to implement security

controls, enforce policies, or conduct incident response
processes.

Countermeasures. Hire or
experienced security professional.

Summary

Databases are the core part for any modern
information system. It is crucial to create environment,
which will protect the data and the database itself.
With the passage of time it becomes harder and harder
to achieve this goal.

With the rapid growth of data production and
consumption lead to an increase of data breaches and
uncovered vulnerabilities [13].

This article aims to popularize the idea of data
security as well as to provide a cumulative set of rules
and actions which can decrease the risks related to data
confidentiality, integrity and availability violations.
Also, it covers different types of vulnerabilities which
can occur while working with modern databases and
database management systems.

As it follows from a brief review of the list of
presented vulnerabilities, it’s not hard to declare that
the most crucial point of database security is the
personnel which is responsible for managing and
developing the database. This work had covered some
of vulnerabilities related to databases and described
the counter measures for them.

Usage of described recommendations will help to
avoid the impact of the threats listed while developing,
managing and using the databases. The threats
described are not covering all the opportunities of
potential violators.

In particular, various insider threats that occupy a
sufficiently large niche in the list of threats to the
database.

cultivate an
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Be3neka 6a3 ganux:
3arpo3M Ta NPeBeHTUBHI 3aX01H

B.4. TleBues, C.J1. Kanunncbkuit

€ BeMKa KiUIbKICTh PI3HOMAHITHHMX 3arpo3 Ta BPa3IMBOCTEH, SKi MOKYTh BUHMKHYTH ITiJl 4ac pO3pOOKH, yHPABIiHHA Ta
MIATPUMKH pi3HHMX 0a3 JaHMX Ta CHUCTEM YIpaBIiHHA 0azaMu JaHMX. METOI0 CTAaTTi € NPOBEIEHHS MONIHOJICHOro aHali3y
OIMCAHUX 3arpo3 Ta BU3HAYCHHs HAHOLIbII ONTUMAIBHUX 3aX0IB I IX YCYHEHHs. 3aBAAHHs: IPOBECTH IOrIHOICHHIT aHai3
PI3HOMAaHITHHX 3arpo3 i Bpa3iauBocTel Ta BUOpaTH HaiOLIbII PO3NOBCIOLKEHI Ta HANIIPOOIEMaTHYHIlI 3 HUX, IPOAHAII3yBaTH
Ta 3alpOIOHYBATH ONTHUMAJIBHIII 3 IPEBEHTUBHUX 3axoiiB abo pillleHb JUIi KOXKHOI 3 mneperisHyrux 3arpos. Cepen
NMpoaHajizoBaHUX 3arpo3 Oynu obpani: HaxMipHI npuBitel (excessive privileges), BXifHi in'ekuii (input injections), 37T0BMICHE
nporpamHe 3a0e3nedeHHs (malware), cmabkuii ayauTopebkuil iy (weak audit trail), HemocTaTHIH piBeHb O€3IEKH pe3epBHUX
xoriit (backup exposure), cnabka ayrentudikamis (weak authentication), BHyTpilllHI Bpa3iaMBOCTI 0a3 JaHHMX Ta HENpaBHIbHA
koH(irypamist (DB vulnerabilities & misconfiguration), HekepoBani koH(ineHwLiMHI faHi (unmanaged sensitive data), BiimMoBa B
obciyroByBaHHi (denial of service), Brpara crcannx HociiB iHpopmarii (loss of outdated storage devices), HU3bKHMI piBEHb
eKCIIepTH3H 3 0Oe3nekn Ta HU3bKWE piBeHb ocBiTH mpamiBHUKIB (limited security expertise & education). s koxHOI 3
HepepaxoBaHKX 3arpo3 NPOaHaNi30BaHi Ta BU3HAUCHI ONTHMAIIbHI 3aX0AU I 1X ycyHeHHs. BucHOBKH. Ba3u naHuX € OCHOBHOIO
JacTHHOIO OyIb-sIKOi cydacHOI iH(popMauiiiHoi cuctemu. J[yxe Ba)JIMBO CTBOPUTH CEPENOBHUIIE, SIKE 3MOXKE 3aXUCTUTH JaHi Ta
caMmy 0a3y JaHUX. 3 4acoM CTa€ Baxkye JOCATTH Li€i MeTH. [IBuIKe 3pOCTaHHs CTBOPEHHS Ta CIIOXKMBAHHS JAHUX IPHU3BOAUTS JI0
301IbIIEHHS OPYIIEHHS JAHUX Ta BUABJICHHS HOBUX Bpa3iMBOCTeH. JlaHa CTATTs HalliJieHa Ha Iomyispu3alito inei 6e3nexu 6a3
JIAHUX @ TaKOX IPOIOHYE YiTKUI HaOip MpaBmII Ta [JiH, CIPAMOBAHUX HA 3HWKEHHs PU3HUKIB, OB SI3aHUX 3 KOH(QIICHIIHHICTIO,
L{JTICHICTIO Ta JOCTYIHICTIO JaHUX. SIK BUILUIMBA€ 3 OJIAAY NEPeNiKy MPeICTaBICHUX BPA3JIMBOCTEH, HE Ba)KKO 3aMIiTUTH, IO
HalBa)KJIMBIIINM ITyHKTOM O€3IeKH 0a3 TaHHUX € NepcoHal, KUK BiIIOBIJa€ 3a yIpaBIIiHHS Ta pO3pOOKY 0a3H JaHMX.

KawuoBi ciroBa. Ge3nexa; 3arpo3u; pu3KKY; IPEBEHTHBHI 3aX0/IH; CHCTEMa yIpaBIIiHHs 0a3aMu JaHMX.

Be3onacHocTb 6a3 AaHHbLIX:
yrpo3sbl U npeBeHTUBHbIE Mepbl

B.4. Tlenes, C.J1. Kamunnckuit

EcTe 0GoONbIIOE KONMYECTBO Yrpo3 M YSI3BUMOCTEH, KOTOpbIe MOTYT BO3HHKHYTh IIPH pa3paboTKe, yIpaBICHHS U
HOIEPXKKH PAa3NUYHBbIX 0a3 JAaHHBIX M CHCTEM YIpaBleHHs Oa3aMu JaHHbIX. LleIbI0 CTAaTBH SIBISETCS IIPOBEACHHUE
Yri1yOJIeHHOrO aHaIU3a ONMCAHHBIX YIPO3 U ONpeJieleHre Hauboee ONTUMAIIBHBIX Mep JUIS X YCTpaHeHUs. 3ajaqa: IpoBeCTU
yrIyONeHHbIH aHalu3 yrpo3 M ys3BUMOCTEH M BHIOpaTh Hambolee paclIpOCTPaHCHHBIC W CaMblii NMPOOJIEeMAaTHYHBIE U3 HHX,
[POaHAIM3UPOBATE U MPEIOKUTH ONTUMAIIBHBIC M3 IPEBEHTUBHBIX Mep WIM PeLICHUH JUI KaXIOH U3 IPOCMOTPEHHBIX Yrpo3.
Cpeny mMpoaHATM3NPOBAHHBIX YIrPo3 ObLTN BHIOpaHBI: Ype3MepHbIe PUBMIETHH (eXcessive privileges), BXOASIINE HHBEKIUH
(input injections), BpeIOHOCHOE NporpaMmHoe obecreueHne (malware), ciaObridi aymuropckuit ciex (weak audit trail),
HEJIOCTATOUHBII ypoBeHb Oe3omacHOCTH pe3epBHBIX konmid (backup exposure), cmabas ayrenrudukamus (weak authentication),
BHYTPEHHHE YA3BUMOCTHU 0a3 NaHHBIX U HenpaBwibHas koH(urypauus (DB vulnerabilities & misconfiguration), HeynpasisiemMble
KOHOUIeHIMaNbHbIe NaHHble (unmanaged sensitive data), oTka3 B oOciyxuBanun (denial of service), moreps CIHCaHHBIX
Hocuteneil uapopmanuu (loss of outdated storage devices), HU3KHI ypOBEHb SKCIEPTU3bl 0€30IIACHOCTH M HU3KUH YpOBEHb
obpazoBanust paboraukos (limited security expertise & education). Jlyist kak10if U3 EPEUNCIICHHBIX YIPO3 IIPOaHAIM3UPOBAHBI U
OIpEe/eNeHbl ONTHMAJbHBIE MEphl Ul HMX yCTpaHeHHs. BuIBoabl. bBa3bl NaHHBIX SBISIETCS OCHOBHOH 4YacThblo JIIOOOMN
COBpPEMEHHON MH(OPMAIMOHHON cucTeMbl. O4eHb BaXKHO CO3HAaTh CPemy, KOTOpask CMOXKET 3allUTUTh JaHHBIE U camy 0a3y
naHHBIX. CO BpeMEHeM CTaHOBHUTCS TPYAHEE TOCTUYb 3TOH LIeJIH. BBICTPBI pOCT co3iaHust M HOTPEOICHUS JaHHBIX PHBOIHUT K
YBEIMYCHHUIO HAPYIICHWIl NAaHHBIX U BBUIBJICHHIO HOBBIX YA3BUMOCTeH. JlaHHas CTaThsl HallelieHa Ha IOMYISPU3ALMIO HICH
Ge3omacHOCTH 0a3 MaHHBIX U NpeIaraeT 4eTKUi Habop IPaBUII U IeHCTBHUI, HAIIPAaBICHHBIX Ha CHYDKEHHE PHCKOB, CBS3aHHBIX C
KOH(HMICHIMATEHOCTIO, LEJTOCTHOCTBIO M JOCTYHHOCTBIO JaHHBIX. Kak cnemyer u3 0030pa HepedyHsi NpencTaBICHHBIX
YA3BEMOCTEH, HETPYIHO 3aMETUTh, YTO BaXKHEHIINM IyHKTOM O€30IacHOCTH 0a3 JaHHBIX SBISETCS IIEPCOHAN, OTBEYAIOIIMH 3a
yIIpaBJIeHHE U pa3paboTKy 6a3bl JAHHEIX.

KawueBblie cioBa: 6G3OHaCHOCTL; YrpoO3bl; PUCKHU; IIPEBEHTUBHBLIC MEPLI; CUCTEMA YIIPABJICHUS Oazamu JIAHHBIX.
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