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INVESTIGATION OF INTRUSION IN COMPUTER SYSTEMS
BASED ON THE HURST EXPONENT

The subject of the research in this article is the analysis of intrusion detection methods in computer systems. The purpose
of the article is to develop effective methods and technologies for countering computer viruses. Tasks: research of modern
means of antivirus protection of computer systems; a study of the Hurst index for assessing the state of the computer
system; development of a software model for assessing the state of a computer system based on the Hurst index, analysis of
the experimental data. The methods used are: self-similarity assessment of the process based on the Hurst index. The
following results are obtained. A method for identified abnormal behavior of a computer system based on the Hurst index
is proposed. It is based on the analysis of CPU and RAM. The results of the research showed that the influence of a number
of viruses on the computer system leads to the aspiration of the Hurst index to an average value of 0.5, which indicates the
randomness of the process. Conclusions. Experimental studies confirm the possibility of using the Hurst index as an
integral part of the intrusion detection system in computer systems.
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Introduction

It is difficult in our time to overestimate the
importance of information safety. Information and data
are the greatest value of modern society and its safety
is critical not only for individual, but also for
international safety. More and more data is being
digitalized. With the growth of the value of
information increases the demand for it, and at the
same time — the number of those wishing to obtain
unauthorized access to it. The easiest way to do this is
through computer viruses.

For the first time in the history of Ukraine, in the
summer of 2017, hacking attacks by the virus
NotPetya struck banks, fuel stations, stores, websites
of state structures for several hours [1]. Even sites of
the Cabinet of Ministers and some of the largest media
companies were paralyzed.

It should be noted that this problem is
complicated by the dynamic increase in a number of
mobile devices, the general switch to cloud
technologies and the spread of Internet technologies. It
leads to an increase in the spread of malicious
software.

That is why the topic of the development of
effective methods and technologies for counteracting
computer viruses is relevant.

The analysis of the problem
and formulation of the task

The main components of the antivirus system are
usually a signature scanning module and a heuristic
analysis module. However, if the scan method detects
only known viruses, heuristic analyzers can detect
new, yet unknown, viruses at the initial stage of their
work.

The literature analysis [2—5] showed a large
number of approaches and methods of heuristic

analysis: intelligent subsystems based on the theory of
artificial intelligence, methods of fuzzy logic, cluster
analysis, the theory of neural networks, genetic
algorithms, and others. The main disadvantage of the
heuristic method is the high frequency of false
positives.

Parametric methods based on control maps and
methods of statistical data processing [6, 7] can also be
used to solve the set tasks. These methods are based on
the assumption that there is a template for a computer
system for normal behavior and any significant
deviations from it may be due to the influence of
intruders. That is why it is very important to evaluate
the work of the computer system with maximum
accuracy.

At the same time, the more input data is analyzed,
the more accurate the result of the evaluation is. At the
same time, if the model or evaluation criteria are not
selected correctly, parametric methods lose their basic
authority, which can lead to an increase in false
positives.

The conducted studies have shown that the main
way of eliminating these disadvantages is to improve
the information technology models and to argue the
choice of criteria for assessing abnormal behavior of
the computer system.

Task solution

The key parameter for fractal analysis is the Hurst
index. The Hurst exponent was first used by the
outstanding British hydrologist Harold Edwin Hurst
when designing a dam on the Nile in Egypt to assess the
inflow and outflow of water [8].

Hurst, having studied the records of the floods of
the Nile for nine centuries, found regularity in this
process.

He proved the possibility of distinguishing a
random series from a non-random one, even if the
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random series is not normally distributed, linking it to
the degree of self-similarity of the process. An object
that has this "quality" is statistically similar in different
scales - spatial or temporal, that is, it has a cyclicity.

The calculation of the Hurst exponent [9, 10] can
be performed using the following formula:
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where H is the Hurst exponent; S is the standard
deviation of a set of observations x; R is the range of the
accumulated deviation Z,; N is the number of
observation periods; « is a given constant, a positive
number.
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where X, is the arithmetical mean of a set of

observations x in N periods:
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The range of the accumulated deviation R is the
most important element of the formula for calculating
the Hurst exponent. In general, it is calculated as
follows:
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where Z, is the accumulated deviation of set x from the
average X, :

= (5 -X,). (5)
i=1

The Hurst exponent (H) characterizes the degree of
self-similarity of the process as follows [11]:

1) 0 < H <0.5 is a random process that does not
have self-similarity and is characterized by a tendency
toward an average value;

2) H= 0.5 is a completely random process without
a pronounced tendency;

3) H> 0.5 is a trend-based process that has a long
memory and is self-similar.

Investigation of the Hurst exponent
to assess the state of the
computer system

In this paper, a study of the of the Hurst exponent,
based on the analysis of the CPU and computer RAM
memory for detecting the intrusion of the computer
system, is implemented.

The algorithm for assessing the state of safety of
the computer system is divided into four stages:

1) collecting data about the central processor and
RAM usage;

2) statistical analysis;

3) estimation of the Hurst index;

4) determining the presence of anomalies.

For research, a software model has been developed
that involves a variation in the number of set values.
The CPU and CPU boot load values are scanned
instantly and stored in the file. Information about CPU
and RAM usage was recorded on 20 computers for three
hours in safe mode (10,000 values) and when they were
affected by various types of malicious software
(VirKP55, VirMask, etc.). Received input data is fed to
the input of the analysis module, which processes them
and calculates the Hurst exponent.

Fig 1 shows the results of the Hurst exponent
calculation for loading the central processor in safe
mode. The value of the Hurst exponent goes to one,
indicating the long-term dependence of the statistics.

As we can see from Fig 2, when the computer
system is exposed to viruses, the Hurst exponent is
characterized by direction to the average value,
indicating the randomness of the process.

Identical results of the Hurst index calculation
researches are obtained for the ratio of the usage factor
of the central processor and RAM. In safe mode (Fig 3)
we have a trend-resistant process that has a long
memory and is self-similar.

When the system is affected by viruses (Fig 4), the
process is completely random without a marked
tendency.
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Fig. 1. Results of the Hurst exponent calculation
for central processor usage in safe mode
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Fig 2. Research results of the Hurst exponent calculation
for the central processor usage under the influence
of the system by viruses
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Fig. 3. The results of researches of calculation of the Hurst exponent
for the ratio of the value of load of the central processor
and operational memory in safe mode
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Fig 4. The results of researches of calculation of the Hurst exponent
for the ratio of the central processor and operational memory
usage when the system is affected by viruses
Conclusions

In this work the method of fixing anomalous
behavior of computer systems on the basis of the Hurst
exponent is proposed, which is based on the analysis of
the central processor and RAM usage of the computer.

The results of the research showed that during normal
work of the computer, the value of the Hurst exponent
goes to one, indicating the long-term dependence of the
statistical data. The influence of a number of viruses on
a computer system leads to a change in the Hurst
exponent, which is characterized by a movement to an
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average value of 0.5, indicating the randomness of the This experimental studies confirm the possibility
process, which means that the process is not self- of using the Hurst exponent as part of the system for
similar. detecting malicious software.
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JocigkeHHs MeTONiB BTOPIrHEHHsI B KOMII'IOTEPHi CHCTEMH, 3aCHOBaHe HA MOKA3HAKY XepcTa
C. 10. I'apunenko, B. B. Yenak, M. Binoropcbkuit

ITpeamerom goc/izKeHHs 1aHOI CTATTi € aHAJI3 METOAIB BUSABIICHHS BTOPTHEHb B KOMIT'TOTEpHI cucreMu. Merta crarTi —
po3pobka eeKTUBHUX METOAIB i TEXHOJIOTIH MPOTHAIT KOMITFOTEPHUM Bipycam. 3aBAaHHSA: JIOCIIJUKCHHS Cy4acHHX 3aco0iB
AHTHUBIPYCHOTO 3aXUCTY KOMII'TOTEPHUX CHUCTEM; JIOCIIJDKCHHS MOKa3HMKa XepcTa Ul OLIHKM CTaHy KOMIITOTEPHOI CHCTEMH;
po3poOka NporpamMHOI MOJIeNIi OLIHKH CTaHy KOMII'FOTEPHOI CHCTeMH, 110 0a3yeThCsl Ha MOKAa3HUKY XepcTa, aHaji3 OTpUMaHuX
€KCIIEPUMEHTAIIbHUX JaHUX. BUKOPUCTOBYBaHMMH METOJAMH €: OLliHKA caMOIOI0HOCTI PoLIeCy Ha OCHOBI NOKa3HUKa XepcrTa.
OTtpumani Taki pesyiabraTtu. B po0oTi 3ampornoHoBaHo MeTon (ikcarlii aHOMaJBHOI'O HOBEJIHKA KOMITIOTEPHOI CUCTEMH Ha
mijcraBi IMOKasHMKa Xepcra, sIKMi 0a3yeTbcst Ha aHalli3i 3aBaHTAXXEHHS LEHTPAJBbHOrO MHpoLecopa i OHNEepaTHBHOI NaM'sTi
KomIT'torepa. Pe3ynbraTu H0CIIDKeHb TI0Ka3aly, 10 BIUIMB PsIy BipyciB Ha KOMI'IOTEPHY CHCTEMY MPHU3BOJUTH JI0 IIPAarHEHHS
MOKa3HMKa Xepcra A0 cepenHboro 3HaueHHs 0,5, M0 Bka3dye Ha BMIAAKOBICTH Iporecy. BucHoBku. Excrnepumenrtanbhi
JIOCHI/KEHHS. HiJITBEP/UKYIOTh MOMJIMBICTh BUKOPHCTaHHs IIOKa3HMKAa XepcTa, fK CKJIAJO0BOI YaCTHMHHM CHCTEMM BUSBIICHHS
BTOPTHEHb B KOMIT'FOTEPHI CUCTEMH.

Karo4doBi ciaoBa: koMmm'rtoTepHa CHUCTeMa; HECAaHKL[IOHOBAaHUH JOCTYI; KOMIT'IOTEPHHMII BipycC; LIKIJUIMBE IPOrpaMHe
3abe3neueHHs; (paKTaIbHUN aHali3; OKa3HUK XepcTa.

HcciienoBanne MeT010B BTOP:KEHHUsSI B KOMIIBIOTEPHbIE CHCTEMbl, OCHOBAHHOE Ha MOKa3aTese XepcTa
C. 10. I'aBpunenxo, B. B. Uenak, M. benoropckuii

IIpeamerom McciaeaoBaHMsI B JTaHHOH CTaThe SIBISIETCS aHAIN3 METOIOB OOHAPYKEHUS! BTOP)KEHHUH B KOMITBIOTEPHBIE
cuctemsl. Ileanb craTbm — pa3paborka SPQEKTHUBHBIX METOJOB W TEXHOJOTHH MPOTHUBONCHCTBHS KOMITBIOTEPHBIM BHPYCAM.
3amaum: ucclieoBaHWE COBPEMEHHBIX CPEICTB aHTHBUPYCHOW 3aIllMTHl KOMITBIOTEPHBIX CHCTEM; HCCIIEJIOBAaHUE ITOKA3ATEIs
Xepcra JUIsl OEHKH COCTOSIHUSI KOMITBIOTEPHOM CHCTEMBI; pa3paboTKa MporpaMMHON MOJEIH OLEHKH COCTOSHHSI KOMIIBIOTEPHON
CHCTEMBI, Oasupyromelics Ha IoKa3aTele Xepcra, aHaIn3 IOMYYeHHBIX SKCIEpHUMEHTANBHBIX JaHHBIX. VICIoiabp3yeMbIMU
METO/IaMHU SIBJISFOTCS: OLICHKA CaMOIo100us Ipoliecca Ha OCHOBE MNokazaresns Xepcra. [TomydeHs! ciiexyromue pe3yabTaTsl. B
paboTe mpemiokeH MeToA (UKCAlMH aHOMAJIbHOI'O MOBEJICHUSI KOMITBIOTEPHON CHCTEMBbI Ha OCHOBAaHHWHM ITOKazaTelsl Xepcra,
KOTOpBI 0a3zupyeTcsi Ha aHaNIW3e 3arpy3KH LEHTPAJIbHOrO MpoIleccopa W ONEpaTHBHOM IaMsTH KOMIbIoTepa. Pesymbrars
HCCIIeIOBaHMI TI0Ka3all, YTO BIIMSHUE psilia BUPYCOB HAa KOMITBIOTEPHYIO CUCTEMY IPUBOAUT K CTPEMIICHHIO TTOKa3aTesst Xepcra
K cpenHeMy 3HadeHuto 0,5, uTO ykas3blBaeT Ha Cllyd4alHOCTb Ipouecca. BbIBOABI. DKCIEpPUMEHTAIbHbIE MCCIIEIOBAHUS
TIOATBEPIKIAIOT BO3MOKHOCTh MCITOB30BAHUS ITOKa3aTelsl XepceTa, KaKk COCTaBHOW YaCTH CHUCTEMBI OOHApY)KEHUsI BTOP)KEHHH B
KOMIBIOTEPHBIE CHCTEMBI.

KaoueBblie cJ0Ba: KOMIBIOTEPHAs CHCTEMA; HECAHKIMOHUPOBAHHBIM JOCTYIT; KOMIIBIOTEPHBIH BHPYC; BPEIOHOCHOE
IporpaMMHoe obecredeHre; ppakTaabHBII aHaIN3; II0Ka3aTelb Xepcra.

61



