Advanced Information Systems. 2017. Vol. 1, No. 2

ISSN 2522-9052

UDC 621.391

I. Romanenko, A. Shyshatskyi

doi: 10.20998/2522-9052.2017.2.02

Central Research Institute of weapons and military equipment of Armed Forces of Ukraine, Kyiv, Ukraine

MODEL OF IMPACT INTERFERENCES
ON RADIOCOMMUNICATION SYSTEMS FOR SPECIAL COMMUNICATIONS

As the analysis of recent events in the East of Ukraine shows, radio communication is the transport basis for the
construction of telecommunication networks of special purpose. In view of the above, the subject of study in the article are
the special radio communication systems, operating in a complex electronic environment. The purpose of this article is to
develop a mathematical model for the effects of interference on systems of special radio communication. The tasks solved
in the course of the study: a formal description of various types of noise that is used to suppress the systems of special radio
communication; analytical representation of the probability of a bit error for signals with different types of modulation
under the influence of the main types of deliberate disturbances; development of recommendations for increasing the noise
immunity of special radio communication systems with different types of signal modulation under the influence of
deliberate interference. In the course of the study, the following methods were used: signal theory, radiocommunication
theory and the theory of potential impedance protection. In the course of the study, analytical dependencies were obtained
that allow us to calculate the probability of a bit error in the effect of intentional interruptions for different types of signal
modulation. Conclusions: the proposed mathematical model should be used in the analytical modeling and evaluation of
the performance of broadband radio networks of a special purpose taking into account the combined action of the additive
white Gaussian noise and structural impediment, algorithms for the formation and processing of signals at the physical
level, as well as the properties of the radio channel.

Keywords: radiocommunication system; radiocommunication; radio-electronic suppression; intentional interference.

Introduction

Radiocommunication is an essential element of
management in military systems for various
applications, which ensures the continuity of command
and control in the most difficult and unpredictable
situations. Due to the nature of radio channel, which is
channel with free access, the receptor exposed to
accidental and intentional interference, which
determines the communication quality, which
characterized by reliability accepted information. Focus
promising means of radio communication in modern
multi-service applications and provide customers with a
wide range of services with a specified quality
determines need to use digital radio communication
with digital signals, including on the basis of modern
technologies of broadband wireless networks.

Against the background of current events in
Ukraine and active military-technical cooperation with
NATO information and telecommunications system of
the Armed Forces of Ukraine will undergo significant
changes. In the armed forces of NATO countries are
actively using commercial wireless networking
standards as a basis for constructing their own
information-telecommunication networks of special
purpose. System tactical communication is evolving
towards the use of open architecture, introduction of
new telecommunication technologies that used in
commercial communication systems [1].

Quality radio with digital signals in conditions of
interference quantitatively estimates the probability of
erroneous reception of symbol (probability of bit error
BER). Existing models allow analytical methods to
assess the impact of the probability of bit error for a
probabilistic-time characteristics of the networks,
suggesting that distortions are introduced by the effect
of additive white gaussian noise (AWGN). However,

the dependence of network characteristics on the ratio
of signal and interference at the receiver input for
different ways of generating and processing signals as
well as statistical properties of the channel remain
unexplored. In today's time the influence of bit errors
on the performance of broadband communication
systems was studied in several papers [2-6], however in
these works the dependence of network characteristics
on the attitude signal level and interference at the
receiver input for different ways of formation and
signal processing.

Because of this, there is an actual scientific task of
developing mathematical model to assess the impact of
interference on the broadband radio network for special
communications to further control mechanisms of
interference protection.

Purpose of article is to study the impact of signal
levels and noise on the input of the receiver the
probability of bit error in a broadband radio networks
for special purposes.

Presentation of the main material

Interference background, creation of which
involved natural and artificial sources, and the impact
thereof on the communication network is difficult to
quantify. Interference different species different impact
on radio-electronic means for specific purpose with
specific types of signals and ways of their processing.

General classification of noise showed on fig. 1.
Interference can be AWGN, deliberate and between
stations interference, they can be similar to signal and
sever us. Between stations interference, as a rule,
belong to the class of structural interference, i.e.
interference, such as the shape of the useful signal.
Between stations interference arise primarily when the
violation of the norms of frequency-territorial planning,
or in his absence [7]. Despite the diversity of types and
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parameters of interference in solving
scientific and practical problems of
functioning of communication networks
in accordance with their purpose under
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which under optimal duty cycle and
radiation are the worst (they must be
similar to signal) [8-10].

When exposed to impulse noise
with reduced average power and AWGN
the probability of error is calculated as
follows [8, 9, 11]:
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where pp — bit error probability in
period of radiation, h’ — attitude of
energies signal/noise, h32 —  attitude
interference/noise. Feoust
First piece on the right side of Fluctuating Focus on time Focusing on ocusing on

expression (1) represents the probability

spectrum and time

the spectrum

of error when exposed to interference
during the periods of emission (with

probability pp that depends on the duty

cycle) and the second is the probability
of error from the conditions of action only AWGN
during periods of absence of interference.

You can consider on several options of interaction
between signal and interference (intentional or
mischance) in terms AWGN, namely: nonfading signal
nonfading interference, nonfading signal a dying of a
hindrance severalty signal nonfading interference, fading
signal — a dying noise. The laws of signal fading and
interference can be the same or different. Case nonfading
signal and interference correspond to the channel with
constant parameters and AWGN that takes place in direct
line of sight communication between a fixed location
objects. In the presence of signal fading (interference)
analytical ratios for the probability of error on a bit
perhaps by averaging the error probability in the channel
with constant parameters with known probability density
values of the coefficient of transmission of the channel
o(p) p will be of the form [12-15]:

o) 2
2 2
BER = [ Puror | Iy =51 |- 0(u)dps, ()
0 M

where hp2 — ratio of signal energy to length of the

symbol to one-sided power spectral density AWGN
(N,) at particular value of the transmission coefficient

Fig. 1. General classification of noise
of the channel p; W - average value of the ratio of
signal energy to length of the symbol to one-sided

power spectral density AWGN; ”2 — initial moment of

the second order random transfer coefficient y; Pe.or —
average value of the probability of occurrence of the
error.

For above variants of interaction of the signal and
noise expression (2) probability of bit error BER under
the impact of intentional or between stations
interference and AWGN depending on type of signal
and noise is as follows [1]:

a) for fading signals and nonfading interference

BER =
= TP hjy = ”=zh_2 2 = const |- o(wyd g,
0 c
b) for nonfading signal and fading interference
BER =
(4)

o(u,)d w,,

327

o0 2 —
= jPermr h,% = ”=’£h2 h? = const
0 Hy
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¢) for independent fading signal and interference

BER =
2
2 _He 42
000 hc ==62hc’ (5)
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where  Peyor (hg,h,%) determined by the known
relationships for channel with constant parameters,

h32 — ratio of energy interference on the length of the

symbol to the power spectral density N,.

Using general expressions (3) to (5) we can obtain
the ratio to calculate the error probability at bit to
specific methods of formation and processing of signals,
types of interferences and of signal fading or
interference.

Let is coherent correlation signal reception binary
phase shift keying (BPSK - eng. BPSK — binary phase-
shift keying) with a total relevision fading in action
nonfading BPSK structural interference that is
synchronous in moments of change cycles with the
signal and having in General case the pulsed nature of
the radiation. Signal selection BPSK in this example
substantiates the fact that in a number of IEEE standards
802.11 a, b, g, n uses a Bank of modulation schemes
coding, which depending on the state of the channel in
the process of communication selected and the adaptive
modulation scheme coding, which ensures the required
quality of communication. In "bad" channels as times
and applies the most interference-free mode — BPSK.
The probability density of the transmission coefficient
at relevision law of fading look like [6]:

2 JE—
o(p) =%'exp[—y—2} u>0, p* =20 (6
o 20

where o2 — dispersion of fading.

We can see that when releasing fading signal and
synchronous actions nonfading interference (BPSK-
type) with limited average power at arbitrary time
interval, average probability of bit error for systems
with one carrier is determined by the expression

()

For systems with many carrier (in particular,

systems and  signals, orthogonal frequency
multiplexing) formula (7) will have the following form:

BER = p, -(N,/Ngpr )- BER, (W2, 12 [ p,)) +

®)
+(1-p, ) (1= N,/ Nppr)- BER(R2 , 12 = 0),

c1'"3

BER,(h2,h%[p,) =

/b, ©)

1+h§

c "3

where

c1'"3

BER(h?, h? =0)=% 1-

Nppr — number of carrier OFDM-signal; N, —

number of carrier interference.
In expressions (8)—(10) it should be borne in mind,

that hg and h32 is the ratio signal/noise and

disturbance-to-noise ratio on each subcarrier of the
signal (interference).

Interference coincides with the signal values of the
carrier frequency and synchronized with him on the
moment of changing the bars.

In the case of general independent releasing fading
BPSK signal and synchronous BPSK-interference with
reduced average power expression for the error
probability in the system with single-carrier turns into

this:
\[h_?- 1+ h?
BER=172—”- 1_;‘) +

1+h3+h32/pu

(11
In case of systems with many carrier we have:
[2 12
BER =p7”. NN3 Ve dx k)
2,42
FFT 1+hc+h3/pu
(12)

In the case of reception nonfading signal and
synchronous pulse interference with relevision fading it
can be shown that the error probability in systems with
one carrier is determined by the general expression (8),
in which

BER,(h2.h2 [ p,) =F(w/2h§ )+0,5x

X _2h32 -exp —éﬂ -erf hhz‘z—hg ,
h; +p, h; +p, >+ Dy 03
BER(h2 ,h? = 0) =F(@);
w 1
F(x)= je 2.4,
i X
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erf(x)= - ar. (14)

2 X
Consider case when signal and noise do not stand
still, that is channel with constant parameters. Average
probability of error for coherent correlating reception
BPSK in terms of structural disturbances (with BPSK)
with continuous radiation in channel with AWGN
determined by the ratio [15]

Poyror (2 13) =
=%.[f(@+@)+5(\/ﬂ_\/ﬁﬂ.(15)

Here, as before, implies that a disturbance
synchronous with the signal on when changing
cycles and coincides with a signal for high frequency
filling.

It is calculated according to formula (15), the

value Peyor (hg, h32) used above for substitution in

expression (3) to (5) upon receipt of the ratios to
determine the probability of error in different options of
signal fading and interference.

In case of intermittent interference, the limited
average power of the error probability in systems with
one carrier with the above terms and conditions
determined by the formula (8), in which

2
BER, (12, )=
u

1 F| 2k +24f %A + (16)
=E~ 5
= Ih
F|y2n% -2 /
+ 2 Py
BER(hf,hf =o) =F(\/2h§). (17)

As mentioned above, depending on the state of the
channel in the IEEE 802.11 x provides an adaptive
switching of the modulation schemes and coding. In
particular, channels with a low signal/noise interference
to improve interference protection used convolution
coding with relative code rate R = 1/2 together with the
signals BPSK. The probability of error on bit in the
channel AWGN under the action of pulsed BPSK-
interference with reduced average power for coherent

reception BPSK signals with convolution will be
encoded with pseudo-random interleaving of the
symbols and the use of Viterbi decoder with soft
decisions can be calculated using the following additive
border-top:

| o F| Rz L (18)
hy +N-p,

where v — length of the code limitations;
d — free length of code;
R = m/n —relative speed of code;

{@y (v)} —range of code;

N — base of phase-manipulated broadband
signals.

It should be noted that expression (18) is valid
under the condition of justice Gaussian approximation
of the interference, i.e. when the disturbance Gaussian
type, or when the signal is more than 20 in the case of
structural disturbance.

In particular, when fading and nonfading hinder
the probability of bit error in any relationship, P./P,
above 107, Application shortage coding significantly
reduces the probability of bit error, as shown in the
example of a channel with constant parameters when
using the soft Viterbi decoder.

Above ratios are true for the general of signal
fading and interference. Recognition of the fine
multipath structure and statistical properties of the
signal (interference) wusually carried out using
simulation [16-18].

Conclusion
from this explosion

Presented in article the model will be used in
analytical modeling and performance evaluation of
broadband radio networks for special purpose with the
joint action AWGN and structural interference, the
algorithms of formation and handling signals in the
physical layer and the radio channel.

Further research will focus on design methods of
control parameters of radio networks for military
purposes to enhance the immunity of their functioning
in conditions of interference.
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MopeJib BILIMBY 32Baji HA CHCTEMH CIIEHiaJIbHOTO0 Pafio3B’ 3Ky
1.O. Pomanenko, A.B. [HIumarnpkuii

Sk cBimUUTH aHami3 ocraHHIX moxiii Ha Cxomi YkpaiHH, pajio3B’s30K € TPAHCIIOPTHOK OCHOBOIO JUIS IOOYIOBH
TEJICKOMYHIKaIliHHUX MEpeX CIeLiaJIbHOrO NPHU3HAYCHHs. 3BaXKal0uM Ha CKa3aHe, NPeJMETOM BUBYEHHS B CTATTi € CUCTEMHU
CHELiJIBHOTO palio3B’s3Ky, M0 (QYHKIIOHYIOTH B CKJIaIHIH pajioeneKTpoHHii oOcraHOoBLi. MeTOI0 3a3Ha4yeHOi CTATTi €
po3podKa MaTeMaTH4HOI MOJIENi BIUIMBY 3aBajl HA CUCTEMHU CIELiaJIbHOrO Pajio3B’s3Ky. 3aBAAHHAMM, 1110 BUDIIIyBaluCsa B
XOJli MPOBEAEHOr0 NOCiKeHHs Oynn: (hopMali3oBaHMil ONKC Pi3HUX BUAIB 3aBajl, 1110 BUKOPHCTOBYIOTHCS IS IOJABICHHS
CHCTEM CIICLiaJIbHOIO Pa/lio3B’s3Ky; aHAJITHYHE IMPEACTABICHHS MMOBIPHOCTI GiTOBOI MOMMIIKM Ul CHTHAJIB 3 DPI3HHUMHU
BUJIAMU MOAYJISILIT NIpH BIUIMBI OCHOBHMUX BHUJIB HABMHCHHUX 3aBajJ; pPO3pOOKAa pPEKOMEHIALIl MI0A0 MiJABUILECHHS
3aBaJI03aXUIIEHOCTI CHCTEM CIICLialbHOrO Pajio3B’A3Ky 3 PI3HMMH BUJAaMU MOXYNALIM CHUTHalNy NpU BIUIMBI HABMHCHHX
3aBaJl. B X0l npoBeneHOro NOCIiKEHHS BUKOPUCTOBYBAIHMCS HACTYIIHI METOMM: TEOpisl CUTHAIIB, TEOPis palio3B’s3Ky Ta
Teopisl MOTECHLIIHOI 3aBaJ03aXHWINEHOCTi. B Xomi NIpOBEAEHOro IOCTIDKEHHS OTPUMAaHI aHANITHYHI 3aJIeKHOCTI, M0
JIO3BOJISIIOTH PO3paxyBaTH KWMOBIpHICTH OiTOBOI NMOMWJIKM HpPH BIUIMBI HaBMHUCHUX 3aBaj Ul PI3HUX BUIIB MOMYJISILIHA
cursaily. BUCHOBKH: 3aIpOIIOHOBaHY MaTeMaTH4YHY MOJENb JIOLIBHO BUKOPHCTOBYBATH IIPH aHATITUYHOMY MOJICIIOBaHHI i
OLIHII NPOAYKTUBHOCTI IIMPOKOCMYI'OBUX Pa/lioMEPEX CHELiaIbHOr0 NPU3HAUCHHS 3 ypaXyBaHHAM CIUIBHOL Jii aJUTHBHOT O
6iJ10ro rayciBCbKOro LIyMy i CTPYKTYpPHOI 3aBajy, aaropuTmiB (opMyBaHHS i 0OpoOKM cuUTHaNiB Ha (i3MYHOMY piBHI, a
TaKOXX BJIACTUBOCTEH pajliOKaHaIy.

KurouoBi ci1oBa: cucrema pazio3B's3Ky; paio3B's130K; paioeeKTPOHHE M0/IaBIICHHS; HABMHCHI 3aBaJIH.

MopeJsb BJAUSTHUSI IOMeX HA CHCTEMBI CIeNHAILHONH PaHOCBI3H
N.0. Pomanenko, A.B. IIumanxkmit

Kax rnoxaspiBaeT aHaJIN3 [OCIIEAHUX cOObITUI Ha BocToke YKpauHbl, paJuoCBs3b SABISAETCA TPAHCIIOPTHONH OCHOBOM JUIS
MIOCTPOCHHSI TEIEKOMMYHHKALMOHHBIX CETell CINEelMaIbHOrO Ha3HAUYeHMs. YUMTHIBAas CKa3aHHOE, IPEAMETOM M3y4YEHUs B
CTaTb€ SIBISIIOTCSL CHCTEMbI CHELHMAJbHON pPaJuoCBs3H, KOTOpble (YHKIMOHUPYIOT B CIOKHOH pPaaMOdIEKTPOHHOMN
obcranoBke. Ilesibl0 JaHHOH cTaThbU sABiIACTCA pa3pabOTKa MaTeMAaTHYECKOW MOJENH BIMAHHMA IIOMEX Ha CHCTEMBI
CNELUAaNbHOr0 PaJNOCBA3H. 3aja4yaMu, KOTOPhIE PELIAKCh B XO/€ IIPOBEAECHHOI0 MCCIIeA0BaHus ObUIH: (OpMaIM30BaHHOE
OIMCaHUE PA3IMYHBIX BHUIOB MOMEX, MCIOJIb3yeMble Ul MOJABIEHHUS CHUCTEM CIICIMAIBHOIO PAaJHOCBA3H; aHAIUTHYECKOE
IPEJICTaBJICHUE BEPOSTHOCTH OMTOBOW OMMOKM JUIS CUTHAJIOB C PAa3IM4YHBIMM BHJAaMH MOXYJIALMU IIPU BO3JCHCTBUU
OCHOBHBIX BHJOB IIPEJAHAMEPEHHBIX IIOMEX; pa3paboTka PEKOMEHJALMH 110 ITIOBBIIICHUIO [TOMEXO3aLIHIIEHHOCTH CHUCTEM
CIELHAIBHOA PaJMOCBA3M C PA3IMYHBIMU BUAAMH MOIYJIALMN CUTHAla NPH BO3JCHCTBUM NpeJHAMEPEeHHBIX IoMeXx. B xone
MPOBEJICHHOI'0 MCCIEJOBAHUS HCIIOIb30BATHUCH CIEAYIOLIME METOAbI: TEOPUS CHUTHAJIOB, TEOPUS PAaJUOCBA3M M TCOpPHS
MOTEHIMAJIbHONW MOMEXO3aIUIIEHHOCTH. B X01e NpOBEJEHHOr0 HCCIEIOBAHUS IOJIYYEeHbl aHAIUTHYECKHE 3aBUCHMOCTH,
MO3BOJISAIOIINE PACCUUTATH BEPOSITHOCTh OUTOBOH OMMOKM NPH BO3ACHCTBUY NPEAHAMEPEHHBIX IOMEX [UIS pa3lINYHbIX BUIOB
MOAYJSLMH CcUrHasa. BBIBOABI: MPEIUIOKEHHYI0O MaTeMaTH4YeCKyld MOJEIb LEeIecoo0pa3HO MCHONIb30BaTh HPHU
AQHAJIUTUYECKOM MOJICJIMPOBAHUM U OLIEHKE NIPOU3BOJUTEIIHOCTH IMPOKOIOIOCHBIX PaJHOCEeTeH CHEeIHaIbHOIO Ha3HAUCHUS
C YYETOM COBMECTHOIO JCHCTBHS aJUIUTUBHOrO O€JIOro raycoBCKOI'O IIyMa M CTPYKTYpHOH IIOMEXH, allrOPUTMOB
(dbopmupoBaHus 1 00pabOTKH CUIHAJIOB Ha (PM3MUECKOM YPOBHE, a TAKOKE CBOICTB paJMOKaHAIY.

KaroueBble cj10Ba: cucremMa PanuocCBA3U; PaAUOCBA3b; PAUO3JICKTPOHHOE ITOAABICHUE, IPEAHAMECPECHHDBIC IIOMEXU.
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