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A GERT MODEL OF AN ALGORITHM FOR ANALYZING SECURITY
OF A WEB APPLICATION

The subject of the study in the article is the mathematical network GERT model algorithm for analyzing the security of
web applications, which allows you to find an arbitrary distribution function and the probability density function for the
execution time of security of a Web application analysis algorithm. Objectives: The analysis of the problem and
formulation of the task, task solution, flow chart of security of a Web application analysis, GERT model of security of a
Web application analysis algorithm, probability density function for the execution time of security of a Web application
analysis algorithm. The methods that are used: Methods of graph theory, security testing algorithms, methods of
probability theory and mathematical statistics. The following results are obtained. An algorithm for testing the security of
web applications is developed. A mathematical model of the algorithm for testing Web application security was developed,
the model allowed to find an arbitrary distribution function of the statistical value of the vulnerability testing time. The
probability distribution function for testing the security of web applications is found. This will make calculations and
identify the most likely case of the law of distribution of the random value of the time of testing Web application security.
Conclusion. A mathematical model of the algorithm security of a Web application analysis has been developed based on
an exponential GERT network that is different from known models through taking into account DOM structure execution
or analysis. The model can be used to study processes in automated systems as well as to develop new data security tools
and protocols. Using exponential stochastic GERT models makes it possible to employ results obtained in an analytical
form (functions, distribution densities) for comparative analysis and studies of more complex computer systems using

mathematical methods.
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Introduction

Since the demand for web applications as well as
web services is high, criminals have developed a keen
interest in their potential vulnerabilities. Being
originally targeted against server-side components, the
key threats eventually turn into attacks on common
users.

An analysis of Open Web Application Security
Project (OWASP TOP-10) [1, 6] data has shown cross
site scripting (hereinafter referred to as XSS) to be one
of the most dangerous attack types (vulnerabilities).

An analysis of related literature has demonstrated
that XSS is a user data validation error enabling a
JavaScript code to be transmitted to the user’s browser
for execution. Such attacks are also commonly known
as HTML injections as they are essentially similar to
SQL injections, though the injected code is executed in
the user’s browser unlike in SQL injections.

The analysis of the problem
and formulation of the task

According to [1-3, 6-8, 13], the term XSS
generally refers to immediate [1] and deferred [6] cross
site scripting. In immediate XSS, the attacked server
returns the malicious code (JavaScript) immediately as a
response to an HTTP request. Deferred XSS means that
the malicious code is stored in the attacked system and
can later be injected to an HTML page of the vulnerable
system. It follows from this classification that XSS
fundamentally consists in the browser sending the
malicious code to the server, after which it is returned
either to the browser (immediate XSS) or to any other
browser (deferred XSS).

A number of articles on the Internet provide a
detailed description of the basic mechanisms of such
threats as well as potential ways of quenching them.
However, to identify the threats and the possible
consequences of their spreading within secure IT project
management as well as to develop optimal solutions to
the problem requires the process of their initialization
and spreading to be formalized mathematically.

Simulation of security of a Web application appears
to be of special importance in this respect since DOM XSS
is an XSS type where the result of the attack is stored not in
the server response and thus not in the HTML code but in
the DOM structure of the HTML page. The results of
attacks made through such wvulnerabilities can only be
detected when executed or by a DOM structure analysis.
The attack mechanism here is still a JavaScript code
injection to the vulnerable segment.

Task solution

In order to mathematically formalize the algorithm
of security of a Web application analysis, we will refer
to the fundamentals of GERT network modeling as
described by [9-12].

Fig. 1 presents a flowchart for security of a Web
application analysis.

The key stages according to the algorithm are as
follows:

1. All <script> tags are retrieved from the code of
the page analyzed and a list of tags to be analyzed is
made.

2. A tag content analysis performed. In case the
tags contain no code and only contain reference to a
remote file, the file is accessed and the code is retrieved
from it. The file contents is then analyzed for presence
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of potentially dangerous sections of code (sinks) that
use client input (source).

The following can serve as source examples:
document.URL;
document.documentURI;
location.href;
location.search;
location;
window.name;
document.referrer;

Sink examples;
document.write;
(element).innerHTML;
eval;

setTimout / setInterval,
execScript.

3. If the code uses the source, an attack is executed
with a specific marker that can be traced in the page
DOM structure after the code has been executed (e.g. an
injection of a text content to the DOM).

4. The DOM content is checked for presence of the
marker. If the marker is in the DOM following the
attack, it indicates a DOM vulnerability.

5. Steps 2—4 are executed for each script tag on the

page.

Retrieve <script> tag list
from page code

Retrieve tag content

A 4 +

No
vulnerability

Client data sources present

Vulnerability

End

Fig. 1. Flow chart of security
of a Web application analysis

Let us build a GERT network model of security of
a Web application analysis algorithm according to the
description. Fig. 2 provides a graphic presentation of the
GERT model.

In the network presented here, graph nodes are
interpreted as states of the computer system during DOM
structure operation while graph edges are interpreted as
probability and timing data for transitions between states.
In particular, Edge (1,2) represents the time of tag content
retrieval and analysis. Edge (2,3) represents timing
characteristics of an attack that is executed in case of a
source structure being present in the code. Edge (2,4) sets
a random time of accessing the content of the remote file
(sink search). Edge (4,2) represents the return to the state
of executing the attack. Edge (3,5) describes the
continuation of the attack, in particular checking the
DOM contents. Edge (5,6) represents the time of decision
on vulnerability while Edge (5,1) represents the timing of
transition to the next tag.

Fig. 2. GERT model of security
of a Web application analysis algorithm

Look on a Table 1 for edge characteristics of the
model.

The equivalent W function of execution time of
security of a Web application analysis algorithm is as
follows:
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where 1-p, =¢q, .

The point of interest of the process is characterized
by high diversity of data analyzed and processed.
Feedback can be organized in various ways. Fig. 2
presents the cycles as transitions W, —>W, =W,
Wo =Wy > Wig =W,

No simple methods of finding singular points of
function ®,(z) of real variables substitution (z =—i¢),
where ¢ is a real variable, apply to GERT networks
with cycles. This is due to the fact that finding singular
points requires solving nonlinear equations. The more
complex the GERT network structure is, the more

complicated is the equation. A substitution is therefore
suggested for modelling.
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Complex transformation z = —s yields
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Table 1. Model Edge Characteristics
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Probability density function for the execution time
of security of a Web application analysis algorithm is as
follows:
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dz, (3)

where integration is carried out with the Bromwich-
Wagner integral [4]

The method of integration depends of whether the
function @®(z) has simple poles only or poles of some

order. Where the function ®(z) has simple poles only,

the expression e”®(z) can be presented as follows:
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where a,=A,+c, a,=cA,+d, a,=di +g,

a,=gh,+h, a,=hA,+w, a, =wi, +m, a,=mA,.
In this case, probability density function for the

execution time of security of a Web application analysis

algorithm is as follows:
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Apart from the solutions determined by the roots
of the equation z°+cz’ +dz* + gz’ +hz +wz +m =0,
the function ®(z) can have a second or third order pole

where the value of A, equals that of the roots z,, z,,

z,, z,, Z,, Z,. In these cases distribution density for

message transmission time ¢(x) can be calculated by
the formula for finding the residues r, of the poles z,
of the order 7 :
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Expression (5) is a fractional rational function of
Z with a denominator degree higher than the numerator
degree. It therefore meets the conditions of Jordan's
lemma [4, 5]. The function ®(z) has poles in points

z, =—A,. The polynomial
2P+ +dt + gt + 2wz +m

brings about seven more poles. The equation
2P ve’ +dt + g v+ hZ vt wz+m=0 @)

can be solved by any method, e.g. Viet's formulas [3, 4].

As the result, singular points z,, z,, z,, z,, z,, z, are

39 “45 “55 “g>

found.

Conclusions

Therefore, a mathematical model of the algorithm
security of a Web application analysis has been
developed based on an exponential GERT network that
is different from known models through taking into
account DOM structure execution or analysis.

The model can be used to study processes in
automated systems as well as to develop new data
security tools and protocols.

Using exponential stochastic GERT models makes
it possible to employ results obtained in an analytical
form (functions, distribution densities) for comparative
analysis and studies of more complex computer systems
using mathematical methods.
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GERT-moneas ajaropurmy aHaJjilzy 0e3nexkun web-moxatky
A. C. Cemenosa, M. C. [lyopoBceknii, B. B. CaBuipkuii

IIpeameTom jmociiKeHHS B CTAaTTi € MateMaTnuHui MepexeBnid anroputM GERT nins ananisy Ge3nexu BeO-10IaTKiB,
SKUH J103BOJIsIE 3HAMTH NOBUIbHY (YHKIIIO PO3MOAUTY i IIUIBHICTH HMOBIPHOCTEH 4aCy BHUKOHAHHS alrOPUTMY aHalli3y
Oe3nekn BeO-monaTkiB. MeTta: aHaii3 npobieMu Ta GopMyITIOBaHHS 3aBIaHHs, BUPIICHHS 3aBIaHHs, po3poOKka OJIOK-cXeMHU
aHayi3y Oe3nekn BeO-nonaTkiB, pospodka GERT moneni anroputmy aHanizy 6e3rneku BeO-101aTKIB, 3HAXOKEHHS PO3IOAITY
1 IMIITBHOCTI IMOBIpHOCTEW Yacy BUKOHAHHS aJrOpUTMY aHai3y Oe3neku BeO-1onaTkiB. BukopucroByBani MmeToan: MeTou
Teopii rpadis, anropurMu TecTyBaHHs O€3NEKH, METOXM Teopii HMOBipHOCTEH i MareMaTH4HOi craTucTUkd. OTpHMaHi
HacTynHi pe3yabratn. Ha ocHoBi ekcrionenniiiHoi GERT-mepexi po3pobieHO MaTeMaTH4Hy MOJENb ajlrOpUTMy aHali3y
DOM XSS ypaznuBocri, sika Biipi3HAETbCA BiJl BiZIOMHX, ypaXxyBaHHAM BHUKOHaHHs abo aHanizy DOM crpykrypu. Monens
MOXe OyTM BHKOpPHCTaHA JUIS JIOCIIJKEHHS MNPOLECIB B KOMII'IOTEPU30BAaHUX CHCTEMax, IPH po3poOli HOBUX 3aco0iB i
MIPOTOKOJIB 3aXHCTy JaHUX. 3acTOCYBaHHS €KCIIOHEHHIIWHMX croxactnuHux wmozpened GERT nmacte MoximBicTh
BUKOPUCTaHHS PE3yJIbTaTiB, OTPUMAHMX B aHAJNITUYHOMY BUIiAl ((GyHKUii, IMIBHOCTI pPO3MOAINY) U NPOBEJICHHS
MOPiBHSUIBHOI'O aHAJI3Y 1 JOCHIKEHb, OUIBII CKJIAAHUX KOMI'TOTEPHAX CUCTEM MaTEeMaTHYHUMH METOAMH.

KawuoBi cioBa: Gesneka BeO-nonaTky, MareMaTnaHa Mozeib, Moziesis GERT.

GERT-mopae b aaropurma aHajmms3a 0e301acCHOCTH web-npuioskeHus
A. C. Cemenosa, M. C. [lyopoBckuii, B. B. CaBunkuit

IIpeamerom uccnenoBaHusl B craTbe sIBIsieTCs MaTeMatnueckuil ceteBoid anroputM GERT mst ananmusa Ge3omacHocTH
BEO-TIPHIOXKEHUH, KOTOPBIN TO3BOJISIET HAWTH HMPOU3BOJIBHYIO (DYHKIMIO paclpesiesieHHs] H IUIOTHOCTh BEPOSATHOCTEH BpPEMEHH
BEINTOJIHEHMST aJrOpUTMa aHanu3a Oe3omacHoctd BeO-nprmiokeHud. Lleab — ananu3 mpoOiembl U (OPMYITHUpOBKa 3a1adw,
pemeHue 3amady, paspaboTka OJIOK-CXeMbl aHanu3a Oe3omacHoCTH BeO-npuinokeHni, pazpadorka GERT momenn anropurma
aHanu3a Oe30MacHOCTH BeO-NIPWIIOKEHHH, HaXOXKICHHE paclpesiesieHus] W IUIOTHOCTh BEPOSTHOCTEH BPEMEHH BBITIOIHEHUS
anropuTMa aHanm3a Oe3omacHocTH BeO-npuiokeHnil. Mcmosb3yemMble MeTOAbI: METOABI TEOpUHM TIpadoB, aITrOPHTMEL
TECTUPOBaHMsI 0E30MMaCHOCTH, METOIBl TEOPHUHM BEPOSATHOCTEH W MaTeMaTH4YecKod cratuctukd. IlogydeHBI ciexyronime
pe3yiabTathbl. Ha ocHOBe skcrioneHiansHoii GERT-cetn pa3paborana Maremarndeckast MoAesb aropurma ananmsa DOM XSS
YSI3BEMOCTH, KOTOpasi OTJIIMYAeTCsl OT W3BECTHBIX, YI€TOM BBINONHEHUs ik aHamm3a DOM crpykTypel. Monens MoxeT ObITh
WCITOIb30BaHa JUISI MICCIIEIOBAHUS IPOLECCOB B KOMIBIOTEPU3HPOBAHHBIX CHUCTEMaX, NPU pa3pabOTKe HOBBIX CPEJICTB H
MIPOTOKOJIOB 3alIWTHl JaHHBIX. [IpHMEHeHHe OJKCHOHEHIMANbHBIX croxactuueckux wmoxeneii GERT mact B0o3MOXHOCTB
HCIIOIb30BAaHMS PE3yNbTAaTOB, IOJIYYCHHBIX B aHAJIUTHYECKOM BHje ((YHKLMH, IUIOTHOCTH paCHpeieNieHus) I IPOBEICHUS
CPaBHHTEIHHOTO aHAJIN3a U HCCIIEOBAHMI, O0Iee CII0KHBIX KOMIBIOTEPHBIX CHCTEM MaTeMaTHYECKIMHU METOaMu.

KawueBbie caoBa: 0e30MacHOCTh BEO-TIPHIIOKEHUS, MaTeMaTnIeckast Moaeib, Mmonenb GERT.
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