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DEVELOPMENT OF DIGITAL STEGANOGRAPHY TECHNIQUES
FOR COPYRIGHT PROTECTION, BASED ON THE WATERMARK

The increasing value of information protection is an important question in our fast-paced world. Especially acute is the
question of copyright protection, which is against the backdrop of increasing the number of generated content, has become
a real problem. The unauthorized use of foreign Intellectual Property of liability leads to great economic author's losses. In
order to minimize cases of data theft, steganography requires a large number of ways to conceal the fact of the information
transfer (in contrast to cryptography, where you actually encrypted the message itself). Steganography is changing the
image in a way that only the sender and the intended recipient is able to detect the message sent through it. It is invisible,
and thus the detection is not easy. It is a better way of sending secret messages than encoded messages or cryptography as it
does not attract attention to itself. Among the already proposed, existing steganography methods, such as: Digital prints
(DP), steganography watermark (SW), hidden data (HD), in this work, attention is paid to watermarks (SW). SW implies
the presence of the same labels for each container copy. In particular, the SW can be used to confirm the copyright. For
example, when you recording video, you can intersperse information about recording time, in each frame, or the camcorder
model, or name of your camcorder or the information about operator. If the footage gets into the hands of a rival company,
you can try to use the watermark to confirm authorship of the record. If the key is kept secretly by the owner of the camera,
then you can use the SW as a confirmation the authenticity of the photo and / or video images. Digital watermarks are used to
protect the copyright or proprietary rights to the digital images, digitized photographs or other artwork. The main requirements
that apply to this integrated data, are reliability and resistance to distortion. In modern systems, the formation of the digital
watermark embedding the principle of label being a narrowband signal over a wide frequency range of the image to be marked.
Digital watermarks have a small amount, however, subject to the above requirements for their integration using more
sophisticated methods than to embed a message or header. This report is examined the possibility of using methods of
steganography, which is based on the use of watermarks to protect and hide information to protect copyright.
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Introduction

Steganography - a method of transmitting or
storing information in view of the secrecy the fact of
transfer itself. Unlike cryptography, where the enemy
can accurately determine whether the transmitted
message is encrypted text, steganographic techniques
allow embedding secret messages in innocuous message
so that it was impossible to suspect the existence of the
embedded secret message. Steganography takes its place
in security: it does not replace, but rather complements
cryptography. Hiding messages by steganography
techniques greatly reduces the probability of detection of
the fact of transmission of messages. And if message also
encrypted, it would have another layer of protection.
When combined, steganography and cryptography can
provide two levels of security. Computer programs exist
which encrypt a message using cryptography, and hide
the encryption within an image using steganography. As
arule, a message will appear as something else, such as
an image, an article, a shopping list, or a letter Sudoku.
[1,3].

Steganography usually used in conjunction with
cryptography techniques, thereby completing it. The
advantage of steganography over “clear” cryptography
is that messages do not attract attention. Messages
which encryption fact is not hidden, is suspicious and
may be themselves incriminating in countries where
prohibited cryptography [6].

1. Steganographic method's overview

Currently, due to the rapid development of
computer technology and new information channels,

new steganographic methods appear, which are based
on characteristics of information in computer files.
Digital steganography is the most interesting, in terms
of information security, it's a most promising direction
of steganography.

Let's look closer than. The main provisions of
steganography are:

e methods of concealment must ensure the
authenticity and integrity of the file;

e it is assumed that cryptographer is fully aware
of the possible methods of steganography;

e security methods based on the preservation of
steganography transformation of the basic properties of
open file transfer, when incorporated in it a secret
message and some unknown to enemy information —
some sort of key. Even if the fact of concealment
message has become known to the enemy, the
extraction of the secret message is a complex
computational task [2].

Steganographic system or stegosystem - a set of
tools and techniques that are used to form a secret
channel of information transfer.

Stegosystem generalized model shown in Fig. 1.

i amn ) i d
key l key
Y container
-, COMtalner | (empty)
T stego ] ’—»
. message Incorporation - = extraction message A
L o ]__—.- |
-\V/
sender receiver

Fig. 1. Stegosystem model
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Any information can be used as a data: text,
message, image, and so on. In the general case, it is
advisable to use the word "message" as the message can
be either text or image, and, for example, audio data.

Next to describe hidden information, we'll use the
term “message” [2].

There are many algorithms to embed hidden
information. All of them can be divided into several
subgroups:

e working with the digital signal itself. For
example, LSB method;

e “soldering” of hidden information. In this case,
there is an imposing concealed of image (sound,
sometimes text) over the original. Often used for
embedding digital watermarks (DW);

e using the features of the file formats. This
includes recording information in metadata or in various
other non-reserved fields file.

By way of  embedding information
stegoalgorithm’s can be divided into linear (additive),
and other non-linear. Algorithms of additive
introduction of information are concluded in a linear
modification of the original image, and its extraction is
carried out in the decoder correlation methods. Below is
a brief list of stegoalgorithm:

LSB-method (Least Significant Bit) — the essence
of this method is to replace the least significant bits in
the container (image, audio or video) to the beats of
hide messages. The difference between the empty and
filled containers should not be perceptible to the human
organs of perception.

Echo-methods used in digital audio steganography
with irregular intervals and inter-echo sequence to
encode values. In imposing a number of restrictions
enforced stealth condition for the human perception.

Phase coding — it is also used in digital audio
steganography. There is a replacement of the original
audio element on the relative phase, which is the secret
message.

Method of embedding messages is that a special
random sequence is integrated into the container, and
then, using a matched filter, the sequence is detected.
This method allows to build a large number of messages
in a container, and they will not interfere with each
other, provided orthogonal sequences used.

Also became popular methods when hidden
information transmitted via computer networks using
the features of the data transmission protocol. These
techniques are called "network steganography." Typical
methods of network steganography include changing the
properties of one of the network protocols. Furthermore,
the relationship can be used between two or more
different protocols with a view to better conceal the
secret message transmission. Network steganography
covers a wide range of techniques, including:

WLAN - Steganography is based on methods that
are used to transmit steganogram in wireless networks
(Wireless Local Area Networks). A practical example of
WLAN steganography - hiccups System (Hidden
Communication System for Corrupted Networks).

LACK - steganography - hiding messages during
calls using IP-telephony. For example: the use of

packages that are delayed or deliberately damaged and
ignored by the receiver (this method is referred to as
LACK - Lost Audio Packets Steganography) or
concealment of information in the header fields that are
not used [3, 4].

2. The use of digital watermarking

Hiding information in the media space is usually
produced using steganography algorithms. There are
several problems, solutions for that use such algorithms,
for example:

e ensuring the confidentiality of correspondence
(postal privacy);

e communication remote subscribers exchanging
digital data arrays;

e communication remote users in an open
network structures;

e achieving stealth stored large amounts of
information.

One of the most effective methods of protecting
multimedia information is embedding the protected
object with invisible labels - digital watermark (DW).
The name of this method has the known method of
protection of securities including money from forgery.

The most important use of a digital watermark
found in the copy protection system that seek to prevent
or kept from unauthorized copying of digital data.
Steganography uses DW when parties exchange secret
messages are embedded into a digital signal. It used as
tool of protection the documents with a photo - passports,
driving licenses, credit cards with photos. Comments to
the digital photos with descriptive information - another
example of invisible DW. Although some formats of
digital data can also carry the additional information,
called metadata, DW characterized in that the information
is "sewn up" directly in the signal. Multimedia objects in
this case will constitute the containers (carriers) of the
data. The main advantage is that there is a conditional
relationship between the event of substitution of object
identification and the presence of the security element -
the hidden watermark [7].

Unlike conventional DW watermark can be not
only visible, but (usually) invisible. Invisible DW
analyzes special decoder, which brings about the
correctness of their decision. Stegosystem DW, in
particular, should have the task of protection of
copyright and property rights for the e-mails with
different active intruder attempts distortion or erase the
authentication information embedded in them.
Formally speaking, the DW system must provide
authentication of senders of electronic messages.

Such a problem can be assigned to cryptographic
system of electronic digital signature (EDS) data, but
unlike stegosystems DW known system electronic
signature does not provide protection of authorship is
not only digital, but also analog alarms in an
environment where the active violator distorts protected
message and authentication information.

Other security requirements for stegosystem
designed to hide the fact that the transmission of
confidential communications from passive offender. It
also has its own characteristics to ensure imitoprotection
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stegosystems to be put into a hidden channel of
transmission of false information [8]. Life cycle of DW
can be described like that, on fig. 2:

Save zone Unsave zone

.
H

:

H

H

Implementing !
function SE}

T

E H

h

H

Fig. 2. Stegosystem life cicle
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First, in a signal source S in a trusted environment
embedded watermarks by using the tool E. The result is
a signal . The next stage - the spread of through a
network or any other means. While distributing the
signal system can be attacked. In the resulting signal
watermarks can potentially be eliminated or changed.
The next step is the detection function D. D tries to
detect the watermark w, and pull out of the function R
signal embedded message. This process has the
potential to make the attacker. For steganographic
systems adopted to determine non-detectability - the
probability of missing (ie the lack of detection
stegosystem when it was presented for the analysis), and
the probability of false detection (when stegosystem
falsely detected when its actual absence) [6].

Practical ways stegosystems resistance evaluation
based on their resistance to the detection means
developed to date steganalysis algorithms.

They are all built on the fact that all the algorithms
embedded somehow contribute to distortion relative
stegograms used containers.

3. Attack’s on stegosystem

By attack on stegosystem mean an attempt to
detect, remove, change hidden steganographic message.
Such attacks are called steganalysis by analogy with the
cryptanalysis cryptography. The following types of
attacks:

Subjective attack. Analyst carefully examines the
image (listening to audio) in an attempt to determine the
"eye", is there a hidden message in it. It is clear that
such an attack may be carried out only against the
totally unprotected stegosystems. Nevertheless, it is
probably the most common in practice, at least at the
initial stage of opening stegosystem.

The attack based of the known filled container.
In this case the offender has one or more stego. In the
latter case, it is assumed that embedding hidden
information carried by the sender in the same manner.
The analyst's task may consist in detecting the existence
stegochanel (basic), as well as in the removal or
determination key. Knowing the key, the offender will
be able to analyze other stegomessage.

Attack based of the known embedded messages.
This type of attack is more characteristic of the
intellectual property protection systems, when used in a
well-known company logo as a watermark. The
objective of the analysis is to obtain a key. If the
corresponding hidden messages filled container is
unknown, the task is extremely difficult to be solved.

Attack based of the selected hidden message. In
this case, the analyst is able to offer the sender to transmit
their message and to analyze the resulting stego.

Adaptive attack based on the selected hidden
message. This attack is a special case of the previous
one. In this case, the analyst has the ability to select
messages in order to impose the sender adaptively,
depending on the results of previous analysis stego.

Attack based on the selected error filled
container. This type of attack is more typical for DWM
systems. Steganalyst has stegosystems detector in the
form of a "black box" and several stegosystems.
Analyzing the detected hidden messages, the intruder
tries to open the key. Also steganalyst can apply three
attacks, which have no analogues in cryptography.

The attack based of the known empty
container. If analyst known about it, he comparing it
with the expected stego he can always establish the fact
of the stego-channel. Despite the triviality of this case,
in many works is its information-theoretical basis. Much
more interesting scenario, when the container is known
approximately, with some error (as may be the case
when you add to it the noise).

Attack based on the selected empty container.
In this case, the analyst is able to force the sender to use
it proposed container. For example, proposed container
may have large homogeneous areas (monochrome
image), and then it will be difficult to ensure privacy
implementation.

The attack on the based on the known
mathematical model of container or part thereof. In
this case the attacker attempts to determine the difference
between a suspicious message from known model. For
example, assume that the bits within the image frame are
correlated. Then the lack of such a correlation may be a
signal about the existing of hidden message. Message an
implementing task is not to break of container statistics.
Implement and the attacker may have different patterns of
signals, whereas in the information-win confrontation
conceals having a better model. [3, 6].

Conclusions

Currently, computer steganography continues to
develop: formed the theoretical basis, is developing
new, more persistent messaging integration methods.
Among the main reasons observed a surge of interest in
steganography can be identified in a number of
countries adopted restrictions on the use of strong
cryptography, as well as the problem of protecting
copyright in artistic works in the digital global
networks. For example, for graphics in terms of
protection of copyright in their files fundamentally
necessary to implement the automatic signing files for
the publication of information about the author. It can
be a text or other graphic information placed in any (eg,
the bottom) of the image, clearly an association with a
person by the authors copyright owner. These "tags" are
an irrefutable link to the source, provides a particular
image file. The introduction of the digital image
watermarking, allowing to confirm and verify the
developer rights to the media file, is also an effective
protective measure for the enforcement of intellectual
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property rights. Such tags can be variously positioned as  acts, such as the substitution of attribution and
a multimedia file and serve opposition to such unlawful  repudiation.
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Po3podka metoniB uugpoBoi creranorpadii aJist 3aXucTy aBTOPCHLKHUX NMPaB, HA OCHOBI BOASTHUX 3HAKIB
B.B. Onemenko, B.41. ITeBHeB

Bce 6inbloro 3HaueHHs B HAIIOMY IIBMIKO 3MiHIOBAaHOMY CBiTi HaOyBae 3axuct iHdopmauii. OcoOaMBO TOCTPO CTOITH
[IUTAHHA 3aXHCTy aBTOPCHKOIO IpaBa, SKMH Ha Tii 30UIbLICHHA KiJIBKOCTI CTBOPIOBAHOTO KOHTEHTY, CTaB CIIPaB)XHBOIO
npobnemoro. HecaHKIlioHOBaHE BUKOPUCTaHHS YYXKOI IHTEJICKTYaIbHOI BJIACHOCTI NIPU3BOJUTH JI0 BEJIMKUX €KOHOMIUYHHX BTpAT
aBTopa. [lng Toro mo 6 MiHIMI3yBaTH BUIIAJKM KpaJiXKKM JaHUX, creraHorpadis mnependavae HasBHICTb BENUKOI KiJbKOCTI
croco0iB NMPUXOBYBaHHA caMoro (GakTy mnepeznaui JaHuX (Ha BiAMiHY BiJ kpunrorpadii, e mmdpyerbcs came MOBiIOMICHHS).
Cepen yxe 3aIpOIIOHOBAHUX, iICHYIOUHX CIIoco0iB creraHorpadii takux sik: Lludposi Bigdurku (L1O), creranorpadivni BonsHi
3Haku (CB3), npuxoBana nepepava ganux (CII/I), B naniit podorti yBara npuninena BogsauM 3HakaM (CB3). CB3 mae Ha yBasi
HAsBHICTb OJHAKOBUX MITOK I KOXHOI Kormil koHTelHepa. 3okpema CB3 MoXkHa BMKOPUCTOBYBATH ULl IiATBEPIUKCHHS
aBTOpChKOro npasa. Hanpukiaz, nix yac 3amucy Ha Bifieokamepy MOXHA B KOXKEH KaJIp BKPaIUIATh iHPOPMALLiIO IIPO Yac 3aIucy,
Moyzieni Biieokamepu i / abo iMeHi oneparopa BizeokamepH. Y pasi sKIIO BiI3HATHH MaTtepial MOTPAIUTh B PYKU KOHKYPYHOUOI
KOMIIaHii, B Moxere crpoOyBatu BukopucroByBatd CB3 11 migTBepIUKEHHS aBTOPCTBA 3alUCH. SIKIO K04 TPUMATH B
CEeKpeTi BiJl BlacHMKa KaMmepH, TO 3a jponomororo CB3 MoxHa HiITBepiKyBaTH CIPaBXKHICTH (OTO Ta / abo Bifieo 3HIMKIB.
ITudposi BozsIHI 3HAKK BUKOPHCTOBYIOTBCS ISl 3aXUCTY aBTOPCHKUX a00 MaliHOBUX IpaB Ha 1M(poBi 300paxkeHHs, pororpadii
abo iHmi omudpoBani TBOpH MucTenTBa. OCHOBHHMH BHUMOTaMH, SKi IPEISBISIOTHCS 1O TaKUX BOYIOBaHMM JaHHUMH, €
HaJiiHICTb 1 CTIMKiCTh 10 crnorBopeHb. [{udpoBi BoAsAHI 3HAKM MarOTh HEBENMKHI 00CAT, IPOTE, 3 ypaxXyBaHHSAM 3a3Ha4EHHX
BUIIE BUMOT, I X BOYZOBYBaHHS BUKOPHCTOBYIOTHCS OiJIbII CKJIaJHI METOIM, HiXK I BOYJOBYBaHHS IIPOCTO IIOBiZIOMIICHB
a00 3aroyoBKiB. ¥ Wil JOMOBiAl PO3IIIsIHYTa MOMJIMBICTE 3aCTOCYBAHHS METOAIB cTeraHorpadii, 3aCHOBaHUX Ha BUKOPUCTAHHI
BOJSHUX 3HAKIB, Ul 3aXUCTY 1 IPUXOBYBaHH iH(opMaii, /Ul 3aXKCTy aBTOPCHKOTO IIpaBa.

Kar4dosi caoBa: creranorpadis, kpunrorpadisi, BOASHI 3HAKH, aBTOPChKi IIpaBa.

Pa3paborka meTonoB uudpoBoii creranorpaduu 1Jisi 3alIMTHI ABTOPCKUX MPaB, HA OCHOBE BOASIHBIX 3HAKOB
B.B. Onemenko, B.S1. I1eBHeB

Bce Gonblee 3HaueHHe B HalleM OBICTPO M3MEHSIOIIEMCS MHUpe npuodperaer 3ammTa nHpopmanuu. OcoOeHHO OcTpo
CTOHT BOIIPOC 3aIIUTHI aBTOPCKOr'O IpaBa, KOTOPBIH Ha ()OHE YBEIMUYCHUSI KOJIMYECTBA CO3/IaBaEMOro KOHTEHTA, CTall HACTOSIIIEH
npobnemoli. HecaHKIMOHMPOBaHHOE HCHONB30BaHHE YY)KOH HWHTEIUIEKTYaJbHOH COOCTBEHHOCTH IPUBOAUT K OOJBIINM
9KOHOMHUYECKHM TMOTepsiM aBTopa. [l Toro uro Obl MHUHHMH3UPOBATH CIydan BOPOBCTBA JaHHBIX, CTeraHorpagus
MpeAToNaraeT HajJudue OOJNBIIOr0 KOJIMYECTBa CIIOCOOOB COKPBHITHSL camoro (axra mepenaddl NaHHBIX (B OTIMYMH OT
kpunTorpadpuy, rae mmepyercs camo coobmenne). Cpemu yKe NpeUIoKeHHBIX, CYIIECTBYIOIINX CIOCO00B creraHorpapuu
takux kak: Ludpossie ornevarkn (110), creranorpapuueckue Bomsubie 3Haku (CB3), ckpeitas nepenaua manueix (CIII), B
JTaHHOI paboTe BHUMaHue yyeneHo BojsHbIM 3HakaM (CB3). CB3 noagpasymeBaer Ha4ye 0AMHAKOBBIX METOK JUISl KAYKION KOITHH
KoHTeiiHepa. B dactHoctm CB3 MOXKHO HCIIONB30BaTh Ul HOATBEP)KACHWSI aBTOPCKOTO TpaBa. Hampumep, mpu 3amucu Ha
BHJICOKaMepy MOJKHO B KaXKIIbIH KaJJp BKPAIULITh HH(OPMALHMIO O BPEMEHH 3aITiCH, MOJIEIN BUICOKaMephl W/HII UIMEHH ollepaTopa
BU/ICOKaMepbl. B ciygae ecnmy OTCHATBHI MaTepuaa NOMajeT B PyKH KOHKYPUPYIOIIEH KOMIIAHHWH, BBl MOXKETE IOMBITATHCS
ucnons3oBarh CB3 111 noaTBEpKICHNS aBTOPCTBA 3arMcH. Ecii KiItod Jep kaTh B CeKpeTe OT BIIajelblia KaMepbl, TO C IIOMOLLBIO
CB3 MOXXHO TOATBEPXKIATh IMOIMHHOCTH (DOTO W/MIIM BUIIEO CHUMKOB. LludpoBbie BOASHBIE 3HAKH HCIIONB3YIOTCS UL 3QIlIUTHI
aBTOPCKUX WINM MMYIIECTBEHHBIX IpaB Ha IHU(POBbIE HM300pakeHus, (ororpaguu win apyrue onudpoBaHHBIE MPOW3BEICHUS
nckyccrBa. OCHOBHBIMH TpeOOBaHMSIMH, KOTOPBIE INPENBSBISIFOTCS K TAKUM BCTPOSHHBIM [AHHBIM, SIBJISIOTCS HAJEKHOCTh H
YCTOIYMBOCTE K HCKaxkeHWsIM. LludpoBble BOIsHBIE 3HAKM MMEIOT HEOONBIIOW OOBEM, OIHAKO, C Y4ETOM YKa3aHHBIX BBIIIE
TpeOOBaHMUM, JUIT X BCTPAUBAHMUS UCIIONB3YIOTCS Oojee CIOKHBIE METOIBI, YeM JUIS BCTPAMBAHUS IIPOCTO COOOIICHUN WIIH
3aroJIoBKOB. B maHHOM foKaze paccMOTpeHa BO3MOXHOCTH IIPUMEHEHWS METOJOB CTeraHorpauu, OCHOBAaHHBIX Ha
HCIIOIb30BAHIH BOJSHBIX 3HAKOB, JUIS 3AIUTHI M CKPBITHS HH(GOPMAIIHMH, Ul 3aIUTHl aBTOPCKOTO MpaBa.

KawueBble cioBa: CTeFaHOFpa(l)I/ISI, KpI/IHTOFpa(i)I/IH, BOJSHBIC 3HAKH, aBTOPCKHUEC IIpaBa.
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