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ANALYSIS OF INFORMATION-TELECOMMUNICATION NETWORK RISK
BASED ON COGNITIVE MAPS AND CAUSE-EFFECT DIAGRAM

The subject matter of the article is the processes of analysis and risk assessment of information and telecommunications
networks. The aim is to reduce the potential losses caused by the risks of information and telecommunications network
(ITN) functioning by taking timely risk management measures. The objectives are: classification of ITN risks, highlighting
the main factors and causes of their occurrence; formation of a systematic presentation of risks to identify their
manifestation and consequences; development of the method for assessing the influence of the risk and private risk on
probable consequences; obtaining a quantitative risk assessment of ITN. The methods used are: system analysis of risks,
method of cognitive maps, cause-and-effect analysis. The following results are obtained: classification of private risks of
ITN according to the reasons and the factors of their occurrence is made; the negative consequences affecting the basic
characteristics of the operation of ITN are defined; as a result, the structural system model of ITN risks is formed, in which
the relationships between the elements of the main aspects of risk are shown; the method based on the theory of causal
analysis is suggested in order to quantify the risk impact on ITN functioning. The risk model is based on the construction
and analysis of probabilistic or fuzzy cognitive maps. Experts estimate the level of influence of private risks on the
characteristics of the network in order to make decisions on risk management. The generalized structure of the cause-effect
diagram of the risk factors, manifestation and consequences is developed; on ITN basis the method for quantifying the
probability of risk consequences is suggested. The quantitative assessment of probable malfunctioning of the network that
is determined by a specific effect (taking into account ITN probability), which is caused by private risks is also made.
Conclusion. The suggested approach for quantitative assessment of ITN risk is based on the method of cause-and-effect
analysis and enables taking into account both the factors causing it and probable consequences. The obtained results can be
used to determine probable failures and losses in ITN functioning on the basis of the information about the degree of risk
factors effects, risk events and consequences, and the cause-effect relationships between them. Thus, potential losses can be
identified; measures to manage the risks of ITN functioning can be taken.
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Introduction The analysis of the problem
Under continuously improving concepts of and formulation of the task
developing  information and telecommunication The information security of telecommunication

networks (ITN), creating new network technologies and
growing demand for services, there is a trend of their
"convergence", i.e. combining into more complex
structures and technologies. There is an interpenetration
of information environments different in occurrence and
principles of the work.

The European Commission defined the
convergence in telecommunications as the ability of
various network platforms to provide the same set of
services or the combination of end devices, such as a
telephone, a personal computer and a TV receiver in the
form of a single terminal [1].

This term includes all the changes in
telecommunications that relate to the development and
integration of services and networks, the replacement of
old technologies with new ones, and so on. Information
and telecommunication components are connected on
the basis of a multiservice platform.

Therefore, to provide high-quality transport
services while transferring information is becoming
increasingly difficult. In order to solve this problem
system analysis and risk assessment of information and
telecommunication networks (ITN) for further
evaluation of damage and decision-making as for risk
counter should be performed.

systems is subjected to a wide range of threats: from
virus infection, which can be handled locally, to
regulatory collisions that require the work of legislative
and law enforcement authorities. Hence, there are risks
that can have a negative impact on ITN performance.

Today, ITN protection is regulated by the
standards of the Technical Laboratory of Information
(ITL) at the National Institute of Standards and
Technology (NIST) [2].

The work of Ross R. [3] and Paulsen S. [4] is
devoted to the analysis of wvulnerability and risk
assessment of ITN. The problems of information
security and methods of protecting information activity
are considered by such authors as Zadirak V. [5],
Gornitnkaya D. [6], Buryachok V. [7], Furmanov A. [8],
Boyarchuk A. [9]. The classification of network attacks,
threats to information security [10] has been made and
methods for their detection have been determined [11]
so far. The issues of decision-making as for the
management of information security of networks are
considered in the works of VoropaevV. [10],
Sklyar V. [12].

Currently, the majority of scientific developments
are conducted in the field of information risk (IR)
assessment without system accounting of ITN causes,
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factors and interaction with other types of ITN risks. In
addition, there is no classification of the causes and risk
factors identified as threats.

Therefore, this article deals with the development
of a systematic presentation of the ITN risks to identify
the relationship between the factors that cause risks,
risks manifestation and their consequences as well as

with the development of the approach that enables
assessing the impact of risks on ITN functioning.

Task solution

In the systemic risk model, we define the basic
categories to identify the relationships between their
elements (Fig. 1).

Sources of

threats Causes of risk

(factors,
threats)

(external,
internal)

Vulnerabiliti
Private es
risks (consequen
ces)

Fig. 1. Main categories of risk analysis

The procedure of analysis and risk assessment
presupposes the following stages:

o analysis of risk factors (potential sources of
threats),

o listing ITN key risks, which can significantly
affect ITN functioning,

o analysis of the consequences of of risk events,

o analysis of cause-effect relationships between
elements of the categories of the system risk model,

o assessment of the probability and cost of ITN
risk.

To analyze risk factors the types of ITN risks
should be classified. According to the reasons of their
occurrence, the ITN risks can be divided into two main
categories:

- objective risks arising as a result of disruptions in
the operation of information transmission channels,

- subjective risks caused by the loss of information
and ITN misuse.

The ITN risks can also be classified as internal and
external factors as for their occurrence. Here, the period
of ITN life cycle (LC) can be taken into account. Risks
arise both at the stage of design (or modernization), and
at the stage of operation (while transferring data and
controlling processes).

Taking into account the factors of their occurrence,
we group the internal risks as:

-risks related to the provision of services
(including those with peak loads) that arise during the
operation phase,

- risks of fraud, which may be the result of illegal
connection, theft of traffic, etc. that arise during the
operational phase,

External risks (due to the influence of external
environment) include:

- part of the risks of developing and introducing
new services that are related to the development of
networks and the construction of communication
facilities, which can be a consequence of the breakdown
of terms by contract organizations, lack of funds, etc.,
and risks arise at the stage of modernization,

- the risks caused by the legislation imperfection
that can arise at any stage of the LC.

Taking into account the categories of factors
(technical, process, human, external), we list the
possible ITN risks, indicating the causes of their

occurrence (Table 1).

Technical factors cause risks associated with
improper or unexpected function of ITN technological
properties. Factors of the process cause risks associated
with the problems of performing internal processes, as a
result of which they do not work as expected. The
human factor causes risks associated with problems
caused by actions (or inaction) of people in certain
situations; both insiders and external users of the
network may cause problems. External factors are the
causes of the risks associated with external,
uncontrolled events. In most cases, such events cannot
be anticipated and planned [13].

Risks have negative consequences that negatively
affect the following main characteristics of ITN
functioning:

1. Network performance, which is related to the
concepts of reliability and survivability. The differences
in these concepts are due to the causes and factors of the
risks. Reliability of the communication network covers
the influence of the main internal factors — accidental
failures of technical means caused by aging processes,
defects in manufacturing technology or errors of
maintenance personnel. The survivability (stability) of a
communication network characterizes ITN ability to
maintain full or partial operability under the action of
causes that lie outside the network (spontancous or
intentional) and lead to the destruction or significant
damage to some of ITN elements.

2. Network performance (or throughput) is related
to performance parameters, since the implementation of
the required load must be carried out with specified
quality parameters.

3. Information security during the storage and
transfer of data is associated with violations of
confidentiality and the integrity of information.
Attempts to violate the privacy and integrity of
information can be made by ill-wishers or competitors.
In addition, security is affected by failures in the
operation of machinery and software systems under the
influence of radio electronic signals.

4. The parameter of economic efficiency refers to
the ITN characteristics both at the stage of ITN creation,
and at the stages of operation and modernization. It is
connected with the problems of legal and business
risk.
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Table 1. Categories of factors and causes of ITN risks

Factor category

Risk reasons

Private risks

Internal risks

Technical
factors

Py, —lack of capacity; P, —lack of performance;
Py3— improper maintenance; P4 —equipment deterioration

R, — Risk of equipment
failure

P,, — incompatibility; P,, —improper Configuration Management;
P,; — improper Change Management; P, — incorrect security settings;
P,s — unsafe programming practices; P,s — improper testing

R,— Risk of crashing
software

P;; — design Problems; P;,— specification problems;
P33 — integration problems; P;4 — complexity of the system

R3— Risk of error in
network design

Process factors

P4 — Improper workflow; P4, - Inadequate documentation of the process;
P4; — misunderstanding of roles and responsibilities; P,y — incorrect
information flows; P,s —improper escalation of problems; P4 — ineffective
transfer of tasks

R, — Risk of error in
network processes
(design and execution)

Ps; — lack of status monitoring; Ps, —lack of metrics;
Ps; — lack of periodic analysis; Ps4 — inadequate ownership of the process

Rs — Risk of process
control error

Pg; — staffing problems; Py, — financing problems;
Pg; — learning and development shortcomings; Pes — procurement issues

R ¢ — Risk of error in
supporting processes

Human factor

P7;— random error; P;, —ignorance
P-; —non-observance of instructions

R; — Risk of
unintentional action

Pg,— fraud; Pg, —sabotage; Pg; —theft; Pg, — vandalism

Rg — Risk of willful acts

Py, — lack of skills; Pg, —lack of knowledge;
Po; — absence of instructions; P4 — inaccessibility of people

Ry — Risk of inaction

External risks

External factors

Pyo; — weather phenomena; P,p, — fire; Pjo; — flooding;
P4 — earthquake; Pjgs —riots; Pjos — quarantine

R — Disaster risk

Py — non-compliance with requirements; P, — changes in legislation;
P113 — 1ltlgat10n

Ry — Legal risk

P51 — problems with suppliers; P,, —unfavorable market conditions;
P23 — adverse economic conditions

R}, — Business risk

P31 — supply problems with materials; P;3;, — dependence on emergency
services; P33 — problems with power supply; P34 — transport Problems

Ry; — Risk of
substandard services

Risks have a negative impact on the basic
properties of information and ITN functioning [14].

Thus, violations in the processes of collecting
information, processing it, failures in the technology of
data transmission lead to information leakage,
unauthorized copying and distortion (forgery). There
can happen the blocking of systems and information
transfer delay.

Risks due to hardware-software breakdowns and
radio electronic disturbances are associated with viruses
and "bookmarks" — interception devices. Not only
viruses disturb, but also limit the speed of transmission,
and can also block the network operation.

As a result of accidents, natural disasters, direct
destruction, the breakdown of technical communication
systems information carriers can be abducted.

Let's develop a structural system model of ITN
risks, in which we will map the interdependence
between the elements of the risk main aspects (Fig. 2).
With the help of this model, the full set of cause-effect
relationships from the causes of risks to their
consequences and the impact on the main characteristics
of the ITN can be determined.

According to the suggested approach, the risk
assessment is carried out in stages. At the first stage, a
structural diagram is constructed; private risks that

cause the factors and probable consequences of risk
occurrence are identified. The interrelationships
between these components are presented in the form of
a cause-effect diagram [11].

Since the number of relationships between risk
factors and risk events is large, for the sake of clarity of
the subsequent analysis, the relationship between the
risk factors with risk manifestation and consequences is
presented in the form of tables (Tables 2, 3), identifying
each of the consequences in the form of a variable with
the corresponding index.

To quantify the impact of IR on ITN functioning,
the method based on the theory of causal analysis is
suggested for use [15].

The risk model in the form of a cause-effect
network can be based on the construction and analysis
of probabilistic or fuzzy cognitive maps [16]. The
cognitive map is defined as a tuple of sets:

K=({P,R, S}, F, {B, C}),

where {P, R, S} is the finite set of elements, which in
this case consists of three subsets (factors, risks,
consequences);
F is the finite set of connections between elements;
{B, C} is the finite set of weights of these
connections.
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The cognitive map is transformed into a familiar
oriented graph, at the vertices of which the key elements
of the modeling object are located, interconnected by
arcs that reflect the cause-effect relationships between
them. These relationships characterize the degree
(influence) of the elements' impact on each other and
are set by means of coefficients (determining the
probability of risk occurrence as a result of this factor,
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Fig. 2. Systemic risk model of ITN

or consequences due to the risk origin) or by linguistic
terms (determining the degree of influence):

B:{bi,j i=l..n,j=l..m}, C:{Cjk j=l..m, kzlh}

The values bi; and cj can be determined by
objective (on the basis of statistical data) or subjective
method (by expert assessments) based on past
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Table 2. The matrix of coefficients of factors' influence on private risks of ITN (fragment)

Risk Private risks
facors | R, |R, |Ry |Ry |Rs |R¢ |[R; |Ry |Ry Ro | Ry [Ryp  |Rg
Pll bll,l bll,Z - - - - - - - - - - -
Py b bia | bias - - - - - - - - - -
Py bizi | bisa - biza - bizs | bizs | bisg biso - - - -
P14 b14,1 - - - - - - - - - - - -
Py - baio - big - - - - - - - - -
Py - by - bya - - - - - - - - -
P - b3 - by - - - - - - - - -
Py - b2 - by - - - - - - - - -
Pys - bas2 - basa - - - - - - - - -
Ps - bas2 - basa - - - - - - - - -
Pys - - - - - b131,6 b131,7 bm,s b131,9 - - b131,12 b131,13
Pi3 - - - - - - b7 | bisas | bz - - [JEPRE
Pis bissg - - - - bise | bissg | bisss | bissg bissg - bizziz | bissis
Pi3q - - - - bizaz - biza7 | bisag | bisay - - bi3as
Table 3. Matrix of risk factors for possible consequences
Effects
Private
risks Reliability Vitality Performance Security Efficiency
S Sy S; Sy Ss Se Sy Ss Sg Sio Su Si> Si3
R, - C12 €13 Ci4 Cis Ci6 - - - - - - -
Ry C21 C22 - C24 C2s C26 - - - - - - -
R; - 32 - Cyq | G35 | C36 - - - - - - -
Ry - C42 - Ca4 Cys Ca6 - - - - - - -
Rs - Cs2 - - - - - - - Cs10 - - -
Re - - - Caq C45 C46 - - - C410 - - -
Ry - C72 - C74 C75 €76 €77 €78 €79 €710 - - -
Rg - C82 Cs3 C84 Cgs C86 Cg7 Cs8 C89 €810 - - -
Ry - - - Cog | Cos | Cog - - - - - - -
Rip - C102 C103 - - - - - - - - - -
Rll - - - - - - - - - - Cli1 - -
R - - - - - - - - - - - Ci212 -
Ry - - - - - - - - - - C1313

The factor of influence of the factor of risk
occurrence b;;is determined on basis of the frequency of
occurrence of this type of risk, based on statistical
information or based on estimates of forecasting.
Recently, the reliability and security indicators of the
network are reduced as a result of the following events
(which are related to the risks of software failure and
deliberate actions):

the selection of keys/passwords (password
attacks) - 13.9% of the total;

replacement of IP-address (IP spoofing) - 12,4%;

denial of service (DoS-attacks) - 16.3%;

analysis of traffic (sniffing packages) - 11.2%;

scanning (network intelligence) - 15.9%;

substitution of data transmitted over the network
(data and software manipulation) -15.6%;

other methods (viruses and programs "Trojan
Horse") - 14.7% [7].

It is necessary to take into account the fact that
not all ITN risks can be fully realized or implemented

in general in this network; the same type of threat can
cause significant or minor damage. Therefore, to make
a decision as for ITN risk management, it is necessary
to determine the degree of private risk influence on the
characteristics of the network function [10]. The level
of risk influence cjx can also be determined by experts
according to the following scale:

* 0 - the risk does not actually affect the given
network characteristic;

* 0.25 - the risk has little impact;

* 0.5 - the risk affects at average degree;

* 0.75 - the risk has a significant impact;

* 1.0 - the risk has a direct impact.

The knowledge of the structure of the causal system
can be used to transform the statistical description of
inputs into the description of outputs.

To do this, we form a recursive system of
equations isomorphic to the structural diagram, the
coefficients of which act as coefficients of influence
[17]. In our case, we can draw a parallel between the
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structural coefficients of influence and the probabilities
of manifestation of specific events (factors, risks,
consequences).

In accordance with the theory of causal analysis
the following rules are used for formulating equations:

1. The value of the variable is defined by one input
equal to the input value multiplied by the structural
coefficient.

w means Y =aX.

2. The value of a variable, defined by several input
quantities, is equal to the sum of the input values
multiplied by their structural coefficients. The order of
summation does not matter.

X
a
Z means Z=aX+cY

Y

3. The ways that escape from a variable when
writing equations for this variable are not taken into
account, but each incoming arrow indicates an element
that must be considered.

Structural equations describe direct connections. In
order to take into account the indirect links, the
reduction rules are used: if one variable defines the
second variable, and the other determines the third, the
value of the third variable can be expressed as the value
of the first variable multiplied by the product of the
structure coefficients along the chain.

The same principle is applied when a chain has
more than two links.

X a Y ¢

»
»

.Z means Z=acX.
Ll

The generalized structure of the cause-and-
effect diagram of the factors, manifestations and
consequences of ITN risks is presented in Fig. 3.

Risk
factors

Risk
manifastations

Risk
effects

Fig. 3. Structural diagram of the cause-effect diagram

On the diagram b;;, 0<b;; <1 is the coefficient

of influence of the i-th factor on the occurrence of the

J-th manifestation of risk; ¢;;, 0<¢; <1 is the

coefficient of influence of the j-th manifestation of risk
on the k-th consequence.

Then the estimation of the probability of
occurrence of the £-th consequence is made according to

the formula:
P(S;)=2. 2 bjick -
i

For example, in accordance with the systemic
representation of risk, the probability of "distortion of
information" event is determined in accordance with the
causal diagram (Fig. 4) and is calculated by the formula:

P(819) = ¢cios(bsy3 +bsy +bs, +bs 3 +bs 4) +
+C106(Be13 + b6y +b62 +b63+be s +b3y +hi3,+
+by35 +b134) + o7 (by 3+ +b7, +b75) +

+0y08(Bg 13 +bg ) +bg 5 +bg 5 +0g 4)

g
(=

Vi

Ps4

Fig. 4. Example of a cause-effect diagram for
"distortion of information" event (consequences)
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Thus, knowing the degree of impact (in the form
of impact factors) of risk factors, risk events and
consequences, as well as cause-effect relationships
between them, possible failures and losses in ITN
functioning can be determined.

Possible damage to the functioning of the network
Gyj, determined by the k-th consequence, which is
caused by the j-th private risk Gyis calculated
according to the relationship [18]:

ij = P(Sk) I‘I(RJ — Sk)fk ,

where P(Sy ) is the probability of k-th consequence;

H(R; — Sy) is the the risk R; impact on the
characteristics S;,

fiis the indicator reflecting the value of the k-th

Conclusions

The suggested method for quantitative
assessment of ITN risk is based on the method of
cause-and-effect analysis and enables taking into
account both the factors causing it, and probable
consequences.

In connection, identifying potential losses can be
made, as well as the measures to manage the risks of
ITN functioning can be taken.

It should be noted that the main problem in the
application of the suggested method is the complexity of
obtaining the values of the structural coefficients of the
influence of factors, private risks of ITN and their
consequences.
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AHauni3 pu3ukiB indopmaniiiHo-Te1eKoOMyHikaniiiHOl Mepe:xi
HA OCHOBI KOTHITHBHHMX KapT | NPHMYMHHO-HACJIIKOBOI iarpaMu

B. B. Kocenxko, O. B. Maneesa, O. O. [lepcisiHoBa, A. 1. Porosuit

IIpeqveTrom BHBYEHHS B CTAaTTi € NPOLECH aHaNi3y Ta OLIHKU PU3HUKIB iH(OpPMAIiHO-TENICKOMYHIKAILIHHIX MEpex.
Merta - 3HIDKEHHS NOTEHLIHHUX BTPAT, 3yMOBICHUX PU3UKaMH (YHKLIOHYBaHHS iH(pOpMaLidHO-TeNeKOMyHiKaliiiHOT Mepexi
(ITM), nuIsIXOM CBOEYACHOT'O BXKUTTS 3aXOAIB 3 yNPABIiHHA pU3HKaMu. 3aBaanHs: kiacudikamia pusukis ITM 3 BunieHHaM
OCHOBHUX (DaKTOpiB 1 NPUUYMH TX BUHHUKHEHHS; (OpMYBAaHHS CHCTEMHOIO YSBIICHHS PHU3MKIB JUIl BHUSBJICHHS iX HPOABIB i
HACINiIKIB; po3po0Ka METO/y OLIHKH CTYIEHs BIUIMBY IPHYMH Ha MPOSAB PU3UKY 1 NPUBATHUX PU3HKIB HAa MOMJIMBI HACIiJIKH;
OTpUMaHHS KiJbKicHOI owinku pusukiB ITM. BukopucroByBaHHMH MeETOAAMHM €: CHUCTEMHHMH aHali3 PU3HKIB, METO[
KOTHITUBHUX KapT, NPUYMHHO-HACHIAKOBUH aHani3. OTpuMaHi Taki pesyibTaTH. IIpoBeneHa kimacudikaiis NpUBaTHUX
pusukiB ITM 3 npuunH Ta 3a (daxropamu iX BUHUKHEHHs. BU3HaueHO HEraTHMBHI HACIIJIKH, 10 HEraTHMBHO BIUIMBAIOTH HA
OCHOBHI Xapakrepuctuku ¢yHkuionysanHs ITM. B pesynbsrari cdopmoBana cTpykTypHa cucreMHa Mozenb pusukiB ITM, B
SKif BiOOpaXkeHi B3a€MO3B'SI3KM MDK €JIEMEHTAMU OCHOBHHX ACHEKTiB pU3HKY. JIJIs KiJIbKiCHOI OL[IHKM BIUIMBY PU3HUKY Ha
¢byaxuionyBanHs ITM 3anpornoHOBaHUM METOJ, 3aCHOBAaHMH Ha TeOpii NPUYMHHOrO aHanizy. Moznenb pU3MKiB 3aCHOBAaHA Ha
1noOynoBi Ta aHami3l IMOBIpHICHMX a00 HEYIiTKMX KOTHITUBHHMX KapT. sl NPUHHATTS pillleHb 3 YNPABIiHHA PU3UKAMHU
€KCIIepTaMK BHM3HAYAETHCS DIBCHb BIUIMBY IPUBAaTHUX DU3MKIB Ha XapaKTEPUCTUKH Mepexi. Po3pobieHo y3araibHEeHY
CTPYKTYpPY NPHUYMHHO-HACIIJKOBOI JiarpaMy YMHHMKIB, NPOABIB 1 HaciiakiB pu3ukiB. Ha i1 ocHOBI 3anpornoHoBaHO croci®
KiJIbKICHOT OIIIHKM MOXJIMBOCTI BUHUKHEHHS HACHiAKIB pU3UKIB. TakoX MPOBOJUTHCS KUIBKICHA OIIHKA MOXJIMBHX 30UTKIB
Ui QYHKIIOHYBaHHS MEpeXi, 110 BU3HAYAETHCS KOHKPETHHUM HACIiKOM (3 ypaxyBaHHsIM Horo HMOBIpHOCTI), SKUH
BUKIIMKAHUH NIPUBATHUMU pU3UKaMU. BHCHOBKH. 3arpornoHoBaHoO MiaXiJ Uit KUIbKiCHOI oiHkM pu3uky ITM 3acHoBaHuii Ha
METOJi NMPUYMHHO-HACIIIJKOBOrO aHali3y Ta JI03BOJISE BPAaXOBYBATH K YMHHHMKH, 10 HOro BUKIMKAaIOTh, TaK W MOMJIUBI
Hacnigku. OTpUMaHi pe3y/bTaTH MOXXKHA BUKOPUCTOBYBATH Ul BU3HAYEHHS MOXJIIMBUX 300iB 1 BTpaT npu QyHKIiOHYBaHHI
ITM Ha ocHoBi iHdopMamii Npo cTymiHb BIUVIMBY (aKTOPIB PU3MKY, PU3MKOBHMX IOJIH 1 HACHiAKIB, a TAKOXX HPHYMHHO-
HACHIKOBUX 3aJexHocTeld MiK HUMH. CTae MOMNJIMBMM BHM3HAuaTH HOTEHLIHHI BTpaTH, a TaKOX BXMBATH 3aXOMiB 3
yIpaBiliHHA pU3UKaMu GyHKIioHyBaHHS [TM.

KirouoBi cioBa: indopmaniliHo-TeleKOMyHIKallifiHa Mepexka, (AaKTOpH, PU3MKH, HACHIAKH, NPUYMHHO-HACIIIKOBA
niarpama, Koe(illieHTH BIUIUBY.

AHaJIN3 PUCKOB HH(OPMAIMOHHO-TEJTIeKOMMYHUKAIIMOHHOI ceTH
HA OCHOBE KOTHUTHBHBIX KAPT M IPUYMHHO-C/IeCTBEHHON AUarpaMMbl

B. B. Kocenko, O. B. Maneesa, E. }O. IlepcusiHosa, A. 1. Porosoit

IIpeqverom u3yueHHMS B CTaTbe SBISIOTCS IPOLECCHl aHalM3a M OLCHKM PHCKOB HH(OPMAlMOHHO-
TEJICKOMMYHUKAIIMOHHBIX ceTeil. Ilesb - CHIKEHHE NMOTCHIMAIBHBIX I0TEePb, OOYCIOBICHHBIX PUCKaMHU ()YHKIIHOHUPOBAHUS
nH(popMaoHHO-TeslekoMMyHUKanMoHHOH cetu (MTC), myreM CBOEBPEMEHHOrO NpPUHATUS MEp IO YIPABICHUIO PHCKAMM.
3apaun: xinaccuduxamus pucko UTC c BbleneHHeM OCHOBHBIX (DaKTOPOB M NPUYMH MX BO3HUKHOBEHUS; (hOPMUpPOBAHUE
CHCTEMHOI'0 TPEICTaBICHUsI PUCKOB JUIS BBISABJICHUS UX NPOSBICHUN M IOCIEICTBMIL; pa3paboTka METOIa OLEHKU CTEHNEHH
BIIMSIHHS IPUYUH HA MPOSBIEHHE PHUCKA M YACTHBIX PHCKOB Ha BO3MOKHBIE MOCIEICTBHS; TOTY4EHNE KOMMYECTBEHHON OLEHKH
puckoB UTC. Hcnonb3yeMbIMH METOJAMH SBIISIOTCA: CUCTEMHBIA aHalIM3 PHCKOB, METOJ KOTHHTHBHBIX KapT, ITPUYNHHO-
cieCTBeHHBIN aHanu3. IlomydeHsl cienyroiye pe3yiabTarhl. IIponsseneHa kinaccuuxanus vactHelx puckoB UTC mo
MPUYKMHAM U 110 PaKTOpaM UX BO3HUKHOBEHUs. Onpe/eneHbl HeraTHBHbIE MOC/IEICTBYS, OTPULIATENILHO BIHMAIOLINE HA OCHOBHBIE
xapakrepucTuku ¢yHkunonuposanus MTC. B pesynbrare chopMmupoBaHa CTPYKTYpHast cucTeMHas mozens puckos UTC, B
KOTOPOI OTOOpaxeHbI B3aMMOCBA3M MEXIY JIEMEHTAMH OCHOBHBIX ACHEKTOB pUcKa. [l KOJIMYECTBEHHOH OLIEHKU BIIUSHUSA
pucka Ha ¢yHkiuonupoanue WTC mpemnoxeH MeToi, OCHOBAHHBIN Ha TEOpUHM NPUYMHHOTO aHaiu3a. Mopeinb PHUCKOB
OCHOBaHA HAa IIOCTPOCHHUHM M aHAIM3€ BEPOATHOCTHBIX WM HEYETKMX KOTHUTHMBHBIX KapT. JI1s NpPUHATHSA pelIeHHd 1o
YIIPaBICHHUIO PUCKAMH 3KCIIEPTAMH ONPEENACTCs. YPOBEHb BIMSHUS YAaCTHBIX PHCKOB HAa XapaKTEPUCTHKH ceTH. PaspaboraHa
00001IeHHAs CTPYKTypa NPUYMHHO-CIEACTBEHHON JuarpaMMsbl (hakTopoB, IPOSBICHUH U MOCIencTBUi puckoB. Ha ee ocHoBe
MPEUIOKEH CIOCO0 KOJMYECTBEHHOH OLEHKH BO3MO)KHOCTH BO3HHKHOBEHMS IIOCIEACTBHH pPUCKOB. Taioke MPOM3BOAUTCS
KOJIMYECTBEHHAs! OLCHKA BO3MOXKHOIO yiiepOa /st (YHKIMOHMPOBAHUS CETH, OINPEJEIIeMOro KOHKPETHBIM IOCIHIeICTBHEM (C
YYETOM €ro BEPOATHOCTH), KOTOpBIH BbI3BaH YaCTHBIMU puckamu. BeiBoawl. IIpeioxeHHBIN MOIXOA Ul KOJNMYECTBEHHOH
oueHkn pucka MTC ocHOBaH Ha MeTOZE NMPUYMHHO-CIEICTBEHHOIO aHAIN3a U TO3BOJIIET YYUTHIBAaTh, KaK BBI3BIBAIOIIHIE €TI0
(baKTopbl, TaK U BO3MOXKHbBIE MOCIEACTBHA. [lonydyeHHbIE pe3ylbTaTbl MOMKHO HCIHOJIB30BAaTh IUIsl ONPEIEICHHUS BO3MOXKHBIX
c6oeB u noreps npu QyHxuronupoBanuu MTC Ha ocHOBe MH(pOpPMAIMK O CTENCHU BO3IEHCTBUSA (DAKTOPOB PUCKA, PUCKOBBIX
COOBITHII U IIOCIIEACTBUM, a TAKXKe NPUYMHHO-CICICTBEHHBIX 3aBUCUMOCTEH MeX 1y HUMU. CTaHOBUTCS BO3MOXKHBIM OIIPE/IEIIATh
MOTEHLHAJIbHBIC TIOTEPH, a TAKKE IIPUHUMATh MEPbI 10 YNPaBJIeHUIO puckaMu ¢yHkimonnposanust UTC.

KarwueBble ciioBa: I/IH(1)OpMaI_II/IOHHO-TeJ'[eKOMMyHI/IKaLII/IOHHaH CCTh, (baKTopBI, PUCKH, MOCICACTBUA, NPUINHHO-
CJIICACTBCHHAA AuarpaMmma, K03(1)(1)I/ILII/ICHTBI BJIVSIHUA.
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