Advanced Information Systems. 2017. Vol. 1, No. 1

ISSN 2522-9052

Intelligent information systems

UDC 004.94

A. Goriushkina', R. Korolev*

doi: 10.20998/2522-9052.2017.1.06

"'National Technical University "Kharkiv Polytechnic Institute", Kharkiv, Ukraine
*Ivan Kozhedub Kharkiv National Air Force University, Kharkiv, Ukraine

ANALYSIS OF THE CURRENT STATUS OF INTELLIGENT SYSTEM
"INTERNET OF THINGS" AND TRENDS IN THE DEVELOPMENT

The subject of study in the article is the processes of analysis and evaluation of attack intelligent systems “Internet of
Things” (IoT). The goal is to reduce the potential attacks due to the risks of intellectual functioning of the IoT systems,
through the timely adoption of security measures. Objectives: the classification of attacks on all levels of intelligent
systems, IoT, highlighting the main factors and their causes; the following results are obtained. The analysis of the current
state of intelligent systems, IoT, analyzed all levels of functioning, and classification of hackers on the factors of their
occurrence. The negative consequences negatively affecting the basic characteristics of the functioning of the IoT systems.
As a result, a block diagram of attacks at all levels of the IoT. Conclusions. The article analyzes the current state of
intelligent systems “Internet of Things” (IoT). It is shown that a significant increase in computer network devices
connected to the network creates new opportunities for the development of modern society in the field of science and
technology. However, the significant development of “Internet of Things” is directly proportional to increases the
possibility of attacks in computer networks. Therefore, the scientific direction improvement of existing or development of

new algorithms, models, and their implementation to ensure major safety criteria for IoT are relevant.

Keywords: intelligent systems Internet of Things, attacks, security, computer technology.

Introduction

The rapid development of modern society and
computer technology offers consumers a wide range of
services. To date, the significant growth of networked
network devices, systems and services included in the
current structure, create new opportunities and
advantages for the development of modern society in
science, technology and industry.

The devices connected to the Internet allow for
high-level communication between users, the network
and various types of provided physical services. Such
connections are highly effective, and they also open the
possibility of using new ways of using the Internet
resource. Cloud computing can provide the virtual
infrastructure for such utility computing which
integrates monitoring devices, storage devices, analytics
tools, visualization platforms and client delivery. The
cost based model that cloud computing offers will
enable end-to-end service provisioning for businesses
and users to access applications on demand from
anywhere. Smart connectivity with existing networks
and context-aware computation using network resources
is an indispensable part of Internet of Things.

The analysis of the problem
and formulation of the task

“Internet of Things” (IOT) is a global network
infrastructure, linking physical and virtual object s
through the exploitation of data capture and
communication capabilities. It will offer specific object
identification, sensor and connection capability as the
basis for the development of independent cooperative
services and applications. These will be characterized
by a high degree of autonomous data capture, event
transfer, network connectivity and interoperability.

As recent studies have shown the popularity of
different paradigms varies with time. Analysis of trends
in the development of the demand for computer
resources by users is shown in Fig. 1. As it can be seen,
since IoT has come into existence, search volume is
consistently increasing with the falling trend for others.
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Fig. 1. Analysis of trends in the development
of the demand for computer resources by users

In this case, it is shown a schematic of the
interconnection of objects is depicted in Fig. 2, where
the application domains are chosen based on the scale of
the impact of the data generated.
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Fig. 2. IoT schematic of end users
and application areas based on data
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The users span from individual
national level organizations
addressing wide ranging issues.
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and other storage media. These
results in the generation of
enormous amounts of data which
have to be stored processed and
presented in a seamless, efficient,
and easily interpretable form.

The main Ilevels of 10T
architecture are these 3: the perception level, the
network level, and the service level, as shown in Fig. 4.
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Fig. 4. Internet of Things system architecture

Physical layer. On this level all kinds of
information of the physical world used in IOT are
perceived and collected in this level, by the technologies
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Fig. 3. Statistics of attacks of the IoT

of sensors, wireless sensors network (WSN),tags
intelligent terminals, electronic data interface (EDI),
objects, and so on.

The second layer is Fundamental recourse layer. It
consist network level or transport layer and support
layer. It’s including access network and core network,
provides transparent data transmission capability. At the
same time, this layer provides an efficient, reliable,
trusted network infrastructure platform to upper level
and large scale industry application.

Application layer includes data management sub-
layer and application service sub-layer. The application
service sub-layer transforms information to content and
provides good user interface for upper level enterprise
application and end users.

There are three IoT components which enables
seamless connection:

Hardware—made up of sensors, actuators and
embedded communication hardware.

Middleware—on demand storage and computing
tools for data analytics.

Presentation—novel easy to understand
visualization and interpretation tools which can be
widely accessed on different platforms and which can
be designed for different applications.

IoT affects the functioning of eclements of a
heterogeneous structure with a great distance of the
control centers from each other. In this regard, the
importance of ensuring the quality of service when
transferring data in computer networks. It is also
obvious that the process of information exchange of
IoT data is complicated from the point of view of
interaction of various protocols, and its functionality in
general.
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As studies [1-8] show, an increase in the demand
growth by users for these resources in computer
networks leads to some undesirable consequences,
namely, various attacks on this system, in which
existing methods and protection algorithms are not able
to ensure the required level of security.

The security of information and network should be
equipped with these properties such as identification,
confidentiality, integrality and accessibility. Network
security and management play an important role in
above each level, which was considered.

Analysis of the literature [1-8] showed that with
the increase in the number of interacting IoT objects, the
likelihood of attacks in the computer network is also
growing proportionally.

For the qualitative work of the intelligent IoT
system, it is necessary to carry out a sequence of
actions, consisting of five steps, from receiving the
initial data to the final delivery of this data to end users.
At the same time, at each stage there is a possibility of a
threat of attack from hackers.

Let's consider different types of attacks on Internet

The analysis showed common security of Things systems on the example of data transfer in
requirements for each level, as shown in Fig. 5. these systems as shown in Fig. 6.
Conclusions
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Agreement In the last few years, this emerging domain for the
2. Private Protection IoT has been attracting the significant interest, and will
3.Security Education And APPLICATIONLAYER continue for the years to come. In spite of rapid evolution,
Management we are still facing new difficulties and severe challenges.
The significant growth of threats and attacks in the field
. of computer systems and IoT facilities leads to an
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5 % In this article, we consider the at- maturity of research
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2. Anti - Ddos . NEFWORK LAYER E E) and security issues at each level are considered. An
3. Encryption Mechanism example of data transmission in the intellectual Internet of
4.Communication Security things is shown, and atk types of attacks during data

transmission. Obviously, under similar circumstances, the
i i - issue of the security of intelligent systems is relevant.
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3. Key Agreement their implementation to provide basic IoT security criteria
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Fig. 5. Security requirements of IoT accessibility.
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Fig. 6. Different types of data transfer attacks on Internet of Things systems
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AHaJi3 Cy4acHOro cTaHy

A. E. T'opromikina, P. B. Koponsos

IIpeaqmerom BHUBUSHHS B CTATTi € IPOLIECH aHAJI3Yy Ta OLIHKM aTak iHTenekryanbHoi cucremu “Internet of Things” (IoT).
Merta — 3HIDKCHHS NOTEHLIMHMX aTak, 3yMOBJIEHHMX pH3MKaMHU (YHKLIOHYBaHHs iHTelekTyanpHOi cucreMu [oT, muisxom
CBOEYACHOTO BXKHUTTS 3axofiB Oesmexu. 3aBaaHHA: Kiacudikamis aTak Ha BCiX pPIiBHAX iHTeJieKTyanbHOi cucremu loT 3
BUJIJICHHSIM OCHOBHHUX (DaKTOpiB i NPUYMH iX BUHUKHEHHs; OTpuMaHi HacTyNHI pe3yJbTaTH. [IpoBe/ieHO aHal3 Cy4acHOro
craHy iHTenekryanbHoi cucremu loT, npoanani3zoBaHo Bei piBHI (yHKUIOHYBaHHS Ta Kiacudikalio aTak xakepis 3a pakropamu
X BUHMKHEHHS. BU3HaueHO HeraTHBHI HACIHIKY, 110 HEraTUBHO BIUIMBAIOTh HA OCHOBHI XapakrepucTuku QyHkuionyBanHs loT.
B pesymbrari chopMoBaHa CTpyKTypHa cxema aTak Ha BciX piBHAX [oT. BucHOBKH. Y CTaTTi aHai3yeThCsl MOTOYHUH CTaH
inrenekryansHoi cucremu “Internet of Things.” Iloka3aHo, 110 3HauHE 3pPOCTaHHA KOMII'MOTEPHHX MEPEKEBUX IPUCTPOIB,
IIIKIIOUEHUX J0 MEPEXi CTBOPIOE HOBI MOXJIMBOCTI JUISL PO3BUTKY CY4aCHOI'O CYCIIUIBCTBA B raiy3i Hayku i TexHiku. OHak,
3HauHui po3BuTok “Internet of Things” mpsmMo mponopiiiiHO 30i1bllye MOXJIMBICTH aTak B KOMITTOTEpHiH Mepexi. Tomy
HAaYKOBI HalpsIMK{ BJIOCKOHAJICHHS iCHYIOUMX a00 po3po0Ka HOBHX aJTOPUTMIB, MozeNel Ta iX peaiizamil /it 3a0e3NeueHHs
OCHOBHHMX KpuTepiiB Oe3nexu s 0T € akTyalbHUME.

KiouoBi ciioBa: inrenexryansHa cucrema “Internet of Things”, araku, 6e3neka, KOMIT' FOTEpPHI TEXHOJIOT11.

AHaJIN3 COBPEMEHHOI0 COCTOSTHUS
HMHTe/LIeKTyanbHoM cuctemsl "Internet of Things' u Tennenuun ee pa3BuTHus

A. D. I'opromikuna, P. B. Kopones

IIpeamerom u3ydeHHs B CTaThe SBILSIIOTCS MPOLIECCH aHAIM3a M OLEHKM aTaK MHTEIUIeKTyanbHOH cucreMs! “Internet of
Things” (IoT). Ileap — cHWXeHUE NOTCHIMAIBHBIX aTak, OOYCIOBICHHBIX PUCKAaMHU (YHKIMOHMPOBAHUS HHTEIICKTYaJIbHON
cucrembl [oT, myrem cBOeBpeMEHHOro NpUHATUS Mep Oe3omacHOcTH. 3agadm: KiacCHpUKaUMs aTak Ha BCEX YPOBHAX
UHTEIUIeKTYanbHON cucteMsl 10T ¢ BblielieHHEeM OCHOBHBIX (haKTOPOB M IPUYMH MX BO3HUKHOBEHUS; IloiyueHsbl ciemyromme
pesynbTaThl. IIpoBe/ieH aHaIM3 COBPEMEHHOIO COCTOSIHMSI MHTEIUIEKTyanbHOH cucremsl loT, mpoaHann3upoBaHBl BCE YPOBHH
(GYHKIMOHMPOBAHMS M KIACCU(DUKALMIO aTaK XakepoB MO (akTopaM HUX BO3HUKHOBeHUs.. OIpeneseHbl HeraTHBHbIC
IIOCJIE/ICTBYUSI, HETaTHBHO BIIMSIOIINE HA OCHOBHbIE XapakTepucTHku (yHkimonuposanus [oT. B pesynprare chopmupoBana
CTPYKTYpHasi cxeMa artak Ha BcexX ypoBHsAX [oT. BeiBoabl. B cTaThe aHamm3mpyeTcsl TEKyllee COCTOSHHE WHTEIIEKTYalbHON
cucremsl “Internet of Things”. IToka3aHo, 4TO 3HAUUTEIBHBIH POCT KOMIIBIOTEPHBIX CETEBBIX YCTPOMCTB, HOJKIFOYEHHBIX K CETH,
CO3/1a€T HOBBIE BOSMOXKHOCTH ULl Pa3BUTHS COBPEMEHHOro oOliecTBa B 00nacTy Hayku M TexHUKU. OJIHAKO, 3HAUMTENBHOE
pasBurue “Internet of Things” mpsMo NPONOPIOHANEHO YBETMYUBAET BO3MOKHOCTh aTaK B KOMITbIOTEpHOH ceTH. [Toaromy,
Hay4HbIC HaIPaBJICHUS COBEPIICHCTBOBAHUS CYIIECTBYIOIIMX MIM pa3pabOTKa HOBBIX aJI'OPUTMOB, MOJEIEH U X pealu3aluy
JuIs obecrieyeH st OCHOBHBIX KpuTepueB Oe3onacHocTH uist 10T SBISOTCS aKTyalbHBIMU.

KiroueBbie cioBa: nnresuekryansHas cucrema “Internet of Things”, araku, 6€301aCHOCTb, KOMITBIOTEPHBIE TEXHOIOI MU,
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