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DEVELOPMENT OF PROCEDURES FOR MODIFYING THE CIPHER GOST 28147

Abstract. The entry of mankind into the era of high technologies, the rapid growth of computer technology contributes
to the expansion of the range of electronic services. To ensure the security of confidential information, personal data,
cryptographic systems of traditional cryptography (symmetric cryptosystems) and public key cryptography (asymmetric
cryptosystems) are used. As a rule, the former provides security services, the latter provide key distribution. However, in
the conditions of totalitarian surveillance in society by the special services of developed countries, cryptographic tabs are
embedded in cryptographic algorithms, which, on the one hand, provide “quick” access for special services to confidential
information, and on the other hand, allow intruders to break into the cryptosystem and obtain user data. The article
proposes a modification of the well-known GOST 28147-89 algorithm, which ensures the "elimination™ of possible crypto-
bookmarks and an increase in crypto-resistance in the post-quantum period (the emergence of a full-scale quantum
computer that allows hacking modern symmetric and asymmetric cryptosystems based on Grover and Shor algorithms). It
is proposed to use the procedures for modifying the block-symmetric encryption algorithm (BSEA) GOST 28147-89 (2009,
2015) in OFB mode, which will make it possible to form a pseudo-random sequence based on dynamic changes in the S-

box, and provide the required level of security.
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Problem statement

The entry of mankind into the era of high
technologies, 4.0 Industrialization allowed the rapid
growth of the computing capabilities of the world
community, which made it possible in 2015 to develop
and implement not only 1 billion Internet things that
replenished cyberspace, but also practically made it
possible to realize a full-scale quantum computer. A
quantum computer allows computing several billion
times faster, expanding the range of services in almost
all areas of life. This circumstance is an unconditional
positive factor affecting the innovative nature of the
development of the real sector of the economy,
healthcare, services, leisure and, of course, education.
However, along with this, this trend is increasingly
revealing the acuteness of the problems, the negative
consequences of informatization. To the greatest extent,
these problems are associated with the possibilities of
unauthorized access to information resources, critical
infrastructure facilities belonging to other individuals,
business entities, the banking sector, and other states.
This is directly related to the need to ensure not only
national, but also state security [1].

Analysis of recent research and publications

The widespread use of cloud technologies, means of
remote connection from mobile and remote stationary
devices through general-purpose networks lead to the
“disappearance of the perimeter” of critical systems and a
significant complication of their protection. All this leads
to the need to implement security at least of the security
loop of business processes that ensure the continuity of
production and form the profits of companies
(organizations, etc.). A prerequisite for this is the use of
cryptographic means of protection in  modern
information, communication and cyber-physical systems.
Symmetric block ciphers are one of the most common

cryptographic systems that provide the basic security
services of modern 1SO/OSI model protocols and
cyberspace. In addition to providing confidentiality and
integrity services transmitted over the network or stored
locally, BSEA are used as a constructive element of other
primitives (hashing functions, message authentication
codes, pseudo-random sequence generators, etc.) But
when launching a quantum cryptanalysis algorithm by
Shore [2] and Grover [3], one can solve mathematical
problems in a multi-fold manner. Such a phenomenon
can lead to chaos in cyberspace, the destruction of critical
infrastructure facilities, and a decrease in confidence in
security services based on symmetric and asymmetric
cryptography. The emergence of a full-scale quantum
computer practically infinitely expands the range of
threats and modification of attacks, the emergence of new
targeted attacks with characteristics of synergy and
hybridity. A detailed description of the stability of
symmetric systems against quantum cryptanalysis is
given in Table 1 and in article [4]. From the table 1 shows
that the stability of symmetric ciphers in the attack using
a quantum algorithm is significantly reduced. This means
that GOST 28147 can be completely compromised and it
will not be possible to consider it stable, its stability will
be equal to 22%. Even with AES, it is desirable to use a
key of 256 bits. That is, in general, Grover's algorithm,
although it reduces the stability of modern symmetric
cryptosystems, but still requires a subexponentially
number of quantum gates in contrast to the Shore
algorithm.

To ensure security in the post-quantum period,
NIST U.S. specialists in February 2019 announced a
competition for post-quantum cryptography algorithms.
Definitions of practical durability set by NIST
requirements provide five levels of durability [5, 6]:

1) definition of a key of the 128-bit block cipher;

2) search for a collision of a 256-bit hash function;

3) collision search for 384-bit hash function;
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4) determination of the key of the 256-bit block
cipher;
5) 384-hit block cipher key definition.

Table 1 — Strength of standard block-symmetric encryption
algorithms against quantum cryptoanalysis

The amount|  Resistance when
Crypto- Bloc'k /| of memory attacking:
system key size, required for
(bits) the attack, | message key
(bits)
AES-128 128/128 | 128/128 264 264
AES-256 128/256 | 128/256 264 2128
DES 64/56 64/56 2%2 2%8
GOST-28147| 64/256 64/256 264 2256
Kalina-128 128/128 | 128/128 264 264
Kalina-512 512/512 | 512/512 2256 2256

Thus, the modification of BSEA, which are the
standards of symmetric encryption, and are used in
information and switching systems of critical
infrastructure objects is an urgent task in the post-
quantum period.

The purpose of the article is to develop procedures
for improving the stream encryption algorithm based on
the block-symmetric encryption algorithm GOST 28147-
89 through the use of dynamically changing nonlinear
transformations (S-boxes).

The main objectives of the study:

- analysis of the basic procedures of the block
cipher algorithm GOST 28147-89;

- development of procedures for improving the
method of forming a pseudo-random sequence based on
GOST 28147-89.

Analysis of the block cipher
algorithm GOST 28147-89

GOST 28147-89, adopted in 1990, was a standard
establishing a unified cryptographic transformation
algorithm for information processing systems in
networks of electronic computers, which determined the
rules for data encryption and the development of an
imitation insert. The cryptographic transformation
algorithm was intended for hardware or software
implementation, met the cryptographic requirements
and, according to its capabilities, did not impose
restrictions on the degree of secrecy of the protected
information [5].

One of the operating modes of GOST 28147-89
was the gamming mode, the structural diagram of which
is shown in Fig. 1.

The data is displayed on 64-bit blocks, encrypted
in the modulo 2 mode in the CMs summator with the
cipher scale, as it is rotated in blocks of 64 bit. The
initial filling of drives Ni, N2 (sync message S) is
encrypted in the simple replacement mode in
accordance with 256 bits of the key are entered into the
RAM. A 64-bit binary sequence S = (S1, Sz, ... Sea) IS
entered into the drives N1, N2, which is the initial filling
of these drives for the subsequent generation of M
blocks of the cipher gamma.

The encryption algorithm for a 64-bit block of
open data in the simple replace mode consists of 32

cycles. In the first cycle, the initial filling of the
accumulator N1 is summed modulo 2% in the adder CM;
with the filling of the accumulator Xo, while the filling
of the accumulator N is preserved.
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Fig. 1. Gamming mode GOST 28147-89

The result of the summation is converted in the
substitution block K and the resulting vector is fed to
the input of the register R. where it is cyclically shifted
by eleven steps towards the higher bits. The result of the
shift is summed bitwise modulo 2 in the CM; adder with
32-bit filling of the N drive. The result obtained in CM;
is written to N1, while the old filling N1 is overwritten in
N2. The result of encryption is written to 32-bit drives
Nz and N4, so. that filling N1 is overwritten in N3, and
filling N2 is overwritten in Ns. The filling of the N4
drive is summed modulo (232-1) in the CM, adder with
a 32-bit constant C; from the Ng drive, the result is
written to N4. The filling of the drive N3 is summed
modulo 232 in the CM3 adder with a 32-bit constant C,
from the drive Ns, the result is written to Ns. The filling
N3 is overwritten in N1, and the filling N4 is overwritten
in N2, while the filling N3, N4 is preserved. The filling
of N1 and N is encrypted in simple replace mode. The
filling N1, N2 obtained as a result of encryption forms
the first 64-bit block of the cipher gamut, which is
summed bitwise modulo 2 in the adder CMs with the
first 64-bit block of open data. This scheme uses the
substitution block K, which consists of 8 static
substitution blocks [7].

The article proposes to use a schema with
dynamically changing substitution blocks. The block
diagram is shown in Fig. 2. This diagram consists of the
following steps:
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Fig. 2. Gamming mode of the improved GOST 28147-89

Step 1. Input of initial data for the main step of
crypto-transformation N - 64-bit block of input data is
converted into two 32-bit integers (low (N1) and high
(N2) parts);

Step 2. Addition with a key. The lower part of the
transformed block is added modulo with the key
element used in the step.

Step 3. Block replacement. The 32-bit value
obtained in the previous step is interpreted as an array of
four 8-bit code blocks: Sm = (So, S1, Sz, ... S2s5).

Further, the value of each of the four blocks is
replaced with a new one, which is selected according to
the substitution table as follows: the value of the S;
block is changed to the Si-th element in order
(numbering from zero) of the i-th substitution node (i.e.,
the i-th row of the substitution table, numbering also
from zero). In other words, an element from the
substitution table with a row number equal to the
number of the replaced block and a column number
equal to the value of the replaced block as an 8-bit non-
negative integer is selected as a replacement for the
block value.

Step 4. Dynamically change the table of
substitutions as follows: if the sum Sp + S1 is an even
number, then the values of Sp—S: of table Ho are
swapped, otherwise So<»S; of table H;. If the sum S, +
Sz is an even number, then the values of Sy«<»S3 of table
H> are interchanged, otherwise S« Sz of table Ha.

Step 5. Cyclic shift 11 bits to the left.

Step 6. Bitwise addition: the value obtained in step
3 is added bitwise modulo 2 with the upper half of the
converted block.

Step 7. Shift along the chain: the lower part of the
converted block is shifted to the place of the older one,
and the result of the previous step is placed in its place.

The use of such a transformation makes it possible
to dynamically (based on a simple pseudo-random
sequence generator) form the OFB mode and provide
the required level of cryptographic strength.

The structural diagram of a well-developed
algorithm ca-n be described by a multi-round diagram,
as shown in Fig. 3.
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C = O

Fig. 3. Scheme of pseudo-random sequence formation

The article proposes three procedures for
modifying BSEA GOST 28147. The proposed modes
for the formation of pseudo-droplet sequencing at K=1,
K=2, K=3, allow to increase the length of the key
sequence and provide the required level of creep
resistance in the post-quantum period.

To assess the cryptographic strength, it is proposed
to use the NIST-STS822 package, which allows
implementing 189 tests based on 19 methods for
checking the information sequence for randomness.
During the test, a 108-bit sequence is tested, taking into
account the errors of the first and second kind. Carrying
out an experimental improvement of the statistical safety
of the proprietary well-developed algorithm according to
the NIST STS methodology. The test results are
presented in the statistical portraits in Fig. 4 — 6. The
analysis of the data will show that the statistical portraits
of the well-developed algorithm do not compromise their
powers to the most beautiful generators.
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Fig. 4. Statistical portrait of the advanced algorithm at K =1
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Fig. 5. Statistical portrait of the advanced algorithm at K = 2
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Fig. 6. Statistical portrait of the advanced algorithm at K = 3

The main part of the tests was passed at a very
high level, close to 1.

Analysis of the data presented shows that the
statistical portraits of the modified block-symmetric
encryption algorithm GOST 28147 in OFB mode are not
inferior in their properties to the best-known generators.
Most of the tests passed with a very high probability, close
to 1.

The final test results according to the NIST STS
method are summarized in Table 2, which shows the
number (share) of tests in which testing was passed with a
probability of >0,99; >0,96 and < 0,96.

Analysis of the test results, summarized in table 2.
shows that the proposed modification procedures BSEA
GOST-28147-89 (2009, 2015) have improved statistical
safety indicators (at K = 1).

This approach provides the level of cryptographic
strength required in the post-quantum period. They have
one of the largest number (proportion) of tests that passed
the most stringent criterion with a probability > 0,99 and

are not inferior to such well-known generators as the BBS
counter mode.

Table 2 — Results of comparative studies of the statistical
safety of the modified and some well-known pseudo-
random number generators

Number of tests in which the test
No Generator passed the criterion
M >99% M >96% | M< 96%
. 188
- 0, 0,
1 | Gusing SHA-1 122(65%) (99,5%) 1 (0,5%)
Linear . 189
2 Congruential ek (100%) B
- 189
- 0, _
3 | Micali-Schnorr 130 (69%) (100%)
Quadratic o 181 o
4 Congruential 124 (66%) (96%) 8 (4%)
5 | G using DES 142 (75%) | .88 |1 (05%)
(99,5%) ’
ANSI X9.17 0 187 0
6 (3-DES) 121 (64%) (98%) 4 (2%)
7 | Blum-Blum-shub | 134 (719%) | 289 _
(100%)
FIPS 197 189 -
8 126 (67%) (100%)
GOST 28147 7 189
° at K=1 SaRlin) (100%) B
T'OCT 28147 . 188 .
10 at K=2 129(68%) (99,5%) 1 (0,5%)
T'OCT 28147 . 189
11 at K=3 136(72%) (100%) =
Conclusions

The analysis of the requirements for post-quantum
cryptography algorithms puts forward a significant
increase in the length of the key sequence (2-3 times),
which affects the energy consumption and speed of
cryptocurrencies while reducing the safe time to use the
key sequence by 30%.

Analysis of the proposed modification procedures
algorithm BSEA GOST 28147-89 (2009, 2015) in the
mode of quenching has improved statistical safety. It has
one of the largest share of tests that passed the most
stringent criteria with a probability of 0.99 and is not
inferior to known generators as the BBS generator,
Micali-Schnorr in counter mode. This provides the
required level of stability, the rate of transformation in the
post-quantum period.
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Po3podxa npouenyp moaudikaunii mudppy 'OCT 28147
C. II. €Bcees, P. B. Koponbos, A. M. Tkauos, A. €. HimueHko

AHoTanisi. Beryn smonctBa B epy BHCOKMX TEXHOJOTIH, OypXiMBe 3pOCTaHHS OOYHCIIOBAIBGHOI TEXHIKH CIIPHUSE
PO3IIMPEHHIO CIIEKTPa EJIEKTPOHHUX mocayr. [y 3abe3neyeHHs Oe3meku KOH(imeHmiHOT iHGopMalii, MepCOHATBHUX TaHUX
BHUKOPHUCTOBYIOTBCS KpHUOTOrpadiyHi CHCTeMH TpaauuiiHol kpunrorpadii (CHMeTpH4HI KpunrocucreMu) i kpunrorpadii 3
BIZIKPUTHM KJIIOYeM (HECHMETPHYHI KPHUIITOCHCTEMH). SIK mpaBmIlo, mepili 3a0e3MnedyloTh MOCHYrH Oe3NeKH, APYTi - PO3MOoJIiI
kimo4iB. OJJHaK B YMOBAaxX TOTAIITAPHOI CTEKEHHS B CYCIIUIBCTBI 3 OOKY CIIel] CIyX0 PO3BHHEHHX Jep)KaB B KpUNTOrpadidHUX
anroputMax "BOYIOBYIOTBCA" KpHUITOrpadiuHi 3aKIaaKy, sSKi 3 OJHOTO OOKy 3a0e3MeuyroTh "MBUAKHNA" JOCTYI CHEUCIy 0 10
KOH(}ineHIiHHOT iHpopMarii, 3 1HIIOro OOKYy HO3BOJSIOTH 3JIOBMHCHHKAM 3JaMyBaTH KPHUNTOCHCTEMY 1 OTPHMYBATH [NaHi
KOpUCTYBauiB. Y cTarTi mpomoHyeTbess Momuikamis Bimomoro amroputmy ['OCT 28147-89, ska 3abesmedye "ycyHeHHS"
MOXJIMBUX KPHIITO3aKJIaJOK 1 MiIBUIIEHHS KPUNTOCTIHKOCTI B yMOBaX MOCTKBAaHTOBOTO Iepioxy (MOsiBa TTOBHOMAacHITaOHOTO
KBAaHTOBOTO KOMIT'IOTepa, KU 103BOJISIE 371aMaTH Ha OCHOBI anroputMiB I'poBepa i llopa cydacHi cuMeTpH4Hi | HECUMETPHYHI
kpuntocucteMu). IIponoHyeThCss BUKOPUCTOBYBATH MpoLeAypH Moaudikanii 6J09HO-CHMETPUYHOrO alropuTMy IIU(PYBaHHSI
(BCII) I'OCT 28147-89 (2009, 2015) B pexxumi OFB, 1110 103B0SHTE HOPMYBATH TICEBIOBUITAJAKOBY MOCIIIOBHICTh Ha OCHOBI
JOUHAMIYHOTO 3MiHH S-box, 1 3a0e3neunTy HeoOXiqHUH PiBEeHD CTIHKOCTI.

Knaw4oBi caoBa: 610uHO-cumeTpuyHuii mudp; nortokosuit mmdp; FOCT 28147-89; ACTY 28147-2009.

Pa3zpadorka npouenyp moauduxauuu mudpa FOCT 28147
C. I1. EBcees, P. B. Kopones, A. M. Tkaues, A. E. Humuenko

AHHOTanmmus. Bcerynnenue uenoBedecTBa B 3Py BBICOKMX TEXHOJOTHH, OYpHBIH POCT BBIYHCIUTENBHOH TEXHHKH
CIOCOOCTBYET PACIIMPEHHUIO CIEKTPa dJEKTPOHHBIX yciyr. [ obecnedenns: 6e30macHOCTH KOHPHUACHIINATBHON HH(DOpManny,
MIEPCOHANBHBIX JaHHBIX HCHONB3YIOTCS KPUNTOrpauiecKue CHCTEMbl TPAAWIHMOHHOM KpunTorpaguu (CHMMETpHYHEIE
KPHUIITOCUCTEMBI) M KPHUOTOTpaduu C OTKPHITBIM KIIOYOM (HECHMMETPHYHBIE KpUNTOCHCTeMBl). Kak mpaBmmo, mepsble
obecneynBaroT yCIyru Oe30IacHOCTH, BTOpPBIE — paclpeneneHne kimodeid. OJHAKO B yCIOBHAX TOTATUTAPHOH CIEXKKH B
o0IIecTBE €O CTOPOHBI CIEI| CIYy)XO pa3BUTBIX TOCYJapcTB B KpUOTOrpadUueckux airopurMax “BCTpamBaroTcs’
Kpunrorpaguyeckue 3aKIagKd, KOTOPblE C OJHOM CTOPOHBI OOECIEUMBAIOT “OBICTPHIH” JOCTYN CHEUCIYXO K
KOH(HICHIIMATBHOW HH(OPMAIIUH, C IPYroif CTOPOHBI MO3BOJIIOT 37I0YMBILIICHHUKAM B3JIaMbIBATh KPUNITOCHCTEMY H MOJTy4YaTh
JaHHbIE ToNIb30BaTeneil. B cratbe npemnaraercst Moandukanus ussectaoro aaroputma I'OCT 28147-89, kotopast obecrnieunBaet
“ycTpaHeHHe” BO3MOXKHBIX KPHIITO3AKJIAIOK U MOBBIIIEHAE KPUIITOCTOMKOCTH B YCIIOBUSIX IIOCTKBAHTOBOTO ITEpHO/Ia (TOSBICHHUE
MOJTHOMACIITA0HOTO KBAaHTOBOTO KOMITBIOTEpA, KOTOPBIH MO3BONSAET B3JIOMAaTh Ha OCHOBe anroputmoB ['poepa m Ilopa
COBpEMEHHbIE CHMMETPHYHbIE M HECHMMETPHYHBEIE KpuUnTocucTeMsl). [IpemiaraeTcs nCmoab30BaTh MPONIEAyphl MOIH(DUKAIIIH
6mouHo-cumMerpraHoro anroput™a mmgposanus (BCIH) TOCT 28147-89 (2009, 2015) B pexnme OFB, uro mosBoimt
(bopMHUpOBaTh MCEBIOCTYYaiHYI0 MOCIEI0BATEILHOCTh HA OCHOBE JMHAMUYECKOTO M3MEHEHHs S-boX, 1 00ecnednTs TpeOyeMbIii
YPOBEHb CTOHKOCTH.

KnwoueBble cioBa: GrodHo-cuMMeTpHdHbIH mm¢p; notounsii mmdp; FOCT 28147-89; ICTY 28147-20009.
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