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EFFICIENCY OF COMPUTER NETWORKS WITH SDN IN THE CONDITIONS
OF INCOMPLETE INFORMATION ON RELIABILITY

Abstract. The paper analyzes the effectiveness of computer networks with SDN in conditions of incomplete reliability
information. In order to ensure the specified indicators of the reliability of the computer network, it is recommended to use
their guaranteed estimates. To increase the level of security of information systems and introduce the concept of time reserve
in the process of packet transmission, it is necessary to separate the functions of traffic transmission from management
functions. This is the basic principle of SDN. When using SDN technology in computer networks, it is possible to enter a
time reserve when transmitting messages. This makes it possible to more accurately determine the reliability. The evaluation
of the data transmission system of the computer network takes into account the possibility of entering a time reserve and
obtained the basic calculated ratios for reliability indicators in terms of incomplete information about their distribution laws.
A priori information is limited by knowledge of the first initial moments of mathematical expectation and variance. These
results are a justification for the structure of computer networks that are designed or upgraded. You can also use this
information to build highly reliable networks or technical facilities that exist in a single implementation.
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Introduction

The operation of computer networks (CN),
designed to automate management, is in constant
interaction with external influences. Information
conflicts that occur as a result of such interaction cause
the destruction of information resources, disruption of
regular information processes, and as a consequence of
the failure of system and application functions. All this
determines the presence of mechanisms in the CN, which
should ensure their reliability.

A difficult scientific and practical task at present is
the assessment of reliability indicators needed to
compare different design options. An even more difficult
task is to find the best option that achieves optimal
reliability with certain limitations [11].

Modern CMs require the implementation of
management tools using protocols that do not depend on
services and, in turn, are provided by different operators
and / or pro-providers throughout the network, regardless
of the types of technical systems used in it. Creating
systems that are a priori focused on working in conditions
of incomplete or fuzzy output, uncertainty of external
fluctuations and the working environment, requires the
use of innovative approaches to management using new
methods and technologies. It is obvious that in the
presence of different types of uncertainty, a high level of
autonomy, adaptability and reliability of CN should be
ensured by increasing their capabilities based on the
processing of special information. One of the main
selection criteria should be the required quality of
operation of the control system in conditions of
uncertainty with the random nature of external
fluctuations, which include unforeseen changes in their
own performance, environmental parameters, goals and
more.

The efficiency of the CN is largely determined by
time delays in data transmission between network users.
Minimization of delay in CN with homogeneous traffic
is provided at the design stage using mathematical

models of mass service with a homogeneous flow of
applications.

Currently, multiservice networks are becoming
widespread, the characteristic feature of which is the
heterogeneity of traffic [1, 2]. Heterogeneity of traffic is
the transmission of information network packets of
several types (video and audio packages, full packets,
text packets, etc.), which are subject to different
requirements [3]. These requirements will be formulated
in the form of restrictions on the delivery time of
packages of different types. In this case, the restrictions
can be of two types: probabilistic in the form of the
allowable probability of exceeding the established time
delay limits of packets in the information network and
average in the form of a limit on the average delay time.
This limit can be taken into account through the use of
special traffic management methods. Solving this
problem requires the use of models with a heterogeneous
flow of applications that allow you to analyze the
properties of priority data transmission systems and
formulate recommendations for the design of priority
networks.

Therefore, to ensure the reliability of the CN, it is
proposed to use software-configured networks (SDN) [4,
5]. When using software-configured networks (SDN), it
is possible to introduce the concept of time reserve into
the packet transmission process. That is, the system
redirects a packet that was not transmitted on another
trajectory. However, if the delivery time of this packet
does not exceed the allowable delay time, it will be
considered that the communication channel failed.

The role of reliability indicators, which are
interpreted as  characteristics of  probabilistic
mathematical models of objects, is performed by
statistical estimates of the corresponding probabilistic
characteristics. When evaluating these indicators, the
necessary initial data for a priori probabilistic
calculations are often missing, and statistical evaluation
is complicated by a small amount of testing, which can
determine only estimates of moments of random
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variables that determine the process of operation
(mathematical expectations and variances of failure time,
recovery time, backup time etc).

Therefore, in this work the problem of development
of an analytical method of the decision of extreme
problems of definition of bilateral estimations of
functionalities which are included in the basic indicators
of reliability of CN with a time reserve is solved. It is
necessary to construct two-sided estimates of these
indicators for CN with SDN with time redundancy at
known moments of distribution of initial random
variables which define random processes which are
investigated. In solving this problem, the limit values of
the functionals that characterize the validity of such
systems are used.

The obtained results are a substantiation of the
structure of computer networks that are designed or
modernized. You can also use this information to build
highly reliable networks or technical facilities that exist
in a single implementation.

Results of the research

The ability of IT administrators to monitor the
operation of the entire information network using a so-
called software controller, which is separate from the
switch and the level of traffic, is the basis of SDN
management. Using a single control point, which is
universally used in the virtual network architecture,
allows administrators to take control of all switch
networks [7]. This approach meets modern requirements
for CN.

The network device of the control layer is separated
from the data transmission layer and is logically
centralized in the SDN-controller, which provides a
single abstract representation of the entire network and
its state. It can be deployed as a cluster to ensure high
availability and scalability, as well as to provide
interoperability between traffic controllers between
different CN. Centralized application of increased
productivity, reduction of delays leads to more efficient
interaction between users and applications in both
corporate networks and data center networks. The
number of network devices will inevitably increase over
time and a simple way to manage them, which is SDN
certainly has advantages [9, 10]. This technology is a new
approach to the design, construction and operation of CN,
which focuses on providing business flexibility due to the
effective connection of users to applications. It is a
transition from managing network generating devices to
managing entire networks.

The network can respond more quickly to changing
business needs. The SDN controller supports an open
programming interface (API), a number of built-in
features, including network virtualization, security,
traffic management, and authorization and authentication
mechanisms to control access to the controller's
integrated tools and external SDN applications, allowing
external programming. thus an environment for
automation, management, and scaling functionality for
future applications [4, 10]. The implementation of this
concept greatly simplifies the operation of the network
and its configuration and allows it to be used in large

companies and small and medium-sized businesses.

Therefore, it can be argued that during the
construction of CN it is advisable to implement a solution
to the problem in accordance with SDN technology. This
will allow companies and telecom operators to gain
independent control over the entire network and greatly
simplify their operation. Last but not least, greatly
simplified network configuration. Administrators will
not need to enter hundreds of new lines of code separately
for different switches or routers. It is possible to quickly
change, in real time, the characteristics of the network.
Accordingly, the time to initiate new applications and
services is significantly reduced, which in turn will
maintain the reliability of the CN.

Let's consider features of an estimation of efficiency
of CN as one of cases on probability of operability of the
transmission channel. To do this, consider the process of
transmitting information in the CM of continuous use
with time redundancy, which consists of two elements:
the transmission channel and the time reserve.
Performance control will be considered ideal (complete,
continuous and reliable). Formulas for the main
indicators of the reliability of such a system with
complete source information are given in [6].

Consider the cases when the type of distribution
function F,(t) of the recovery time of the transmission
channel t, of the distribution function D(t) of the value
of the reserve time ¢, is not set, and only their first two
initial moments are known. The task is to find bilateral
assessments (lower and upper limits) of the main
indicators of the reliability of the system for these cases.

It is worth noting that bilateral estimates for
reliability indicators are obtained under the assumption
that the average operating time of the object on the failure
of the transmission channel is much longer than the
average recovery time. This condition is fulfilled in
engineering practice for CN.

1. Let us know only the first two initial moments of
the distribution function F4(t)

s1= t, = [ xdF(x), @)
sz = [y XdE(0); s St <2 @)

where s? < s,. The class of distribution functions that
satisfy such a constraint is denoted by K.

For this case, in [6], bilateral estimates of the
functionalities characterizing the reliability of the system
are obtained. Taking into account these estimates for the
reliability indicators obtained for the case of complete a
priori information, the calculated ratios for the lower and
upper limits of these indicators are given below. In the
formulas below t, — the average operating time of the
transmission channel to failure:

t, = [, [1 - F(D]dt. ®)

Let the reserve time be a non-random variable t, =
const. For this case in [6] the exact lower ones are given
I, (F,) and upper I, (F,) functional assessment [, (F,) =
(1)

The probability of trouble-free operation of the
system P(t,t,) depending on the delay time of the
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information packet in the transmission channel:
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In formulas (4) and (5) the restriction is accepted:
t—t, =0.
Idle rate Ky (t,). In the formula for Kp (t,) includes
functionality:

1:(F) = M[min(t,, t,)] = [;"[1 - E.(0)lde,  (6)

for which the bottom is obtained I, (F,) and top I,(F,)
evaluation.
Enter the notation:

M* = 14-(1:;3) ’ M* = 14(FB) . (7)

Then the limit values of the functional 1, (F,), taking
into account the entered notations will be two-way
estimates of the coefficient of readiness of the
transmission channel:

t, + M,
Kn(t)) =1-T——=
tit s
<2
Jl _ £H+tllé’ tﬂ < 5_2;
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V1= (e +51) [t + 05 % ®
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Table 1 — Estimates of reliability indicators
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For example, consider the CN of continuous use
with time redundancy.

Requirements of mobile operators for the maximum
allowable packet delay time for premium services not
more than 50 ms, and for standard services not more than
150 ms. [8]. Thus, different data traffic will have
different time reserve values, namely 10 ms, 50 ms and
150 ms.

The studied CN will be characterized by the
following data:

t,=10*s,s; =t, =5ms, s, = 26 ms,
ty; = 10 ms, t;; = 50 ms, t;3 = 150 ms.

It is necessary to determine bilateral assessments of
system reliability P(t,t,), K.(t,) for three time reserve
values:

t;1 = 10 ms, t,; = 50 ms,
t,3 = 150 ms.

We will be interested in the upper limit of the
probability of failure and the lower limits of the
probability of failure and readiness.

Since tazz—z for three values of the time
1

reserve, the formulas for reliability indicators will be as
follows:

P(t, tﬂ) = exp [— M] ~

ty

(10)

© oy | ta)msD) |
= exp[ tuls2—2s1t4+2)]’
LML -1
Ka(ta) =0, = (Gt s1) (11)

X [ty +0,5(sy 4ty — JtZ = 251t + 55)]

The results of the calculation of bilateral
assessments of the reliability of the system are shown in
table 1.

Indicator Time reserve t,; = 10 ms Time reserve t,, = 50 ms Time reserve t,; = 150 ms
P(t,t,) 0,99972 0,999996 0,9999996
K.(ty) 0,999999991 0,999999999 1

Graphs of the lower limit of the probability of
failure-free operation for different data traffic or data
inherent in their time reserve values are presented in
Fig. 1. The analysis of the results shown in Table 1 and
the graphs in Fig. 1 shows that taking into account the
time reserve for the data transmission system allows to

objectively assess the reliability of the network
information transmission channel in conditions of a priori
uncertainty of data on random variables.

Increasing the backup time to ensure the maximum
allowable packet delay time in the channel leads to an
increase in the reliability of the studied systems.
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Fig. 1. The lower limit of the probability of failure
(1—tg =10ms,2 — t;; = 50ms,3 — t;3 = 150 ms)

Thanks to the obtained guaranteed estimates of the
upper limit of the probability of failure and the lower
limit of the probability of failure-free operation and the
coefficient of readiness, it is possible to realistically
assess the quality of the CM.

Analysis of the results
allows us to draw the following conclusions

The analysis conducted in the work showed that
information conflicts in computer networks lead to
failures. At the same time, modern computer networks
operate in conditions of incomplete source information.
Therefore, it is necessary to use measures to ensure a
given level of reliability.

Based on the evaluation of linear and fractional-
linear functionalities, the sets of calculation ratios are
obtained to determine the guaranteed (largest and
smallest) values of the main indicators of reliability of
computer networks with a reserve. Thus, the scientific
problem of development of the analytical method of the
decision of an extreme problem of definition of bilateral
estimations of the functionalities entering into the basic
indicators of reliability of computer networks with a time
reserve is solved in work. Bilateral estimates of reliability

indicators of computer networks with time redundancy at
the known first two points of random variables are
constructed.

In solving this problem, the limit values of the
functionalities that characterize the reliability of such
systems are used.

The analysis of the obtained results showed that
taking into account the time reserve for the data
transmission system makes it possible to objectively
assess the reliability of computer networks with time
reserve in the conditions of a priori uncertainty of data on
determining random variables.

The obtained results are a substantiation of the
structure of computer networks, which are designed or
modernized. You can also use this information to build
highly reliable networks or technical facilities that exist
in a single implementation.
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EdexTuBHicTh QyHKUiOHYyBaHHS KOMI'I0TepHUX Mepe:xk i3 SDN
B YMOBAaX HelMOBHOTH iHopMauii npo HagiliHicThL

O. B. 3inuenko, B. B. BummHiBcekuii, 10. B. Bepezoscrka, I1. Cemmagex

AHoTanisi. B poboti mpoBeneHo aHaii3 e(peKTUBHOCTI (YHKIIOHYBaHHS KOMI'tOoTepHHX Mepexx 3 SDN B ymoBax
HEMOBHOTH iH(popMallii 1po HaxiiiHicTh. [y Toro, mob 3a0e3mednTH 3aJaHi MOKa3HUKH HAIIMHOCTI KOMIT FOTEPHOI Mepexi
MIPOTIOHYETHCSI BUKOPUCTOBYBATH IX TapaHTOBaHI OLIHKH. [ minBUIEHHS piBHSA Oe3mekd (YHKIIOHYBaHHS iH(QOpMAIiHUX
CHCTEM Ta BBECTH B MPOIIEC Iepeadi MaKkeTiB MOHATTS pe3epBy dacy HeoOXimHO BimokpeMuTd (yHKIIi mepenadi Tpadiky Bix
¢ynkuiit ynpasmiaHsa. B mpomy i momsirae ocHoBauit npuHmmn SDN. [Ipu BukopucranHi TexHonorii SDN B KoMI'toTepHHAX
Mepekax 3’ABISIETBCS MOXKIJIMBICTH BBEICHHS PE3EpPBY Hacy IpH TepeAadi MoBigomieHb. lle mae MOKIWBICTE OUIBII TOYHO
BU3HAYMTH NOKa3HUKH HaaiiHOCTI. [Ipy oniHIi cucTeMu nepeaadi JTaHX KOMIT FOTepHOT Mepeski BpaxoBaHa MOXKIIMBICTh BBEACHHS
pe3epBy yacy Ta OTpHUMaHi OCHOBHI PO3pPaxyHKOBI CIIBBIHOIICHHS [T MOKA3HUKIB HAAIHHOCTI B yMOBax HEMOBHOI iH(opMarrii
po iX 3aKOHH PO3Moiay. AnpiopHa iHpopMallis 0OMekeHa 3HAHHIM TEePIIUX MOYATKOBUX MOMEHTIB MATEMATHYHOTO CIIO IiBAHHS
Ta gucnepcii. JlaHi pe3ynpTaTH SBISIOTBCS OOIPYHTYBaHHAM CTPYKTYPU KOMIT IOTEPHHX MeEpeX, SIKi NPOEKTYIOTHCS abo
MOJIepHI3yI0ThCs. Takox M0 iHPOPMAIlito MOKHA BUKOPHUCTATH TPH MOOY0BI BUCOKOHAMIMHUX Mepex a00 TEXHIYHHUX 00’ €KTIB,
SIKl ICHYIOTh B OTUHIYHOMY BHKOHaHHI.

Knw4uoBi caoBa: inpopmauiiina cuctema; (GyHKIIOHaIbHA CTIHKICTh, MpOrpaMHO-KO(IrypoBaHi Mepexi; Mepexa;
nepezaya JaHuX; oOMexeHa anpiopHa iHdopmaitis; 6e3neka QyHKI[IOHyBaHHS.

IpdexTUBHOCTH PYHKIHOHNPOBAHUS KOMIBIOTEPHBIX ceTeil ¢ SDN
B YCJIOBHSIX HEMOJTHOTHI HHGOPMAILIMH 0 HAXEKHOCTH

0. B. 3inuenko, B. B. Bumnesckuii, H0. B. bepesorckas, I1. Cenmadyex

AHHoTanms. B paborte nmpoBeaeH anain3 3ddhexTuBHOCTH HYHKIIMOHUPOBAHUS KOMITbIOTEpHBIX ceTeld SDN B ycnoBusix
HETOJHOTHI HH(OPMAIMU 0 HaIe)KHOCTH. J[71s Toro, 4ToOBI 00eCHeYnTh 3a/IlaHHbIe TOKA3aTel HaIeKHOCTH KOMITBIOTEPHOH CeTH
npe/ularaeTcss MCIOJb30BaTh WX TapaHTHPOBAHHbIC OLEHKU. (I TMOBBIIEHHS YpPOBHS 0€30MacHOCTH (YHKIMOHHPOBAHHS
MH(OPMAIMOHHBIX CHCTEM M BBECTH B MPOLECC Mepeadyn AKeTOB MMOHITHE pe3epBa BPEMEHN HE0OXO0MMO OTACIUTH (QYHKIMH
nepenauu tpaduka ot GyHKIM yrnpaBieHus. B atom u 3akmovaercs ocHoBHO# npuHuun SDN. [Ipy ncnonbp30BaHUM TEXHOIOTHH
SDN B KOMIBIOTEPHBIX CETSAX IOSBISIETCS BO3MOXHOCTH BBOJIA PE3€pBa BPEMEHH IPH Iepeaade COOOMIeHWH. JTO Iaer
BO3MOXHOCTB 00JIee TOYHO OTIPENEITUTh IIOKa3aTeNl Haie)KHOCTH. [IpH OlleHKe CHCTEeMBI Tiepe/iaud JaHHBIX KOMIBIOTEPHOH CETH
YYTEHa BO3MOKHOCTb BBOJIa pE3€pBa BPEMEHU U II0JIy4€HbI OCHOBHBIC PACUETHBIC COOTHOILICHHUS s [IOKa3aTeNIed HaJe)KHOCTH B
YCIOBHSX HENOJIHOW MH(popManuu o0 WX 3aKOHAX paclpeiesieHHs. ANpHopHas MH(GOpPManus OTpaHMYEHa 3HAHUEM IIePBBIX
HayaJIbHBIX MOMEHTOB MAaTeMaTU4YeCKOro OXXUIAHUS M Juclepcuu. JlaHHble pe3ysbTaThl SABISIOTCS 000CHOBAHHEM CTPYKTYPHI
KOMITBIOTEPHBIX CETeH, MPOCKTHPYEMBIX WM MOJCPHU3MpYIomuXcs. Tarke 3Ty HMHGOPMALUIO MOXXHO HCIIOJB30BaTh IPH
MOCTPOCHUH BBICOKOHAICKHBIX CETEH MM TEXHUYECKUX 00BEKTOB, KOTOPBIE CYLIECTBYIOT B €JMHUYHOM HCIIOJTHEHUH.

KawueBble ciaoBa: uMHOOPMAIMOHHAS CHUCTEMa, (DyHKIMOHANbHAS YCTOWYMBOCTB, NPOTPAaMMHO-KO(QUIypHpyeMBbIe
CeTH; CeTh; Nepe/iaya JIaHHbIX; OrPaHUUCHAs arpruopHas HHpopMauus; 6e30MacHOCTh HYHKIIMOHUPOBAHHUSL.
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