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DIGITAL IMAGE AUTHENTICATION MODEL

Abstract. The development of new technologies, the growing volume of data and the total consumption of content in the
digital environment are changing the ecosystem of modern media. Data can be easily and completely duplicated. It brings
great convenience to life, work, scientific research and other areas of human activity. However, information security issues
have appeared that have attracted a lot of attention. The purpose of this article is to present a model for digital image
authentication. This article proposes a model for reliable verification of digital image authenticity with a high degree of
protection and parameters for assessing the effectiveness of such systems. Reliability is achieved because the watermark is
hidden not in the whole image, but in its fragment, which is most suitable for hiding the image, as well as for using anti-
noise codes as a watermark. Based on the current state of watermarking methods, it is recommended to use modern
algorithms and architectures of convolutional neural networks to ensure a high degree of security.
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Introduction

The development of new technologies, the growing
volume of data and the total consumption of content in the
digital environment are changing the ecosystem of modern
media. Data can be easily and completely duplicated. It
brings great convenience to life, work, scientific research
and other areas of human activity. However, information
security issues have appeared that have attracted a lot of
attention. Copyright ownership is an important aspect of
information security, and the use of digital watermarks is
an effective way to protect copyrights [1]. Copyright pro-
tection is achieved by embedding author information into
the digital content. In recent years, many watermarking
algorithms have been proposed [1-10].

The Internet is a free zone, where almost everything
is open and everything is allowed. The Internet makes it
easy to copy and replicate any pictures, texts, video and
audio product, without thinking about the fact that these
pictures, articles, songs have authors who have certain
rights to this multimedia data.

Almost every site in the Internet contains photos
and illustrations. At the same time, most of the images
posted on the Internet are used without a valid license —
unfortunately to authors.

To raise awareness of the extent of image copyright
infringement, Copytrack regularly investigates how,
where and to what extent images are used illegally. Copy-
track's 2019 Global Infringement Report consists of a
statistical analysis of more than 12,000 Copytrack user
profiles. Investigation of Illegal image using was based
on all searches deemed illegal by individual account
holders, and on website owner data based on information
gathered by internal search robots. The percentages men-
tioned in this report refer to the number of potential copy-
right infringements handled by Copytrack between De-
cember 2017 and December 2018. Geographic locations
were used for the analysis.

According to the 2019 Copytrack Global Infringe-
ment Report [11], Fig. 1 shows the percentage of copy-
right infringement in the use of images on the global

Internet.

According to the report [11], more than 2.5 billion
images are stolen every day. These license violations can
lead to daily damages of up to 532.5 billion euros.

The purpose of this article is to present a model for
digital image authentication.

Europe 31.40%
North America 33.90%
Asia 29.38%

Africa 1.48%

South America 2.57%

Fig. 1. Copyright Infringement Statistics by Continent [11]

Analysis of publications

A digital watermark is a special mark embedded in
digital content (called a container) to protect copyrights
and confirm the integrity of the document itself. A wa-
termark can be embedded in any type of electronic
document. Along with various images (photos, drawings,
scanned paper documents, etc.) there are audio recordings
that contain a watermark, and video (e.g., DVDs). Wa-
termarks is actively used for placement of unique photos,
videos, audio tracks in electronic form on the global
Internet.

There are different methods of classification of wa-
termarks algorithms creation. If we divide them by char-
acteristics, there are three types of digital watermarks:

- stable (robust), such watermarks should be resis-
tant to any influences on them [12];

- fragile, changing or collapsing with minor modifi-
cation of the container [13];

- semi-fragile, resistant to some influences and un-
stable to others [13].

Resistant watermarks are used when it is necessary
to remain the identification code, company logo and other
identifiers intact with maximum distortion of the con-
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tainer. Fragile watermarks and electronic digital signa-
tures are used to verify the integrity of electronic docu-
ments. Algorithms of embedding fragile watermarks are
especially sensitive to any distortion and effective for
integrity control and forgery protection. In the case of
semi-fragile TLDs, an image, for example, can be con-
verted to another format or compressed, but you cannot
cut or paste a fragment into it; for an audio track, the
sound frequencies can be changed, but the performer's
voice cannot be removed.

Most of the current research focuses on a robust wa-
termarking algorithm for copyright protection, such an
algorithm usually embeds the watermark in the transform
region of the image to improve reliability. Discrete Fou-
rier transform (DFT), discrete wavelet transform (DWT)
and discrete cosine transform (DCT) are the most com-
monly used basic transformation methods [1-3, 6].

The article [4] proposes a new method for water-
marking a color image in the spatial domain for fast and
efficient color image copyright protection. It discusses the
direct propagation coefficient (DC) 2D-DFT, obtained in
the spatial domain. Also it proves connection between the
change of each pixel in the spatial domain and in the DC
coefficient in the Fourier transform.

The article [5] proposes a new technique for water-
marking medical images to detect damaged areas in
medical images with greater accuracy by authenticating
4x4 blocks and without limiting the region of interest
(ROI) size. The proposed method can label a 4 x 4 pixel
block if it has at least one distorted pixel, while similar
methods (which have no region of interest size limitation)
label 8 x 8, 16 x 16, and 40 x 40 pixel blocks.

The article [7] proposed a reliable method for wa-
termarking an image in a merged wavelet transform
(LWT) domain. The neural network is included in the
watermark extraction process to increase resistance to
various attacks. The integration of the neural network
with LWT makes the system resistant to various attacks,
while maintaining an adequate level of stealth.

Since a reliable watermarking algorithm also has
high security requirements, the article proposes a general
model for image copyright protection based on LWT.

Digital Image Authentication Model

Model of digital image authentication can be con-
sidered as steganographic system that transmits an en-
crypted identifier, which is a digital watermark.
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After analyzing of the current state of research on
methods of superimposition of watermark and significant
parameters of watermark, we can form the following as-
sessment of the system of digital image authentication
effectiveness:

EF=R-a,+SR-og, +ER-0, +
+SC.G’SC +DT-ocdt,

(D

where R,R <[0,1] — is an estimate of the reliability of

the method of embedding a watermark;

RS,RS €[0,1] — is an estimate of the watermark
invisibility in the image;

ER,ER €[0,1] —is the probability of an error of the
first and second kind;

SC,SC €[0,1] — is an estimate of the fragility of
the watermark;

DT — is the number of embedded watermarks;

O, OLg., Olgn, Oy, Oy, — are significance coeffi-
cients of the corresponding parameters of the watermark
method. Such coefficients are necessary because there is
no universal watermark embedding method, so thanks to
such coefficients you can adjust the significance of each
parameter and thus influence the final effectiveness of the
method for a particular watermarking task.

The process of digital image authentication with
watermark is shown in Fig. 2 and consists of the follow-
ing main steps:

1) defining the area for embedding;

2) generating a watermark;

3) embedding the watermark in an image fragment;

4) image preprocessing after embedding the water-
marked fragment in the original image;

5) detecting the watermarked fragment;

6) extraction of the watermark from the fragment;

7) correcting errors in the watermark during extrac-
tion;

8) obtaining the label of the right holder.

Consider these steps.

Step 1 - Definition of the area for embedding.
Suppose there is an image Im [N, M] in which you
want to embed a watermark W[k,[].

Then, in the simplest case, the procedure for deter-
mining the optimal area for embedding a watermark can
be represented using the sliding window method.
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| watermark
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Fig. 2. Digital Image Authentication Model
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The scheme of the algorithm for determining the
area for embedding is shown in Fig. 3. Analytically, the
sliding window processing can be represented as follows:

E(Imi,j) = Q|q(Iml-,j )sq(lmi,j+1)sq(lmi,j—l)’---| =

@
=0lq(im . 1m. )| (k1) < 5.

where E(Im; j) — the optimality value of the embedding

area; Q — function describing the rules for evaluating the
pixels in the vicinity S; S — point vicinity, the set of
points (pixels) surrounding the working point (usually the
center pixel); k, 1 — the size of the sliding window, given
by the S set of coordinate offsets on the abscissa axis and
the ordinate axis, respectively.

i Im [N, M] - image,

k [ —window size,

E optimality coefficient
ofan image fragment
ix,y — fragment
coordinates

m
m
m

E(Im,J) d)opMyna

Fig. 3. Diagram of the algorithm
for determining the area for embedding

Stage 2 - Generation of the watermark.
Let W',I',K', B" be the set of possible watermarks,

containers (the form of watermark representation) of keys
and hidden identifiers of right holders, respectively. Then
the generation of the watermark can be represented as:

F:I'xK'xB'>W,W=F(L,K,B),  (2)

where W,[,K,B — are elements of the corresponding
sets. Generally speaking, the function can be arbitrary,
but in practice, the robustness requirements of the water-
mark impose certain restrictions on it. Thus, in most
cases, F'(I,K,B)~ F (I +¢,K,B), ie., a slight change
in the container does not change the hidden IDs of the
rights holders. The function is usually composite:

F=ToG, whereG:K'xB'— C' and

s 3
T:C'xI'>WwW' ®)

that is, the watermark depends on the properties of
the container. The function G can be implemented using

a cryptographically secure pseudorandom number gen-
erator with K as the initial value.

To improve the robustness of the watermark, au-
thors use interference-resistant codes such as BCH codes,
convolutional codes. [14, 15].

The operator 7 modifies the code words C’, re-

sulting in a watermark . It is possible not to impose
irreversibility constraints on this function since the ap-
propriate choice G already guarantees irreversibility F' .

The function 7 must be chosen such that an unfilled

container I, , a filled container /j and a slightly

modified filled container /j; would produce the same
watermark:

T(C,1y)=T(C.Iy ) =T(C, I} ), 4)

Step 3 - Generation of the watermark.
The process of embedding the watermark W (i, /)

in the original image I, (i, /) can generally be described
as a superposition of two signals:

e I'sW'sxL'— Iy, Iy (i,))
=1y (i ))® L(i, /YW (i) p(ir )

where L(i,j) - watermark-embedding mask, which

)

takes into account the characteristics of the human visual
system, serves to reduce the visibility of the watermark;
p(i,j) - projecting function;

Sign @ denotes the superposition operator, includ-
ing, addition, truncation, and quantization.

The projecting function carries out the "distribution"
of the watermark over the image area. Using of it can be
considered as an implementation of parallel channel in-
formation spacing. In addition, this function has a certain
spatial structure and correlation properties used to coun-
teract geometric attacks.

Step 4 - Image preprocessing after embedding the
watermarked fragment in the original image.

At this stage, the image fragment [ is inserted

into the original image Im. Since [ is a modification of
the original fragment /;, which serves as a container for

the watermark. When embedding it into the original im-
age Im, the watermarked fragment will differ from the

general distribution of the image brightness I (i, j)+a.,

where o is a modification factor that occurs during the
embedding process. To eliminate this drawback, after
embedding a fragment with a watermark in the original
image, anti-aliasing is applied along the edges of the em-
bedded fragment to eliminate the visibility of the pres-
ence of a watermark in the image.

Step 5 - Detect the watermarked fragment.
The task of detection is to find objects (watermark)
with certain properties on the image, and if the objects are
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detected, to determine their coordinates on the image
plane. The basic principle of object detection on the im-
age is to compare the brightness function of the image
with some "reference" - a fragment of the brightness field
containing the desired object. When implementing the
detection procedure, the standard is sequentially moved
along the image field, and at each position, its similarity
to the real brightness function on the fragment is investi-
gated. Complete coincidence of the standard and the im-
age, as a rule, does not happen due to noise and distor-
tion, as well as because usually there is no complete in-
formation about the shape and structure of the object, (we
have to use the standard, only approximately describing
the object).

Since watermarks are hidden and different in struc-
ture in the image in such a way that they are less visible,
it is best to use neural networks for detection and local-
ization.

Step 6 - Extracting the watermark from the frag-
ment. The extraction uses the inverse of the operation in
step 3 and depends on the embedding method.

Step 7 - Correcting errors in the watermark during
extraction. Since it is recommended to use interference-
resistant codes, such as BCH codes, convolutional codes,
to improve robustness, this step is the correction of distor-
tions in the watermark.

Step 8 - Obtaining the label of the copyright holder.
This step is the reverse of step 2 and depends on the
method used to generate the watermark.

There is a probability that the decoder will not de-
tect an existing watermark and a probability of falsely
finding a watermark in an empty container (false alarm
probability). Decreasing one probability leads to increas-
ing the other probability.

Reliability of the decoder is characterized by the
probability of false detection. This model for verifying
the authenticity of a digital image is designed to minimize
the likelihood of both errors, since each of them can lead
to denial of service.

Conclusion

This article proposes a model for reliable verifica-
tion of digital image authenticity with a high degree of
protection and parameters for assessing the effectiveness
of such systems. Reliability is achieved because the wa-
termark is hidden not in the whole image, but in its frag-
ment, which is most suitable for hiding the image, as well
as for using anti-noise codes as a watermark. Based on
the current state of watermarking methods, it is recom-
mended to use modern algorithms and architectures of
convolutional neural networks to ensure a high degree of
security.
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Moneuns ayrenTudikanii nngpoBux 300paxKeHb
1. B. Py6an, H. M. Bonoroga, B. O. Maptosurpkuii, O. O. Korie

AHoTanisi. PO3BUTOK HOBUX TE€XHOJOTiH, 3pOCTaHHsI 00CATIB BEIMKUX JAHHUX 1 TOTAJIbHE CHOKMBAHHS KOHTEHTY B LU(-
POBOMY CepeIOBUII 3MiHIOIOTh €KOCHCTEMY CydacHHX Mesia. JlaHi MOXKHa JIETKO 1 OBHICTIO AyOIIOBATH, [0 IPHHOCHUTH BEJIHKY
3pY4HICTb B JKMTTS, POOOTI, HAYKOBUX JOCII/PKEHHAX Ta IHIIMX cdepax isinbHOCTI JitoguHu. OIHaK BUHUKIM IUTaHHA iH(Op-
MaliiiHoi Ge3neky, siKi MPUBEPHYIN BENUKY yBary. IIpaBo BIAacHOCTI Ha aBTOPCBHKI IpaBa - BaXKIMBUH acnekT iH(opmMauiiiHoi
6e3MeKy, a BUKOPUCTaHHs LU(POBUX BOIIHUX 3HAKIB - e(eKTHBHUI CIOCiO 3aXUCTy aBTOPCHKHX IpaB. MeTo AaHOI CTATTi €
IPEJICTABIICHHS. MOJIEl MEPEeBipKU CIPABXKHOCTI MPABO BIACHOCTI Ha aBTOPChKI Hpasa 300paxeHHS. [ludposi BomstHi 3HaKM
(IIB3) akTMBHO BUKOPHUCTOBYIOTHCS IPU PO3MILIEHH] yHiKanbHUX (ororpadiii, Bineo, ayIioTpeKiB B eJIEKTPOHHOMY BUIIIAAL B
riiobanbHii Mepexi [HTepHeT. OCKUTBKY HaIiHUN aIrOpUTM BOASHHX 3HAKIB TAaKOXK Ma€ BHCOKI BUMOTH 10 Oe3neku, B poOoTi
3aIpOIIOHOBAHA 3arajibHa MOJENb MEePeBipKH aBTeHTUYHOCTI 300paykeHHs1 Ha ocHOBI LIB3. Mozenb nepeBipky cIpaBKHOCTI K-
(bpoBoro 300paxxeHHst MOxke OyTH PO3IIIHYTA SIK cTeraHorpadiyHa cucreMma, B sKii nepefaeTbes IHTerpoBaHUM 3amugpoBaHuil
igeHTH}IKaTOp B 00JaCTh 300paXKEHHS € MU(PPOBUM BOISHUM 3HAKOM. ICHye HMOBIPHICTH TOTO, IO JEKOJAEP HE BHUSBUTH HAsB-
Huii 1IB3 i #iMoBipHiCT NOMHIIKOBOrO 3Haxo/ukeHHA 1[B3 B mopoxHbOMY KOHTEHHepi (HMOBIpHICTH NMOMMIIKOBOI TPHBOTH).
3HIDKEHHS OHi€T HIMOBIPHOCTI PU3BOANTD /10 301bIIeHHs iHmoi. HaxiiiHicTs poboTH nexonepa xapakTepu3ytoTh IMOBIpHICTIO
MOMUJIKOBOT'O BUSIBJICHHS. JlaHa MOJenb NepeBipKy CIIPaBKHOCTI LU(POBOro 300pakeHHs 00yA0BaHAa TaKMM YMHOM, 100 Mi-
HiMi3yBaTH HMOBIpHICTh BUHMKHEHHSI 000X MOMIJIOK, TaK SIK KOXKHA 3 HUX MO)KE IIPHBECTH J0 BIJIMOBH BiJl 00CIYroByBaHHS. Y
LiH CTaTTi MPONOHYETHCS MOJIEIb HAAIHHOI NepeBipKH aBTEHTUYHOCTI LU(POBOro 300pakeHHs 3 BUCOKMM CTYHNEHEM 3aXHUCTY i
rapaMeTpH OLiHKH e(eKTUBHOCTI poOOTH MONiOHUX cucteM. HaniifHicTh mocsraTtucs 3a paxyHOK Toro, o LIB3 xoBaeTbcst He B
ycboMy 300pakeHHi, a B Horo (parMeHTi, siKuii HaloUIbII MiIXouTh Ul prxoByBaHH: [[B3, a Tako 3acTOCYBaHHS B SIKOCTI
LIB3 nepemkonocriiikux koxiB. Crimparoynch Ha MoToYHHUN ctad Metozi L[B3 miist 3abe3neueHHs BUCOKOTO CTYIEHs 3aXUILEHO-
CTi PEKOMEHIYEThCS 3aCTOCOBYBATH Cy4acHi allTOPUTMH 1 apXiTEKTypH 3ropTaIbHUX HEHPOHHUX MEPEex.

Karw4dosi caosa: mudposuii BopsHuid 3HaK; aBTeHTU(]IKaLisA; aBTOPCbKE MPaBO; MOZEIb ayTeHTUdiKalii udpoBUX
300paxxeHb; cTeraHorpadis; kibepoesnexa.

MogeJib NpOBEPKH MOITHHHOCTH HHPPOBOT0 H300paKeHHs!
U. B. Py6an, H. H. Bonorosa, B. A. Maprosumkwuii, O. O. Konies

AHHoTanus. Pa3Burue HOBBIX TEXHOJIOTHH, pacTyue 0ObeMbl OOJIBIIMX JaHHBIX M TOTAJIBHOE NOTPEOICHHE KOHTEHTa
B IIM(POBOI cpejie MEHSIOT YKOCHCTEMY COBPEMEHHBIX Meana. JIaHHbIe MOXHO JIETKO U MOJIHOCTBIO JyOIMPOBaTh, YTO IIPUHOCUT
Gonplioe ynoOCTBO B KU3Hb, PaOOTY, HayuHbI€ HCCIENOBAaHUA U JApyrue chepbl NesTeIbHOCTH yenoBeka. OJHAKO BO3HUKIN
BOINPOCHl HH(POPMALMOHHON 0€30I1aCHOCTH, KOTOpbIe MPUBIIEKIN Oonblnoe BHUMaHue. Ile/1bio JaHHOH CTaThU sBIISETCS Ipel-
CTaBJICHUE MOJIENU IIPOBEPKU MOMIMHHOCTH I poBoro usodpaxenus. Lludpossie Boxsaubie 3Haku (LIB3) akTuBHO HcHONb3y-
I0TCS TIPU Pa3MELIEHUH YHUKAIbHBIX (oTorpaduii, BUieo, ayJMOTPEKOB B JIEKTPOHHOM BHIE B INI00AJIbHOI cetu VIHTEepHeT.
IMockonbKy HaJleXKHBIH aIrOpPUTM BOISIHBIX 3HAKOB TAKKE NPEAbSBIISAECT BHICOKHE TpeOOBaHUs K 0e30MacHOCTH, B paboTe mpea-
JIOJKeHa 001asi MOZeIb IIPOBEPKH MOUIMHHOCTH M300paxkeHHs Ha ocHoBe LIB3. Mozens npoBepku nommMHHOCTH LU(POBOro
n300pakeHs MOXKET ObITh PACCMOTPEHA KaK cTeraHorpaduyeckasl CHCTeMa, B KOTOPOH HepenaeTcss HHTErpUPOBaHHbIN 3alnd-
POBaHHBIN HAEHTU(DHUKATOP B 00JIaCTb N300paskeHHs IM(PPOBBIM BOASHBIM 3HAKOM. CHI)KEHUE OJHOH BEpPOATHOCTH IPUBOIUT K
yBenauueHuro aApyroil. HanexxHocTs paGoThl JeKo/epa XapakTepH3yroT BEPOSTHOCTHIO JIOKHOr0 oOHapyxeHus. JlaHHas Mojellb
MPOBEPKHU MOUIMHHOCTH LU(POBOro N300pakeHUsI IOCTPOEHA TaKUM 00pa3oM, 4TOObI MUHUMHU3UPOBATH BEPOSATHOCTh BO3HHK-
HOBEHMS 000MX OMIMOOK, TaK KaK KaxJas M3 HUX MOXKET IPUBECTH K OTKa3y OT oOciyxuBaHUA. B 310l craThe mpezsaraercs
MOJIeIb HaJISKHOH NMPOBEPKH MOATMHHOCTH LU(POBOro N300paXKEHHs C BHICOKOH CTENCHBIO 3aLIUTBI U IapaMeTpbl OLEHKH 3¢-
(bexTuBHOCTH paboThI MOAOOHBIX cucTeM. HanekHOCTh octuraercs 3a cuet Toro, uto [IB3 ckpbiBaercst He BO BceM H300paxe-
HHY, a B €ro ()parMeHTe, KOTOpblii Hanboee MOAXOAUT UL CKPBITHS U300paXKeHHs, a TaKkkKe IpUMeHeHus B kadectse [IB3 mo-
MEXOYCTOHUHUBBIX KoJ0B. Onupasch Ha TeKylee cocTosiHue MeTonos [IB3 s obecrieueHus BbICOKOH CTENEHHU 3alIUIEHHOCTH
PEKOMEH/1yeTCsl IPUMEHSTh COBPEMEHHBIE AJITOPUTMbI U ADXUTEKTYPBI CBEPTOUHBIX HEHPOHHBIX CETEH.

KawueBbie ca0Ba: nudpoBoil BOAIHON 3HAK; ayTeHTH(HKAINS; aBTOPCKOE TIPaBO; MOJIEIb ayTeHTU()UKAIUK [P Po-
BOT'0 H300paKeHHs; CTeraHorpadust; KubepOe30nacHoCTb.
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