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RESEARCH OF THE SOFTWARE
SECURITY MODEL AND REQUIREMENTS

Abstract. The subject of research in the article is a software security model. The aim of the work is to research the
quality characteristics of the software and requirements for the software security in order to improve their safety. The
article solves the following tasks: researching the shortcomings of the existing security model in order to identify its
main shortcomings; study of the quality characteristics of software that affect its security in order to identify the
possibility of improving the quality of software. The following results were obtained: on the basis of the analysis of the
existing model of software security, the main features of the attributes of this model were identified, their advantages
and disadvantages were given. On the basis of the conducted analytical study, the necessity of improving the existing
model of ensuring the security of software has been proved. Existing requirements for software and characteristics that
affect its quality are considered. The characteristics of software security are highlighted, the indicators of which should
be improved. Conclusions: a software security model has been studied. The need to develop this model is shown by
introducing the possibility of adapting the existing requirements for the security of software tools throughout the entire
life cycle of software development; the study of the quality characteristics of software showed that to ensure its security,
it is necessary to improve the following characteristics: integrity, authentication, confidentiality, access control.
However, it was shown that an increase in these characteristics can lead to a deterioration in other indicators of software
quality: portability, maintainability, performance.
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Introduction

In today’s world of ubiquitous computerization,
the creation of secure computer systems is getting an
increasing role. This is due to the fact that with the
development of information technology, the qualitative
and quantitative characteristics of malicious influences
associated with information technology and computer
systems, in particular, cyberattacks, are increasing.
Losses from cybercrime reach 100 billion dollars a year
worldwide, and millions of dollars a year in Ukraine.
Thus, cybercrime was among the five most widespread
economic crimes in the world, and in Ukraine, in
particular [1, 2]. Comparison of losses from cybercrime
on the same resource for previous years [2, 3] showed a
tendency for its increase.

Analysis of recent research and publications.
An integral part of existing computer systems is
software. Studies [4-9] have shown that in terms of
security, software is one of the most vulnerable
components of computer systems. This is due to a
number of factors of an objective and subjective nature
(high cost of losses and, as a consequence, increased
interest of attackers, shortcomings of modern tools and
software development  platforms, insufficient
competence of user personnel, etc.).

However, in accordance with international and
Ukrainian legislation, the requirements for the security
of software are among the highest priority in the system
of their qualitative assessment. For example, according
to the Law of Ukraine "About Copyright" [10], software
is intellectual property and requires protection from
piracy, plagiarism, counterfeiting of various kinds,
illegal distribution and other illegal actions and
interventions.

The aim of the article. Thus, the problem of
increasing the security of software becomes urgent. The
purpose of the work is:

— study of the software security model in order to
identify the main shortcomings of the model, as well as
identify ways to eliminate them;

— study of the quality characteristics of software
that affect its security in order to identify opportunities
to improve the quality of software.

Materials and methods

A generalized model of software
assurance is shown in Fig. 1.

The main components of this model include:

— regulatory documents (e.g. ISO standards)
regulating the process of ensuring safety. These safety
requirements are strict and mandatory. This, in turn,
imposes restrictions related to the relevance of these
documents. So, many regulatory documents, in
particular the Law "On Copyright", have the latest
amendments dated 2016.

— Thus, these documents lose their relevance and
require correction.

— the software itself;

— methods and means of ensuring safety;

— threats to security services - a potential event,
action, process or phenomenon that can harm the
software product and the company that produces the
software product. They affect the software lifecycle;

— software life cycle - a set of requirements,
software development and testing methodologies that
define the processes, activities and tasks that are used in
the delivery, development, testing, application,
maintenance and termination of the use of software
products.

As it shown at Fig. 1, one of the important attributes
of the presented model is safety requirements. They are
regulated by standards and development lifecycle. The
development of technologies, development
methodologies requires adjustment (adaptation) of the
existing requirements for the security of software tools
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throughout the life cycle of software development.
Unfortunately, the developers of standards and
specifications do not pay enough attention to this issue at
the moment.

This is largely due to the lack of access to the
confidential information required for this by private
companies (the number of companies that release
software products is too large for all their
recommendations to be taken into account; a number
of requirements of some companies may contradict the
requirements of other companies, which may be due to
the difference financial support and target audience;
etc.), and possible dynamic changes in the software
life cycle.

In Fig. 2 describes the life cycle of the software
product. It should be noted that the main results of the
software requirements analysis process are:

— determination of requirements for software
elements of the system and their interfaces;

sdaptation of safety requirements

— analysis of requirements for software for
correctness and testability;

— analysis of the impact of software requirements
on the operating environment;

— identifying compatibility and traceability
between  software  requirements and  system
requirements;

— determination of priorities for the implementation
of requirements for software;

— assessing changes in software requirements in
terms of cost, work schedules and technical impacts.

Fig. 2 shows that the results of the analysis of
software requirements significantly affect decision
making, design architecture, software development and
testing. At the same time, the requirements at each stage
are adapted taking into account the identification of the
specifics of the software, development methodologies,
development tools (e.g., frameworks, design patterns,
development environment) and other factors.
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Fig. 1. Generalized software security model
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It should also be noted that it is in the testing and
maintenance processes of software that requirements
adaptation should take place. Analysis of the standards
ISO 29148 [11], ISO 9126 [12], ISO/IEC 25010 ([13],
Fig. 3) and others [14-16] made it possible to classify
the requirements for a software product. Schematically,
these requirements can be presented in the form of
Fig. 4. So, there are 3 main groups of requirements:

— system requirements determine the external
conditions for the implementation of system functions
and restrictions on the creation of a product, as well as
requirements for the description of software and
hardware subsystems. System requirements impose
restrictions on the architecture of the system, the means
of its visual presentation and functioning;

— functional requirements are a list of functions
or services that the system must provide, as well as
restrictions on data and behavior of the system during
its execution;

— non-functional requirements determine the
conditions for performing functions (for example,
protecting information in a database, authenticating
access to software, etc.) in an environment that are not

directly related to functions, but reflect the needs of
users to perform them. These requirements characterize
the principles of interaction with environments or other
systems, and also determine the indicators of uptime,
data protection and quality achievement, taking into
account the recommendations of the standard used.

At the same time, the studies carried out have
shown that the practical implementation of the assigned
tasks of increasing security can lead to a deterioration in
other indicators of software quality, for example, such as:

— portability. The introduction of additional
means of protection may entail the use of architecture-
specific structures, the analogues of which may not be
found for the rest;

— productivity. Protection mechanisms of a
software product, such as obfuscation and encryption,
affect performance and require additional processor
resources to perform operations;

— maintainability. For example, turning off the
debug information necessary to increase software
confidentiality leads to a deterioration in analyzability, in
particular, when the stack is received, a call in case of
erTors OCCurs.

¥ potential opportunities

coexistence

~3 nature of time change

; nature of resource . -
t erability —— -~ functional suitability
interoperability change unctional suitability
adaptability *
S e Iunctlnﬁ::;c{ctntﬁs f
installability * \\.L. \ > N, ¥y
y % 4 v = .
portability compatibility Ferformance | Functionality =i_| functional
interchangeability : ! completencss
TM " T”’ % interoperability
Software
lity
T P completencss
analyzability o«
— willingness
variability -* \ \
i he convenience % p#  fault wolerance
maintainability security - ’ caee Reliability =~
. . » ! of use
sustainability “
N - recoverability
testability o*
- confidentiality — studyability
modularity -
—» integrity — intelligibility
reusable -
i
authenticity . ease of use
N traceability controllability
— error-proof

Fig. 3. ISO / IEC 25010 software quality classification

89



Advanced Information Systems. 2021. Vol. 5, No. 1

ISSN 2522-9052
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Fig. 4. Software components classification

The ISO 9126 defines the following security
metrics covering the characteristics under study:

— ability to track access: X = A / B, where, A is
the number of “user accesses to the system and data”
registered in the access history database, B is the
number of “user accesses to the system and data”
performed during the assessment process;

— access control: X = A / B, where, A is the
number of detected prohibited operations of various
types, B is the number of prohibited operations of
various types specified in the specification;

— prevention of data corruption: X =1 - A/ N,
where, A is the number of occurrences of the main cases
of data corruption, N is the number of test data that tried
to cause data corruption;

Also, the standard defines the metrics of software
quality characteristics that have a negative impact on
security metrics:

— analyzability characteristicc a metric of
analyzability (Can the user accurately identify the action
that led to the failure? Can the maintainer easily
pinpoint the action that led to the failure?): X = A / B,
where, A - Number data actually recorded during
operation, B - The amount of data that was planned to

be recorded and sufficient to observe the state of the
software during operation;

— performance characteristic: performance metric
(How many tasks can be successfully completed in a
given period of time?): X = A / T, where A is the
number of completed tasks, T is the observation time.

— mutability characteristic: metric of the
complexity of the modification (Can the maintainer
easily change the software to solve the problem?): T =
Sum (A /B) /N, A - Work time spent on the change, B
- The amount of software change, N - Number of
changes;

— consistency and maintainability characteristic:
a metric of the degree of consistency in maintainability
(How well maintainability of products complies with
applicable regulations, standards and conventions?): X
=1- A/ B, where, A —number of points of consistency
in maintainability that were not met during testing, B -
total number of specified maintainability consistency
points. Based on the research carried out, a matrix of the
influence of models and methods that increase software
security on the metrics of other characteristics of
software quality has been formed. These matrices are
presented in Table 1.

Table I — Influence of basic characteristics of software quality on characteristics of its security

Ability to track access Controlled access Data corruption prevention
Analyze ability + — _
Modification difficulty + +/- +
Consistency and maintainability + +/- —
Performance + + +
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For example:

— toincrease the value of the metric of the ability
to track access, mechanisms such as obfuscation,
encryption, access control lists (ACL), etc. are used.
These mechanisms introduce additional non-functional
(redundant) actions, which leads to a decrease in
performance, the ability to analyze, and increases the
complexity of the modification and decreases the
maintainability;

— to increase the value of the access control
metric, authorization mechanisms, digital signatures,
access control lists (ACL) are used. Additional checks
lead to performance degradation. If it is possible to
grant access rights to authorized representatives of the
company, these mechanisms do not affect other studied
metrics;

— to increase the value of the metric for
preventing data corruption, digital signature and
checksum methods are used, which increases the
complexity of the modification, and also affects
performance due to the redundancy of the code. Thus,
the need to solve the problem of increasing software
security  while  simultaneously = meeting the

requirements for the main indicators of its quality is
actualized.

Conclusions and prospects
for further development

1. A software security model has been
investigated. The necessarily to develop this model is
shown by introducing the possibility of adapting
existing requirements for the security of software tools
throughout the entire life cycle of software
development.

2. Research of the quality characteristics of
software showed that to ensure its security, it is
necessary to improve the following characteristics:
integrity, authentication, confidentiality, access control.
However, it was shown that an increase in these
characteristics can lead to a deterioration in other
indicators  of  software  quality: portability,
maintainability, performance.

The findings showed the feasibility of developing
research in the direction of improving software quality
indicators while minimizing their influence on each
other.
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HocaixzkeHHst MoaeJsii Ta BUMOr
10 Ge3MeKH NPOrpaMHoro 3ade3ne4eHHs

C.T. Cemenos, B. B. [laBunos, /1. C. I'pebenrok

AnoTtanis. IIpexMeToM I0CiDKEHHS B CTAaTT1 € MOZENb 3a0e31eueHHs Oe3neKH porpaMHoro 3abe3nedeHHs. MeToio
po6OTH € OCIiPKEHHS XapaKTEPUCTUK SKOCTI IIPOrpaMHOro 3a0e3reueH s i BUMOT /10 Oe31eKH NpOorpaMHHX 3ac00iB 3 METOIO
MiABUIIEHHS iX Oe3meku. Y cTarTi BHPINIYIOTHCS HACTYNHI 3aBHAHHSI: JOCITIDKCHHS HEAOJNIKIB iCHYIO4OI Mopedi
3a0e3redyeHHs] 0e3leKrn 3 METOI BHSBICHHS OCHOBHHX il HENOJIKIB; JOCTI/UKEHHS XapaKTEPUCTHUK SKOCTI MPOrpaMHOro
3a0e3ledyeHHs], 0 BIUIMBAIOTh Ha i 3aXMINEHICTh 3 METOI0 BHSBICHHS MOMJIMBOCTI IiJBUIIEHHS SIKICTh INPOTPaMHOrO
3abe3nedyeHHs. OTpUMaHI HACTYIHI Pe3yJbTATH: HA OCHOBI IPOBEACHOI0 aHANI3y iICHYIOUOi Mojeni 3a0e3neueHHs Oe3nexn
HpOrpaMHoOro 3a0e3rnedeHHs Oyiau BUSBIECHI OCHOBHI 0COOJIMBOCTI aTpuOyTH JaHOi MOJIeNli, HaBEeJJEHO IX IepeBary i HeJloMiKu.
Ha ocHOBI mpoBeneHOro aHAJITHYHOTO MJOCIIKCHHS JIOBEIEHO HEOOXiJHICTh BIOCKOHAJICHHS ICHYIOYOI MoOAei
3a0e3nedyeHHs Oe3leKu MporpaMHUX 3aco0iB. Po3risHyro icHyroui BHMOrM [0 IIpPOrpaMHOro 3a0e3leueHHs Ta
XapaKTEePHUCTHKHY, 110 BIUIMBAIOTH HAa HOro SIKICTh. BHAiEHO XapaKTEepUCTHKH 3aXWIIEHOCTI MpOorpamMHOro 3abe3nedueHHs,
MOKAa3HUKM SIKMX TIIOBMHHI OyTH momimmeHi. BHCHOBKHM: 1ocimipkeHa MoJenb 3a0e3redeHHs Oe3NeKd IMPOrpaMHOro
3abe3neueHHs. [lokazaHa HEOOXIIHICTh PO3BUTKY JAHOI MOJENI IUISIXOM BBEJSHHS MOXKJIMBOCTI aJanTamii iCHyI0OUMX BUMOT
110 Oe3NeK MPOrpaMHUX 3aco0iB MPOTSATOM YCHOIO YKHTTEBOTO IUKIY PO3POOKH HMPOrpaMHOr0 3a0e3MedeHHs; JOCIiPKSHHS
XapaKTEePUCTHK SKOCTI MPOrpaMHOro 3a0e3neyeH s MoKa3ano, Mo I 3a0e3rnedeHHs ii 3aXUIeHOCTI HeoOXiJHO ITiIBUIUTH
HACTYIHI XapaKTePUCTUK: LiNiCHICTb, ayreHTH(iKalis, KOH(iIeHIIHHICTb, ynpaBiiHHA fgocrTynoM. OfHaK, MOKa3aHo, 10
MABUIIEHHS [aHUX IIOKa3HWKIB MOXKE CHPHYMHHATH 3a COOOI0 MOTIpIIEHHS IHIIMX MOKa3HUKIB SKOCTI INPOrpaMHOro
3a0e3MevYeHHs: IEPEHOCHMOCTI, COTPOBOX/IAeMOCTb, IIPOAYKTHBHICTb.

Kar4dosi ciaoBa: Oe3neka mporpaMHOro 3a0e3eueHHs; JKUTTEBUH LIUKII IIPOrPaMHOr0 POIYKTY; KiOep3/IOUMHHICTb.

Hccnenopanmne monesn 1 TpebOBaHMit
0€301maCHOCTH NPOrPaAMMHOI0 00ecnedeHust

C.T. Ceménos, B. B. [laBsiios, /1. C. ['pebGentox

AnHoTanus. IlpegMeTroM HccCleOBaHUS B CTaThe SABIAETCA MOJEIb OOecreueHus 0e30MacHOCTH IPOrpaMMHOLO
obecrieyenus. Llesibio paGoThl SIBISIETCS UCCIIEA0BAaHUE XapaKTEPUCTHK Ka4ecTBa IIPOrpaMMHOro obecrieueHus 1 TpeboBaHuit
K 0€30I1aCHOCTHU NPOrpaMMHBIX CPEZICTB C LIEJIBIO MOBBIICHUS UX 0€30macHOCTH. B craTbe pemarorcs cieayromue 3aauu:
HCCIIEIOBaHUsl HEJOCTATKOB CYILIECTBYIOLIEH Mozenu oOecrneueHuss Oe30IacCHOCTH C LEIbI0 BBIABICHHS OCHOBHBIX €&
HEJJOCTaTKOB; HMCCIEOBAHUE XapaKTEPUCTHK KauyecTBa IPOrpaMMHOro OOECICUCHHS, BIMAIOLIMX HAa €€ 3alllHIIEHHOCTb C
LIETIbIO BBISBJICHUS! BO3MOXHOCTH IOBBIIICHUS Ka4eCTBO IporpaMMHoro obecnedyenus. [lonydensl cienyromue pe3yabTaThbl:
Ha OCHOBE NPOBEJECHHOr0 aHaJN3a CyLIECTBYIOLEH Mojenu obecrieyeHus: 0e30MacHOCTH NPOrpaMMHOro obecreueHus ObUTH
BBISIBJICHBl OCHOBHBIE OCOOCHHOCTH aTpUOYTHI JAHHOH MOJEINH, NPUBEICHbl MX JOCTOMHCTBA M HemocTaTku. Ha ocHoBe
MPOBEJICHHOI'0 AHAJIMTUYECKOI0 HCCIIEN0BaHUSA [J0Ka3aHa HEOOXOAMMOCTh COBEPLICHCTBOBAHUS CYLIECTBYIOLIEH MOJEIU
obecriedeHuss O€30IIACHOCTU IPOrPAMMHBIX CPEICTB. PaccMOTpeHbl CymiecTByroIue TpeOoBaHHA K INPOrpaMMHOMY
00eCIeYeHHI0 U XapaKTePUCTHKHU, BIUSIOIINE HAa €ro KauecTBO. Bbl/eNIeHbl XapaKTepUCTUKHU 3aIlHIEHHOCTH IIPOrpaMMHOr0
obecriedeHys], OKa3aTesId KOTOPIX JOJDKHBI ObITh YIydIlICHbl. BBIBOABI: nccienoBana Mozelb obecredeHus 6e301acHOCTH
nporpaMmHoro ootecrieuenus. Iloka3aHa HeoOXOOUMOCTb pa3BUTHS NAaHHOW MOJEIM IIyTeM BBEAEHHMS BO3MOXKHOCTH
aJlanTaluy CyLIECTBYIOMX TPeOOBaHUH K 0€30MaCHOCTH MPOrpaMMHBIX CPEJICTB Ha HNPOTSDKEHUH BCETro XKU3HEHHOr'O LIUKIIA
Pa3paboTKK MPOrpaMMHOI0 00ECIedeHHs; UCCIEN0BaHUEe XapaKTEPUCTUK KauyecTBa MPOrpaMMHOI0 o0ecHedeHHs MoKa3alo,
4yro Juig obecredeHHs €€ 3alUIIEHHOCTH HEOOXOAMMO IIOBBICHTH CIEIYIOLIME XapaKTePUCTHK: IIEJOCTHOCTb,
ayTeHTUUKAIMA, KOHOHUICHIMAIBHOCTb, YIpaBieHHe JocryrnoM. OJHaKo, I10Ka3aHO, YTO IOBBIIICHHE JaHHBIX
XapaKTepPUCTUK MOXKET IOBJIeYb 3a co0Oll yXy.uleHHe ApYrux II0KaszaTeleil KayecTBa INPOrpaMMHOrO OOeCICYEeHUs:
MEPEHOCHUMOCTH, CONPOBOKIAEMOCTD, IPOU3BOAUTEIBHOCTb.

Kaoudesbie caoBa: 0e30macHOCTh HPOrpaMMHOrO OOECHEYEHMs; KM3HEHHBIH LMK IPOrpaMMHOTIO IPOAYKTa;
KUOEpIIPeCTYITHOCTb.
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